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(7) ABSTRACT

The present embodiments relate generally to systems and
methods for securing operation of an ultrasound scanner for
use with a multi-use electronic display device. In some
embodiments, the multi-use electronic display device can
control whether the ultrasound scanner is permitted to
generate ultrasound image data for display based on an
institution affiliation status of the ultrasound scanner
retrieved from a server. In some embodiments, the multi-use
electronic display device can control whether the ultrasound
scanner is permitted to generate ultrasound image data for
display based on whether a digital certificate provided by a
server is successfully validated.
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SYSTEMS AND METHODS FOR SECURING
OPERATION OF AN ULTRASOUND
SCANNER

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application No. 62/542,256 entitled “SYS-
TEMS AND METHODS FOR SECURING OPERATION
OF AN ULTRASOUND SCANNER?” filed on Aug. 7, 2017,
which is incorporated by reference in its entirety in this
disclosure.

FIELD

[0002] The present disclosure relates generally to ultra-
sound imaging, and in particular, systems and methods of
securing operation of an ultrasound scanner that may be
used with a multi-use electronic display device.

BACKGROUND

[0003] Ultrasound imaging systems typically include sev-
eral components: a transducer that sends and receives ultra-
sound signals; electronics capable of processing ultrasound
image data from the transducer; and a display for displaying
ultrasound images. These various components have tradi-
tionally been provided by a single ultrasound manufacturer.
When a single manufacturer provides the various compo-
nents of the ultrasound imaging system, it may be easier to
secure operation of the ultrasound imaging system. For
example, they can design hardware interfaces between the
various components to ensure that only compatible compo-
nents are used with each other.

[0004] Some modern portable ultrasound manufacturers
provide hardware for only certain components of an ultra-
sound imaging system. For example, it is possible to provide
an ultrasound scanner that incorporates the ultrasound trans-
ducer and some of the electronics for generating ultrasound
image data. These ultrasound scanners may connect to
multi-use electronic display devices (such as a tablet com-
puter) for display of generated ultrasound image data.
[0005] It may be difficult to secure the operation of an
ultrasound scanner in these portable ultrasound systems. For
example, since a manufacturer does not have control over
the physical characteristics of the display device, it may be
difficult to use hardware interfaces to provide security. Also,
unlike processing and display devices supplied directly by a
manufacturer, multi-use electronic display devices are not
within the strict control of the manufacturer. This may
increase the possibility of malicious or incompatible soft-
ware being loaded onto the multi-use electronic display
devices. Such software may attempt to use a given ultra-
sound scanner without authorization.

[0006] Moreover, since the portable ultrasound scanners
are typically smaller in physical size and weight, they may
potentially be more easily lost or stolen. This may further
increase the possibility that unauthorized individuals may
attempt to use a given ultrasound scanner.

[0007] There is thus a need for improved ultrasound
systems and methods that secure operation of an ultrasound
scanner. The embodiments discussed herein may address
and/or ameliorate at least some of the aforementioned draw-
backs identified above. The foregoing examples of the
related art and limitations related thereto are intended to be
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illustrative and not exclusive. Other limitations of the related
art will become apparent to those of skill in the art upon a
reading of the specification and a study of the drawings
herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Non-limiting examples of various embodiments of
the present disclosure will next be described in relation to
the drawings, in which:

[0009] FIG. 1 shows a block diagram of a system for
securing operation of an ultrasound scanner, in accordance
with at least one embodiment of the present invention;
[0010] FIG. 2 is a flowchart diagram showing acts for
securing operation of an ultrasound scanner based on an
institution affiliation status, in accordance with at least one
embodiment of the present invention;

[0011] FIG. 3 is a flowchart diagram showing acts for
securing operation of an ultrasound scanner based on vali-
dation of a digital certificate, in accordance with at least one
embodiment of the present invention;

[0012] FIG. 4 is an example screenshot of a user interface
on a multi-use electronic display device when it connects to
an ultrasound scanner that is unaffiliated, in accordance with
at least one embodiment of the present invention;

[0013] FIG. 5 is an example screenshot of a user interface
on a multi-use electronic display device when it requests to
link an unaffiliated ultrasound scanner to an institution
account, in accordance with at least one embodiment of the
present invention;

[0014] FIGS. 6-7 are example screenshots of a user inter-
face on a multi-use electronic display device when it con-
nects to an ultrasound scanner affiliated with an institution
account different from the institution account associated
with the multi-use electronic display device, in accordance
with at least one embodiment of the present invention;
[0015] FIG. 8 is an example screenshot of a user interface
on a multi-use electronic display for creating a user account,
in accordance with at least one embodiment of the present
invention; and

[0016] FIG. 9 is an example screenshot of a user interface
for administration of ultrasound scanners, in accordance
with at least one embodiment of the present invention.

DETAILED DESCRIPTION

[0017] In a first broad aspect of the present disclosure,
there is provided a method of controlling operation of an
ultrasound scanner by a multi-use electronic display device,
the method involving: determining availability of the ultra-
sound scanner for connecting to the multi-use electronic
display device; retrieving a scanner identifier from the
ultrasound scanner; sending the scanner identifier to a server
for determining an institution affiliation status of the ultra-
sound scanner; receiving the institution affiliation status of
the ultrasound scanner; based on the institution affiliation
status, controlling whether the ultrasound scanner is permit-
ted to generate ultrasound image data for display on the
multi-use electronic display device.

[0018] In some embodiments, the multi-use electronic
display device is not associated with an institution account,
and prior to the controlling, displaying a user interface for
receiving input to select the institution account to be asso-
ciated with the multi-use electronic display device.
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[0019] In some embodiments, the multi-use electronic
display device is associated with an institution account.

[0020] In some embodiments, the institution affiliation
status indicates the ultrasound scanner is affiliated with the
institution account, and the ultrasound scanner is permitted
to generate ultrasound image data for display on the multi-
use electronic display device.

[0021] In some embodiments, the institution affiliation
status indicates the ultrasound scanner is affiliated with
another institution account different from the institution
account associated with the multi-use electronic display
device, and the ultrasound scanner is prevented from gen-
erating ultrasound image data for display on the multi-use
electronic display device.

[0022] In some embodiments, the institution affiliation
status indicates the ultrasound scanner is unaffiliated, and the
method further involves: transmitting a request to the server
to link the ultrasound scanner to the institution account
associated with the multi-use electronic display device,
wherein the server updates the institution affiliation status of
the ultrasound scanrer to indicate the ultrasound scanner is
affiliated with the institution account; receiving confirmation
that the server has updated the institution affiliation status of
the ultrasound scanner; and permitting the ultrasound scan-
ner to generate ultrasound image data for display on the
multi-use electronic display device.

[0023] Insome embodiments, the association between the
institution account and the multi-use electronic display
device is provided by a user account logged into an appli-
cation executing on the multi-use electronic display device,
the application configured for communicating with the ultra-
sound scanner.

[0024] Insome embodiments, prior to controlling whether
the ultrasound scanner is permitted to generate ultrasound
image data, the method further involves: receiving a digital
certificate from the server; and forwarding the digital cer-
tificate to the ultrasound scanner, wherein the ultrasound
scanner attempts to validate the received digital certificate;
wherein the controlling whether the ultrasound scanner is
permitted to generate ultrasound image data for display on
the multi-use electronic display device is further based on
whether the ultrasound scanner successfully validates the
received digital certificate.

[0025] In some embodiments, the multi-use electronic
display attempts to validate the digital certificate, and the
controlling whether the ultrasound scanner is permitted to
generate ultrasound image data for display on the multi-use
electronic display device is further based on whether the
multi-use electronic display device successfully validates
the received digital certificate.

[0026] In some embodiments, the multi-use electronic
display device is provided with a public key, and the
attempting to validate the digital certificate involves deter-
mining whether the digital certificate was digitally signed
with a private key corresponding to the public key.

[0027] In some embodiments, the digital certificate
includes an approved scanner identifier, and the method
further involves: determining whether the approved scanner
identifier matches the scanner identifier retrieved from the
ultrasound scanner; and wherein the controlling whether the
ultrasound scanner is permitted to generate ultrasound image
data for display on the multi-use electronic display device is
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further based on whether the approved scanner identifier
matches the scanner identifier retrieved from the ultrasound
scanner.

[0028] In some embodiments, the digital certificate
encodes permission data associated with the approved scan-
ner identifier, the permission data indicating an operation
one or more of the ultrasound scanner and the multi-use
electronic display device is capable of performing, and
wherein the method further involves: based on the permis-
sion data, restricting the operation from being performed.
[0029] In another broad aspect of the present disclosure,
there is provided a method of controlling operation of an
ultrasound scanner with a multi-use electronic display
device, the method involving the ultrasound scanner: send-
ing a scanner identifier for the ultrasound scanner to the
multi-use electronic display device, wherein the multi-use
electronic display device sends the scanner identifier to a
server; receiving a digital certificate from the multi-use
electronic display device, the digital certificate having been
received by the multi-use electronic display device in
response to the sending of the scanner identifier to the server,
and the digital certificate forwarded to the ultrasound scan-
ner by the multi-use electronic display device; attempting to
validate the received digital certificate; and controlling
whether the ultrasound scanner is permitted to generate
ultrasound image data for display on the multi-use electronic
display device based on whether the ultrasound scanner
successfully validates the received digital certificate.
[0030] In some embodiments, the ultrasound scanner is
provided with a public key, and the attempting to validate
the received digital certificate involves: determining
whether the digital certificate was digitally signed with a
private key corresponding to the public key.

[0031] In some embodiments, the digital certificate
includes an approved scanner identifier, and the method
further involves: determining whether the approved scanner
identifier matches the scanner identifier sent to the multi-use
electronic display device.

[0032] Insome embodiments, upon a successful validation
of the received digital certificate, the method further
involves: encrypting communications between the ultra-
sound scanner and the multi-use electronic display device.
[0033] In another broad aspect of the present disclosure,
there is provided a method of controlling operation of an
ultrasound scanner with a multi-use electronic display
device, the method involving, at a server: receiving a
scanner identifier from the multi-use electronic display
device, the scanner identifier having been retrieved by the
multi-use electronic display device from an ultrasound scan-
ner; determining an institution affiliation status of the ultra-
sound scanner; and sending the institution affiliation status
of the ultrasound scanner to the multi-use electronic display
device, wherein the multi-use electronic display device
controls, based on the institution affiliation status, whether
the ultrasound scanner is permitted to generate ultrasound
image data for display on the multi-use electronic display
device.

[0034] In some embodiments, the institution affiliation
status indicates the ultrasound scanner is unaffiliated, and the
method further involves: receiving a request from the multi-
use electronic display device to link the ultrasound scarner
to an institution account; updating the institution affiliation
status of the ultrasound scanner to indicate the ultrasound
scanner is affiliated with the institution account; and sending
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confirmation to the multi-use electronic display device that
the institution affiliation status of the ultrasound scanner has
been updated.

[0035] In some embodiments, the method further
involves: sending a digital certificate to the multi-use elec-
tronic display device, wherein the controlling whether the
ultrasound scanner is permitted to generate ultrasound image
data for display on the multi-use electronic display device is
further based on whether the digital certificate 1s success-
fully validated.

[0036] In some embodiments, the digital certificate is
digitally signed with a private key, and a successful valida-
tion of the digital certificate requires possession of the public
key corresponding to the private key.

[0037] For simplicity and clarity of illustration, where
considered appropriate, reference numerals may be repeated
among the figures to indicate corresponding or analogous
elements or steps. In addition, numerous specific details are
set forth in order to provide a thorough understanding of the
exemplary embodiments described herein. However, it will
be understood by those of ordinary skill in the art that the
embodiments described herein may be practiced without
these specific details. In other instances, certain steps, sig-
nals, protocols, software, hardware, networking infrastruc-
ture, circuits, structures, techniques, well-known methods,
procedures and components have not been described or
shown in detail in order not to obscure the embodiments
generally described herein.

[0038] Furthermore, this description is not to be consid-
ered as limiting the scope of the embodiments described
herein in any way. It should be understood that the detailed
description, while indicating specific embodiments, are
given by way of illustration only, since various changes and
modifications within the scope of the disclosure will become
apparent to those skilled in the art from this detailed descrip-
tion. Accordingly, the specification and drawings are to be
regarded in an illustrative, rather than a restrictive, sense.

[0039] Referring to FIG. 1, shown there generally as 100
is a block diagram of a system for securing operation of an
ultrasound scannet, in accordance with at least one embodi-
ment of the present invention. The system 100 may include
an ultrasound scanner 110 that is communicably connected
(either through wired or wireless communication) to the
multi-use electronic display device 120 (sometimes referred
to just as “display device” herein). The display device 120
may also be communicably connected to a server 130 via
network 106 (e.g., the Internet) to facilitate electronic com-
munication.

[0040] The ultrasound scanner 110 may be configured to
transmit ultrasound energy to a target object, receive ultra-
sound energy reflected from the target object, and generate
ultrasound image data based on the reflected ultrasound
energy. The ultrasound scanner 110 may include a trans-
ducer 115 which converts electric current into ultrasound
energy and vice versa. Transducer 115 may transmit ultra-
sound energy to the target object which echoes off the tissue.
The echoes may be detected by a sensor in transducer 115
and relayed through suitable electronics that interpret and
process the echoes to generate image data of the scanned
tissue. In some embodiments, the ultrasound scanner 110
may be provided as a handheld ultrasound probe that trans-
mits the image data to the display device 120 for display
thereon.
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[0041] Ultrasound scanner 110 may include various com-
ponents (not shown) for storing software or firmware
instructions, configuration settings (e.g., sequence tables),
and/or ultrasound image data. The ultrasound scanner 110
may also include one or more processors (not shown) for
executing the instructions for performing acts of the meth-
ods discussed herein. In various embodiments, the acts
performed by the ultrasound scanner 110 discussed herein
may be provided in the form of a security module 112. The
security module 112 may have access to a public key store
114. For example, as discussed below in relation to FIG. 3,
a public key may be retrieved from the public key store 114
to validate a digital certificate when securing the operation
of the ultrasound scanner 110.

[0042] Each ultrasound scanner 110 may also be provided
with a unique scanner identifier 116. As discussed below, in
some embodiments, an approved scanner identifier may be
encoded into a digital certificate received by the ultrasound
scanner 110, and controlling of operation of the ultrasound
scanner 110 may include confirming that the approved
scanner identifier encoded into a received digital certificate
at the ultrasound scanner 110 matches the actual scanner
identifier 116 of the ultrasound scanner 110.

[0043] Display device 120 may be a multi-use electronic
display device such as a smartphone, tablet computer, or
other suitable display device. In various embodiments, the
display device 120 may be provided with an input compo-
nent capable of receiving user input. Certain input received
at the display device 120 may be relayed to ultrasound
scanner 110 to control the operation of ultrasound scanner
110. Display device 120 may also include an output com-
ponent, such as a display screen, which displays images
based on image data acquired by ultrasound scanner 110. For
example, the display device 120’s input component may
include a touch interface layered on top of the display screen
of the output component. Electronic display device 120 may
also include memory, Random Access Memory (RAM),
Read Only Memory (ROM), and persistent storage device,
which may all be connected to a bus to allow for commu-
nication therebetween and with one or more processors. Any
number of these memory elements may store software
and/or firmware that may be accessed and executed by the
one or more processors to perform the methods and provide
the user interfaces described herein as being performed by or
provided on the display device 120.

[0044] In various embodiments, the display device 120
may execute an application that is configured to communi-
cate with the ultrasound scanner 110. In FIG. 1, this is shown
as scanner application or “scanner app” 122. This applica-
tion 122 may also be generally referred to as the “ultrasound
app” herein. For example, in embodiments where the multi-
use electronic display device 120 provides a native software
distribution platform (e.g., such as the Apple™ App Store™
for iIOS™ devices or the Google™ Play Store™ for
Android™ devices), the ultrasound app 122 may be down-
loaded therefrom. In an example embodiment, the scanner
application 122 may be provided with a security and per-
missions module 124 configured to secure the operation of
ultrasound scanners 110 attempting to connect to the display
device 120. For example, the security and permissions
module 124 may be configured to perform various acts of the
methods described herein as being performed by the multi-
use electronic display device 120.
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[0045] The security and permissions module 124 may
have access to a public key store 126 which stores public
keys that may be used to validate digital certificates. As
discussed below with respect to FIG. 3, in some embodi-
ments, the scanner app 122 may be configured to validate a
digital certificate as a part of its process for authenticating an
ultrasound scanner 110 that is attempting to connect to it.
[0046] Server 130 may be configured to provide an acti-
vation and permissions service 132 to perform various acts
of the methods discussed herein as being performed by the
server 130. The server 130 may be configured to commu-
nicate with the display device 120 to provide institution
affiliation status information, security information, and/or
permissions information to the display device 120 with
respect to the display device 120’s interaction with a given
ultrasound scanner 110. For example, these various items of
information may be respectively stored in an institution
affiliation status data store 134, a certificate store 136, and a
permissions store 138. These example data stores are pro-
vided for illustration only; other configurations for storing
this data may be possible.

[0047] During operation, the activation and permissions
service 132 may access these various data stores 134, 136,
138 to retrieve the appropriate corresponding information
that indicates to display device 120 whether and/or how it is
to receive ultrasound image data from the ultrasound scan-
ner 110. In various embodiments, the activation and permis-
sions service 132 may be provided in the form of software
instructions configured to execute on server 130. For
example, the software instructions may provide an Appli-
cation Programming Interface (API) that the security and
permissions module 124 on the scanner app 122 is config-
ured to access prior to allowing the receipt of ultrasound
image data from a given ultrasound scanner 110.

[0048] Referring to FIG. 2, shown there generally as 200
is a flowchart diagram showing acts for securing operation
of an ultrasound scanner based on an institution affiliation
status, in accordance with at least one embodiment of the
present invention. In discussing the embodiments of FIG. 2,
reference will also be made to the components in the system
of FIG. 1. For example, as illustrated, FIG. 2 shows the acts
being performed by the ultrasound scanner 110, display
device 120, and server 130 illustrated in the system of FIG.
1. FIG. 2 also shows interactions amongst these various
components of the system 100.

[0049] In various embodiments, the acts shown as being
performed by the ultrasound scanner 110 in FIG. 2 may be
performed by the security module 112 executing on ultra-
sound scanner 110. Similarly, the acts shown as being
performed by the display device 120 may be performed by
the security and permissions module 124 of the scanner app
122 executing on the display device 120. Further, the acts
shown as being performed by the server 130 may be
performed by the activation and permissions service 132
executing on the server 130.

[0050] At 202, a multi-use electronic display device 120
may determine the availability of an ultrasound scanner 110
for connecting to the display device 120. This may be
performed in various ways. For example, if the ultrasound
scanner 110 is a wired ultrasound probe to be connected to
a port provided on the display device 120, the display device
120 may determine that the ultrasound probe is available
upon the physical connection of the ultrasound probe to the
display device 120. In another example, if the ultrasound
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scanner 110 is to be connected to the display device 120
wirelessly, the display device 120 may determine the avail-
ability of the ultrasound scanner 110 if the ultrasound
scanner 110 is powered on and within the proximity of the
display device 120. For example, the ultrasound scanner 110
may be configured to advertise its availability for connection
via wireless communication protocols such as Bluetooth™
or Wi-Fi™.,

[0051] At 204, the ultrasound scanner 110 may send its
scanner identifier to the display device 120. The display
device 120 may retrieve and receive the scanner identifier
(act 206). For example, the sending of the scanner identifier
by the scanner 110 may be performed as a part of an existing
pairing, discovery, and/or handshake process between the
scanner 110 and the display device 120.

[0052] At 208, the display device 120 may send/forward
the scanner identifier to the server 130 for determining an
institution affiliation status of the ultrasound scanner asso-
ciated with the scanner identifier. The server 130 may then
receive the scanner identifier (act 210).

[0053] At 212, the server 130 may determine an institution
affiliation status of the ultrasound scanner 110. The server
130 may then send the institution affiliation status of the
ultrasound scanner 110 to the multi-use electronic display
device 120 (act 214). At 216, the display device 120 may
receive the institution affiliation status of the ultrasound
scanner 110.

[0054] As used herein, the term “institution” may refer to
a hospital, clinic, medical practice, or any other collection of
users who may use an ultrasound scanner 110. In some
embodiments, an “institution” may also have a single user.
In some embodiments, institutions may be provided in a
tiered or nested fashion. For example, an institution may
have internal departments, divisions, or the like; and an
ultrasound scanner 110 may additionally or alternatively be
associated with one or more such departments or divisions
within an institution. In various embodiments, the acts
discussed below for determining and controlling use of a
scanner 110 based on the institution affiliation status may
involve determining and controlling use based on depart-
ment or division affiliation status.

[0055] In various embodiments, the multi-use display
device 120 may be associated with an institution account. In
various embodiments, this association may be fixed or
dynamic. For example, a fixed association may occur if an
institution purchases a fleet of display devices 120 for use
with ultrasound scanners 110, and registers a device iden-
tifier (e.g., Media Access Control (MAC) address) of the
display devices 120 as being associated with a given insti-
tution account at the server 130. Once registered, the server
130 may return an institution account identifier to the
display device 120 (e.g., as may be received by the scanner
app 122) so that the display device 120 is aware of the
institution account identifier it is associated with.

[0056] Additionally or alternatively, the association
between the display device 120 and the institution account
may be dynamic. For example, a dynamic association may
occur if the association is provided by a user account logged
into the scanner app 122 executing on the display device
120. In this example, the association between the display
device 120 and the institution account can be changed based
on the user account that is logged into the scanner app 122.
The user account may be linked to the institution account.
By virtue of a given user account being logged into the
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scanner app 122, the display device 120 may be considered
as being associated with the institution account of the user
account. In this example, the scanner app 122 may thus also
have access to an institution account identifier of the logged-
in user account.

[0057] Referring still to FIG. 2, the institution affiliation
status of a scanner 110 received at act 216 may be used to
control the operation of the scanner 110. For example, in
some embodiments, the institution affiliation status of a
given scanner 110 may indicate the scanner 110 is already
affiliated with an institution account. The display device 120
may then skip over acts 218-228 and proceed to act 230.
[0058] At act 230, the display device 120 may control,
based on the institution affiliation status received at act 216,
whether the scanner 110 is permitted to generate ultrasound
images for display. For example, if the institution affiliation
status indicates the ultrasound scanner 110 is affiliated with
the institution account of the display device 120 (e.g., the
ultrasound scanner’s 110 institution affiliation matches the
institution account of the display device 120), the ultrasound
scanner may be permitted to generate ultrasound image data
for display on the multi-use electronic display device 120.
For example, by confirming that the institution affiliation
status of an ultrasound scanner 110 matches the institution
account associated with the display device 120 prior to
permitting operation of the scanner 110 with the display
device 120, the likelihood of unauthorized operation of the
ultrasound scanner 110 may be reduced.

[0059] However, if the institution affiliation status indi-
cates the ultrasound scanner 110 is affiliated with another
institution account different from the institution account
associated with the multi-use electronic display device 120,
the ultrasound scanner 110 can be prevented from generating
ultrasound image data for display on the multi-use electronic
display device 120.

[0060] Referring simultaneously to FIG. 6, shown there
generally as 600 is an example screenshot of a user interface
on a multi-use electronic display device 120 when it con-
nects to an ultrasound scanner affiliated with an institution
account different from the institution account associated
with the multi-use electronic display device 120, in accor-
dance with at least one embodiment of the present invention.
As shown in FIG. 6, an ultrasound app 122 may be executing
on the display device 120. In this embodiment, the institu-
tion account associated with the display device 120 may be
provided by way of a logged-in user. As illustrated, the
logged-in user “Naomi Johnson” 602 and an institution
account “Riverview Clinic” 604 they belong to may be
shown in the upper left-hand corner of the user interface of
the ultrasound app 122. The ultrasound app 122 may display
the available scanners for pairing and connecting. As shown,
a scanner 410 with scanner identifier “ABC123” 406 is
shown. The institution affiliation status retrieved from the
server 130 in this instance may indicate that the scanner 410
is affiliated with the institution “Mount Sinai Hospital” 608.
[0061] Referring to FIG. 7, shown there generally as 700
is another example screenshot of a user interface on a
multi-use electronic display device 120 when it connects to
an ultrasound scanner affiliated with an institution account
different from the institution account associated with the
multi-use electronic display device 120, in accordance with
at least one embodiment of the present invention. For
example, the user interface of FIG. 7 may be shown if input
is received in the user interface of FIG. 6 to select use of the
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ultrasound scanner 410 with scanner identifier “ABC123”
406. Since the scanner 410 is affiliated with an institution
account (e.g., “Mount Sinai Hospital” 608) that is different
from the institution account of the display device 120
(“Riverview Clinic” 604), the display device 120 may
prevent the ultrasound scanner 410 from generating ultra-
sound image data for display on the display device 120. In
the embodiment shown in FIG. 7, the denial may be pro-
vided by the display device 120 in the form of a message
dialog 710 (with the message “Access Denied. You do not
belong to the institution that this scanner is assigned to.”)
shown by the ultrasound app 122.

[0062] Even though the user interface of FIG. 7 may
generally be shown at a point in time after the selection of
scanner 410 shown in FIG. 6, some changes have been made
to the example screenshot of FIG. 7 to illustrate different
possible implementations. As shown in FIG. 6, the institu-
tion account that the scanner 410 is affiliated with is shown
as “Mount Sinai Hospital” 608. However, this may poten-
tially be omitted when the ultrasound app 122 shows ultra-
sound scanners 410 available for connection. For example,
as shown in FIG. 7, the institution account affiliated with the
scanner 410 is not shown. Nevertheless, the message 710
indicating that access is denied can be shown because the
institution account 604 of the display device 120 is different
from that affiliated with the scanner 410. Omitting the
display of the institution account that the scanner 110 is
affiliated with may, for example, make it more difficult for
an unauthorized user to spoof a linkage between the insti-
tution account and the display device 120 when there in fact
is not such a linkage.

[0063] Referring still to FIG. 7, the example message
dialog 710 has an ‘OK’ button 715 to dismiss the message
dialog. However, in some embodiments, the message dialog
may be configured to include a ‘Request to Join” button that
allows a user to request to join the institution account that
the ultrasound scanner 410 is affiliated with. A ‘Request to
Join” option may facilitate ease of adding new staff to a
particular institution. For example, when new medical staff
joins an institution, they may attempt to use the scanners 110
that are available for connection at the site of the institution.
However, if they have not been pre-added to the institution
account of the institution, they may be denied access to use
of the scanners 110. The ‘Request to Join® option may thus
allow the user to initiate the process of being added to the
institution account within the ultrasound app 122 without
requiring the user to contact a scanner 110 administrator
through some outside means such as email or telephone. At
the same time, the ‘Request to Join’ option may still preserve
the ability to secure operation of ultrasound scanners 110
based on the institution affiliation status of the scanner 110.

[0064] In the example screenshots shown in FIGS. 6 and
7, a given user account is shown as being affiliated with a
single institution account. However, in various embodi-
ments, a user account may be linked to multiple institution
accounts. For example, this may be possible if a user works
at multiple workplaces (e.g., a clinic and a hospital). In some
such embodiments, the scanners 110 associated with any of
the user account’s institution accounts may be used by the
user. Alternatively, as discussed below with respect to FIG.
9, an administrator for an institution may assign users to
certain scanners 110. In such case, a given user may also
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need to be an assigned user for a given scanner 110 (in
addition to being associated with the same institution) to be
able to use it.

[0065] The screenshots of FIGS. 6 and 7 show one
example embodiment of how access to the scanner 410 can
be denied. However, other methods of denying access may
be possible. For example, as shown in FIG. 6, the scanner
410 is shown in the list of available scanners for connection
even though the scanner 410 is affiliated with an institution
account that is different from that of the display device 120
(e.g., dynamically by virtue of the logged-in user). In some
embodiments, if the ultrasound app 122 determines a scan-
ner 110 is affiliated with an institution account that is
different from any institution account that the display device
120 is linked to, the ultrasound app 122 may omit the
scanner 110 from the list of available scanners 110 available
for connection altogether. This embodiment may enhance
security of the scanner 110 and reduce the likelihood of an
unauthorized user attempting to user the scanner 110 since
they would not be able to see it in their list of scanners for
connection.

[0066] Referring back to FIG. 2, steps 218-228 will now
be discussed. As noted above, the institution affiliation status
of an ultrasound scanner 110 may indicate the institution
account that the scanner 110 is associated with. However, in
some embodiments, the institution affiliation status received
at 216 may instead indicate that the scanner 110 is unaffili-
ated with any institution account at all. A given ultrasound
scanner 110 may be in an unaffiliated state, for example,
when the scanner is first shipped from the manufacturer of
the uvltrasound scanner 110. In another example, as discussed
below in relation to FIG. 9, the server 130 may provide a
scanner administration portal that allows a scanner 110 to be
released from an affiliated institution account. Once
released, the scanner 110 may return to an unaffiliated status.
Acts 218-228 are shown in dotted outline because they are
optional, and may only be performed by a display device
120 if the institution affiliation status received at act 216
indicates the scanner is unaffiliated.

[0067] At 218, the display device 120 may display a user
interface for receiving input to select the institution account
to be affiliated with the scanner 110 having the scanner
identifier retrieved at act 206. Referring simultaneously to
FIG. 4, shown there generally as 400 is an example screen-
shot of a user interface on a multi-use electronic display
device when it connects to an ultrasound scanner that is
unaffiliated, in accordance with at least one embodiment of
the present invention. Similar to the example screenshot
discussed above in relation to FIG. 6, the user interface in
FIG. 4 shows an ultrasound app 122 executing on display
device 120. The display device 120 may be dynamically
associated with an institution account (e.g., “Mount Sinai
Hospital” 404) by way of a logged-in user (e.g., “Bob
Smith” 402).

[0068] In the embodiment of FIG. 4, the ultrasound app
122 may be configured to show a list of scanners 410
available for connection. In FIG. 4, a scanner 410 is shown
as being available for connection. However, unlike the
example screenshot of FI1G. 6, the scanner 410 is unaffiliated
and not already affiliated with an institution account. As
shown, the scanner identifier is “ABC123” 406. However,
no institution account is shown; instead, the scanner is
shown as “Claimable” 408 to indicate that the scanner is
unclaimed and may be linked to an institution account.
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[0069] Referring to FIG. 5, shown there generally as 500
is an example screenshot of a user interface on a multi-use
electronic display device when it requests to link an unaf-
filiated ultrasound scanner to an institution account, in
accordance with at least one embodiment of the present
invention. The example user interface of FIG. § may be
shown if the scanner 410 in the user interface of FIG. 4 is
selected. Once selected, the ultrasound app 122 may prompt
the user to input an institution account to which they would
like to link the scanner 410. For example, since in FIG. 4, the
display device 120 is already linked to the institution
account “Mount Sinai Hospital 404, the example screen-
shot of FIG. 5 may display a message 510 indicating
“Scanner with ID ABC123 is not affiliated with an institu-
tion. Link scanner to Mount Sinai Hospital?”, with options
515 to respond “Yes” or “No”.

[0070] The example user interfaces shown in FIGS. 4 and
5 are only examples of how an ultrasound app 122 may
provide an indication that a scanner available for connection
is unaffiliated with an institution account. Various other user
interfaces may be provided to perform similar tasks. For
example, as noted above, it may be possible that a display
device 120 is associated with multiple institution accounts
(e.g., if the association of a display device 120 with insti-
tution accounts is provided by way of a logged-in user, and
the logged-in user is associated with multiple institution
accounts). In this case, instead of the message shown in FIG.
5, the ultrasound app 122 may display a list of institution
accounts the display device 120 is associated with, for
selection of the institution account that the ultrasound scan-
ner 410 is to be linked to.

[0071] Referring back to FIG. 2, at 220, once display
device 120 has received input indicating the institution
account, it may transmit a request to the server 130 to link
the ultrasound scanner 110 to the institution account asso-
ciated with the multi-use electronic display device 120. This
request to link the ultrasound scanner 110 to the institution
account may then be received at the server 130 (act 222).
[0072] At 224, the server 130 may update the institution
affiliation status of the ultrasound scanner 110 to indicate the
ultrasound scanner is affiliated with the institution account.
For example, this act may involve changing the entry in the
institution affiliation status store 134 (as shown in FIG. 1)
for the scanner 110 from an unaffiliated status to a linked
status indicating the scanner is now linked to the desired
institution account.

[0073] At 226, the server 130 may send confirmation to
the multi-use electronic display device 120 that the institu-
tion affiliation status of the ultrasound scanner 110 has been
updated. This confirmation may be received at the display
device 120 (act 228). The method may then proceed to act
230 and, based on the institution affiliation status, control
whether the ultrasound scanner 110 is permitted to generate
ultrasound image data for display on the multi-use electronic
display device 120. Since the display device 120 has been
able to confirm that the scanner 110 has now been linked to
an institution account that matches that which is associated
with the display device 120, act 230 may include permitting
the ultrasound scanner to generate ultrasound image data for
display on the multi-use electronic display device 120.
[0074] In the example embodiments of FIGS. 4 and 5
described above, the display device 120 was already affili-
ated with an institution account (e.g., dynamically by way of
a logged-in user). However, in some embodiments, it is
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possible that when a scanner 110 is first determined to be
available for connection by a display device 120, the display
device 120 is not yet associated with an institution account.
In such case, the display device 120 may be configured to
receive input to select the institution account to be associ-
ated with the display device 120. Additionally or alterna-
tively, the display device 120 may be configured to receive
input to create a new institution account.

[0075] Referring to FIG. 8, shown there generally as 800
is an example screenshot of a user interface on a multi-use
electronic display for creating a user account, in accordance
with at least one embodiment of the present invention. FIG.
8 illustrates the execution of the example ultrasound app 122
shown previously in FIGS. 4-7. However, unlike those other
user interfaces, no user account nor institution account is
shown in the upper left-hand corner. The ultrasound app 122
may thus provide functionality for creating a new account
through the “New Account Creation” user interface 810
shown in FIG. 8. As shown, the user interface may contain
text fields for inputting name 812, email 814, and medical
specialty 816. For the institution 818 the user account is to
be linked to, the user interface may provide an ability to
“Search” 824 for an existing institution account to join or
“Create” 820 a new institution account. Upon successful
completion of the necessary fields and inputting of data, the
“Create Account” button 830 may be activated to create the
account.

[0076] As noted above, the display device 120 can be
associated with an institution account directly (e.g., in a
fixed manner, through registration of a display device iden-
tifier with an institution account at the server 130) or
indirectly (e.g., dynamically, via a logged-in user account’s
linked institution account(s)). The example screenshot of
FIG. 8 shows an example of the latter scenario. However, in
various embodiments, the latter scenario may be imple-
mented in different ways.

[0077] For example, as shown in FIG. 8, the new account
creation user interface may provide an option of searching
for 824 or creating 820 a new institution account. However,
in various embodiments, the functions of creating a new user
account and associating the user account with an institution
may be separated. In such case, the new account creation
user interface may omit user interface fields 818 for search-
ing for 824 or creating 820 an institution account. The user
interface may instead provide an alternative user interface
for associating with an institution account. Additionally or
alternatively, the ability to “Search” 824 for an institution
account to join may not be provided at all. For example, this
may be the case if membership in an institution account is
available on an “invitation only” basis, such that the admin-
istrator of an institution account is provided with an option
(e.g., through a web interface on server 130) to invite new
users to join in an institution account.

[0078] In yet another embodiment, the user interface
option to “Create” 820 an institution account may not
necessarily be provided in the context of a user account’s
settings. Instead, referring back simultaneously to FIG. 5,
when the ultrasound app 122 is supplied input selecting to
connect to an ultrasound scanner 410 that is unaffiliated, the
ultrasound app 122 may, at that point, present a user inter-
face option to create a new institution account to link the
unaffiliated ultrasound scanner 410 to. As shown in FIG. 5,
this may mean the message 510 is provided with a third
response option: e.g., in addition to ‘Yes’ and ‘No’ options

Feb. 7,2019

515 for linking to an existing institution account of the user
account, there may be a third option for creating a new
institution account provided on that message 510. Various
other options for providing a user interface to associate a
display device 120 and/or user account to an institution
account (or for creating an institution account) may be
possible.

[0079] Referring to FIG. 9, shown there generally as 900
is an example screenshot of a user interface for administra-
tion of ultrasound scanners, in accordance with at least one
embodiment of the present invention. As noted above, the
server 130 (as shown in FIG. 1) may provide a scanner
administration user interface to provide administration func-
tions for the scanners 110 that are affiliated with a given
institution account. For example, the user interface of FIG.
9 may be provided by the activation and permissions service
132 of the server 130.

[0080] In the user interface of FIG. 9, an example “Scan-
ner Administration” webpage 910 is shown. The institution
account for the scanner administration webpage 910 may be
provided in the upper-left hand corner of the webpage (e.g.,
“Mount Sinai Hospital” 904). A list of affiliated scanners 915
may be listed in the form of a table with columns for scarner
identifier 906, assigned users 902, a last-used timestamp for
the scanner 970, and administrator options for a given
scanner 110.

[0081] The example user interface of FIG. 9 continues
with the example scenarios discussed earlier with respect to
FIGS. 6 and 7 where a scanner 410 with scanner identifier
“ABC123” 406 is affiliated with the “Mount Sinai Hospital”
904 institution. Because of this affiliation, this scanner 410
will be listed in the scanner list 915 for the scanner admin-
istration webpage of the “Mount Sinai Hospital” 904 insti-
tution. In the example user interface, another scanner with
scanner identifier “XYZ456” may also be affiliated with the
“Mount Sinai Hospital” 904 institution, and thus be also
listed. The entry for a given scanner 110 may provide
various administration information or functions related to
the scanner.

[0082] For example, there may be information about the
last time the scanner was used (e.g., “Jul. 1,2017 1 PM” for
the scanner 410 with scanner identifier 406).

[0083] There may also be an option to “Release” 925 a
scanner 110 from the institution account. As noted above, an
administrator may wish to release a scanner 110 from an
institution account if, for example, the owner of the scanner
owner desires to allow another institution to claim the
scanner and be affiliated with it. For example, this may
happen if a scanner is sold or gifted to another institution.
[0084] Another administration function that is illustrated
in FIG. 9 is the ability to “Assign” users 920 to a given
scanner identifier. In various embodiments, the assigned
users function is optional, and when provided, may allow an
administrator to limit which users (that are already linked to
an institution account) are to have access to a given scanner
110 with a given scanner identifier. For example, as shown
in FIG. 9, the scanner 410 with scanner identifier “ABC123”
406 has user account “Bob Smith” 402 as an assigned user.
The administrator may then use the “Assign” button 920 to
assign additional users that are linked to the institution
account to the scanner 410 with scanner identifier
“ABC123” 406.

[0085] If the institution account has enabled the feature to
limit access of certain scanners 110 to only assigned users,
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then users who are not within the assigned users list 902 for
a given scanner 110 may be prevented from using the
scanner 110 and generating imaging data when they are
logged into a display device 120. This is so even though the
institution account their user account is associated with
matches the institution account of the scanner 110. By
providing this additional layer of user-based security, the
present embodiments may provide enhanced security that
requires: the display device 120 to be associated with the
same institution account that the scanner is affiliated with
(e.g., dynamically, by way of a logged-in user), and also, that
the logged-in user be assigned to use the scanner by an
administrator of the institution account.

[0086] If this optional feature is not turned on, any user
account that is linked to an institution account matching the
institution account of a scanner 110 may be permitted to use
the scanner 110 for generating and display ultrasound
images (when that user account is logged into a display
device 120).

[0087] Referring to FIG. 3, shown there generally as 300
is a flowchart diagram for acts of a method for securing
operation of an ultrasound scanner based on validation of a
digital certificate, in accordance with at least one embodi-
ment of the present invention. FIG. 3 illustrates another
method of securing operation of an ultrasound scanner. As
discussed below, various acts of the method of FIG. 3 may
be performed in addition to or instead of certain acts of the
method of FIG. 2.

[0088] Similar to FIG. 2, FIG. 3 shows various acts being
performed by the ultrasound scanner 110, display device
120, and server 130 shown in the system of FIG. 1. FIG. 3
also similarly shows interactions amongst the various com-
ponents of the system 100. In discussing the embodiments of
FIG. 3, reference will also be made to the components in the
system of FIG. 1. For example, in various embodiments, the
acts shown as being performed by the ultrasound scanner
110 in FIG. 3 may be performed by the security module 112
executing on the scanner 110. Similarly, the acts shown as
being performed by the display device 120 may be per-
formed by the security and permissions module 124 of the
scanner app 122 executing on the display device 120.
Further, the acts shown as being performed by the server 130
may be performed by the activation and permissions service
132 executing on the server 130.

[0089] In FIG. 3, acts 202-210 may be performed in a
manner similar to that described above for FIG. 2. These acts
relate generally to the display device 120 determining avail-
ability of a scanner 110 for connection, retrieving a scanner
identifier 116 from the scanner 110, and sending/forwarding
the scanner identifier to the server 130.

[0090] Once the server 130 is in possession of the scanner
identifier, it may send a digital certificate for the scanner 110
having that scanner identifier to the display device 120 (act
312). For example, the certificate may be retrieved from the
certificate store 136 (as shown in FIG. 1).

[0091] The digital certificate may be received at the dis-
play device 120 (act 314). The digital certificate may then be
forwarded to the scanner 110 at act 316, and received at the
scanner 110 (act 318). As discussed below, the controlling of
whether the ultrasound scanner 110 is permitted to generate
ultrasound image data for display on the multi-use electronic
display device 120 can be based on whether the digital
certificate is successfully validated. Also as discussed below,
attempts to validate the digital certificate can be made at
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either or both of the scanner 110 and the display device 120,
and the controlling of whether the scanner can be used to
generate ultrasound images for display on the display device
120 can be based on whether the digital certificate is
successfully validated at either one or both of the scanner
110 and the display device 120.

[0092] Acts 320-326 relate generally to validation of the
digital certificate at the scanner 110. Acts 330-338 relate
generally to validation of the digital certificate at the display
device 120. While both sets of acts are shown in FIG. 3 and
discussed below for illustration purposes, either set of acts
may be omitted in various embodiments. For example, as
shown in FIG. 3, acts 330-338 are shown in dotted outline
to indicate that they may not be performed.

[0093] At 320, the scanner 110 may attempt to validate the
received digital certificate. In cryptography, a digital certifi-
cate (also referred to as a public key certificate or identity
certificate) can be considered an electronic document that
can be used to prove the ownership of a public key. A digital
certificate may include various information about the public
key, the identity of the owner of the public key, and a digital
signature of the entity that has verified the certificate’s
contents.

[0094] As will be understood by persons skilled in the art,
validating the digital certificate may include validating the
certificate’s digital signature. Successful validation of the
digital signature may allow the entity performing the vali-
dation to confirm at least: that the certificate was indeed sent
by the expected sender (e.g., that the certificate is authentic
and not spoofed); and that the message was not altered in
transit (e.g., that the contents of the certificate are as they
were when the certificate was sent by the sender).

[0095] To digitally sign the certificate, the server 130 may
take a hash (e.g., using hash functions such as Message
Digest 2, 4, or 5 (MD2, MD4, MD5) or Secure Hash
Algorithm (SHA)) of the certificate, and encrypt the hash
using a private key. In various embodiments, this private key
may be the private key of the scanner 110°s manufacturer.
When the digitally signed certificate is then transmitted, the
digital certificate may contain both the original contents of
the digital certificate, along with the encrypted hash.
[0096] When the digital certificate is then attempted to be
validated after transmission, the verifier may take a hash of
the digital certificate using the same hash algorithm used by
the sender. Separately, they may attempt to decrypt the hash
portion of the digital certificate using the public key of the
expected sender. If the decrypted hash matches the hash
generated by the verifier, then the digital signature is con-
sidered to be successfully validated. If the hashes do not
match, then the certificate has either been tampered with or
the signature was digitally signed with a private key that
does not correspond to the public key of the expected sender
(and therefore, the digital certificate is not authentic).
[0097] Referring still to FIG. 3, at 322, the scanner 110
may determine whether the digital certificate was digitally
signed with a private key corresponding to the public key.
Referring simultaneously to FIG. 1, the scanner 110 may be
provided with a public key store 114 that stores public keys
accessible by security module 112. For example, the public
key store 114 may be pre-loaded with the manufacturer’s
public key during manufacturing of the scanner 110. When
validating the digital certificate, the scanner 110 may then
use this public key to determine if the digital certificate
received at act 318 was digitally signed with the manufac-



US 2019/0042722 Al

turer’s corresponding private key. If the certificate’s digital
signature successfully validates, the method may proceed to
act 324.

[0098] In some embodiments, the digital certificate may
include information about an approved scanner identifier. If
s0, act 324 may be performed to determine if the approved
scanner identifier provided in the certificate matches the
scanner identifier of the scanner 110.

[0099] At 326, the scanner may control whether it is
permitted to generate ultrasound image data for display on
the multi-use electronic display device 120. In some
embodiments, this may be based on whether the ultrasound
scanner 110 successfully validates the received digital cer-
tificate (acts 320-322) and/or, if the certificate contains an
approved scanner identifier, whether the approved scanner
identifier matches the scanner 110’s scanner identifier.
[0100] In various embodiments, control of whether the
scanner is allowed to be used may be performed based on a
successful validation of the certificate alone without inclu-
sion of an approved scanner identifier in the certificate. For
example, simply validating a digital certificate may help
ensure that the scanner is not used with unauthorized soft-
ware executing on the display device 110. For example,
unauthorized software may include pirated software or soft-
ware that has not been properly tested for safety standards.
[0101] However, including the approved scanner identifier
in the certificate and confirming that it matches to the
scanner’s scanner identifier may provide an additional layer
of security that ensures that the server 130 has authorized a
particular scanner 110 to be used with the display device
120. For example, in embodiments where the scanner app
122 executing on display device 120 requires a user to log
in to a user account, and the user account is only permitted
to use a limited set of scanners 110, the inclusion of a
scanner identifier in the digital certificate may provide a way
for the server 130 to indicate and control which scanners 110
the user account is authorized is use. This may happen, for
example, if scanners 110 are approved for use on a per-user-
account basis: e.g., directly via the user account, or as
discussed above, via association with an institution account
or as an assigned user with an institution account.

[0102] At 328, upon a successful validation of the
received digital certificate and/or matching of an approved
scanner identifier to a scanner’s scanner identifier, it may be
possible to encrypt communications between the ultrasound
scanner 110 and the multi-use electronic display device 120.
For example, a symmetric encryption key may be exchanged
and used for encrypting subsequent communications ther-
ebetween. This optional step is shown in dotted outline.
[0103] As noted above, it may be possible in some
embodiments to secure operation of the scanner 110 based
on validation of the digital certificate at the scanner 110.
However, in some embodiments, acts to validate the digital
certificate at the display device 120 may also be performed.
These optional acts 330-338 are discussed below.

[0104] At 330, the display device 120 may attempt to
validate the digital certificate. As with the validation at the
scanner 110, this may involve determining whether the
digital certificate was digitally signed with a private key
corresponding to the public key of an expected sender (act
332).

[0105] Referring simultaneously to FIG. 1, the scanner
app 122 may be provided with a public key store 126 that
stores public keys accessible by the security and permissions
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module 124. For example, the public key store 126 may be
pre-loaded with the manufacturer’s public key before the
scanner app 122 is made downloadable to the display device
120. When validating the digital certificate, scanner app 122
may then use this public key to determine if the digital
certificate was digitally signed with the manufacturer’s
corresponding private key. If the certificate’s digital signa-
ture successfully validates, the method may proceed to act
334.

[0106] As noted above, in some embodiments, the digital
certificate may include information about an approved scan-
ner identifier. If so, act 334 may optionally be performed to
determine if the approved scanner identifier provided in the
certificate matches the scanner identifier retrieved from the
ultrasound scanner 110. This act may be performed in a
manner similar to act 324 discussed above; except that the
approved scanner identifier is compared to the scanner
identifier retrieved from the ultrasound scanner 110 at act
206.

[0107] Similar to the corresponding acts performed by the
scanner 110, the display device 120 may additionally or
alternatively control whether the ultrasound scanner is pet-
mitted to generate ultrasound image data for display on the
multi-use electronic display device 110. For example, this
control may be based on whether the display device 120
successfully validates the received digital certificate and/or
whether the approved scanner identifier matches the scanner
identifier retrieved from the ultrasound scanner 110.
[0108] In some embodiments, it is possible to encode
permissions data associated with an approved scanner iden-
tifier into the digital certificate. For example, permissions
data may indicate an operation either or both of the ultra-
sound scanner and the multi-use electronic display device is
capable of performing. In some embodiments, these opera-
tions may correspond to the ability of the scanner 110 to
perform enhanced software- or firmware-enabled features.
For example, in some embodiments, these operations may
include enhanced ultrasound imaging modes (e.g., color
Doppler) and/or imaging processing algorithms (e.g., auto-
matic calculation of heart rate and/or bladder volume). The
encoding of permissions data may be implemented in vari-
ous ways. For example, in some embodiments, whether
certain features are available for a given scanner identifier
may be encoded as ‘1°s or “0’s in a portion of the certificate
to indicate whether a given feature is available. In various
embodiments, when encoding the permissions data into a
digital certificate at the server 130, the permissions data may
be retrieved from the permissions store 138 (as shown in
FIG. 1).

[0109] If the digital certificate has been encoded with
permissions data, act 336 may involve identifying the per-
missions data for the scanner 110 in the digital certificate. At
338, based on the identified permission data, the display
device 120 may restrict operation of certain operations of the
scanner 110. For example, if the digital certificate indicates
that a color Doppler imaging mode is not permitted to be
accessed, the display device 120 may configure the user
interface to not allow that feature to be used with the scanner
110.

[0110] The encoding of permissions data into the digital
certificate (or any other digitally signed communication
from a server 130 that needs to be verified by the display
device 120) may provide a manufacturer of the scanners 110
with the ability to control the use of features available on the
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scanner 110. In turn, this may provide flexibility for the
manufacturer to create different tiers of feature sets (e.g.
‘Basic’, ‘Premium’), and, for example, ensure that the
features intended for the ‘Premium’ feature are set are not
used with the ‘Basic’ model. While acts 336 and 338 are
shown in FIG. 3 as being performed by the display device
120, analogous acts can additionally or alternatively be
performed on the ultrasound scanner 110 to effect control of
features indicated by the permissions data.

[0111] As will be understood by persons skilled in the art,
a digital signature may be applied to contents of any
message that are themselves encrypted or unencrypted.
Thus, the digital certificate discussed above may, in various
embodiments, be transmitted in an unencrypted (e.g., plain-
text) or an encrypted manner. However, to provide enhanced
security, it may be possible to encrypt the digital certificate
when the digital certificate is transmitted from the server
130. Then, when the certificate is received, the digital
certificate may first be decrypted prior to validation of the
digital signature. Since encrypting and decrypting using
asymmetric key pairs may be computationally costly, in
some embodiments, it may be possible to only encrypt
certain sensitive portions of the digital certificate (e.g., the
permissions data).

[0112] In various embodiments, an attempt to validate a
certificate (e.g., acts 320 and/or 330, as discussed above)
may additionally or alternatively include checking the status
of the certificate. For example, this checking may be to
confirm that a given certificate is unexpired and/or unre-
voked. While a certificate that is immediately validated after
it is received is unlikely to have a status that indicates that
it is expired or revoked, a scanner 110 may be configured to
attempt re-validating that same certificate at a subsequent
point in time to provide enhanced security. For example,
re-validation of a certificate may be performed every time a
scanner 110 is powered on, and/or periodically after a set
amount of time (e.g., every number of days, weeks, or
months).

[0113] In some embodiments, the checking of the status of
a certificate may involve sending a request to determine the
status of the certificate. For example, if such a request is sent
from the scanner 110, the request may be sent directly to the
server 130 or indirectly to the server 130 through the display
device 120. If this request is sent from the display device
120, the request may be sent from the display device 120 to
the server 130. In various embodiments, this may be per-
formed using a protocol for checking the status of certifi-
cates such as the Online Certificate Status Protocol (OCSP).
The scanner 110 may, in turn, receive a digitally-signed
response to the OCSP request to confirm the status of the
certificate. Additionally or alternatively, the scanner 110
may simply receive a new certificate to confirm that the
scanner 110 is permitted to operate.

[0114] The checking of the status of a certificate as a part
of the validation process may allow enhanced control over
the operation of a scanner 110 and/or the display device 120.
For example, periodic validation of the certificate may
provide a mechanism for remotely disabling a scanner 110
by the manufacturer (e.g., as may be desirable if the scanner
is stolen or lost). Such feature may be particularly desirable
for scanners 110 that are portable and lightweight. Periodic
validation of the certificate (including identifying permis-
sions data contained therein) may also allow certain features
to be enabled or disabled by the manufacturer. For example,
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this may be desirable if certain features/operations of the
scanner 110 are desired to be enabled for a limited time
period (e.g., during a trial usage period).

[0115] Part of checking the certificate status may involve
determining whether a certificate is expired. In various
embodiments, the expiration date of a certificate may be
configured according to the desired control of a scanner 110
and/or available operations on the display device 120. For
example, in an example scenario where the scanner 110 (or
certain features/operations of the scanner 110) is loaned or
provided on a trial basis, the certificate may be configured to
expire after the trial period expires. This may allow for an
automatic disabling of the scanner 110 or features when the
trial period ends, such that a user may need to purchase a
scanner 110 and/or continue subscribing to certain features/
operations to maintain use of the scanner 110 and/or such
features. If the purchase is made and/or the subscription
continues, the certificate can be renewed or a new certificate
issued with a new expiry date.

[0116] In some embodiments, the checking of the status of
the certificate may not involve sending of a status request to
an external device or server 130. Instead, the status deter-
mination may simply involve checking whether a given
certificate has expired. For example, in this scenario, if a
certificate is determined to be unexpired (and one or more of
the various validation acts discussed above have been per-
formed successfully), then the certificate may be considered
validated so that operation of the scanner 110 and/or any
associated features are permitted. However, if the certificate
is expired, an external request may need to be performed to
renew the certificate and/or retrieve a new certificate with a
later expiry date.

[0117] Such embodiments may allow a scanner 110 to
operate with a display device 120 so long as the certificate
1s unexpired, and/or the digital signature is validated, and/or
the certificate contains the scanner identifier—even in sce-
narios where there is no Internet connectivity. For example,
this may occur if a scanner 110 is used in a remote location
(e.g., in a search and rescue operation) or in a disaster
response scenario. This may also occur in scenarios where
display device 120 typically connects to the Internet via a
Wi-Fi™ connection from a base station, but that Internet
connection is unavailable because the display device 120 has
formed a Wi-Fi Direct™ connection with the scanner 110.
[0118] To enable such users to operate a scanner 110, all
the necessary certificates for operation may be provisioned
to the scanner 110 at the manufacturer. Such certificates can
be configured to have lengthy expiry dates relatively far into
the future. Scanners provisioned in this manner may not
need to retrieve certificates from an external source, and
since the certificates are not expired, the scanner 110 may
operate with a display device 120 upon a connection being
formed between the scanner 110 and the display device 120.
[0119] Referring back to FIG. 3, if all the validation
discussed above is performed successfully, scanner 110 may
proceed to act 340 and the display device 120 may proceed
to act 342. Act 340 may allow scanner 110 to receive
commands and transmit ultrasound image data, and act 342
may allow the display device 120 to operate the scanner 110
and receive ultrasound image data therefrom.

[0120] In various embodiments, the method of FIG. 3 may
be performed independently of the method of FIG. 2, or in
combination with it. For example, if performed in combi-
nation, some or all of acts 312-342 may be performed after
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212-230 of FIG. 2 without having to repeat acts 202-210
relating to the display device 120 retrieving the scanner
identifier from the scanner 110 and forwarding it to the
server 130. When acts of FIG. 3 and FIG. 2 are performed
together, such an embodiment may be able to provide
enhanced security by providing certificate-level security
based on cryptography, and institution affiliation status-level
security. As noted above, in one embodiment, including an
approved scanner identifier in the digital certificate may be
one way the server 130 indicates that a given scanner 110 is
affiliated with an institution account, so as to authorize its
use by including the approved scanner identifier in the
digital certificate sent to the display device 120.

[0121] While a number of exemplary aspects and embodi-
ments have been discussed above, those of skill in the art
will recognize that there may be certain modifications,
permutations, additions and sub-combinations thereof.
While the above description contains many details of
example embodiments, these should not be construed as
essential limitations on the scope of any embodiment. Many
other ramifications and variations are possible within the
teachings of the various embodiments.

Interpretation of Terms

[0122] Unless the context clearly requires otherwise,
throughout the description and the

[0123] “comprise”, “comprising”, and the like are to be
construed in an inclusive sense, as opposed to an
exclusive or exhaustive sense; that is to say, in the sense
of “including, but not limited to”;

[0124] “connected”, “coupled”, or any variant thereof,
means any connection or coupling, either direct or
indirect, between two or more elements; the coupling
or connection between the elements can be physical,
logical, or a combination thereof;

[0125] “herein”, “above”, “below”, and words of simi-
lar import, when used to describe this specification,
shall refer to this specification as a whole, and not to
any particular portions of this specification;

[0126] “or”, in reference to a list of two or more items,
covers all of the following interpretations of the word:
any of the items in the list, all of the items in the list,
and any combination of the items in the list;

[0127] the singular forms “a”, “an”, and “the” also
include the meaning of any appropriate plural forms.

[0128] Unless the context clearly requires otherwise,
throughout the description and the claims:

[0129] Words that indicate directions such as “vertical”,
“transverse”, “horizontal”, “upward”, “downward”, “for-
ward”, “backward”, “inward”, “outward”, “vertical”, “trans-
verse”, “left”, “right”, “front”, “back”, “top”, “bottom”,
“below”, “above”, “under”, and the like, used in this
description and any accompanying claims (where present),
depend on the specific orientation of the apparatus described
and illustrated. The subject matter described herein may
assume various alternative orientations. Accordingly, these
directional terms are not strictly defined and should not be
interpreted narrowly.

[0130] Embodiments of the invention may be imple-
mented using specifically designed hardware, configurable
hardware, programmable data processors configured by the
provision of software (which may optionally comprise
“firmware”) capable of executing on the data processors,
special purpose computers or data processors that are spe-
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cifically programmed, configured, or constructed to perform
one or motre steps in a method as explained in detail herein
and/or combinations of two or more of these. Examples of
specifically designed hardware are: logic circuits, applica-
tion-specific integrated circuits (“ASICs”), large scale inte-
grated circuits (“LSIs”), very large scale integrated circuits
(“VLSIs”), and the like. Examples of configurable hardware
are: one or more programmable logic devices such as
programmable array logic (“PALs”), programmable logic
arrays (“PLAs”), and field programmable gate arrays (“FP-
GAs”). Examples of programmable data processors are:
microprocessors, digital signal processors (“DSPs”), embed-
ded processors, graphics processors, math co-processors,
general purpose computers, server computers, cloud com-
puters, mainframe computers, computer workstations, and
the like. For example, one or more data processors in a
control circuit for a device may implement methods as
described herein by executing software instructions in a
program memory accessible to the processors.

[0131] For example, while processes or blocks are pre-
sented in a given order herein, alternative examples may
perform routines having steps, or employ systems having
blocks, in a different order, and some processes or blocks
may be deleted, moved, added, subdivided, combined, and/
or modified to provide alternative or subcombinations. Each
of these processes or blocks may be implemented in a
variety of different ways. Also, while processes or blocks are
at times shown as being performed in series, these processes
or blocks may instead be performed in parallel, or may be
performed at different times.

[0132] The invention may also be provided in the form of
a program product. The program product may comprise any
non-transitory medium which carries a set of computer-
readable instructions which, when executed by a data pro-
cessor (e.g., in a controller and/or ultrasound processor in an
ultrasound machine), cause the data processor to execute a
method of the invention. Program products according to the
invention may be in any of a wide variety of forms. The
program product may comprise, for example, non-transitory
media such as magnetic data storage media including floppy
diskettes, hard disk drives, optical data storage media
including CD ROMs, DVDs, electronic data storage media
including ROMs, flash RAM, EPROMs, hardwired or pre-
programmed chips (e.g., EEPROM semiconductor chips),
nanotechnology memory, or the like. The computer-readable
signals on the program product may optionally be com-
pressed or encrypted.

[0133] Where a component (e.g. a software module, pro-
cessor, assembly, device, circuit, etc.) is referred to above,
unless otherwise indicated, reference to that component
(including a reference to a “means™) should be interpreted as
including as equivalents of that component any component
which performs the function of the described component
(i.e., that is functionally equivalent), including components
which are not structurally equivalent to the disclosed struc-
ture which performs the function in the illustrated exemplary
embodiments of the invention.

[0134] Specific examples of systems, methods and appa-
ratus have been described herein for purposes of illustration.
These are only examples. The technology provided herein
can be applied to systems other than the example systems
described above. Many alterations, modifications, additions,
omissions, and permutations are possible within the practice
of this invention. This invention includes variations on
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described embodiments that would be apparent to the skilled
addressee, including variations obtained by: replacing fea-
tures, elements and/or acts with equivalent features, ele-
ments and/or acts; mixing and matching of features, ele-
ments and/or acts from different embodiments; combining
features, elements and/or acts from embodiments as
described herein with features, elements and/or acts of other
technology; and/or omitting combining features, elements
and/or acts from described embodiments.

[0135] It is therefore intended that the following appended
claims and claims hereafter introduced are interpreted to
include all such modifications, permutations, additions,
omissions, and sub-combinations as may reasonably be
inferred. The scope of the claims should not be limited by
the preferred embodiments set forth in the examples, but
should be given the broadest interpretation consistent with
the description as a whole.

What is claimed is:

1. A method of controlling operation of an ultrasound
scanner by a multi-use electronic display device, the method
comprising:

determining availability of the ultrasound scanner for

connecting to the multi-use electronic display device;
retrieving a scanner identifier from the ultrasound scan-
ner;

sending the scanner identifier to a server for determining

an institution affiliation status of the ultrasound scan-
ner;

receiving the institution affiliation status of the ultrasound

scanner;

based on the institution affiliation status, controlling

whether the ultrasound scanner is permitted to generate
ultrasound image data for display on the multi-use
electronic display device.

2. The method of claim 1, wherein the multi-use elec-
tronic display device is not associated with an institution
account, and prior to the controlling, displaying a user
interface for receiving input to select the institution account
to be associated with the multi-use electronic display device.

3. The method of claim 1, wherein the multi-use elec-
tronic display device is associated with an institution
account.

4. The method of claim 3, wherein the institution affili-
ation status indicates the ultrasound scanner is affiliated with
the institution account, and the ultrasound scanner is per-
mitted to generate ultrasound image data for display on the
multi-use electronic display device.

5. The method of claim 3, wherein the institution affili-
ation status indicates the ultrasound scanner is affiliated with
another institution account different from the institution
account associated with the multi-use electronic display
device, and the ultrasound scanner is prevented from gen-
erating ultrasound image data for display on the multi-use
electronic display device.

6. The method of claim 3, the institution affiliation status
indicates the ultrasound scanner is unaffiliated, and the
method further comprises:

transmitting a request to the server to link the ultrasound

scanner to the institution account associated with the
multi-use electronic display device, wherein the server
updates the institution affiliation status of the ultra-
sound scanner to indicate the ultrasound scanner is
affiliated with the institution account;
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receiving confirmation that the server has updated the
institution affiliation status of the ultrasound scanner;
and

permitting the ultrasound scanner to generate ultrasound

image data for display on the multi-use electronic
display device.

7. The method of claim 3, wherein the association
between the institution account and the multi-use electronic
display device is provided by a user account logged into an
application executing on the multi-use electronic display
device, the application configured for communicating with
the ultrasound scanner.

8. The method of claim 1, wherein prior to controlling
whether the ultrasound scanner is permitted to generate
ultrasound image data, the method further comprises:

receiving a digital certificate from the server; and

forwarding the digital certificate to the ultrasound scan-
ner, wherein the ultrasound scanner attempts to validate
the received digital certificate;

wherein the controlling whether the ultrasound scanner is

permitted to generate ultrasound image data for display
on the multi-use electronic display device is further
based on whether the ultrasound scanner successfully
validates the received digital certificate.

9. The methed of claim 8, wherein the multi-use elec-
tronic display attempts to validate the digital certificate, and
the controlling whether the ultrasound scanner is permitted
to generate ultrasound image data for display on the multi-
use electronic display device is further based on whether the
multi-use electronic display device successfully validates
the received digital certificate.

10. The method of claim 9, wherein the multi-use elec-
tronic display device is provided with a public key, and the
attempting to validate the digital certificate comprises deter-
mining whether the digital certificate was digitally signed
with a private key corresponding to the public key.

11. The method of claim 9, wherein the digital certificate
comprises an approved scanner identifier, and the method
further comprises:

determining whether the approved scanner identifier

matches the scanner identifier retrieved from the ultra-
sound scanner; and

wherein the controlling whether the ultrasound scanner is

permitted to generate ultrasound image data for display
on the multi-use electronic display device is further
based on whether the approved scanner identifier
matches the scanner identifier retrieved from the ultra-
sound scanner.

12. The method of claim 11, wherein the digital certificate
encodes permission data associated with the approved scan-
ner identifier, the permission data indicating an operation
one or more of the ultrasound scanner and the multi-use
electronic display device is capable of performing, and
wherein the method further comprises:

based on the permission data, restricting the operation

from being performed.

13. A method of controlling operation of an ultrasound
scanner with a multi-use electronic display device, the
method comprising the ultrasound scanner:

sending a scanner identifier for the ultrasound scanner to

the multi-use electronic display device, wherein the
multi-use electronic display device sends the scarner
identifier to a server;
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receiving a digital certificate from the multi-use electronic
display device, the digital certificate having been
received by the multi-use electronic display device in
response to the sending of the scanner identifier to the
server, and the digital certificate forwarded to the
ultrasound scanner by the multi-use electronic display
device;

attempting to validate the received digital certificate; and

controlling whether the ultrasound scanner is permitted to

generate ultrasound image data for display on the
multi-use electronic display device based on whether
the ultrasound scanner successfully validates the
received digital certificate.

14. The method of claim 13, wherein the ultrasound
scanner is provided with a public key, and the attempting to
validate the received digital certificate comprises:

determining whether the digital certificate was digitally

signed with a private key corresponding to the public
key.

15. The method of claim 13, wherein the digital certificate
comprises an approved scanner identifier, and the method
further comprises:

determining whether the approved scanner identifier

matches the scanner identifier sent to the multi-use
electronic display device.

16. The method of claim 13, wherein upon a successful
validation of the received digital certificate, the method
further comprises:

encrypting communications between the ultrasound scan-

ner and the multi-use electronic display device.

17. A method of controlling operation of an ultrasound
scanner with a multi-use electronic display device, the
method comprising, at a server:

receiving a scanner identifier from the multi-use elec-

tronic display device, the scanner identifier having been
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retrieved by the multi-use electronic display device
from an ultrasound scanner;

determining an institution affiliation status of the ultra-

sound scanner; and

sending the institution affiliation status of the ultrasound

scanner to the multi-use electronic display device,
wherein the multi-use electronic display device con-
trols, based on the institution affiliation status, whether
the ultrasound scanner is permitted to generate ultra-
sound image data for display on the multi-use elec-
tronic display device.

18. The method of claim 17, wherein the institution
affiliation status indicates the ultrasound scanner is unaffili-
ated, and the method further comprises:

receiving a request from the multi-use electronic display

device to link the ultrasound scanner to an institution
account:

updating the institution affiliation status of the ultrasound

scanner to indicate the ultrasound scanner is affiliated
with the institution account; and

sending confirmation to the multi-use electronic display

device that the institution affiliation status of the ultra-
sound scanner has been updated.

19. The method of claim 17, further comprising:

sending a digital certificate to the multi-use electronic

display device, wherein the controlling whether the
ultrasound scanner is permitted to generate ultrasound
image data for display on the multi-use electronic
display device is further based on whether the digital
certificate is successfully validated.

20. The method of claim 19, wherein the digital certificate
is digitally signed with a private key, and a successful
validation of the digital certificate requires possession of the
public key corresponding to the private key.
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