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BIDIRECTIONAL ULTRASONIC SENSOR
SYSTEM FOR BIOMETRIC DEVICES

TECHNICAL FIELD

[0001] This disclosure relates generally to biometric
devices and methods, particularly biometric devices and
methods applicable to mobile devices, including but not
limited to wearable devices.

DESCRIPTION OF THE RELATED
TECHNOLOGY

[0002] As mobile devices become more versatile, user
authentication becomes increasingly important. Increasing
amounts of personal information may be stored on and/or
accessible by a mobile device. Moreover, mobile devices are
increasingly being used to make purchases and perform
other commercial transactions. Some mobile devices,
including but not limited to wearable devices, currently
include fingerprint sensors for user authentication. Improved
authentication methods would be desirable.

SUMMARY

[0003] The systems, methods and devices of the disclosure
each have several innovative aspects, no single one of which
is solely responsible for the desirable attributes disclosed
herein.

[0004] One innovative aspect of the subject matter
described in this disclosure can be implemented in an
apparatus. The apparatus may include an ultrasonic receiver
array, an ultrasonic transmitter and a control system. The
control system may include one or more general purpose
single- or multi-chip processors, digital signal processors
(DSPs), application specific integrated circuits (ASICs),
field programmable gate arrays (FPGAs) or other program-
mable logic devices, discrete gates or transistor logic, dis-
crete hardware components, or combinations thereof.
[0005] The control system may be capable of controlling
the ultrasonic transmitter to transmit first ultrasonic waves in
a first direction and to simultaneously transmit second
ultrasonic waves in a second direction that is opposite the
first direction. The control system may be capable of dis-
tinguishing first reflected waves from second reflected
waves. The first reflected waves may correspond to reflec-
tions of the first ultrasonic waves that are received by the
ultrasonic receiver array and the second reflected waves may
correspond to reflections of the second ultrasonic waves that
are received by the ultrasonic receiver array. The control
system may be capable of determining first image data
corresponding to the first reflected waves and of determining
second image data corresponding to the second reflected
waves.

[0006] In some examples, the first reflected waves may be
received at the ultrasonic receiver array from a direction that
is opposite a direction from which the second reflected
waves are received. According to some implementations, the
control system may be capable of distinguishing the first
reflected waves from the second reflected waves based on a
selected range-gate delay, frequency-dependent content of
the first reflected waves and the second reflected waves, one
or more image processing methods and/or temperature data
received from at least one temperature sensor.

[0007] According to some examples, the control system
may be capable of performing an authentication process, a
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liveness determination process and/or a pulse rate detection
process. These processes may be based, at least in part, on
the first image data, on the second image data or on both the
first image data and the second image data. In some
examples, the first image data, the second image data, or
both the first image data and the second image data may
include fingerprint image data. In some instances, the first
image data may include image data corresponding to a finger
of a user and the second image data may include image data
corresponding to a thumb of the user.

[0008] In some implementations, the control system may
be capable of detecting motion according to changes in at
least one of the first image data or the second image data. In
some such implementations, the control system may be
capable of producing a motion-detection signal that corre-
sponds with a detected motion. The apparatus may, in some
examples, include a wireless interface. In some such imple-
mentations, the control system may be capable of transmit-
ting the motion-detection signal via the wireless interface.

[0009] According to some implementations, a wearable
device may be, or may include, the apparatus. For example,
the wearable device may be a bracelet, an armband, a
wristband, a ring, a headband or a patch. In some imple-
mentations, the control system may be capable of obtaining
at least one of a tissue image or a bone image from a first
side of the wearable device. According to some such imple-
mentations, the control system may be capable of obtaining
a fingerprint image from a second side of the wearable
device. In some examples, the control system may be
capable of performing an authentication process, a liveness
determination process and/or a pulse rate detection process.
The process or processes may be based, at least in part, on
images obtained from the first side, from the second side, or
from both the first side and the second side of the wearable
device.

[0010] In some examples, a smart card may be, or may
include, the apparatus. According to some such examples,
the control system may be capable of communication with
a smart card reader. According to some implementations, the
control system may be capable of performing an authenti-
cation process according to the first image data and the
second image data. In some such implementations, the first
image data, the second image data, or both the first image
data and the second image data may include fingerprint
image data. However, in some examples, the first image
data, the second image data, or both the first image data and
the second image data may include image data correspond-
ing to a thumb.

[0011] Other innovative aspects of the subject matter
described in this disclosure can be implemented in a method
of controlling a biometric sensor system that may involve
controlling an ultrasonic transmitter to transmit first ultra-
sonic waves in a first direction and to simultaneously
transmit second ultrasonic waves in a second direction that
is opposite the first direction. The method may involve
distinguishing first reflected waves from second reflected
waves. The first reflected waves may correspond to reflec-
tions of the first ultrasonic waves that are received by an
ultrasonic receiver array and the second reflected waves may
correspond to reflections of the second ultrasonic waves that
are received by the ultrasonic receiver array. The method
may involve determining first image data corresponding to
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the first reflected waves. The method may involve deter-
mining second image data corresponding to the second
reflected waves.

[0012] In some examples, the first reflected waves may be
received at the ultrasonic receiver array from a direction that
is opposite a direction from which the second reflected
waves are received. According to some implementations,
distinguishing the first reflected waves from the second
reflected waves may be based on a selected range-gate delay,
frequency-dependent content of the first reflected waves and
the second reflected waves, one or more image processing
methods and/or temperature data received from at least one
temperature sensor of the biometric sensor system.

[0013] In some examples, the method may involve an
authentication process, a liveness determination process or a
pulse rate detection process according to the first image data,
the second image data, or both the first image data and the
second image data. According to some such examples, the
first image data, the second image data, or both the first
image data and the second image data may include finger-
print image data.

[0014] Some or all of the methods described herein may
be performed by one or more devices according to instruc-
tions (e.g., software) stored on non-transitory media. Such
non-transitory media may include memory devices such as
those described herein, including but not limited to random
access memory (RAM) devices, read-only memory (ROM)
devices, etc. Accordingly, some innovative aspects of the
subject matter described in this disclosure can be imple-
mented in a non-transitory medium having software stored
thereon.

[0015] Forexample, the software may include instructions
for controlling an ultrasonic transmitter to transmit first
ultrasonic waves in a first direction and to simultaneously
transmit second ultrasonic waves in a second direction that
is opposite the first direction. The software may include
instructions for controlling a control system to distinguish
first reflected waves from second reflected waves. The first
reflected waves may correspond to reflections of the first
ultrasonic waves that are received by an ultrasonic receiver
array and the second reflected waves may correspond to
reflections of the second ultrasonic waves that are received
by the ultrasonic receiver array.

[0016] The software may include instructions for control-
ling the control system to determine first image data corre-
sponding to the first reflected waves. The software may
include instructions for controlling the control system to
determine second image data corresponding to the second
reflected waves.

[0017] Insome examples, the first reflected waves may be
received at the ultrasonic receiver array from a direction that
is opposite a direction from which the second reflected
waves are received.

[0018] In some examples, the software may include
instructions for controlling the control system to distinguish
the first reflected waves from the second reflected waves
based on a selected range-gate delay, frequency-dependent
content of the first reflected waves and the second reflected
waves, one or more image processing methods and/or tem-
perature data received from at least one temperature sensor
of the biometric sensor system.

[0019] In some examples, the software may include
instructions for controlling the control system to perform an
authentication process, a liveness determination process
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and/or a pulse rate detection process. The process(es) may
be based, at least in part, on the first image data, on the
second image data, or on the first image data and the second
image data. According to some examples, the first image
data, the second image data, or both the first image data and
the second image data may include fingerprint image data.

[0020] Still other innovative aspects of the subject matter
described in this disclosure can be implemented in a smart
card that includes an ultrasonic receiver array, an ultrasonic
transmitter and a control system. The control system may be
capable of controlling the ultrasonic transmitter to transmit
first ultrasonic waves in a first direction and to simultane-
ously transmit second ultrasonic waves in a second direction
that is opposite the first direction. The first direction may be
towards a first side of the smart card and the second direction
may be towards a second side of the smart card.

[0021] The control system may be capable of distinguish-
ing first reflected waves from second reflected waves. The
first reflected waves may correspond to reflections of the
first ultrasonic waves that are received by the ultrasonic
receiver array and the second reflected waves may corre-
spond to reflections of the second ultrasonic waves that are
received by the ultrasonic receiver array. The control system
may be capable of determining first image data correspond-
ing to the first reflected waves and of determining second
image data corresponding to the second reflected waves.

[0022] In some examples, the control system may be
capable of communication with a smart card reader. In some
implementations, the control system may be capable of
performing an authentication process, a liveness determina-
tion process or a pulse rate detection process. The process
(es) may be based, at least in part, on the first image data, on
the second image data, or on the first image data and the
second image data. According to some examples, the first
image data, the second image data, or both the first image
data and the second image data may include fingerprint
image data. In some instances, the first image data, the
second image data, or both the first image data and the
second image data may include image data corresponding to
a thumb.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] Details of one or more implementations of the
subject matter described in this specification are set forth in
the accompanying drawings and the description below.
Other features, aspects, and advantages will become appar-
ent from the description, the drawings, and the claims. Note
that the relative dimensions of the following figures may not
be drawn to scale. Like reference numbers and designations
in the various drawings indicate like elements.

[0024] FIG. 1 is a block diagram that shows example
components of an apparatus according to some implemen-
tations.

[0025] FIG. 2 is a flow diagram that provides examples of
biometric sensor system operations.

[0026] FIG. 3A shows an example of a cross-sectional
view of an ultrasonic sensor system capable of performing
the method of FIG. 2.

[0027] FIG. 3B indicates the distances traveled by the
ultrasonic waves shown in FIG. 3A, from the time of
transmission by the ultrasonic transmitter until the time of
receipt by the ultrasonic receiver array.
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[0028] FIG. 4 includes two diagrams that illustrate an
example of distinguishing first reflected waves from second
reflected waves according to acquisition time delays.
[0029] FIG. 5 shows an example of a headband that
includes a biometric sensor system.

[0030] FIG. 6 shows an example of a patch that includes
a biometric sensor system.

[0031] FIG. 7 shows an example of a wristband that
includes a biometric sensor system.

[0032] FIG. 8 shows an example of an armband that
includes a biometric sensor system.

[0033] FIGS. 9A and 9B show examples of rings that
include biometric sensor systems.

[0034] FIG. 10 shows an example of a key fob that
includes a biometric sensor system.

[0035] FIGS. 11A-11C provide examples of detecting
motion according to changes in fingerprint image data or
thumbprint image data.

[0036] FIG. 12 shows examples of wrist image features.
[0037] FIG. 13A shows an example of a smart card that
includes a biometric sensor system.

[0038] FIG.13B shows an example of using the smart card
of FIG. 13A.
[0039] FIG. 14 shows an example of pulse and/or liveness

detection with a biometric sensor system.

[0040] FIG. 15A shows an example of an exploded view
of an ultrasonic sensor system.

[0041] FIG. 15B shows an exploded view of an alternative
example of an ultrasonic sensor system.

DETAILED DESCRIPTION

[0042] The following description is directed to certain
implementations for the purposes of describing the innova-
tive aspects of this disclosure. However, a person having
ordinary skill in the art will readily recognize that the
teachings herein may be applied in a multitude of different
ways. The described implementations may be implemented
in any device, apparatus, or system that includes a biometric
sensor system. In addition, it is contemplated that the
described implementations may be included in or associated
with a variety of electronic devices such as, but not limited
to: mobile telephones, multimedia Internet enabled cellular
telephones, mobile television receivers, wireless devices,
smartphones, smart cards, wearable devices such as brace-
lets, armbands, wristbands, rings, headbands, patches, etc.,
Bluetooth® devices, personal data assistants (PDAs), wire-
less electronic mail receivers, hand-held or portable com-
puters, netbooks, notebooks, smarthooks, tablets, printers,
copiers, scanners, facsimile devices, global positioning sys-
tem (GPS) receivers/navigators, cameras, digital media
players (such as MP3 players), camcorders, game consoles,
wrist watches, clocks, calculators, television monitors, flat
panel displays, electronic reading devices (e.g., e-readers),
mobile health devices, computer monitors, auto displays
(including odometer and speedometer displays, etc.), cock-
pit controls and/or displays, camera view displays (such as
the display of a rear view camera in a vehicle), electronic
photographs, electronic billboards or signs, projectors,
architectural structures, microwaves, refrigerators, stereo
systems, cassette recorders or players, DVD players, CD
players, VCRs, radios, portable memory chips, washers,
dryers, washer/dryers, parking meters, packaging (such as in
electromechanical systems (EMS) applications including
microelectromechanical systems (MEMS) applications, as
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well as non-EMS applications), aesthetic structures (such as
display of images on a piece of jewelry or clothing) and a
variety of EMS devices. The teachings herein also may be
used in applications such as, but not limited to, electronic
switching devices, radio frequency filters, sensors, acceler-
ometers, gyroscopes, motion-sensing devices, magnetom-
eters, inertial components for consumer electronics, parts of
consumer electronics products, varactors, liquid crystal
devices, electrophoretic devices, drive schemes, manufac-
turing processes and electronic test equipment. Thus, the
teachings are not intended to be limited to the implementa-
tions depicted solely in the Figures, but instead have wide
applicability as will be readily apparent to one having
ordinary skill in the art.

[0043] Various implementations disclosed herein may
include ultrasonic sensor systems that can be used to image
fingerprints. Some ultrasonic sensor systems may be capable
of acquiring images of subcutaneous tissue. For example,
the images may be planar scans or 3-D images of subcuta-
neous tissue. In some implementations, a biometric sensor
system may include an ultrasonic sensor system having an
ultrasonic receiver array and an ultrasonic transmitter. In
some implementations, the ultrasonic transmitter may be
included as part of the ultrasonic receiver array (e.g., a
single-layer transmitter and receiver). The ultrasonic trans-
mitter may be capable of transmitting first ultrasonic waves
in a first direction and second ultrasonic waves in a second
direction that is opposite, or substantially opposite, the first
direction. In some examples, the ultrasonic transmitter may
be capable of transmitting the first and second ultrasonic
waves at the same time, or at substantially the same time. In
some examples, the first direction may be away from the
ultrasonic receiver array and the second direction may be
towards the ultrasonic receiver array. Such directions may
sometimes be referred to herein as “downward” and
“upward” for the sake of convenience, although the actual
orientations may vary according to implementation and
usage. By distinguishing reflections of the downward and
upward waves, ultrasonic images may be obtained from
below the biometric sensor system, from above the biomet-
ric sensor system, or from both above and below the
biometric sensor system.

[0044] Particular implementations of the subject matter
described in this disclosure can be implemented to realize
one or more of the following potential advantages. In some
implementations, the ultrasonic sensor system may be thin
enough for convenient use in a smart card, ring, armband,
wristband, headband or skin patch. Some such implemen-
tations may be capable of imaging underlying tissue on a
continuous or quasi-continuous basis. Some implementa-
tions may be capable of verifying or authenticating a fin-
gerprint from a user when desired. In some implementations,
the ultrasonic sensor system may be flexible, which may be
a desirable property for implementation in a flexible arm-
band, a ring, etc. In some implementations, the ultrasonic
sensor system may be curved and rigidly affixed to a curved,
rigid armband or ring. Some disclosed biometric sensor
systems may include a bidirectional authenticating sensor
array that is suitable for “pinch authentication” based on
images of a user’s thumb on one side of the biometric sensor
system and a user’s finger on another side of the biometric
sensor system. Some implementations may include a bidi-
rectional ultrasonic sensor system configurable for liveness
determination and/or pulse rate (e.g. heartrate) detection.
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[0045] Some implementations may be capable of gesture
detection, e.g., by determining that a wearable device has
been moved relative to a corresponding part of a user’s body.
For example, in some implementations a control system may
be capable of determining whether a ring has been rotated or
translated along a user’s finger. In some such implementa-
tions, detected gestures may be forms of user input. Alter-
natively, gestures may be detected on one side of the
biometric sensor while the other side remains in contact with
a user to provide continuous or quasi-continuous authenti-
cation. Different types of gestures may correspond with
different functionality desired by a user. Such functionality
may involve control of another device with which the
biometric sensor system is capable of communicating, e.g.,
via wireless communication. Accordingly, in some imple-
mentations the control system may be capable of detecting
a motion of the biometric sensor system, or of an object
positioned on or near the biometric sensor system, and of
producing a signal that corresponds with the detected
motion.

[0046] FIG. 1 is a block diagram that shows example
components of an apparatus according to some implemen-
tations. In this example, apparatus 100 includes an ultrasonic
receiver array 102, an ultrasonic transmitter 104 and a
control system 106. Some examples of the ultrasonic
receiver array 102 are descried below. According to some
examples the ultrasonic transmitter 104 may be an ultrasonic
plane-wave generator, such as those described in more detail
below. However, in other implementations the ultrasonic
transmitter 104 may include an array of ultrasonic transmit-
ter elements, such as an array of piezoelectric microma-
chined ultrasonic transducers (PMUTs), an array of capaci-
tive micromachined ultrasonic transducers (CMUTs), etc.
Although shown as separate elements in FIG. 1, in some
implementations the ultrasonic receiver array 102 and the
ultrasonic transmitter 104 may be combined in an ultrasonic
transceiver. For example, a piezoelectric receiver layer,
PMUT elements in a single-layer array of PMUTs, or
CMUT elements in a single-layer array of CMUTs may be
used as an ultrasonic transmitter as well as an ultrasonic
receiver.

[0047] The control system 106 may include one or more
general purpose single- or multi-chip processors, digital
signal processors (DSPs), application specific integrated
circuits (ASICs), field programmable gate arrays (FPGAs)
or other programmable logic devices, discrete gates or
transistor logic, discrete hardware components, or combi-
nations thereof. The control system 106 also may include
(and/or be configured for communication with) one or more
memory devices, such as one or more random access
memory (RAM) devices, read-only memory (ROM)
devices, etc. Accordingly, the apparatus 100 may have a
memory system that includes one or more memory devices,
though the memory system is not shown in FIG. 1. The
control system 106 may be capable of controlling the
ultrasonic transmitter 104 and of receiving and processing
data from the ultrasonic receiver array 102, e.g., as described
below with reference to FIG. 2 et seq.

[0048] Although not shown in FIG. 1, some implementa-
tions of the apparatus 100 may include an interface system.
In some examples, the interface system may include a
wireless interface system. In some implementations, the
interface system may include a network interface, an inter-
face between the control system 106 and a memory system
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and/or an interface between the control system 106 and an
external device interface (e.g., a port or an applications
processor).

[0049] The apparatus 100 may be used in a variety of
different contexts, many examples of which are disclosed
herein. For example, in some implementations a wearable
device may include the apparatus 100. The wearable device
may, for example, be a bracelet, an armband, a wristband, a
ring, a headband or a patch.

[0050] FIG. 2 is a flow diagram that provides examples of
biometric sensor system operations. The blocks of FIG. 2
(and those of other flow diagrams provided herein) may, for
example, be performed by the apparatus 100 of FIG. 1 or by
a similar apparatus. As with other methods disclosed herein,
the method outlined in FIG. 2 may include more or fewer
blocks than indicated. Moreover, the blocks of methods
disclosed herein are not necessarily performed in the order
indicated.

[0051] Here, block 205 involves controlling an ultrasonic
transmitter to transmit first ultrasonic waves in a first direc-
tion and to transmit second ultrasonic waves in a second
direction that is opposite the first direction. In some imple-
mentations, the control system 106 of the apparatus 100 may
control the ultrasonic transmitter 104 to transmit first ultra-
sonic waves in a first direction and to transmit second
ultrasonic waves in a second direction that is opposite the
first direction. Accordingly, such implementations of the
apparatus 100 are examples of what may be referred to
herein as a “bidirectional ultrasonic sensor system.” In this
example, block 205 involves controlling the ultrasonic trans-
mitter to transmit the first and second ultrasonic waves
simultaneously.

[0052] According to this implementation, block 210
involves distinguishing first reflected waves from second
reflected waves. In this example, the first reflected waves
correspond to reflections of the first ultrasonic waves that are
received by an ultrasonic receiver array and the second
reflected waves correspond to reflections of the second
ultrasonic waves that are received by the ultrasonic receiver
array. In this instance, block 215 involves determining first
image data corresponding to the first reflected waves and
block 220 involves determining second image data corre-
sponding to the second reflected waves.

[0053] FIG. 3A shows an example of a cross-sectional
view of an ultrasonic sensor system capable of performing
the method of FIG. 2. The ultrasonic sensor system 300 is an
example of a device that may be included in a biometric
sensor system. As with other implementations shown and
described herein, the types of elements, the arrangement of
the elements and the dimensions of the elements illustrated
in FIG. 3A are merely shown by way of example.

[0054] In this example, the ultrasonic sensor system 300 is
a bidirectional ultrasonic sensor system that includes an
ultrasonic receiver array 102, an ultrasonic transmitter 104
and a control system (not shown). According to this
example, the ultrasonic transmitter 104 is positioned
between a platen 302, which may be referred to herein as a
“lower platen,” and a substrate 304 to which the ultrasonic
receiver array 102 is attached. The substrate 304 may, for
example, be a thin-film transistor (TFT) substrate to which
circuitry for the ultrasonic receiver array 102 is attached. In
this example a platen 306, which may be referred to herein
as an “upper platen,” is adjacent to a stack that includes the
ultrasonic receiver array 102. In some examples, the ultra-
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sonic receiver array 102 may include an array of pixel input
electrodes and sensor pixels formed in part from TFT
circuitry, an overlying piezoelectric receiver layer of piezo-
electric material such as PVDF or PVDF-TrFE, and an upper
electrode layer positioned on the piezoelectric receiver layer
sometimes referred to as a receiver bias electrode. Adhesive
layers (not shown) may also be included in the sensor stack.
It will be appreciated that the actual orientations of the
platen 302 and the platen 306 may vary according to
implementation and usage.

[0055] In some examples, the platens 302 and 306 and/or
the substrate 304 may include silicon, glass, plastic, ceramic,
metal, metal alloy or another such material. The thickness of
the platen 302 and the platen 306 may vary according to the
particular implementation. According to some implementa-
tions, the platen 302 and the platen 306 may each have a
thickness that is in the range of approximately 10 microns to
approximately 1000 microns, e.g., 10 microns, 20 microns,
30 microns, 40 microns, 50 microns, 100 microns, 150
microns, 200 microns, 300 microns, 400 microns, 500
microns, 600 microns, 700 microns, 800 microns, 900
microns, etc. As discussed elsewhere herein, in some imple-
mentations of the ultrasonic sensor system 300 the platen
302 and the platen 306 may have substantially different
thicknesses, in order to facilitate distinguishing reflected
waves 312, which are reflected from the thumb, from
reflected waves 314, which are reflected from the finger. In
some examples, the entire thickness of the ultrasonic sensor
system 300 may be in the range of about 50 microns to about
1000 microns. In general, thinner platens and a thinner
sensor stack allows the stack to be more flexible. In some
implementations, the substrate 304 such as a silicon sub-
strate or a glass TFT substrate may be thinned appreciably
to increase the flexibility of the substrate and of the ultra-
sonic sensor system 300. For example, the glass or silicon
substrates may be thinned to about 50 microns or less. In
some implementations, the platen 306 may include a coating
layer 320 and/or the platen 302 may include a coating layer
322. In some implementations, the coating layer 320 or
coating layer 322 may serve as platen 306 or platen 302. The
coating layers 320, 322 may serve as a protective layer, a
smudge-resistant layer, a scratch-resistant layer, an environ-
mentally protective layer, an acoustic impedance matching
layer, an optical interference filter, or other functional layer.
The coating layers 320, 322 may include a multi-layer stack
of sub-layers. In some implementations, the coating layers
320, 322 may be positioned directly on the ultrasonic
receiver array 102 or ultrasonic transmitter 104 and serve as
a platen. In some implementations, the ultrasonic sensor
system 300 may be configured without platens 302, 306 or
coating layers 320, 322, with the outer surface of the
ultrasonic receiver array 102 and ultrasonic transmitter 104
serving as the sensing surface. The coating layer 320 and/or
the coating layer 322 may, for example, include one or more
of a polycarbonate layer, a glass layer, a plastic layer such
as PET, PI, PEN or PMMA, a silicone layer, an epoxy layer,
an acrylic layer, or a composite layer. The coating layer 320,
322 may include a plastic or silicon-based material with a
thin hard coat of diamond-like carbon (DLC), a hard coat
layer, or other suitable layer. The coating layers 320, 322 or
platens 302, 306 may include epoxy or acrylic-based mate-
rials with various filler materials such as aluminum oxide
particles, metal or metal oxide particles, glass beads or
fibers, textiles, or other particles and materials. Various
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silicones with embedded particles may also serve as a
coating layer 320, 322 or platen 302, 306. Alternative
implementations may not include the coating layer 320 or
the coating layer 322.

[0056] FIG. 3A illustrates an example of block 205, in
which the ultrasonic transmitter 104 is transmitting first
ultrasonic waves 308 in a first direction and transmitting
second ultrasonic waves 310 in a second direction that is
opposite the first direction. Accordingly, the ultrasonic sen-
sor system 300 is another example of what may be referred
to herein as a “bidirectional ultrasonic sensor system.” In
this example, block 205 involves controlling the ultrasonic
transmitter to transmit the first and second ultrasonic waves
simultaneously. The first direction, which in this example is
towards a thumb of a user that is adjacent to the lower platen
302, may be referred to herein as “downward” for the sake
of convenience. Likewise, the second direction, which is
towards a finger of a user that is adjacent to the upper platen
306 in this example, may be referred to herein as “upward.”
In this example, the first reflected waves (the reflected waves
312) are received at the ultrasonic receiver array 102 from
adirection that is opposite a direction from which the second
reflected waves (the reflected waves 314) are received.
[0057] In this implementation, a control system of the
ultrasonic sensor system 300 is capable of distinguishing the
first reflected waves, which correspond to reflections of the
first ultrasonic waves that are received by the ultrasonic
receiver array from a first object, from second reflected
waves that correspond to reflections of the second ultrasonic
waves that are received by the ultrasonic receiver array from
a second object. For example, the control system may be
capable of distinguishing the reflected waves 312, which are
reflected from the thumb shown in FIG, 3A, from the
reflected waves 314, which are reflected from the finger
shown in FIG. 3A.

[0058] Accordingly, the control system may be capable of
determining thumbprint image data corresponding to the
reflected waves 312 and fingerprint image data correspond-
ing to the reflected waves 314. In some implementations, a
control system of the ultrasonic sensor system 300 may be
capable of performing an authentication process according
to the first image data, according to the second image data,
or according to the first image data and the second image
data. The control system may, for example, be capable of
controlling the ultrasonic sensor system 300 to obtain fin-
gerprint image data periodically and/or upon the occurrence
of an event. In some such implementations, the control
system may be capable of comparing currently-obtained
fingerprint image data with stored fingerprint data of a
patient or of another authorized person. In some examples,
another device may perform part of an authentication pro-
cess. The control system may be capable of receiving, via an
interface system, an authentication indication from a second
device indicating whether a person has been authenticated.
The control system may be capable of controlling a device,
allowing access to a place, allowing access to information,
allowing a transaction, etc., according to the authentication
indication. In some implementations, the control system
may be capable of preventing or ceasing at least one function
of a device if the authentication indication indicates that the
user has not been authenticated.

[0059] The control system may be capable of implement-
ing one of more of various techniques to distinguish the first
reflected waves from the second reflected waves. Some such
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techniques involve distinguishing the first reflected waves
from the second reflected waves according to different travel
times from transmission of ultrasonic waves by the ultra-
sonic transmitter to receipt of the reflected waves by the
ultrasonic receiver array. In the example shown in FIG. 3A,
the upper platen 306 has been made thicker than the lower
platen 302 in order to enhance this difference in travel times.
In different examples, the upper platen 306 may be made
thinner, thicker or substantially the same thickness as the
lower platen 302.

[0060] FIG. 3B indicates the distances and times traveled
by the ultrasonic waves shown in FIG. 3A, from the time of
transmission by the ultrasonic transmitter 104 until the time
of receipt by the ultrasonic receiver array 102. Timeline 350
indicates the distance 308' traveled by the first ultrasonic
waves 308 from launch at time t, to a reflection at an outer
surface of lower platen 302 at time t,, followed by a distance
312 traveled by the reflected waves 312, which are reflected
from the thumb, until a time of receipt by the ultrasonic
receiver array 102 at time t,. Timeline 355 indicates the
distance 310" traveled by the second ultrasonic waves 310
from launch at time t,, to a reflection at an outer surface of
upper platen 306 at time t,, followed by a distance 314"
traveled by the reflected waves 314, which are reflected from
the finger, until a time of receipt by the ultrasonic receiver
array 102 at time t,. It may be seen in FIG. 3B that in this
example the timeline 350 is shorter than the timeline 355.
Assuming that the velocity of the ultrasonic waves is
approximately the same throughout the ultrasonic sensor
system 300, the difference in length between the timeline
350 and the timeline 355 would indicate a corresponding
difference in travel time (e.g., t,~t,). Decreasing the thick-
ness of the platen 302 would tend to increase this difference
in travel time. Similarly, increasing the thickness of the
platen 306 would tend to increase this difference in travel
time. In a similar manner, adjusting the acquisition times t,,
t, allows ultrasonic imaging at various depths within the
thumb, finger or other biometric object positioned on either
or both sides of the ultrasonic sensor system 300.

[0061] FIG. 4 includes two diagrams that illustrate an
example of distinguishing first reflected waves from second
reflected waves according to acquisition time delays. The
upper diagram is an excitation diagram that represents the
excitation voltage that is applied by a control system to an
ultrasonic transmitter according to one implementation. In
this example, the excitation voltage is applied via a series of
square waves of alternating polarity, with one positive and
one negative square wave being applied during each trans-
mission cycle. Other implementations may involve applying
waves of different shape, of different amplitude, applying a
different number of waves per transmission cycle, etc.

[0062] The lower diagram of FIG. 4 shows an example of
acquiring image data during two acquisition time windows,
which also may be referred to as range gate windows. In this
example, first image data are acquired via an ultrasonic
receiver array during a first range gate window RGW, after
a first acquisition time delay, which also may be referred to
as a first range gate delay RGD,, after the time of transmit-
ting ultrasonic waves (shown as the “launch time” t,, in FIG.
4.) Here, second image data are acquired via an ultrasonic
receiver array during a second range gate window RGW,
after a second acquisition time delay, which also may be
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referred to as a second range gate delay RGD,, after t,. In
this example, RGW, begins at time t; and RGW, begins at
time t,.

[0063] The range gate delays and range gate windows may
be selected to receive reflections primarily from the top or
the bottom of the ultrasonic sensor system 300 shown in
FIG. 3A. In this example, layer thicknesses (including the
thicknesses of the platen 302 and the platen 306) of the
ultrasonic sensor system 300 have been selected such that
reflections received from a first side of the ultrasonic sensor
system 300 will arrive before reflections from a second side
of the ultrasonic sensor system 300.

[0064] Therefore, acquisition time delay RGD, and acqui-
sition time window of RGW, may be selected such that
reflected waves that are received by the ultrasonic receiver
array 102 after an acquisition time delay RGD, and sampled
during an acquisition time window of RGW, will generally
be reflected from a portion of a first object proximate to or
positioned upon the first side of the ultrasonic sensor system
300, which will be from the thumb adjacent to the platen 302
in the example of FIG. 3A. Accordingly, acquisition time
delay RGD, and acquisition time window of RGW, may be
selected such that at least some of the reflected waves that
are received by the ultrasonic receiver array 102 after RGD,
and sampled during RGW, will correspond with timeline
350 of FIG. 3B, which indicates the total distance and time
traveled by the first ultrasonic waves 308 and the reflected
waves 312.

[0065] Likewise, acquisition time delay RGD, and acqui-
sition time window of RGW, may be selected such that
reflected waves that are received by the ultrasonic receiver
array after an acquisition time delay RGD, and sampled
during an acquisition time window of RGW, will generally
be reflected from a portion of a second object proximate to
or positioned upon the second side of the ultrasonic sensor
system 300, which will be from the finger adjacent to the
platen 306 in the example of FIG. 3A. Accordingly, acqui-
sition time delay RGD, and acquisition time window of
RGW, may be selected such that at least some of the
reflected waves that are received by the ultrasonic receiver
array 102 after RGD, and sampled during RGW, will
correspond with timeline 355 of FIG. 3B, which indicates
the total distance and time traveled by the second ultrasonic
waves 310 and the reflected waves 314.

[0066] Accordingly, acquisition time delays and acquisi-
tion time windows may be selected for distinguishing first
reflected waves from second reflected waves in some imple-
mentations of block 210 of FIG. 2. However, other imple-
mentations may involve other methods of distinguishing the
first reflected waves from the second reflected waves. Some
such implementations may make the distinction based, at
least in part, on frequency-dependent content of the first
reflected waves and the second reflected waves. In some
such implementations, the frequency-dependent content of
the transmitted first ultrasonic waves may differ from that of
the transmitted second ultrasonic waves. Alternatively, or
additionally, one or more layers and/or ultrasonic transmitter
excitation signals of the ultrasonic sensor system 300 may
be selected to cause differing frequency-dependent content
of the reflected waves, e.g., by absorbing or delaying certain
frequency ranges, by using a frequency-dependent delay
layer, etc. For example, a frequency-dependent delay layer,
which may be used as one or other of the platens 302, 306
or otherwise coupled thereto, has a characteristic speed of
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sound that may be faster or slower with changes in fre-
quency of the launched ultrasonic wave. One pass of a sound
wave through the delay layer at a first ultrasonic frequency
results in a differential time delay when a different ultrasonic
frequency is used. Two passes through the delay layer results
in twice the differential time delay as one pass. A biometric
object such as a finger or thumb positioned on one side of the
ultrasonic sensor system 300 may be selectively imaged at
atime t, using launched ultrasonic waves of a first frequency
f,, then a second biometric object positioned on the opposite
side of the ultrasonic sensor system 300 may be selectively
imaged at a time t, using launched waves of a second
frequency f,, with f, and t, selected so that an object on a
first side is imaged and an object on the second side is not
imaged, and with f, and t, selected so that an object on the
first side is not imaged and an object on the second side is
imaged. In another example, an acoustic cavity placed in or
coupled to one or the other of the platens 302, 306 may be
configured to pass some ultrasonic frequencies and absorb or
reflect other ultrasonic frequencies, so that an object posi-
tioned on a first side of the ultrasonic sensor system 300 may
be imaged using a first ultrasonic frequency f; that is passed
by the acoustic cavity, whereas a second ultrasonic fre-
quency f, that is not passed by the acoustic cavity may be
used to image an object positioned on a second side of the
ultrasonic sensor system 300.

[0067] Some implementations may involve distinguishing
the first reflected waves from the second reflected waves
according to one or more image processing methods. For
example, some such implementations may involve using
software to subtract one image from another, known image.
For example, referring to FIG. 3A, thumbprint image data
obtained from the thumb adjacent to the platen 302 of the
ultrasonic sensor system 300 may be subtracted from fin-
gerprint image data obtained from the finger adjacent to the
platen 306, in order to reduce image artifacts from one side
to the other.

[0068] Some implementations may involve distinguishing
the first reflected waves from the second reflected waves
based, at least in part, on temperature data received from one
or more temperature sensors of a biometric sensor system
that includes the ultrasonic sensor system 300. For example,
if the biometric sensor system is deployed in a wearable
device, one portion of the biometric sensor system (e.g., one
platen) may be in continuous contact with a corresponding
portion of a user’s body (such as a wrist, a finger, etc.) and
may therefore tend to be warmer. An opposing side of the
biometric sensor system may occasionally be touched by a
user’s finger, but may otherwise not be in contact with the
user’s body. This side may tend to be relatively cooler until
touched. In some implementations, a temperature sensor
positioned near or on one or the other of the imageable
surfaces of the biometric sensor system may indicate a rise
or fall in temperature as a finger or other warm object comes
in contact with the sensor surface or is removed from contact
with the sensor system.

[0069] Accordingly, in some implementations a wearable
device may include a biometric sensor system. In some such
implementations, the biometric sensor system may include a
bidirectional ultrasonic sensor system, such as the ultrasonic
sensor system 300. The wearable device may, for example,
be a bracelet, an armband, a wristband, a ring, a headband
or a patch. In some implementations, the entire thickness of
the biometric sensor system may be quite small, e.g., in the
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range of 50 microns to 500 microns. In some implementa-
tions, the biometric sensor system may be flexible enough
for use in a flexible wearable device. Some examples of
wearable device implementations will now be described
with reference to FIG. 5 et seq.

[0070] FIG. 5 shows an example of a headband that
includes a biometric sensor system. Here, the headband 500
includes a biometric sensor system 505. In some implemen-
tations, the biometric sensor system 505 may include a
bidirectional ultrasonic sensor system, such as the ultrasonic
sensor system 300. In this example, the biometric sensor
system 505 is capable of obtaining first image data, such as
fingerprint image data, from an outer surface of the biomet-
ric sensor system 505. In some implementations, the bio-
metric sensor system 505 may be capable of obtaining
second image data from an inner surface of the biometric
sensor system 505, or from an inner surface of the headband
500 that is adjacent the biometric sensor system 505. The
second image data may correspond to tissue images, follicle
images, etc., according to the particular implementation.
According to some examples, the headband 500 may include
an acoustic matching layer, such as a gel (not shown), on the
inner surface of the headband 500 that is adjacent the
biometric sensor system 505. In some implementations, a
control system of the biometric sensor system 505 may be
capable of performing an authentication process according
to the first image data, according to the second image data,
or according to the first image data and the second image
data. In some implementations, the headband 500 may
include a wired or wireless interface that allows the biomet-
ric sensor system 505 to be capable of wireless communi-
cation with another device. In some implementations, the
headband 500 may include one or more buttons 510. Buttons
510 may allow, for example, electronic portions of the
headband and the biometric sensor system 505 to be turned
on or off, a volume to be adjusted, a track to be played, an
application to be located and/or selected, or another function
to be performed.

[0071] FIG. 6 shows an example of a patch that includes
a biometric sensor system. In this implementation, the patch
600 includes a biometric sensor system 605. In some imple-
mentations, the biometric sensor system 605 may include a
bidirectional ultrasonic sensor system, such as the ultrasonic
sensor system 300. In this example, the biometric sensor
system 605 is capable of obtaining first image data, such as
fingerprint image data, from an outer surface of the biomet-
ric sensor system 605. In some implementations, the bio-
metric sensor system 605 may be capable of obtaining
second image data from an inner surface of the biometric
sensor system 605, or from an inner surface of the patch 600
that is proximate the biometric sensor system 605. The
second image data may correspond to tissue images such as
skin tissue images, bone tissue images, blood vessel images,
follicle images, etc., depending on the particular implemen-
tation. According to some examples, the patch 600 may
include an acoustic matching layer, such as a gel, on the
inner surface of the patch 600. In some implementations, a
control system of the biometric sensor system 605 may be
capable of performing an authentication process according
to the first image data, according to the second image data,
or according to the first image data and the second image
data. In some implementations, the patch 600 may include a
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wireless interface that allows the biometric sensor system
605 to be capable of wireless communication with another
device.

[0072] FIG. 7 shows an example of a wristband that
includes a biometric sensor system. Here, the wristband 700
includes a biometric sensor system 705. In some implemen-
tations, the biometric sensor system 705 may include a
bidirectional ultrasonic sensor system, such as the ultrasonic
sensor system 300. In this example, the biometric sensor
system 705 is capable of obtaining first image data, such as
fingerprint image data, from an outer surface of the biomet-
ric sensor system 705.

[0073] In some implementations, the biometric sensor
system 705 may be capable of obtaining second image data
from an inner surface of the biometric sensor system 705, or
from an inner surface of the wristband 700 that is adjacent
to at least a portion of the biometric sensor system 705. The
portion of the biometric sensor system 705 that is capable of
acquiring the first image data may or may not be adjacent to
the portion of the biometric sensor system 705 that is
capable of acquiring the second image data, depending on
the particular implementation. The implementation of the
biometric sensor system 705 shown in FIG. 7, for example,
includes an inner portion 710 that is capable of obtaining the
second image data. The second image data may correspond
to tissue images, follicle images, etc., according to the
particular implementation. According to some examples, the
wristband 700 may include an acoustic matching layer, such
as a gel, on the inner surface of the wristband 700 that is
adjacent to at least a portion the biometric sensor system 705
(e.g., on the inner portion 710).

[0074] According to some implementations, a control sys-
tem of the biometric sensor system 705 may be capable of
performing an authentication process according to the first
image data, according to the second image data, or accord-
ing to the first image data and the second image data. In
some implementations, the wristband 700 may include a
wireless interface that allows the biometric sensor system
705 to be capable of wireless communication with another
device.

[0075] In this example, the wristband 700 includes a
flexible display 715, which is shown displaying various
icons. In some implementations of the wristband 700, a
touch sensor system may overlay at least part of the display
715. According to some such implementations, a user may
interact with the displayed icons in order to control func-
tionality of the wristband 700, such as selecting from a
menu, making a telephone call, querying a weather appli-
cation, etc. In this example, a user input system of the
wristband 700 also includes various buttons 720.

[0076] FIG. 8 shows an example of an armband that
includes a biometric sensor system. Here, the armband 800
includes a biometric sensor system 805. In some implemen-
tations, the biometric sensor system 805 may include a
bidirectional ultrasonic sensor system, such as the ultrasonic
sensor system 300. In this example, the biometric sensor
system 805 is capable of obtaining first image data, such as
fingerprint image data, from an outer surface of the biomet-
ric sensor system 805.

[0077] In some implementations, the biometric sensor
system 805 may be capable of obtaining second image data
from an inner surface of the biometric sensor system 805, or
from an inner surface of the armband 800 that is adjacent to
at least a portion of the biometric sensor system 805. The
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portion of the biometric sensor system 805 that is capable of
acquiring the first image data may or may not be adjacent to
the portion of the biometric sensor system 805 that is
capable of acquiring the second image data, depending on
the particular implementation. The second image data may
correspond to tissue images, follicle images, efc., according
to the particular implementation. According to some
examples, the armband 800 may include an acoustic match-
ing layer, such as a gel, on the inner surface of the armband
800 that is adjacent to at least a portion the biometric sensor
system 805.

[0078] In some implementations, a control system of the
biometric sensor system 805 may be capable of performing
an authentication process according to the first image data,
according to the second image data, or according to the first
image data and the second image data. In some implemen-
tations, the armband 800 may include a wireless interface
that allows the biometric sensor system 805 to be capable of
wireless communication with another device.

[0079] In this example, the armband 800 includes a flex-
ible display 815, which is shown displaying various icons. In
some implementations of the armband 800, a touch sensor
system may overlay at least part of the display 815. Accord-
ing to some such implementations, a user may interact with
the displayed icons in order to control functionality of the
armband 800, such as making a telephone call, querying a
weather application, selecting a menu item, controlling a
playlist, etc.

[0080] FIGS. 9A and 9B show examples of rings that
include biometric sensor systems. In this implementation,
the ring 9004 includes a biometric sensor system 905a and
the ring 9005 includes a biometric sensor system 9055. In
some implementations, the biometric sensor system 905z
and/or the biometric sensor system 9054 may include a
bidirectional ultrasonic sensor system, such as the ultrasonic
sensor system 300. In these examples, the biometric sensor
systems 905a and 9055 are both capable of obtaining first
image data, such as fingerprint image data, from an outer
surface of the biometric sensor systems 905a and 905b. In
some implementations, the biometric sensor system 905a
may be capable of obtaining second image data from an
inner surface of the biometric sensor system 905a, or from
an inner surface of the ring 900a that is proximate the
biometric sensor system 905q. Similarly, in some imple-
mentations the biometric sensor system 9056 may be
capable of obtaining second image data from an inner
surface of the biometric sensor system 9055, or from an
inner surface of the ring 90054 that is proximate the biometric
sensor system 9055. The second image data may correspond
to tissue images such as skin tissue images, bone tissue
images, blood vessel images, follicle images, etc., depend-
ing on the particular implementation. According to some
examples, the ring 9004 or the ring 9005 may include an
acoustic matching layer, such as a gel, on an inner surface.
In some implementations, a control system of the biometric
sensor system 905a, the biometric sensor system 9055, or
both, may be capable of performing an authentication pro-
cess according to the first image data, according to the
second image data, or according to the first image data and
the second image data. In some implementations, the ring
900q, the ring 9005, or both the ring 900q and the ring 9005
may include a wireless interface that allows wireless com-
munication with another device. In some implementations,
the ring 900a or 9005 may be twisted or slid along a finger
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and the sliding or twisting motion detected by the biometric
sensor system 905a or 9055. A function such as pointing and
remotely activating a wall switch, operating a volume con-
trol on a remote television screen, or interacting with an
application may be performed in response to the detected
motion. The functions accessible to the ring 9004 or 9005
may be adjusted depending on whether a user wearing the
ring 900a or 9004 is authorized and/or authenticated. Simi-
larly, a finger from an opposite hand may be twisted or slid
along an outer surface of ring 900a or 9005 and the sliding
or twisting motion detected by the biometric sensor system
905a or 9055 to initiate, access or otherwise perform a
function. In some implementations, the biometric sensor
system 905a or 905bh may authenticate a user based on
images obtained from a finger or other biometric object
placed on the outer surface of the biometric sensor system
905a or 9055, and adjust accessible functions accordingly.

[0081] FIG. 10 shows an example of a key fob that
includes a biometric sensor system. In this implementation,
the key fob 1000 includes a biometric sensor system 1005.
In some implementations, the biometric sensor system 1005
may include a bidirectional ultrasonic sensor system, such as
the ultrasonic sensor system 300. However, in some imple-
mentations the biometric sensor system 1005 may not be a
bidirectional ultrasonic sensor system. In this example, the
biometric sensor system 1005 is capable of obtaining at least
first image data, such as fingerprint image data or thumbprint
image data, from an outer surface of the biometric sensor
system 1005. In some implementations, the biometric sensor
system 1005 may be capable of obtaining second image data
from an inner surface of the biometric sensor system 1005,
or from an inner surface of the key fob 1000 that is
proximate the biometric sensor system 1005. The second
image data may correspond to tissue images such as skin
tissue images, bone tissue images, blood vessel images,
follicle images, etc., depending on the particular implemen-
tation. In some implementations, a control system of the
biometric sensor system 1005 may be capable of performing
an authentication process according to the first image data,
according to the second image data, or according to the first
image data and the second image data. In some implemen-
tations, the key fob 1000 may include a wireless interface
that allows the biometric sensor system 1005 to be capable
of wireless communication with another device, such as a
door of a vehicle or house. Movements or taps of a finger
placed on the biometric sensor system 1005 may be detected
and functions performed accordingly. In some implementa-
tions, the biometric sensor system 1005 may authenticate a
user based on images obtained from a finger placed on the
outer surface of the biometric sensor system 1005 and adjust
functions accordingly.

[0082] In some implementations, a control system of a
biometric sensor system (such as the biometric sensor sys-
tems described above with reference to FIGS. 5-10) may be
capable of controlling an ultrasonic sensor system to obtain
fingerprint or thumbprint image data periodically and/or
upon the occurrence of an event. In some such implemen-
tations, the control system may be capable of comparing
currently-obtained fingerprint image data or thumbprint
image data with stored fingerprint or thumbprint data of a
patient or of another authorized person. In some examples,
another device may perform part of an authentication pro-
cess. The control system may be capable of receiving, via an
interface system, an authentication indication from a second
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device indicating whether a person has been authenticated.
The control system may be capable of controlling a device,
allowing access to a place, allowing access to information,
etc., according to the authentication indication. In some
implementations, the control system may be capable of
preventing or ceasing at least one function of a device if the
authentication indication indicates that the user has not been
authenticated.

[0083] Some wearable devices may be capable of validat-
ing a wearer on a continuous or nearly continuous basis.
According to some such examples, the control system may
be capable of obtaining a tissue image, a bone image, or both
a tissue image and a bone image, from a first side of the
wearable device. For example, images received from an
inside portion of a ring, patch, armband, wristband, head-
band, etc., may be acquired and evaluated to ensure that a
device remains on a particular individual. Alternatively, or
additionally, some wearable devices may be capable of
providing authentication from time to time (e.g., to make a
purchase, to provide access to confidential information, to
provide access to another device or a controlled area, to time
stamp an event, to deliver a drug, etc.). According to some
such implementations, a control system may be capable of
obtaining a fingerprint image from a second side of the
wearable device. In some examples, a control system may be
capable of performing an authentication process based, at
least in part, on images obtained from the first side or the
second side of the wearable device. In some implementa-
tions such as those shown in FIGS. 5-10, an outward-facing
portion of a wearable device may be capable of providing
occasional user authentication or re-authentication by
obtaining fingerprint image data or thumbprint image data
from a user.

[0084] As noted above, some wearable device implemen-
tations may be capable of gesture detection, e.g., by deter-
mining that a wearable device has been moved relative to a
corresponding part of a user’s body. For example, in some
implementations a control system may be capable of deter-
mining whether the ring 9055 shown in FIG. 9B has been
rotated or translated along a user’s finger. In some imple-
mentations, a control system may be capable of determining
whether a user’s finger or thumb has moved relative to the
biometric sensor system 1005 of the key fob 1000. In some
implementations, gestures may be detected on one side of
the biometric sensor while the other side remains in contact
with a user to provide continuous authentication. In some
such implementations, detected gestures may be forms of
user input. Different types of gestures may correspond with
different functionality desired by a user. Such functionality
may involve control of another device with which the
biometric sensor system is capable of communicating, e.g.,
via wireless communication.

[0085] Accordingly, in some implementations the control
system may be capable of detecting a motion of the bio-
metric sensor system, or of detecting a motion relative to the
biometric sensor system, and of producing a motion-detec-
tion signal that corresponds with a detected motion. The
control system may, for example, be capable of detecting
motion according to changes in at least one of the first image
data or the second image data described above. The control
system may be capable of producing a motion-detection
signal that corresponds with a detected motion. If the
particular implementation includes a wireless interface, the
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control system may be capable of transmitting the motion-
detection signal via the wireless interface.

[0086] FIGS. 11A-11C provide examples of detecting
motion according to changes in fingerprint image data or
thumbprint image data. FIGS. 11A-11C show examples of
partial fingerprint images and fingerprint features. In this
example, FIGS. 11A-11C correspond to partial fingerprint
images 13a-13¢ that have been obtained from a relatively
small fingerprint sensor with an approximately square active
area at three different times. According to some implemen-
tations, a subset of fingerprint features corresponding to
each of the partial fingerprint images 13a-c may be extracted
from each corresponding subset of fingerprint image infor-
mation and a partial fingerprint template may be generated.
The partial fingerprint template may correspond with fea-
tures shown in one or more of the partial fingerprint images
13a-c. The partial fingerprint template may, for example,
include the types, locations and/or spacing of the fingerprint
minutiae 11054-11054 shown in FIG. 11A; of the fingerprint
minutiae 1105¢-1105¢ and 1105% shown in FIG. 11B and of
the fingerprint minutiae 1105¢-1105/'shown in FIG. 11C. In
some implementations, one or more centroids may be deter-
mined. Each centroid may correspond to multiple fingerprint
minutiae or keypoints.

[0087] By comparing fingerprint features that are deter-
mined at a first time, at which the partial fingerprint image
13a was obtained, with fingerprint features that are deter-
mined at a second time, at which the partial fingerprint
image 135 was obtained, the relative motion of the corre-
sponding finger relative to the biometric sensor system may
be determined. The direction of relative motion is shown by
the arrow 1110 in FIG. 11B. In some implementations, a
control system may be capable of determining the direction
of relative motion by comparing individual fingerprint fea-
tures at the first and second times, such as the fingerprint
minutiae 1105¢ and 11054 that may be seen in FIGS. 11A
and 11B.

[0088] Similarly, by comparing fingerprint features that
are determined at the second time, at which the partial
fingerprint image 135 was obtained, with fingerprint features
that are determined at a third time, at which the partial
fingerprint image 13¢ was obtained, another relative motion
of the corresponding finger relative to the biometric sensor
system may be determined. The direction of relative motion
is shown by the arrow 1115 in FIG. 11C. In some imple-
mentations, a control system may be capable of determining
the direction of relative motion by comparing individual
fingerprint features at the first and second times, such as the
fingerprint minutiae 1105¢, 11054 and 1105e that may be
seen in FIGS. 11B and 11C.

[0089] In alternative implementations, a control system
may be capable of determining the direction of relative
motion by comparing other individual fingerprint features at
different times, such as one or more ridge patterns, valley
patterns, whorls, bifurcations, etc. In other implementations,
a control system may be capable of determining the direc-
tion of relative motion by comparing the position of a
centroid that corresponds to multiple fingerprint features at
different times. In some implementations, the control system
may be capable of determining a rotation or a rate of rotation
based on a rotation of the fingerprint features at different
times. The control system may produce a motion-detection
signal that corresponds with the detected motion, such as a
translation or a rotation, or a rate of translation or a rate of
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rotation. In some implementations, the control system may
recognize one or mote touches or taps of a finger, and
generate a motion-detection signal that corresponds with the
detected number of taps or rate of tapping.

[0090] FIG. 12 shows examples of wrist image features.
The image 1200 of FIG. 12 is an actual image of a user’s
wrist that is based on data received from an ultrasonic sensor
system. Accordingly, features such as those shown in the
image 1200 are like those that could be obtained from an
inside portion of the patch 600 shown in FIG. 6, the
wristband 700 shown in FIG. 7, the armband 800 of FIG. 8,
etc.

[0091] The image 1200 indicates several types of distinc-
tive features that may be identified and used for detecting
relative motion. Several distinctive intersections of curvi-
linear features and relatively straight linear features are
shown within circles in FIG. 12. According to some imple-
mentations, a control system may be capable of determining
the direction of relative motion by comparing these indi-
vidual intersections or other individual features at different
times, such as one or more curvilinear features, one or more
relatively straight linear features, etc. In other implementa-
tions, a control system may be capable of determining the
direction of relative motion by comparing the position of a
centroid that corresponds to multiple features at different
times, such as a centroid that corresponds to multiple
intersections of the type shown in the image 1200. In some
implementations, the distinctive features of a wrist or other
body part may be stored and used later for authentication of
a user or to verify that the biometric sensor system had not
been removed from a particular location on a body where the
sensor system was initially placed.

[0092] FIG. 13A shows an example of a smart card that
includes a biometric sensor system. In this implementation,
the smart card 1300 includes a biometric sensor system
1305. In some implementations, the biometric sensor system
1305 may include a bidirectional ultrasonic sensor system,
such as the ultrasonic sensor system 300. However, in some
implementations the biometric sensor system 1305 may not
be a bidirectional ultrasonic sensor system.

[0093] In this example, the smart card 1300 includes an
ultrasonic receiver array, an ultrasonic transmitter and a
control system. The ultrasonic receiver array and the ultra-
sonic transmitter may be like those described elsewhere
herein, e.g., with reference to FIGS. 1-3. In this example, the
control system is capable of controlling the ultrasonic trans-
mitter to transmit first ultrasonic waves in a first direction
and to simultaneously transmit second ultrasonic waves in a
second direction that is opposite the first direction. The first
direction may be towards a first side of the smart card and
the second direction may be towards a second side of the
smart card.

[0094] In this implementation, the control system is
capable of distinguishing first reflected waves from second
reflected waves. Here, the first reflected waves correspond to
reflections of the first ultrasonic waves that are received by
the ultrasonic receiver array and the second reflected waves
corresponding to reflections of the second ultrasonic waves
that are received by the ultrasonic receiver array. In this
example, the control system is capable of determining first
image data corresponding to the first reflected waves and
determining second image data corresponding to the second
reflected waves.
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[0095] Accordingly, the control system is capable of
obtaining at least first image data from a first surface of the
biometric sensor system 1305. For example, the first surface
may correspond with the top surface of the smart card,
which is shown in FIG. 13A. The first image data may
include fingerprint image data, thumbprint image data, or
another type of data, depending on the particular implemen-
tation.

[0096] In some implementations, the biometric sensor
system 1305 may be capable of obtaining second image data
from a second surface of the biometric sensor system 1305,
or from a second surface of the smart card 1300 that is
proximate the biometric sensor system 1305. The second
image data may include fingerprint image data, thumbprint
image data, or another type of data, depending on the
particular implementation. In some implementations, a con-
trol system of the smart card 1300 may be capable of
performing an authentication process according to the first
image data, according to the second image data, or accord-
ing to the first image data and the second image data.
[0097] FIG. 13B shows an example of using the smart card
of FIG. 13A. In this example, the smart card 1300 is capable
of “pinch authentication” based on images of a user’s thumb
on one side of the biometric sensor system and a user’s
finger on another side of the biometric sensor system.
Accordingly, in this example a control system of the smart
card 1300 is capable of performing an authentication process
according to first image data and second image data, wherein
the first image data or the second image data include
fingerprint image data and the first image data or the second
image data include image data corresponding to a thumb.
[0098] In addition to providing bidirectional authentica-
tion functionality, in this example the control system of the
smart card 1300 includes a chip 1310 that is capable of
communication with a smart card reader 1350. In this
example, contact pads 1315 and embedded electrical traces
1320 may provide electrical connectivity between the chip
1310 and the biometric sensor system 1305. This implemen-
tation of the smart card 1300 also includes a magnetic stripe
1330, which allows the smart card 1300 to be capable of
communication with legacy smart card readers that are not
configured for communication via the chip 1310. In this
example, the smart card 1300 includes a radio frequency
antenna 1325 that allows the biometric sensor system 1305
to be capable of wireless communication with another
device.

[0099] FIG. 14 shows an example of pulse and/or liveness
detection with a biometric sensor system. In this implemen-
tation, the biometric sensor system 1400 includes an ultra-
sonic sensor system 1405. In some implementations, the
ultrasonic sensor system 1405 may include a bidirectional
ultrasonic sensor system, such as the ultrasonic sensor
system 300 and a control system as described, for example,
with reference to FIGS. 1-3. In this example, the control
system is capable of controlling the ultrasonic sensor system
1405 to transmit first ultrasonic waves in a first direction and
to simultaneously transmit second ultrasonic waves in a
second direction that is opposite the first direction. The
control system may be capable of distinguishing first
reflected waves from second reflected waves. The first
reflected waves may correspond to reflections of the ultra-
sonic waves that are transmitted in the first direction and the
second reflected waves may correspond to reflections of the
ultrasonic waves that are transmitted in the second direction.
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In this example, the control system may be capable of
determining first image data corresponding to the first
reflected waves and determining second image data corre-
sponding to the second reflected waves. Accordingly, the
control system may be capable of obtaining image data from
at least a first surface of the ultrasonic sensor system 1405
and image data from at least a second surface of the
ultrasonic sensor system 1405. For example, the first surface
may correspond with a top surface of the biometric sensor
system 1400 and the second surface may correspond with a
bottom surface of the biometric sensor system 1400. In some
implementations, the control system may be capable of
performing an authentication process, a pulse rate (or heart-
rate) detection process, and/or a liveness determination
process according to the first image data, the second image
data, or both the first image data and second image data. In
some implementations, the liveness determination process
may include determining whether a biometric object exhibits
a pulse or a pulse rate.

[0100] In example shown in FIG. 14, the biometric sensor
system may be capable of pinch authentication based on
images of a user’s thumb on one side of the biometric sensor
system and a user’s finger on another side of the biometric
sensor system. Accordingly, the control system may be
capable of performing an authentication process, a liveness
determination process and/or a pulse rate detection process
according to the first image data and second image data. In
some implementations, the first image data or the second
image data may include fingerprint image data correspond-
ing to a finger and the first image data or the second image
data may include fingerprint image data corresponding to a
thumb. In addition to providing bidirectional authentication,
liveness determination and/or pulse rate detection function-
ality, the control system may be capable of wired or wireless
communication with, for example, a network device, a
storage device or an external electronic device.

[0101] In the example shown in FIG. 14, biometric sensor
system 1400 may be capable of one- or two-sided imaging,
authentication, liveness determination and/or pulse or pulse
rate detection along with other functions. A liveness deter-
mination may be made, for example, by imaging a finger and
a thumb or other portion of a body positioned against one or
more surfaces of the biometric sensor system 1400 and
detecting pulsing of blood (e.g. liveness) over time via a
phase difference caused by different arterial path lengths
within the body portions. Detection of a pulse, a pulse rate
or a phase difference may be used alone or with other factors
such as a finger/non-finger determination process to make a
liveness determination of a biometric object positioned
against one or both sides of the biometric sensor system
1400. The ultrasonic sensor system 1405 may be used to
image fingerprints and/or acquire planar scans of the bio-
metric object at various depths to obtain three-dimensional
images of underlying tissue. The ultrasonic sensor system
1405 may send ultrasonic waves for imaging in two direc-
tions away from the sensor. With proper selection of range-
gate timing, ultrasonic images may be obtained of a bio-
metric object through platens above and below the ultrasonic
sensor system 1405. The low profile of the ultrasonic sensor
system 1405 may allow imaging of underlying tissue on a
continuous or quasi-continuous basis and to authenticate,
validate, determine liveness and/or detect a heartrate of a
user when desired. In other configurations, one finger may
be placed on an outer surface of a two-sided ultrasonic
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sensor system 1405 configured in a headband, armband,
wristband, ring, skin patch or other body-conforming
device, where the inner surface of the ultrasonic sensor
system is in contact with the body part to provide arterial
path-length differences and to allow determination of live-
ness and/or other arterial characteristics.

[0102] Insomeimplementations, a bidirectional ultrasonic
sensor system may be used to measure various characteris-
tics of arteries at two different positions at substantially the
same time, e.g., a pulse pressure waveform or an indication
of volumetric flow of blood, as two different fingers touch-
ing opposite sides of the bidirectional sensor system may
present two different locations in the arterial tree within a
body. For example, two fingers of the same hand may be in
contact with the double-sided sensor or two fingers from two
hands of a user may contact the double-sided sensor at the
same time, where characteristics of arteries in the fingers
may be measured. In some implementations, one side of a
bidirectional sensor system may be integrated into a skin
patch that is adhered to a portion of a body such as an arm
of a user. A finger of the user may be pressed against the
outer side of the double-sided sensor. The biometric sensor
system may measure characteristics of the radial artery in
the arm and the digital artery in the finger at substantially the
same time. In some implementations, phase differences
between pressure pulses in the arm and the finger due to the
beating of a heart may be detected and a pulse, a pulse rate
or an arterial characteristic may be determined from the
phase difference. In some implementations, a pulse and/or a
pulse rate may be determined by pressing a finger and a
thumb against each side of a bidirectional ultrasonic sensor
as shown in FIG. 14, acquiring two or more sets of image
data from each side of the sensor, applying a smoothing
filter, and detecting out-of-phase throbbings of the finger and
thumb based on changing ridge-to-valley areas as pressure
pulses from a beating heart change the amount of contact
area between ridges of the finger/thumb and the sensor. The
time difference (delta t) represents a time delay between the
peak pulse pressure at the thumb and the peak pulse pressure
at the finger, as the arterial path length is generally different
between a thumb and a finger. A non-zero value of the time
difference may aid in affirming liveness of the finger and the
thumb. Measuring the time difference between consecutive
pressure peaks at either the thumb or the finger may allow
determination of a pulse rate by taking the reciprocal of the
time difference.

[0103] FIG. 15A shows an example of an exploded view
of an ultrasonic sensor system. In this example, the ultra-
sonic sensor system 1500 includes an ultrasonic transmitter
20 and an ultrasonic receiver 30 under a platen 40. The
ultrasonic transmitter 20 may include a substantially planar
piezoelectric transmitter layer 22 and may be capable of
functioning as a plane wave generator. Ultrasonic waves
may be generated by applying a voltage to the piezoelectric
layer to expand or contract the layer, depending upon the
signal applied, thereby generating a plane wave. In this
example, the control system 106 may be capable of causing
a voltage that may be applied to the piezoelectric transmitter
layer 22 via a first transmitter electrode 24 and a second
transmitter electrode 26. In this fashion, an ultrasonic wave
may be made by changing the thickness of the layer via a
piezoelectric effect. This ultrasonic wave may travel towards
a finger (or other object to be detected), passing through the
platen 40. A portion of the wave not absorbed or transmitted
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by the object to be detected may be reflected so as to pass
back through the platen 40 and be received by the ultrasonic
receiver 30. The first and second transmitter electrodes 24
and 26 may be metallized electrodes, for example, metal
layers that coat opposing sides of the piezoelectric trans-
mitter layer 22.

[0104] The ultrasonic receiver 30 may include an array of
sensor pixel circuits 32 disposed on a substrate 34, which
also may be referred to as a backplane, and a piezoelectric
receiver layer 36. In some implementations, each sensor
pixel circuit 32 may include one or more TFT elements,
electrical interconnect traces and, in some implementations,
one or more additional circuit elements such as diodes,
capacitors, and the like. Each sensor pixel circuit 32 may be
configured to convert an electric charge generated in the
piezoelectric receiver layer 36 proximate to the pixel circuit
into an electrical signal. Each sensor pixel circuit 32 may
include a pixel input electrode 38 that electrically couples
the piezoelectric receiver layer 36 to the sensor pixel circuit
32.

[0105] In the illustrated implementation, a receiver bias
electrode 39 is disposed on a side of the piezoelectric
receiver layer 36 proximal to platen 40. The receiver bias
electrode 39 may be a metallized electrode and may be
grounded or biased to control which signals may be passed
to the array of sensor pixel circuits 32. Ultrasonic energy that
is reflected from the exposed (top) surface 42 of the platen
40 may be converted into localized electrical charges by the
piezoelectric receiver layer 36. These localized charges may
be collected by the pixel input electrodes 38 and passed on
to the underlying sensor pixel circuits 32. The charges may
be amplified or buffered by the sensor pixel circuits 32 and
provided to the control system 106.

[0106] The control system 106 may be electrically con-
nected (directly or indirectly) with the first transmitter
electrode 24 and the second transmitter electrode 26, as well
as with the receiver bias electrode 39 and the sensor pixel
circuits 32 on the substrate 34. In some implementations, the
control system 106 may operate substantially as described
above. For example, the control system 106 may be capable
of processing the amplified signals received from the sensor
pixel circuits 32.

[0107] The control system 106 may be capable of con-
trolling the ultrasonic transmitter 20 and/or the ultrasonic
receiver 30 to obtain fingerprint image information, e.g., by
obtaining fingerprint images. Whether or not the ultrasonic
sensor system 1500 includes an ultrasonic transmitter 20, the
control system 106 may be capable of controlling access to
one or more devices based, at least in part, on the fingerprint
image information. The ultrasonic sensor system 1500 (or an
associated device) may include a memory system that
includes one or more memory devices. In some implemen-
tations, the control system 106 may include at least a portion
of the memory system. The control system 106 may be
capable of capturing a fingerprint image and storing finger-
print image information in the memory system. In some
implementations, the control system 106 may be capable of
capturing a fingerprint image and storing fingerprint image
information in the memory system even while maintaining
the ultrasonic transmitter 20 in an “off” state.

[0108] In some implementations, the control system 106
may be capable of operating the ultrasonic sensor system
1500 in an ultrasonic imaging mode or a force-sensing
mode. In some implementations, the control system may be
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capable of maintaining the ultrasonic transmitter 20 in an
“off” state when operating the ultrasonic sensor system in a
force-sensing mode. The ultrasonic receiver 30 may be
capable of functioning as a force sensor when the ultrasonic
sensor system 1500 is operating in the force-sensing mode.
In some implementations, the control system 106 may be
capable of controlling other devices, such as a display
system, a communication system, etc. In some implemen-
tations, the control system 106 may be capable of operating
the ultrasonic sensor system 1500 in a capacitive imaging
mode.

[0109] The platen 40 may be any appropriate material that
can be acoustically coupled to the receiver, with examples
including plastic, ceramic, sapphire, metal and glass. In
some implementations, the platen 40 may be a cover plate,
e.g., a cover glass or a lens glass for a display. Particularly
when the ultrasonic transmitter 20 is in use, fingerprint
detection and imaging can be performed through relatively
thick platens if desired, e.g., 3 mm and above. However, for
implementations in which the ultrasonic receiver 30 is
capable of imaging fingerprints in a force detection mode or
a capacitance detection mode, a thinner and relatively more
compliant platen 40 may be desirable. According to some
such implementations, the platen 40 may include one or
more polymers, such as one or more types of parylene, and
may be substantially thinner. In some such implementations,
the platen 40 may be tens of microns thick or even less than
10 microns thick.

[0110] Examples of piezoelectric materials that may be
used to form the piezoelectric receiver layer 36 include
piezoelectric polymers having appropriate acoustic proper-
ties, for example, an acoustic impedance between about 2.5
MRayls and 5 MRayls. Specific examples of piezoelectric
materials that may be employed include ferroelectric poly-
mers such as polyvinylidene fluoride (PVDF) and polyvi-
nylidene fluoride-trifluoroethylene (PVDF-TrFE) copoly-
mers. Examples of PVDF copolymers include 60:40 (molar
percent) PVDE-TrFE, 70:30 PVDF-TrFE, 80:20 PVDF-
TrFE, and 90:10 PVDR-TrFE. Other examples of piezoelec-
tric materials that may be employed include polyvinylidene
chloride (PYDC) homopolymers and copolymers, polytet-
rafluoroethylene (PTFE) homopolymers and copolymers,
and diisopropylammonium bromide (DIPAB).

[0111] The thickness of each of the piezoelectric transmit-
ter layer 22 and the piezoelectric receiver layer 36 may be
selected so as to be suitable for generating and receiving
ultrasonic waves. In one example, a PVDF piezoelectric
transmitter layer 22 is approximately 28 pm thick and a
PVDE-TrFE receiver layer 36 is approximately 12 um thick.
Example frequencies of the ultrasonic waves may be in the
range of 5 MHz to 30 MHz, with wavelengths on the order
of a millimeter or less.

[0112] FIG. 15B shows an exploded view of an alternative
example of an ultrasonic sensor system. In this example, the
piezoelectric receiver layer 36 has been formed into discrete
elements 37. In the implementation shown in F1G. 15B, each
of the discrete elements 37 corresponds with a single pixel
input electrode 38 and a single sensor pixel circuit 32.
However, in alternative implementations of the ultrasonic
sensor system 1500, there is not necessarily a one-to-one
correspondence between each of the discrete elements 37, a
single pixel input electrode 38 and a single sensor pixel
circuit 32. For example, in some implementations there may
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be multiple pixel input electrodes 38 and sensor pixel
circuits 32 for a single discrete element 37.

[0113] FIGS. 15A and 15B show example arrangements of
ultrasonic transmitters and receivers in an ultrasonic sensor
system, with other arrangements possible. For example, in
some implementations, the ultrasonic transmitter 20 may be
above the ultrasonic receiver 30 and therefore closer to the
object(s) 25 to be detected. In some implementations, the
ultrasonic transmitter may be included with the ultrasonic
receiver array (e.g., a single-layer transmitter and receiver).
In some implementations, the ultrasonic sensor system 1500
may include an acoustic delay layer. For example, an
acoustic delay layer may be incorporated into the ultrasonic
sensor system 1500 between the ultrasonic transmitter 20
and the ultrasonic receiver 30. An acoustic delay layer may
be employed to adjust the ultrasonic puke timing, and at the
same time electrically insulate the ultrasonic receiver 30
from the ultrasonic transmitter 20. The acoustic delay layer
may have a substantially uniform thickness, with the mate-
rial used for the delay layer and/or the thickness of the delay
layer selected to provide a desired delay in the time for
reflected ultrasonic energy to reach the ultrasonic receiver
30. In doing so, the range of time during which an energy
pulse that carries information about the object by virtue of
having been reflected by the object may be made to arrive at
the ultrasonic receiver 30 during a time range when it is
unlikely that energy reflected from other parts of the ultra-
sonic sensor system 1500 is arriving at the ultrasonic
receiver 30. In some implementations, the substrate 34
and/or the platen 40 may serve as an acoustic delay layer. In
some implementations, a second platen 42 positioned below
the sensor stack (e.g. a lower platen) may be included as
shown in FIGS. 15A and 15B and as described above with
respect to lower platen 302.

[0114] As used herein, a phrase referring to “at least one
of” a list of items refers to any combination of those items,
including single members. As an example, “at least one of:
a, b, orc” is intended to cover: a, b, ¢, a-b, a-c, b-c, and a-b-c.
[0115] The various illustrative logics, logical blocks, mod-
ules, circuits and algorithm processes described in connec-
tion with the implementations disclosed herein may be
implemented as electronic hardware, computer software, or
combinations of both. The interchangeability of hardware
and software has been described generally, in terms of
functionality, and illustrated in the various illustrative com-
ponents, blocks, modules, circuits and processes described
above. Whether such functionality is implemented in hard-
ware or software depends upon the particular application
and design constraints imposed on the overall system.
[0116] The hardware and data processing apparatus used
to implement the various illustrative logics, logical blocks,
modules and circuits described in connection with the
aspects disclosed herein may be implemented or performed
with a general purpose single- or multi-chip processor, a
digital signal processor (DSP), an application specific inte-
grated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any com-
bination thereof designed to perform the functions described
herein. A general purpose processor may be a microproces-
sor, or, any conventional processor, controller, microcon-
troller, or state machine. A processor also may be imple-
mented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of
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microprocessors, one or more Microprocessors in conjunc-
tion with a DSP core, or any other such configuration. In
some implementations, particular processes and methods
may be performed by circuitry that is specific to a given
function.

[0117] In one or more aspects, the functions described
may be implemented in hardware, digital electronic cir-
cuitry, computer software, firmware, including the structures
disclosed in this specification and their structural equivalents
thereof, or in any combination thereof. Implementations of
the subject matter described in this specification also may be
implemented as one or more computer programs, i.€., one or
more modules of computer program instructions, encoded
on a computer storage media for execution by, or to control
the operation of, data processing apparatus.

[0118] If implemented in software, the functions may be
stored on or transmitted over as one or more instructions or
code on a computer-readable medium, such as a non-
transitory medium. The processes of a method or algorithm
disclosed herein may be implemented in a processor-execut-
able software module which may reside on a computer-
readable medium. Computer-readable media include both
computer storage media and communication media includ-
ing any medium that may be enabled to transfer a computer
program from one place to another. Storage media may be
any available media that may be accessed by a computer. By
way of example, and not limitation, non-transitory media
may include RAM, ROM, EEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that may be used to
store desired program code in the form of instructions or
data structures and that may be accessed by a computer.
Also, any connection may be properly termed a computer-
readable medium. Disk and disc, as used herein, includes
compact disc (CD), laser disc, optical disc, digital versatile
disc (DVD), floppy disk, and blu-ray disc where disks
usually reproduce data magnetically, while discs reproduce
data optically with lasers. Combinations of the above should
also be included within the scope of computer-readable
media. Additionally, the operations of a method or algorithm
may reside as one or any combination or set of codes and
instructions on a machine readable medium and computer-
readable medium, which may be incorporated into a com-
puter program product.

[0119] Various modifications to the implementations
described in this disclosure may be readily apparent to those
having ordinary skill in the art, and the generic principles
defined herein may be applied to other implementations
without departing from the spirit or scope of this disclosure.
Thus, the disclosure is not intended to be limited to the
implementations shown herein, but is to be accorded the
widest scope consistent with the claims, the principles and
the novel features disclosed herein. The word “exemplary”
is used exclusively herein, if at all, to mean “serving as an
example, instance, or illustration.” Any implementation
described herein as “exemplary” is not necessarily to be
construed as preferred or advantageous over other imple-
mentations.

[0120] Certain features that are described in this specifi-
cation in the context of separate implementations also may
be implemented in combination in a single implementation.
Conversely, various features that are described in the context
of a single implementation also may be implemented in
multiple implementations separately or in any suitable sub-
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combination. Moreover, although features may be described
above as acting in certain combinations and even initially
claimed as such, one or more features from a claimed
combination may in some cases be excised from the com-
bination, and the claimed combination may be directed to a
subcombination or variation of a sub combination.

[0121] Similarly, while operations are depicted in the
drawings in a particular order, this should not be understood
as requiring that such operations be performed in the par-
ticular order shown or in sequential order, or that all illus-
trated operations be performed, to achieve desirable results.
In certain circumstances, multitasking and parallel process-
ing may be advantageous. Moreover, the separation of
various system components in the implementations
described above should not be understood as requiring such
separation in all implementations, and it should be under-
stood that the described program components and systems
may generally be integrated together in a single software
product or packaged into multiple software products. Addi-
tionally, other implementations are within the scope of the
following claims. In some cases, the actions recited in the
claims may be performed in a different order and still
achieve desirable results.

[0122] It will be understood that unless features in any of
the particular described implementations are expressly iden-
tified as incompatible with one another or the surrounding
context implies that they are mutually exclusive and not
readily combinable in a complementary and/or supportive
sense, the totality of this disclosure contemplates and envi-
sions that specific features of those complementary imple-
mentations may be selectively combined to provide one or
more comprehensive, but slightly different, technical solu-
tions. It will therefore be further appreciated that the above
description has been given by way of example only and that
modifications in detail may be made within the scope of this
disclosure.

1. An apparatus, comprising;

an ultrasonic receiver array;

an ultrasonic transmitter; and

a control system capable of:

controlling the ultrasonic transmitter to transmit first
ultrasonic waves in a first direction and to simulta-
neously transmit second ultrasonic waves in a second
direction that is opposite the first direction;

distinguishing first reflected waves from second
reflected waves, the first reflected waves correspond-
ing to reflections of the first ultrasonic waves that are
received by the ultrasonic receiver array and the
second reflected waves corresponding to reflections
of the second ultrasonic waves that are received by
the ultrasonic receiver array;

determining first image data corresponding to the first
reflected waves; and

determining second image data corresponding to the
second reflected waves.

2. The apparatus of claim 1, wherein the first reflected
waves are received at the ultrasonic receiver array from a
direction that is opposite a direction from which the second
reflected waves are received.

3. The apparatus of claim 1, wherein the control system is
capable of distinguishing the first reflected waves from the
second reflected waves based on one or more factors
selected from a list of factors consisting of a selected
range-gate delay, frequency-dependent content of the first
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reflected waves and the second reflected waves, one or more
image processing methods, and temperature data received
from at least one temperature sensor.

4. The apparatus of claim 1, wherein the control system is
capable of performing an authentication process, a liveness
determination process or a pulse rate detection process
according to at least one of the first image data and the
second image data.

5. The apparatus of claim 4, wherein at least one of the
first image data or the second image data includes fingerprint
image data.

6. The apparatus of claim 1, wherein the first image data
includes image data corresponding to a finger of a user and
the second image data includes image data corresponding to
a thumb of the user.

7. The apparatus of claim 1, wherein the control system is
capable of:

detecting motion according to changes in at least one of

the first image data or the second image data; and
producing a motion-detection signal that corresponds
with a detected motion.

8. The apparatus of claim 7, further comprising a wireless
interface, wherein the control system is capable of transmit-
ting the motion-detection signal via the wireless interface.

9. A wearable device that includes the apparatus of claim
1.

10. The wearable device of claim 9, wherein the wearable
device comprises a bracelet, an armband, a wristband, a ring,
a headband or a patch.

11. The wearable device of ¢laim 9, wherein the control
system is capable of obtaining at least one of a tissue image
or a bone image from a first side of the wearable device.

12. The wearable device of claim 11, wherein the control
system is capable of obtaining a fingerprint image from a
second side of the wearable device.

13. The wearable device of claim 12, wherein the control
system is capable of performing an authentication process,
a liveness determination process or a pulse rate detection
process based, at least in part, on images obtained from the
first side or the second side of the wearable device.

14. A smart card that includes the apparatus of claim 1,
wherein the control system is capable of communication
with a smart card reader.

15. The smart card of claim 14, wherein the control
system is capable of performing an authentication process
according to the first image data and the second image data,
wherein at least one of the first image data or the second
image data include fingerprint image data and wherein at
least one of the first image data or the second image data
include image data corresponding to a thumb.

16. A method of controlling a biometric sensor system,
comprising:

controlling an ultrasonic transmitter to transmit first ultra-

sonic waves in a first direction and to simultaneously
transmit second ultrasonic waves in a second direction
that is opposite the first direction;

distinguishing first reflected waves from second reflected

waves, the first reflected waves corresponding to reflec-
tions of the first ultrasonic waves that are received by
an ultrasonic receiver array and the second reflected
waves corresponding to reflections of the second ultra-
sonic waves that are received by the ultrasonic receiver
array;
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determining first image data corresponding to the first

reflected waves; and

determining second image data corresponding to the

second reflected waves.

17. The method of claim 16, wherein the first reflected
waves are received at the ultrasonic receiver array from a
direction that is opposite a direction from which the second
reflected waves are received.

18. The method of claim 16, wherein distinguishing the
first reflected waves from the second reflected waves is
based on one or more factors selected from a list of factors
consisting of a selected range-gate delay, frequency-depen-
dent content of the first reflected waves and the second
reflected waves, one or more image processing methods, and
temperature data received from at least one temperature
sensor of the biometric sensor system.

19. The method of claim 16, further comprising perform-
ing an authentication process, a liveness determination pro-
cess or a pulse rate detection process according to at least
one of the first image data and the second image data.

20. The method of claim 19, wherein at least one of the
first image data or the second image data includes fingerprint
image data.

21. A non-transitory medium having software stored
thereon, the software including instructions for:

controlling an ultrasonic transmitter to transmit first ultra-

sonic waves in a first direction and to simultaneously
transmit second ultrasonic waves in a second direction
that is opposite the first direction; and

controlling a control system to:

distinguish first reflected waves from second reflected
waves, the first reflected waves corresponding to
reflections of the first ultrasonic waves that are
received by an ultrasonic receiver array and the
second reflected waves corresponding to reflections
of the second ultrasonic waves that are received by
the ultrasonic receiver array;

determine first image data corresponding to the first
reflected waves; and

determine second image data corresponding to the
second reflected waves.

22. The non-transitory medium of claim 21, wherein the
first reflected waves are received at the ultrasonic receiver
array from a direction that is opposite a direction from which
the second reflected waves are received.

23. The non-transitory medium of claim 21, wherein the
software includes instructions for controlling the control
system to distinguish the first reflected waves from the
second reflected waves based on one or more factors
selected from a list of factors consisting of a selected
range-gate delay, frequency-dependent content of the first
reflected waves and the second reflected waves, one or more
image processing methods, and temperature data received
from at least one temperature sensor of the biometric sensor
system.

24. The non-transitory medium of claim 21, wherein the
software includes instructions for controlling the control
system to perform an authentication process, a liveness
determination process or a pulse rate deftection process
according to at least one of the first image data and the
second image data.

25. The non-transitory medium of claim 24, wherein at
least one of the first image data or the second image data
includes fingerprint image data.
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26. A smart card, comprising;
an ultrasonic receiver array;
an ultrasonic transmitter; and
a control system capable of:

controlling the ultrasonic transmitter to transmit first
ultrasonic waves in a first direction and to simulta-
neously transmit second ultrasonic waves in a second
direction that is opposite the first direction, wherein
the first direction is towards a first side of the smart
card and the second direction is towards a second
side of the smart card;

distinguishing first reflected waves from second
reflected waves, the first reflected waves correspond-
ing to reflections of the first ultrasonic waves that are
received by the ultrasonic receiver array and the
second reflected waves corresponding to reflections
of the second ultrasonic waves that are received by
the ultrasonic receiver array;
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determining first image data corresponding to the first
reflected waves; and

determining second image data corresponding to the
second reflected waves.

27. The smart card of claim 26, wherein the control
system is capable of communication with a smart card
reader.

28. The smart card of claim 26, wherein the control
system is capable of performing an authentication process,
a liveness determination process or a pulse rate detection
process according to at least one of the first image data and
the second image data.

29. The smart card of claim 28, wherein at least one of the
first image data or the second image data includes fingerprint
image data.

30. The smart card of claim 29, wherein at least one of the
first image data or the second image data includes image
data corresponding to a thumb.
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