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MITIGATING DEVICE POWER DRAIN
ASSOCIATED WITH STALLED TELEMETRY
SESSIONS

RELATED APPLICATIONS

[0001] This application is a Continuation of U.S. patent
application Ser. No. 15/471,308, entitled “MITIGATING
IMPLANTABLE DEVICE POWER DRAIN ASSOCI-
ATED WITH STALLED TELEMETRY SESSIONS”, filed
on Mar. 28, 2017, which claims the benefit of the filing date
of U.S. Provisional Application No. 62/464,726, filed Feb.
28, 2017, entitled “MITIGATING IMPLANTABLE
DEVICE POWER DRAIN ASSOCIATED WITH
STALLED TELEMETRY SESSIONS” the content of both
of which is incorporated by reference in their entirety.

TECHNICAL FIELD

[0002] This disclosure relates generally to implantable
devices and, more particularly, to systems, apparatus, meth-
ods and computer-readable storage media that facilitate
mitigating implantable device power drain associated with
stalled telemetry sessions.

BACKGROUND

[0003] Modem healthcare facilitates the ability for
patients to lead healthy and full lives. Implantable medical
devices (IMDs) are often utilized for such medical advances.
For example, IMDs such as pacemakers, implantable car-
dioverter-defibrillators (ICDs), cardiac re-synchronization
therapy (CRT) devices, neurostimulators, and drug pumps
can facilitate management with a wide range of ailments,
including, but not limited to, cardiac arrhythmias, diabetes,
and Parkinson’s disease.

[0004] The sophistication of IMDs is evolving to provide
for advanced computing and telemetry capabilities. The
latest IMDs support delivery of telemetry for remote moni-
toring and programming over various-range, high-band-
width wireless links, and emerging devices will communi-
cate with other interoperating IMDs. For example, many
modern IMDs are configured to be responsive to on-demand
telemetry communication requests from external devices
after implantation. These requests generally prompt the IMD
to establish a telemetry connection with the external device
to allow the external device to read data collected from the
IMD, to program the IMD, or to control operation of the
IMD. After the external device has received the requested
data or otherwise successfully completed programming of
the IMD, the external device and the IMD can disable the
telemetry connection to reduce power consumption associ-
ated with maintaining the connection and render the IMD
available for establishing a new telemetry connection with
the external device or another external device.

[0005] There are a number of scenarios that can slow data
communication between an IMD and external device after
establishing a telemetry connection. For example, after an
IMD and an external device have established a telemetry
connection, either device may not be able to transmit or
receive data from the other due to interference, movement of
the respective devices out of transmission range, or a devel-
opment error. However, even though little or no data is
successfully communicated in these scenarios, the respec-
tive devices maintain the connection, resulting in a waste of
power and preventing the IMD from establishing another
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potentially viable connection. Accordingly, systems, appa-
ratus, methods and computer-readable storage media that
minimize maintenance of stalled telemetry connections with
external devices are desired.

SUMMARY

[0006] The following presents a simplified summary of
one or more of the embodiments in order to provide a basic
understanding of one or more of the embodiments. This
summary is not an extensive overview of the embodiments
described herein. It is intended to neither identify key or
critical elements of the embodiments nor delineate any
scope of embodiments or the claims. Its sole purpose is to
present some concepts of the embodiments in a simplified
form as a prelude to the more detailed description that is
presented later. It will also be appreciated that the detailed
description can include additional or alternative embodi-
ments beyond those described in the Summary section.
[0007] Embodiments described herein include systems,
apparatus, methods and computer-readable storage media
that facilitate mitigating implantable device power drain
associated with stalled telemetry sessions. In some embodi-
ments, the implantable device is or includes an IMD. In
other embodiments, the implantable device is or includes a
device configured to interact with the IMD. In these embodi-
ments, both the implantable device and the IMD can be
implanted within a patient.

[0008] Inone embodiment, an IMD is provided. The IMD
is configured to be at least partially implanted within a
patient and includes a housing configured to be implanted at
least partially within the patient. The IMD can also include
a memory, within the housing, that stores executable com-
ponents, and circuitry, within the housing, and configured to
at least one of obtain sensed physiological data associated
with the patient or deliver a therapy to the patient. The IMD
also includes a processor, within the housing, that executes
the executable components stored in the memory. The
executable components include at least a communication
component configured to receive a communication request
from an external device via a telemetry communication link
established between the IMD and the external device,
wherein the communication request comprises a request for
data from the IMD. The executable components further
include a throughput monitoring component configured to
monitor uplink throughput associated with transmission of
the data by the IMD to the external device via the telemetry
communication link based on reception of the communica-
tion request, wherein the communication component is
further configured to terminate the telemetry communication
link based on the uplink throughput being below a threshold
value.

[0009] In one or more implementations, the throughput
monitoring component is configured to determine the uplink
throughput based on a number of application data packets
comprising the data that are successfully transmitted by the
IMD to the external device via the telemetry communication
link per connection interval. In another implementation, the
throughput monitoring component is configured to deter-
mine the uplink throughput based on time delays between
successful transmissions of data packets comprising the data
by the IMD to the external device via the telemetry com-
munication link. In some implementations, the threshold
value varies based on a type of the data. In other implemen-
tations, the data comprises a first type of data and the uplink
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throughput comprises first uplink throughput, and wherein
the throughput monitoring component is configured to
monitor the first uplink throughput independently from
second uplink throughput associated with transmission of a
second type of data by the IMD to the external device via the
telemetry communication link. In yet another implementa-
tion, the communication component is further configured to
terminate the telemetry communication link based on the
uplink throughput being below the threshold value for a
defined period of time following reception of the commu-
nication request. With this implementation, the defined
period of time can vary based on a type of telemetry session
associated with the communication request.

[0010] In another embodiment, a device external to an
IMD is described that includes, a memory that stores execut-
able components, and a processor that executes the execut-
able components stored in the memory. These executable
components can comprise a communication component con-
figured to transmit data to the IMD via a telemetry commu-
nication link established between the device and the IMD,
and a throughput monitoring component configured to
monitor uplink throughput associated with transmission of
the data by the device to the IMD, wherein the communi-
cation component is further configured to terminate the
telemetry communication link based on the uplink through-
put being below a threshold value. In one implementation,
the throughput monitoring component is configured to deter-
mine the uplink throughput based on number of application
data packets comprising the data that are transmitted by the
device per connection interval. In another implementation,
the throughput monitoring component is configured to deter-
mine the uplink throughput based on time delays between
successful transmissions of data packets comprising the data
by the device.

[0011] In another embodiment, a method of communicat-
ing by an IMD configured to at least one of obtain sensed
physiological data associated with a patient or deliver a
therapy to the patient, is provided. The method can include
receiving, by an IMD comprising a processor, a data request
from an external device via a telemetry communication link
established between the implantable medical device and the
external device, wherein the data request comprises a
request for data from the implantable medical device. The
method can further include monitoring, by the implantable
medical device, uplink throughput associated with transmis-
sion of the data by the implantable medical device to the
external device via the telemetry communication link based
on reception of the data request, and terminating, by the
implantable medical device, the telemetry communication
link based on the uplink throughput being below a threshold
value. In one implementation, the monitoring the uplink
throughput comprises determining the uplink throughput
based on number of application data packets comprising the
data that are successfully transmitted by the implantable
medical device per connection interval. In another imple-
mentation, the monitoring the uplink throughput comprises
determining the uplink throughput based on time delays
between successful transmissions of data packets compris-
ing the data by the implantable medical device. In some
implementations, threshold value varies based on a type of
the data. Further, in some implementations, the monitoring
comprises monitoring the uplink throughput associated with
the transmission of the data based on a type of the data.
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[0012] Still in another embodiment, a system is disclosed
that comprises an external device, and an implantable medi-
cal device configured to be at least partially implanted
within a patient. The IMD comprises a first memory that
stores first executable components, and a first processor that
executes the first executable components stored in the first
memory. In one or more implementations, the first execut-
able components comprise a first communication compo-
nent configured to establish a secure telemetry connection
with the external device based on reception of a connection
data request from the external device. The first executable
components can further comprises a first throughput moni-
toring component configured to monitor first uplink
throughput associated with transmission of first data by the
implantable medical device to the external device via the
secure telemetry connection, and wherein the first commu-
nication component is further configured to terminate the
secure telemetry connection based on a first determination,
by the first throughput monitoring component, that the first
uplink throughput is below a threshold value. In some
embodiments, the external device comprises a second
memory that stores second executable components, and a
second processor that executes the second executable com-
ponents stored in the second memory. With these implemen-
tations, the second executable components comprise a sec-
ond throughput monitoring component configured to
monitor second uplink throughput associated with transmis-
sion of second data by the external device to the implantable
medical device via the secure telemetry connection. The
second executable components further comprise a second
communication component configured to terminate the
secure telemetry connection based on a second determina-
tion, by the second throughput monitoring component, that
the second uplink throughput is below the threshold value.
[0013] Other embodiments and various non-limiting
examples, scenarios and implementations are described in
more detail below. The following description and the draw-
ings set forth certain illustrative embodiments of the speci-
fication. These embodiments are indicative, however, of but
a few of the various ways in which the principles of the
specification can be employed. Other advantages and novel
features of the embodiments described will become apparent
from the following detailed description of the specification
when considered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1 illustrates a schematic diagram of example,
non-limiting medical device telemetry systems configured to
facilitate mitigating implantable device power drain associ-
ated with stalled telemetry sessions in accordance with one
or more embodiments described herein.

[0015] FIG. 2 illustrates a block diagram of an example,
non-limiting implantable device in accordance with one or
more embodiments described herein.

[0016] FIG. 3 illustrates a block diagram of an example,
non-limiting external device in accordance with one or more
embodiments described herein.

[0017] FIG. 4 illustrates a signaling diagram of an
example, non-limiting process for establishing and disabling
a telemetry connection between an implantable device and
an external device in accordance with one or more embodi-
ments described herein.

[0018] FIG. S illustrates a signaling diagram of an
example, non-limiting process for establishing and disabling
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a telemetry connection between an implantable device and
an external device in accordance with one or more embodi-
ments described herein.

[0019] FIGS. 6-9 illustrate additional flow diagrams of
example, non-limiting methods that facilitate mitigating
implantable device power drain associated with stalled
telemetry sessions in accordance with one or more embodi-
ments described herein.

[0020] FIG. 10 illustrates a block diagram of an example,
non-limiting computer operable to facilitate mitigating
implantable device power drain associated with stalled
telemetry sessions in accordance with one or more embodi-
ments described herein.

DETAILED DESCRIPTION

[0021] The following detailed description is merely illus-
trative and is not intended to limit embodiments and/or
application or uses of embodiments. Furthermore, there is no
intention to be bound by any expressed or implied informa-
tion presented in the preceding Technical Field, Background
or Summary sections, or in the Detailed Description section.
[0022] One or more embodiments are now described with
reference to the drawings, wherein like referenced numerals
are used to refer to like elements throughput. In the follow-
ing description, for purposes of explanation, numerous spe-
cific details are set forth in order to provide a more thorough
understanding of the one or more embodiments. It is evident,
however, in various cases, that the one or more embodiments
can be practiced without these specific details.

[0023] Additionally, the following description refers to
components being “connected” and/or “coupled” to one
another. As used herein, unless expressly stated otherwise,
the terms “connected” and/or “coupled” mean that one
component is directly or indirectly connected to another
component, mechanically, electrically, wirelessly, induc-
tively or otherwise. Thus, although the figures may depict
example arrangements of components, additional and/or
intervening components may be present in one or more
embodiments.

[0024] With reference now to the drawings, FIG. 1 illus-
trates a schematic diagram of an example, non-limiting
medical device telemetry system 100 configured to facilitate
mitigating implantable device power drain associated with
stalled telemetry sessions in accordance with one or more
embodiments described herein. In the embodiment shown,
medical device telemetry system 100 includes an implant-
able device 104 implanted within a body 102, and an
external device 116. In some embodiments, the implantable
device 104 is an IMD that is also configured to facilitate one
or more diagnostic or treatment functions relative to the
body 102. In other embodiments, the implantable device 104
is separate from an IMD (not shown in this embodiment)
that is also implanted within the body 102 and communi-
catively and/or electrically coupled to the IMD.

[0025] Embodiments of devices, apparatus and systems
herein can include one or more machine-executable com-
ponents embodied within one or more machines (e.g.,
embodied in one or more computer-readable storage media
associated with one or more machines). Such components,
when executed by the one or more machines (e.g., proces-
sors, computers, computing devices, virtual machines, etc.)
can cause the one or more machines to perform the opera-
tions described.
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[0026] One or more embodiments of medical device
telemetry system 100 are described in connection with
mitigating power drain by an implantable device 104 asso-
ciated with stalled telemetry sessions between the implant-
able device 104 and an external device 116. In particular, the
implantable device 104 can be configured to use telemetry to
exchange various types of information with external
devices, including external device 116. For example, in
some implementations, the implantable device 104 is an
IMD configured to sense physiological data or biometric
data from the body 102. In another implementation, the IMD
can be configured to provide therapy to the body 102 and
retain the therapy information regarding the therapy that was
provided. In other implementations, the implantable device
104 can be coupled to an IMD configured to sense the
physiological or biometric data or provide the therapy to the
body 102. With these implementations, the implantable
device 104 can be configured to transmit information to the
external device 116 regarding sensed physiological or bio-
metric data captured by the implantable device from the
body 102. The implantable device 104 can also be config-
ured to transmit information to the external device 116
regarding diagnostic determinations made based on the
sensed physiological or biometric data. In another example,
the implantable device 104 can be configured to transmit
therapy information to the external device 116 regarding a
therapy delivered to the body. In other embodiments, the
implantable device 104 can be configured to transmit per-
formance information to the external device 116 regarding
operation or performance of the implantable device 104
(e.g., power level information, configuration information,
information regarding monitored telemetry session statis-
tics, etc.).

[0027] The external device 116 can also be configured to
send information to the implantable device 104 using telem-
etry. For example, the external device 116 can be configured
to send the implantable device interrogation requests that
direct the implantable device 104 to send the external device
116 requested data, such as data stored in memory of the
implantable device 104 or data captured or measured by the
implantable device in real-time (e.g., electrogram data or
other physiological or biometric data sensed by the implant-
able device 104). In another example, the external device
1116 can be configured to send the implantable device 104
control information or control signals that facilitate pro-
gramming or re-programming the implantable device 104.
For instance, in an implementation in which the implantable
device 104 is configured to apply a drug or therapy to the
body 102, the external device 116 can send the implantable
device 104 control information that configures the particular
drug or therapy delivery schedule or dosage by the implant-
able device 104. In another example, the external device 116
can be configured to use telemetry to send the implantable
device 104 configuration information that controls various
communication modes of the implantable device 104.

[0028] In some embodiments, the external device 116 can
also provide information received from the implantable
device 104 (or determinations or inferences made at the
external device 116 based on the information) to a remote
server device (not shown) via one or more wired or wireless
networks. By way of example, but not limitation, the remote
server device can be associated with a networked medical
monitoring service that is configured to remotely monitor
information collected by implantable devices worn by
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patients (e.g., implantable device 104). The remote server
device can monitor and log the data, process the data and/or
provide other users (e.g., medical caregiver personnel)
access to the data via one or more networks (not shown). For
example, the one or more networks can include a cellular
network, a wide area network (WAD, e.g., the Internet), a
local area network (LAN), or a personal area network
(PAN). For example, an external device 116 can communi-
cate with the remote server device (and vice versa) using
virtually any desired wired or wireless technology, includ-
ing, for example, cellular, WAN, wireless fidelity (Wi-Fi),
Wi-Max, WLAN, and etc. In some embodiments, the remote
server device can also notify one or more user devices in
response to reception of information that indicates a trigger
event. For example, the remote server device can notify a
patient device (e.g., a device associated with the person
wearing the implantable device 104) and/or a caregiver
device in response to reception of physiological information
indicating the patient’s heart electrical activity is abnormal.
In another example, the remote server device can notify a
patient device and/or the caregiver device in response to
reception of information indicating telemetry connectivity
between the implantable device 104 and the external device
116 is or may be compromised. In some embodiments, as
described infra, the remote server device can also facilitate
trusted pairing between an external device (e.g., external
device 116) and an implantable device (e.g., implantable
device 104).

[0029] The implantable device 104 can be configured to
perform telemetry with a variety of external devices. For
example, the external device 116 can include, but is not
limited to, a desktop computer, a laptop computer, a televi-
sion, an Internet enabled television, a mobile phone, a
smartphone, a tablet personal computer (PC), a personal
digital assistant PDA, a heads-up display (HUD), virtual
reality (VR) headset, augmented reality (AR) headset, or
another type of wearable computing device. In some
embodiments, the external device 116 includes a PC that is
associated with the user wearing the implantable device 104.
For example, the external device 116 can include a smart-
phone or other type of handheld or wearable device that is
owned and operated by the patient wearing the implantable
device 104. In another example, the external device 116 can
include a PC that is operated by a medical caregiver of the
patient, such as the patient’s physician, nurse, at-home
caregiver, mother, etc. In yet another example, the external
device 116 can include a dedicated and/or stationary elec-
tronic computing device designed to remain at a home of the
patient or at an office of a physician.

[0030] In various exemplary embodiments, the external
device 116 includes an off-the-shelf device purchased at a
store that can be configured to perform a variety of com-
puting applications. These devices are configured to employ
various types of non-proprietary telemetry protocols to
communicate with other devices. For example, communi-
cation devices such as implantable device 104 and external
device 116 have to agree on many physical layer and link
layer aspects of the data to be exchanged before a successful
connection can be established. Rules defining how to estab-
lish a connection and perform telemetry communications are
referred to in wireless communication technology as “pro-
tocols.” Communication protocols cover authentication,
error detection and correction, and signaling. Communica-
tions protocols are implemented in hardware and software.
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The term “non-proprietary telemetry communication tech-
nology or protocol” refers to any standardized telemetry
communication technology or protocol that can be commer-
cially used by more than one entity, either in an open source
or licensed context. Many non-proprietary telemetry com-
munication technologies/protocols have publically available
specifications. Many modern mobile devices such as smart
phones, tablet PCs and the like are configured to commu-
nicate using various non-proprietary telemetry protocols
including but not limited to, BLUETOOTH®, BLU-
ETOOTH® low energy (BLE), near field communication
(NFC), Wireless Fidelity (Wi-Fi) protocol, Zighee®,
RF4CE, WirelessHART, 6LoWPAN, Z-Wave, ANT, and the
like. In various embodiments, the implantable device 104
and/or the external device 116 can be configured to com-
municate using one or more non-proprietary telemetry pro-
tocols, including but not limited to the aforementioned
non-proprietary telemetry communication protocols (e.g.,
BLUETOOTH®, BLE, etc.). In some embodiments, the
implantable device 104 and/or the external device 116 can
also be configured to communicate using one or more
proprietary telemetry protocols.

[0031] Regardless of the particular telemetry communica-
tion protocol employed by the implantable device 104 and
the external device 116 to communicate, in accordance with
the embodiments described herein, the respective devices
first establish a telemetry “connection” in order to commu-
nicate. In telecommunication and computing in general, a
“connection” is the successful completion of necessary
arrangements so that two or more entities (e.g., devices,
applications, users of the devices or application, etc.) can
communicate. Two devices can establish a telemetry con-
nection using a telemetry link. A “link” refers to a commu-
nications channel that connects two or more communicating
devices. This link may be an actual physical link or it may
be a logical link that uses one or more actual physical links.
In some implementations, in which two devices are connect
using wireless communications (e.g., telemetry), the link
between the respective devices is a logical link. Thus in
various embodiments described herein, the terms “connec-
tion” and “link™ are used interchangeably.

[0032] In accordance with one or more embodiments, the
implantable device 104 can be configured to be establish a
telemetry connection with an external device (e.g., external
device 116) based on reception of a connection request from
the external device. The connection request can generally
prompt the implantable device 104 to establish a telemetry
connection with the external device to allow the external
device to read data collected from the implantable device
104 and/or to program or control operation of the implant-
able device 104. In some embodiments, the connection
request can specify or indicate a specific type of telemetry
session to be performed between the implantable device 104
and the external device. For example, the specific type of
telemetry session can relate to a purpose of the telemetry
session, a type of data that is to be exchanged between the
respective devices, a duration of the telemetry session, a
signaling flow for the telemetry session, or another defined
variable characteristic of the telemetry session.

[0033] The particular, signal flow for setting up and estab-
lishing the telemetry connection can vary depending on the
telemetry protocol employed. In some embodiments, in
order for the implantable device 104 and the external device
116 to communicate sensitive information between one
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another (e.g., physiological information sensed by the
implantable device 104, programming information control-
ling operation of the implantable device, etc.), the implant-
able device 104 and the external device must establish and
employ a “secure” telemetry connection or link. A “secure”
telemetry connection or link is a connection or link that is
encrypted by one or more security protocols to ensure the
security of data flowing between two or more nodes. For
example, according to various non-proprietary telemetry
protocols (e.g., BLUETOOTH®, BLE, and the like). in
order to initiate a telemetry session with the implantable
device 104, the external device 116 can send a connection
request to the implantable device 104 requesting to establish
a telemetry connection with the implantable device. Upon
reception of a connection request from an external device
116, an initial telemetry connection can be established
between the implantable device 104 and the external device
116. The implantable device 104 can then determine whether
the external device 116 is authorized to communicate with
the implantable device 104 prior to establishing a secure
telemetry connection with the external device 116.

[0034] In accordance with various non-proprietary telem-
etry communication protocols (e.g., BLUETOOTH®, BLE),
in order to establish a secure telemetry connection between
devices (e.g., between the implantable device 104 and the
external device 116), the devices perform a pairing process
that establishes a secure, trusted relationship between the
devices. The pairing process is a mechanism where the
parties involved in the communication exchange their iden-
tity information to set up trust and get the encryption
information needed for the future data exchange. The secure,
trusted relationship ensures that both devices have autho-
rized telemetry communication between the respective
devices and often involves a user/device authorization and/
or identity verification procedure. After two devices have
established a secure, trusted relationship (also referred to as
becoming “paired”), the respective devices can communi-
cate with one another without a subsequent authorization
procedure. For example, in accordance with various embodi-
ments, after the implantable device 104 has paired with an
external device (e.g., external device 116), the external
device can establish a secure telemetry connection with the
implantable device 104 by sending a connection request
with information that identifies the external device. The
implantable device 104 can then accept the connection
request based on a determination that the external device has
been previously paired with the implantable device 104. The
respective devices can further communicate data between
one another using the encryption keys previously established
between the devices in the pairing process.

[0035] After the implantable device 104 and the external
device establish a telemetry connection, or in some embodi-
ments, a secure telemetry connection, the respective devices
can maintain the connection to carry out a telemetry session.
In telecommunications, a telemetry “session” refers to a
series of interactions between two communication end
points (e.g., the implantable device 104 and the external
device 116) that occur during the span of a single telemetry
connection. The session begins when the connection is
established at both ends and terminates when the connection
is ended. For instance, depending on the purpose of the
telemetry session, the external device 116 can send the
implantable device 104 requests for certain data, such as
data stored in memory of the implantable device 104 or data
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collected or sensed by the implantable device in real-time.
Such requests for data are referred to herein as “interroga-
tion requests.” The implantable device 104 can be config-
ured to respond to an interrogation request by sending the
external device 116 the requested data. In another example,
the external device 116 can send the implantable device 104
programming commands and the implantable device 104
can receive and apply the programming commands. In
accordance with some telemetry communication protocols,
each time a device (e.g., the implantable device 104 or the
external device 116) receives downlink data from the other
device (e.g., external device 116 or the implantable device),
during a telemetry session, the device can be configured to
send an acknowledgment message to the other device that
informs the other device regarding reception of the downlink
data.

[0036] After the external device has received all requested
data and/or otherwise successfully completed programming
of the implantable device 104, the respective devices can
disable the telemetry connection to reduce power consump-
tion associated with maintaining the connection and render
the implantable device 104 available for establishing a new
telemetry connection with the external device or another
external device. For example, in accordance with various
proprietary and non-proprietary telemetry communication
protocols, maintenance of a telemetry connection between
two devices (e.g., the implantable device 104 and the
external device 116) consumes a significant amount of
device power. For example, in various embodiments in
which the implantable device 104 has an established a
telemetry connection with an external device, the implant-
able device 104 can be configured to operate in a highly
responsive state by maintaining activation of a receiver or
transceiver of the implantable device 104. During a telem-
etry session, the implantable device 104 can also be con-
figured to activate its receiver or transceiver to regularly
transmit data to the external device, In addition, in accor-
dance with some telemetry communication protocols, the
implantable device 104 can be configured to only have a
single telemetry connection established with a single exter-
nal device at a time.

[0037] There are a number of things that can slow data
communication between an implantable device (e.g,
implantable device 104) and external device (e.g., external
device 116) after establishing a telemetry connection. For
example, after the implantable device 104 and the external
device 116 have established a telemetry connection, either
device may not successfully be able to transmit or receive
data from the other due to interference, movement of the
respective devices out of transmission range, a development
error or another type of error. However, even though little or
no data is successfully communicated in these scenarios, the
respective devices can be configured to maintain the con-
nection, resulting in a waste of power and preventing the
implantable device from establishing another potentially
viable connection. In addition, in accordance with some
telemetry communication protocol, upon successful comple-
tion of a telemetry session, in order for the external device
116 or the implantable device 104 to end the telemetry
session, one or both devices can be configured to send an
“end session,” or “disable connection,” request to the other
device requesting to end or otherwise disable the telemetry
connection. Either device can be configured to maintain the
connection unless the “end session,” or “disable connec-
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tion,” request is received. In some implementations, due to
interference, movement of the respective devices out of
transmission range, a development error or another type of
error, either device may not receive the “end session,” or
“disable connection,” request, and thus maintain the con-
nection even though no data is communicated between the
respective devices, again resulting in a waste of power and
preventing either device from establishing another poten-
tially viable connection. In another example, the external
device may simply fail to send the “end session” or “disable
connection” to the implantable device 104. For instance, this
can happen if a patient in which the implantable device 104
is implanted is hospitalized and a clinician operating the
external device 116 forgets to press the end session button
upon completion of a successful interrogate session. It can
also occur if an external device 116 that serves as a remote
monitor malfunctions and does not close the telemetry
session. For example, such a malfunction could involve an
application of the external device 116 being stuck in a frozen
or hung condition that prevented it from closing the session.

[0038] In accordance with various embodiments of the
subject disclosure, telemetry connections characterized by
slow or no data communication between two communica-
tion devices due to interference, movement of the respective
devices out of transmission range, a development error,
another type of error or a failure for either device to receive
an “end session” or “disable connection” request, and the
like, are referred to herein as “stalled telemetry sessions.”
Likewise, when a telemetry session between two commu-
nication devices is characterized by a defined period of slow
or no data communication, the telemetry session is consid-
ered to be “stalled.” In this regard, “no data communication”
can include failure for either device to successfully transmit
data to the other device for a defined period of time, wherein
successful transmission means the transmitted data was
received by the other device. The data can include any type
of data (e.g.. control data, authorization data, application
data, memory data, waveform data, etc.) or a defined type of
data. However, in various exemplary embodiments, the type
of data that is monitored is application data packets (e.g., as
opposed to merely link layer data packets). The defined
period of time can vary. For example, in some embodiments,
the defined period of time can be about 10 seconds. In other
embodiments, the defined period of time can be about 30
minutes. In some implementations, “slow data communica-
tion” can include failure for either device to successfully
transmit a minimum amount of data to the other device for
a defined period time. The data can include any type of data
or a defined type of data. The defined period of time can
vary. In other implementations, “slow data communication”
can include can include failure for either device to success-
fully transmit data to the other device at a minimum rate or
frequency for a defined period time. The data can include
any type of data (e.g., control data, authorization data,
packet data, etc.) or a defined type of data. The defined
period of time can vary.

[0039] In view of these scenarios, the subject disclosure
provides mechanisms for mitigating device power drain
associated with maintaining stalled telemetry sessions. In
one or more embodiments, the implantable device 104
and/or the external device 116 can be configured to detect
occurrence of a stalled telemetry session based on uplink
throughput associated with the telemetry session. Based on
determination that a current telemetry session between the
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implantable device 104 and the external device has stalled,
the implantable device 104 and/or the external device can be
configured to automatically disable the telemetry connection
and end the telemetry session. For example, in one imple-
mentation, the implantable device 104 can be configured to
monitor uplink throughput associated with data transmitted
by the implantable device 104 to the external device 116
during a telemetry session. The implantable device 104 can
further determine if and when the uplink throughput falls
below a predefined threshold amount or level. Based on the
uplink throughput being below the predefined threshold
amount or level, the implantable device 104 can be config-
ured to disable the telemetry connection established between
the implantable device and the extemal device 116. In
another implementation, the external device 116 can be
configured to monitor uplink throughput associated with
data transmitted by the external device 116 to the implant-
able device 104 during a telemetry session. The external
device 116 can further determine if and when the uplink
throughput falls below a predefined threshold amount or
level. Based on the uplink throughput being below the
predefined threshold amount or level, the external device
116 can be configured to disable the telemetry connection
established between the external device 116 and the implant-
able device 104. Additional details of example embodiments
of the subject techniques for detecting and disabling stalled
telemetry sessions between an implantable device 104 and
an external device 116 are discussed below with respect to
FIGS. 2-8.

[0040] It is to be appreciated that the implantable device
104 can include one or more devices, transducers and/or
circuits that can facilitate telemetry communication and
disablement of telemetry communication. For example, the
implantable device 104 can include a transmitter that trans-
forms electrical power into a signal associated with trans-
mitted data packets. Additionally, the implantable device
104 can include one or more devices, transducers and/or
circuits that can facilitate receiving information from one or
more devices (e.g., the external device 116, a server, etc.).
For example, the implantable device 104 can include a
receiver that transforms a signal into electrical power.

[0041] In the example shown in medical device telemetry
system 100, a person operating the external device 116 is a
patient in which the implantable device 104 is implanted. In
another example, another person (e.g., such as medical
caregiver) interacting with the patient in which the implant-
able device 104 is implanted can operate the external device
116 outside the body 102 in which the implantable device
104 is located. In various embodiments, the implantable
device 104 can include any number of different types of
implantable devices configured to communicate with the
external device 116 or another external device. The particu-
lar, size, shape, placement and/or function of the implantable
device 104 may not be critical to the subject disclosure in
some embodiments.

[0042] In one embodiment, as mentioned, the implantable
device 104 is or includes an IMD. For example, some
example IMDs can include, but are not limited to. cardiac
pacemakers, cardiac defibrillators, cardiac re-synchroniza-
tion devices, cardiac monitoring devices, cardiac pressure
monitoring devices, spinal stimulation devices, neural
stimulation devices, gastric stimulation devices, diabetes
pumps, drug delivery devices, and/or any other medical
devices. In various embodiments, however, the implantable
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device 104 can be or include any number of other types of
implantable devices that are not IMDs.

[0043] For exemplary purposes, the implantable device
104 is illustrated in medical device telemetry system 100 as
an IMD implanted within the chest of a patient and config-
ured to provide medical treatment or therapy associated with
a heart disease or condition (e.g., an implantable cardio-
verter-defibrillator (ICD) and/or a pacemaker). In addition to
the medical treatment, the implantable device 104 can also
be configured to provide the data packetizing and commu-
nication operations described herein. The implantable
device 104 includes a housing 106 within which electrical
components and one or more power sources are housed. The
electrical components can be powered via the one or more
power sources. A power source (not shown) can include, but
is not limited to, a battery, a capacitor, a charge pump, a
mechanically derived power source (e.g., microelectrome-
chanical systems (MEMs) device), or an induction compo-
nent. The various embodiments described herein can pro-
vide improved management of power associated with the
one or more Power SOUrces.

[0044] The electrical components can vary depending on
the particular features and functionality of the implantable
device 104. In various embodiments, these electrical com-
ponent can include, but are not limited to, one or more
processors, memories, transmitters, receivers, transceivers,
sensors, sensing circuitry, therapy circuitry, antennas and
other components. In an embodiment, the electrical compo-
nents can be formed on or within a substrate that is placed
inside the housing 106. The housing 106 can be formed from
conductive materials, non-conductive materials or a combi-
nation thereof. For example, housing 106 can include a
conductive material, such as metal or metal alloy, a non-
conductive material such as glass, plastic, ceraniic, etc., or
a combination of conductive and non-conductive materials.
In some embodiments, the housing 106 can be a biocom-
patible housing (e.g., a liquid crystal polymer, etc.).

[0045] In the embodiment shown, the implantable device
104 is also an IMD and further includes leads 110a,b
connected to the housing 106. The leads 110a,5 extend into
the heart and respectively include one or more electrodes.
For example, as depicted in medical device telemetry system
100, leads 110a,b each include a respective tip electrodes
1124,b and ring electrodes 114a,b located near a distal end
of their respective leads 110a,6. When implanted, tip elec-
trodes 112a,b and/or ring electrodes 114a,b are placed
relative to or in a selected tissue, muscle, nerve or other
location within the body 102 of the patient. As depicted in
medical device telemetry system 100, tip electrodes 112a,5
are extendable helically shaped electrodes to facilitate fixa-
tion of the distal end of leads 110a,b to the target location
within the body 102 of the patient. In this manner, tip
electrodes 1124, b are formed to define a fixation mechanism.
In other embodiments, one or both of tip electrodes 112a,b
may be formed to define fixation mechanisms of other
structures. In other instances, leads 110a,6 may include a
fixation mechanism separate from tip electrodes 112a,b.
Fixation mechanisms can be any appropriate type, including
a grapple mechanism, a helical or screw mechanism, a
drug-coated connection mechanism in which the drug serves
to reduce infection and/or swelling of the tissue, or other
attachment mechanism.

[0046] Leads 1104,b are connected at a proximal end of
the implantable device 104 via connector block 108. Con-
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nector block 108 may include one or more receptacles that
interconnect with one or more connector terminals located
on the proximal end of leads 110a,6. Leads 110a,b are
ultimately electrically connected to one or more of the
electrical components within housing 106. One or more
conductors (not shown) extend within leads 110¢,5 from
connector block 108 along the length of the lead to engage
the ring electrodes 114a,b and tip electrodes 1124, b, respec-
tively. In this manner, each of tip electrodes 1124,b and ring
electrodes 114a,b is electrically coupled to a respective
conductor within its associated lead bodies. For example, a
first electrical conductor can extend along the length of the
body of lead 110a from connector block 108 and electrically
couple to tip electrode 1124 and a second electrical conduc-
tor can extend along the length of the body of lead 110a from
connector block 108 and electrically couple to ring electrode
114a. The respective conductors may electrically couple to
circuitry, such as a therapy module or a sensing module, of
the implantable device 104 via connections in connector
block 108. In one or more embodiments, the implantable
device 104 is configured to deliver therapy to the heart (or
other location) via the electrical conductors to one or more
of electrodes 112a and 1124 and 114a and 114b. In the case
of pacing therapy, for example, therapy circuitry within the
implantable device 104 can generate and deliver pacing
pulses via a unipolar electrode configuration, e.g., using
electrodes 112a and 1125 and a housing electrode of the
implantable device 104. In other instances, the therapy
circuitry within the implantable device 104 can deliver
pacing pulses via a bipolar electrode configuration, e.g,,
using electrodes 112a and 1125 and ring electrodes 114a and
114b. The therapy circuitry may include one or more pulse
generators, capacitors, and/or other components capable of
generating and/or storing energy to deliver as pacing therapy
in accordance with a pacing regime stored within memory.

[0047] Implantable device 104 can also receive sensed
electrical signals on the electrical conductors from one or
more of electrodes 112a and 1125 and 114a and 1145. The
implantable device 104 can sense the electrical signals using
either a unipolar or bipolar electrode configuration. Sensing
circuitry of the implantable device 104 may process the
sensed electrical signals and the implantable device 104 may
analyze the processed and/or or sensed electrical signals and
provide the pacing as a function of the sensed electrical
signal. The sensing circuitry may include one or more sense
amplifiers, filters, rectifiers, threshold detectors, compara-
tors, analog-to-digital converters (ADCs), or other analog or
digital components.

[0048] The configuration, features and functionality of
implantable device 104 are merely provided as an example.
In other examples, the implantable device 104 can include
more or fewer leads extending from the housing 106. For
example, the implantable device 104 can be coupled to three
leads, e.g., a third lead implanted within a left ventricle of
the heart of the patient. In another example, the implantable
device 104 can be coupled to a single lead that is implanted
within the ventricle of the heart of the patient. In other
embodiments, the lead may be an extravascular lead with the
electrodes implanted subcutaneously above the ribcage/
sternum or substernally underneath or below the sternum.
Example extravascular ICDs having subcutaneous elec-
trodes are described in U.S. Patent Publication No. 2014/
0214104 (now U.S. Pat. No. 9,072,914) (Greenhut et al.) and
U.S. Patent Publication No. 2015/0133951 (Seifert et al.),
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each of which is incorporated herein in its entirety. One
example extravascular ICD having substernal electrodes is
described in U.S. Patent Publication No. 2014/0330327
(Thompson-Nauman et al.). In some embodiments, the
implantable device 104 can include other leads (e.g., atrial
lead and/or left ventricular lead). As such, implantable
device 104 can be used for single chamber or multi-chamber
cardiac rhythm management therapy. In addition to more or
fewer leads, each of the leads may include more or fewer
electrodes. In instances in which the implantable device 104
is used for therapy other than pacing (e.g., defibrillation or
cardioversion), the leads can include elongated electrodes,
which may, in some instances take the form of a coil. The
therapy circuitry of the implantable device 104 can generate
and deliver defibrillation or cardioversion shocks to the heart
via any combination of the elongated electrodes and housing
electrode. The therapy circuitry may include one or more
high voltage (HV) output capacitors and a HV charging
circuit, which may include one or more capacitors, resistors,
inductors, transformers, switches, or other analog or digital
components, and discharging circuitry to deliver cardiover-
sion or defibrillation therapy, including, for example, an
H-bridge circuit. In another embodiment, the implantable
device 104 can include leads with a plurality of ring elec-
trodes (e.g., as used in some implantable neurostimulators),
without a tip electrode or with one of the ring electrodes
functioning as the “tip electrode.”

[0049] In another embodiment, the implantable device 104
may include no leads, as in the case of an intracardiac
pacemaker or a leadless pressure sensor. In the case of an
intracardiac pacemaker, the device may include a housing
sized to fit wholly within the patient’s heart. In one example,
the housing may have a volume that is less than 1.5 cc and,
more preferably, less than 1.0 cubic centimeter (cc). How-
ever, the housing may be greater than or equal to 1.5 cc in
other examples. The intracardiac pacemaker includes at least
two electrodes spaced apart along the outer portion of the
housing for sensing cardiac electrogram signals and/or
delivering pacing pulses. Example intracardiac pacemakers
are described in commonly-assigned U.S. Patent Publication
No. 2012/0172690 (Anderson et al.), U.S. Patent Publication
No. 2012/0172941 (now U.S. Pat. No. 8,386,051) (Ken-
neth), and U.S. Patent Publication No. 2014/0214104 (now
U.S. Pat. No. 9,072,914) (Greenhut et al.), each of which is
incorporated herein in its entirety. In the case of a leadless
pressure sensor, the device can include a housing having a
fixation member and a pressure sensing component. One
example of a leadless pressure sensor is described in U.S.
Patent Publication No. 2012/0108922 (now U.S. Pat. No.
8,475,372) (Schell et al.), which is incorporated herein in its
entirety.

[0050] FIG. 2 illustrates a block diagram of an example,
non-limiting implantable device (e.g., implantable device
104) in accordance with one or more embodiments
described herein. The implantable device 104 can include a
communication component 200 to facilitate performing
telemetry sessions with external devices (e.g., external
device 116) and a telemetry session management component
204 to facilitate managing performance of the telemetry
sessions by the communication component. The implantable
device 104 can also includes a transmitter/receiver 216 (or
transceiver), a power source 218, and other implantable
device circuitry/hardware 220.
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[0051] Various aspects of the device, systems, apparatuses
or processes explained in this disclosure can constitute
machine-executable component(s) embodied within
machine(s), e.g., embodied in one or more computer read-
able mediums (or media) associated with one or more
machines. Such component(s), when executed by the one or
more machines, e.g., computer(s), computing device(s),
virtual machine(s), etc. can cause the machine(s) to perform
the operations described. Accordingly, in one or more
embodiments, the implantable device 104 can include
memory 224 configured to store computer executable com-
ponents and instructions (e.g., communication component
200 and the telemetry session management component 204).
The implantable device 104 can also include a processor 222
to facilitate operation of the instructions (e.g., computer
executable components and instructions) by the implantable
device 104. Implantable device 104 can include a bus 228
that couples the various components of the implantable
device 104, including, but not limited to, the communication
component 200, the telemetry session management compo-
nent 204, the transmitter/receiver 216, the power source 218,
the other implantable device circuitry/hardware 220, the
processor 222 and the memory 224. Repetitive description
of like elements employed in other embodiments described
herein is omitted for sake of brevity.

[0052] With reference to FIGS. 1 and 2, the communica-
tion component 200 is configured to facilitate telemetry
communication between implantable device 104 and one or
more external devices (e.g., external device 116). The com-
munication component 200 can include software, hardware,
or a combination of software and hardware that is configured
to facilitate telemetry performance by the implantable
device 104. For example, the communication component
200 can be configured to control operation of the transmitter/
receiver 216 (or transceiver) to facilitate establishing a
telemetry connection or link with the external device 116
and to control transmission and reception of data packets by
the implantable device 104. In accordance with various
embodiments described herein, the communication compo-
nent 200 can be configured to receive connection requests
from external devices, set up or establish a telemetry con-
nection with an external device (and in some embodiment
secure telemetry connection), conduct a telemetry session
with the external device via the telemetry connection, and
terminate the telemetry session.

[0053] The communication component 200 can be con-
figured to facilitate telemetry communication between the
implantable device 104 and an external device (e.g., external
device 116) using a variety of telemetry communication
protocols including proprietary and non-proprietary telem-
etry protocols. For example, in one or more embodiments,
communication component 200 can communicate with
external device 116 using NFC, or another type of commu-
nication protocol over a PAN or a LAN (e.g., a Wi-Fi
network) that can provide for communication over greater
distances than NFC protocol or that can provide various
advantages (such as increased security). In some embodi-
ments, the communication component 200 can control trans-
mission and reception of data packets via a communication
channel associated with a communication protocol utilizing
lower energy consumption than a conventional communi-
cation protocol for wirelessly transmitting data. For
example, in a non-limiting example, communication com-
ponent 200 controls transmission and reception of data
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packets using BLE protocol. Other communication proto-
cols that can be employed by communication component
200 to communicate with external device 116 can include,
but are not limited to, other BLUETOOTH® communica-
tion protocols, a Session Initiation Protocol (SIP) based
protocol, a Zigbee® protocol, a RF4CE protocol, a Wire-
lessHART protocol, a 6LoWPAN (IPv6 over Low power
Wireless Personal Area Networks) protocol, a Z-Wave pro-
tocol, an ANT protocol, an ultra-wideband (UWB) standard
protocol, a cellular communications protocol (e.g., second,
third, fourth and fifth Generation Partnership Project (GGP)
protocols, Long Term Evolution (LTE), protocols), machine
type communication (MTC) protocols, Narrowband Inter-
net-of-things (NB-IoT) protocols, other radio frequency
(RF) communication protocols, non-RF communication
protocols (e.g., induction based, optical based, audio based,
etc.) and/or other proprietary and non-proprietary commu-
nication protocols.

[0054] The type of the transmitter/receiver 216 can vary
depending on the type of telemetry protocol the implantable
device 104 is configured to employ. In some embodiments,
the transmitter/receiver 216 can be configured to perform
different types of telemetry protocols (e.g., BLU-
ETOOTH®, BLE, NFC, Wi-Fi, Zigbee®, etc.). In other
embodiments, the implantable device 104 can include a
plurality of different transmitters/receivers that are respec-
tively configured to perform different types of telemetry
communication protocols. In some embodiments, rather
than including a transmitter and a receiver that do not share
common circuitry, the implantable device 104 can include a
transceiver.

[0055] The telemetry session management component 204
can be configured to facilitate managing one or more aspects
of a telemetry session between the implantable device 104
and an external device (e.g., external device 116). The
telemetry session management component 204 can include
throughput monitoring component 206, stall detection com-
ponent 208, timer component 210, session assessment com-
ponent 212, and prediction component 214. In accordance
with various embodiments of the subject disclosure, the
telemetry session management component 204 can be par-
ticularly configured to manage detecting and terminating
stalled telemetry sessions between the implantable device
104 and an external device 116 based on uplink throughput
associated with data transmitted by the implantable device
104 to the external device 116 (e.g., via communication
component 200) during the telemetry session.

[0056] The throughput monitoring component 206 can be
configured to monitor uplink throughput associated with
transmission (or lack thereof) of data by the implantable
device 104 to the external device during a telemetry session.
Throughput is the rate of successful message delivery over
a communication channel. Throughput is usually measured
in bits per second (bit/s or bps), and sometimes in data
packets per second or data packets per time slot. Accord-
ingly, uplink throughput relates to how quickly data packets
are transmitted and how many data packets are transmitted.
Likewise, downlink throughput relates to how quickly data
packets are received and how many data packets are
received. There are many elements that affect throughput
over a communication channel, including the maximum
theoretical channel capacity or bandwidth, which varies
based on the particular telemetry protocol employed, and
various other factors that have an effect on the maximum
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theoretical channel capacity (e.g., limitations of underlying
analog physical medium, available processing power of the
system components, and end-user behavior).

[0057] For example, with respect to BLE, there are many
elements that affect/limit BLE’s throughput such as the
connection interval (e.g., how often the devices talk), num-
ber of packets per connection interval, packet length, and
time delays between packets, and overhead bytes in a packet
such as packet length, data integrity check, and general
packet information. In some embodiments, a BLE connec-
tion can include only two devices, where one is a central
device (which would be the external device 116 in most
implementations) and the other device is a subordinate
device (which would be the implantable device 104 in most
implementations). Fach side communicates with the other
on a given period called “connection interval.” According to
the BLE specification, the minimum connection interval can
be set to about 7.5 milliseconds and increases in steps of
1.25 milliseconds up to 4.0 seconds. A BLE telemetry
session can thus consist of several connection intervals.
Fach instance of communication between two devices dur-
ing a connection interval is called a communication event.
When initiating a communication event, the central or
master (e.g., the external device), specifies the connection
interval. With BLE, more than two packets can be commu-
nicated in a single connection event. The maximum number
of packets per connection event is dependent on the BLE
stack/chipsets. The theoretical maximum application data
throughput in BLE can be described as the following for-
mula:

Throughput=Packets per secondxData per packet

[0058] In one or more embodiments, after the implantable
device 104 has established a telemetry connection (or in
some embodiments, a secure telemetry connection), with an
external device 116, the throughput monitoring component
206 can be configured to begin monitoring uplink through-
put associated with data transmitted (or not transmitted) by
the implantable device 104 to the external device during the
telemetry session. For example, the throughput monitoring
component 206 can continually determine the uplink
throughput over the course of the telemetry session (e.g.,
every N milliseconds or seconds). As discussed above,
various factors can affect the uplink throughput. In some
embodiments, the throughput monitoring component 206
can be configured to determine the uplink throughput based
on a number of application data packets successfully trans-
mitted by the implantable device 104 (e.g., via communi-
cation component 200) to the external device per connection
interval. In another embodiment, the throughput monitoring
component 206 can be configured to determine the uplink
throughput based on a number of data packets successfully
transmitted by the implantable device 104 (e.g., via com-
munication component 200) to the external device every M
seconds (e.g., 5 seconds, 10 seconds, etc.). The throughput
monitoring component 206 can also determine the uplink
throughput based on an amount of data per packet. In some
implementations, the external device 116 can be configured
to send the implantable device 104 an acknowledgement
message each time it receives a data transmission from the
implantable device 104. With these implementations, data
transmission by the implantable device 104 to the external
device 116 can be considered successful based on reception
of an acknowledgment message for that data transmission.
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Thus in some embodiments, the throughput monitoring
component 206 can be configured to determine the uplink
throughput based on reception of acknowledgment mes-
sages acknowledging successful transmission of data pack-
ets by the implantable device 104. The throughput monitor-
ing component 206 can also be configured to determine the
uplink throughput based on timing of reception of acknowl-
edgment messages acknowledging successful transmission
of data packets by the implantable device 104.

[0059] In other embodiments, the throughput monitoring
component 206 can be configured to determine the uplink
throughput based on time delays between successful trans-
missions of data packets by the implantable device 104 to
the external device 116. For example, the throughput moni-
toring component 206 can determine the uplink throughput
as a function of average duration of time between successful
transmissions of data packets.

[0060] The telemetry session management component 204
can include timer component 210 to track the progression of
time during a telemetry session. For example, the timer
component 210 can track the duration of the telemetry
session beginning at the point of establishment of the
telemetry connection. The timer component 210 can also
track occurrence of communication events and duration of
time between communication events. For example, the timer
component 210 can track timing of unsuccessful data trans-
missions (wherein an acknowledgment message was
expected but not received), timing of successful data trans-
missions (wherein an acknowledgment message was
expected and received), timing between transmission suc-
cessful data transmissions, timing of reception of acknowl-
edgment messages, timing of reception of other downlinks,
and the like. In another example, the timer component 210
can track duration of time between reception of an interro-
gation request and successful transmission of a response to
the interrogation request.

[0061] The stall detection component 208 can regularly or
continuously evaluate the session uplink throughput as
determined by the throughput monitoring component 206.
The stall detection component 208 can further determine if
a telemetry session has “stalled” based on the monitored
uplink throughput. In this sense, the stall detection compo-
nent 208 can detect a lack of progress in a telemetry session
based on no or low uplink data transmissions successfully
performed by the implantable device 104. In one implemen-
tation, the stall detection component 208 can be configured
to detect or determine that a telemetry session has stalled if
the uplink throughput falls below a defined threshold
amount or level. For example, if the throughput monitoring
component 206 determines that the telemetry session
throughput is X bps and X is less than or equal to the
threshold value of Y bps, then stall detection component 208
can determine that the telemetry session has stalled. In
another implementation, the stall detection component 208
can be configured to detect or determine that a telemetry
session has stalled if the uplink throughput falls below a
defined threshold amount or level for a predefined duration,
referred to herein as the “stall period.” For example, if the
throughput monitoring component 206 determines that the
telemetry session throughput is X bps or less for more than
the stall period of Z seconds or minutes and X is less than
or equal to the threshold value of Y, then stall detection
component 208 can determine that the telemetry session has
stalled. The threshold values or levels for the minimum
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uplink throughput (e.g., Y) and the stall period duration (Z),
can be predefined and stored in memory 224 of the implant-
able device 104. For example, in the embodiment shown, the
memory 224 can include a data structure or cell that includes
stall detection parameter information 226. The stall detec-
tion parameter information 226 can include information or
rules that define how the throughput monitoring component
206 should measure uplink throughput (e.g., number data of
suiccessful data packets per millisecond or second, timing or
reception of acknowledgment messages, timing between
successful transmission of data packets, etc.), and how the
stall detection component 208 should determine whether a
telemetry stall has occurred (e.g., the threshold amount for
minimal uplink throughput and/or duration or time for which
the uplink throughput can be less than the threshold
amount).

[0062] In another implementation, in which the through-
put monitoring component 206 is configured to monitor
average duration of time between successful transmissions
of data packets, the stall detection component 208 can be
configured to determine that a telemetry session has stalled
based on the average duration of time being below a
threshold level. In yet another implementation, in which the
throughput monitoring component 206 is configured to
monitor duration of time between successful transmissions
of data packets, the stall detection component 208 can
determine the telemetry session has stalled based on a
pattern in the duration of time between successful transmis-
sions of data packets that indicates a session stall. For
example, the stall detection component 208 can be config-
ured to detect a stalled telemetry session based on a signifi-
cant drop (e.g., with respect to a threshold degree of devia-
tion) in successful data transmissions by the implantable
device.

[0063] Based on detection of a stall event, the stall detec-
tion component 208 can be configured to direct the com-
munication component 200 to disable or terminate the
telemetry connection. For example, in response to detection
of the uplink throughput being below a defined threshold
amount or being below a defined threshold amount for a
maximum stall period, the stall detection component 208
can direct the communication component 200 to terminate
the telemetry connection between the implantable device
104 and the external device 116. The communication com-
ponent 200 can be configured to respond accordingly by
terminating or otherwise disabling the telemetry connection
between the implantable device 104 and the external device
116. For example, in one implementation, the communica-
tion component 200 can disable the telemetry connection by
switching to operating in a communication mode wherein
the implantable device 104 is not connected to the external
device yet responsive to receiving new connection requests.
Accordingly, the implantable device 104 can become avail-
able for establishing a new and potentially viable telemetry
connection with the external device or another external
device. In another implementation, the communication com-
ponent 200 can disable the telemetry connection by tempo-
rarily turning off the transmitter/receiver 216. For example,
in embodiments in which the implantable device 104 is
configured to employ a BLUETOOTH® technology, the
communication component 200 can temporarily turn off the
BLUETOOTH® functionality of the implantable device
104.
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[0064] In some embodiments, the telemetry session man-
agement component 204 can employ different criteria for
detecting stalled telemetry sessions based on the type of
telemetry session being performed between the implantable
device 104 and the external device 116. The type of a
telemetry session can relate to a type of data that is com-
municated between the implantable device 104 and the
external device 116 during the telemetry session as well as
a manner in which the type of data is communicated. For
example, the implantable device 104 can be configured to
perform different types of telemetry sessions with external
devices, such as read-only sessions, read and program
sessions, read and control sessions, program only sessions,
and the like. In another example, the type of the telemetry
session can be characterized by the type of data that is
authorized for communication between the implantable
device 104 and the particular external device 116. For
example, a telemetry session that is used to communicate
highly sensitive information between the implantable device
104 and an external device 116 can be considered a first type
of telemetry session while a telemetry session that is used to
communicate less sensitive information between the
implantable device 104 and an external device 116 can be
considered a second type of telemetry session. In another
example, the type of the telemetry session can be charac-
terized by the level of authority or data access that is
authorized for communication between the implantable
device 104 and the particular external device 116. With these
examples, the type of the telemetry session can be based on
the particular external device with which the implantable
device is communicating and a defined authority or access
level associated with that device (e.g., as defined in memory
224 of the implantable device 104).

[0065] In another example, the type of telemetry session
can be characterized by the purpose of the telemetry session,
such as for remote monitoring or clinical use. For example,
in some implementations, an external device 116 can estab-
lish a telemetry session with the implantable device 104 for
the purpose of monitoring physiological information asso-
ciated with the body 102 that is captured by the implantable
device or for monitoring other information associated with
operation of the implantable device 104. Monitoring ses-
sions are generally characterized by short durations (e.g., a
few minutes or less) and involve sending, by the external
device 116 to the implantable device 104, of information
stored in memory of the implantable device 104 in response
to reception of an interrogation request for the information
from the external device 116 for the information. The
information received by the external device 116 from the
implantable device 104 in association with a monitoring
session can be processed to facilitate monitoring the health
of the patient over time.

[0066] On the contrary, a clinician telemetry session is
generally employed to facilitate more invasive and on-
demand or real-time communication between the implant-
able device 104 and an external device operated by a doctor
or clinician of a patient wearing the implantable device 104.
For example, a clinician telemetry session can be employed
during interaction between the patient and the patient’s
doctor or clinician, such as during scheduled office visits,
during routine check-ups, during emergency situations, and
the like. Using an external device (e.g., external device 116)
the doctor or clinician can establish a clinician session with
the implantable device 104 to program or re-program an
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operating parameter of the implantable device 104, com-
mand the implantable device 104 to apply a therapy to the
body, send the external device specific data captured by the
implantable device 104 in real-time, send the remote clini-
cian device specific data associated with the implantable
device 104 that is only authorized for clinician use, and the
like. In some implementations, a clinician session is used to
receive waveform data captured by the implantable device
104. For example, in an embodiment in which the implant-
able device is an ICD, the ICD can be configured to capture
electrical signals of the heart via one or more leads (e.g.,
leads 110a,b), referred to herein as waveform data. With
these implementations, during a clinician session, the exter-
nal device 116 can send the implantable device a request for
waveform data. In response to reception of the requested, the
implantable device can respond by continually transmitting
the external device waveform data in real-time (e.g., as it is
captured) while the patient is interacting with the clinician
operating the remote clinician device. Clinician telemetry
sessions can last substantially longer than monitoring ses-
sions (e.g., from several minutes to an hour or longer) and
can be characterized by varying degrees of data exchange
between the external device 116 and the implantable device
104.

[0067] According to these embodiments, the specific stall
detection criteria used by the stall detection component 208
to determine whether a session has stalled can vary based on
the type of the telemetry session and/or the type of data that
is communicated between the implantable device 104 and
the external device. In various implementations, the session
assessment component 212 can be configured to evaluate a
connection request and/or other data received from the
external device in association with a telemetry session to
determine a type of the telemetry session. The type of the
telemetry session can further control the specific stall detec-
tion criteria (e.g., uplink throughput minimum thresholds,
stall periods, thresholds/requirements for time delays
between transmissions, etc.) employed by the stall detection
component 208 to determine if and when the telemetry
session has stalled. Information associating different defined
types of telemetry sessions and the specific stall detection
criteria can further be stored in memory 224 (e.g., as stall
detection parameter information 226).

[0068] In some implementations, the external device 116
can provide the implantable device 104 with information
identifying the type or the telemetry session (e.g., in the
connection request or in another transmission following the
connection requests). For example, the external device 116
can provide the implantable device 104 with information
that identifies the telemetry session as a read-only session, a
read program session, a read and control session, a moni-
toring session, a clinician session or another type of session.
In another implementation, the external device 116 can
provide the implantable device 104 with information from
which the session assessment component 212 can discern
the type of the telemetry session (e.g., in the connection
request or in another transmission following the connection
requests). For example, this information can include an
identifier for the external device, a type of data requested in
an interrogation request, a type of command provided by the
external device, and the like. With these implementations,
the implantable device 104 can include information stored in
memory 224 that the session assessment component 212 can
used to facilitate determining the type of a telemetry session
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based on information provided by the external device. For
example, the implantable device 104 can store information
in memory 224 that associates an identifier for an external
device with a type of telemetry session the external device
is authorized to perform. In another example, the implant-
able device 104 can store information that associates a
particular request for a particular type of data with a par-
ticular type of telemetry session.

[0069] The stall detection component 208 can further
select the appropriate stall detection parameter information
(e.g., uplink throughput minimum threshold and stall period,
minimum average duration between successful transmission
of data packets, etc.) to apply for evaluating the uplink
throughput based on the type of the telemetry session, as
determined by the session assessment component 212. For
example, as discussed above, the nature of a monitoring
telemetry session is generally shorter (e.g., a few minutes or
less) and involves relatively non-invasive data communica-
tions relative to a clinician session (e.g., which can be up to
an hour or longer and can involve programming or remote
control of the implantable device 104). According to this
example, in some implementations, the stall period for a
monitoring session can be significantly lower (e.g., 10
seconds) relative to the stall period for a clinician session
(e.g., 30 minutes). In another example, a first type of
telemetry session can be characterized by requiring the
implantable device 104 to transmit data packet to the exter-
nal device at a much higher frequency relative to a second
type of telemetry session. With this example, the minimum
uplink throughput threshold for the first type of telemetry
session can be higher than the minimum uplink throughput
threshold for the second type of telemetry session.

[0070] In one or more additional embodiments, the telem-
etry session management component 204 can also be con-
figured to evaluate uplink throughput for purposes of detect-
ing stall events based on the type of data that is transmitted.
For example, in some scenarios, the implantable device 104
can be configured to transmit the external device different
types of data during a telemetry session. For instance, as
described above, during a clinician session, the implantable
device 104 can respond to a request for waveform data and
begin transmitting the waveform data to the external device
116 over the course of the clinician session. During the same
clinician session, the external device 116 can send the
implantable device 104 an interrogation request for infor-
mation stored in memory of the implantable device 104,
send the implantable device control commands, or otherwise
perform telemetry communications with the implantable
device 104 in addition to the waveform data communica-
tions. According to this example, the implantable device 104
can be configured to transmit the waveform data using
one-way communications and transmit other data associated
with the interrogation requests or the control commands data
using two way communications. One-way communications
include data transmissions that do not prompt the receiving
device to send an acknowledgment message while two-way
data communications prompt the receiving device to send an
acknowledgment message. Thus with one-way data com-
munications, the communication component 200 does not
receive confirmation whether the data transmission was
successfully received.

[0071] According to these embodiments, for purposes of
determining whether a telemetry session has stalled, the
throughput monitoring component 206 may be more con-
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cerned with uplink throughput associated with a first type of
data (e.g., two-way communication data, data read from
memory of the implantable device 104, data transmissions
responsive to control or programming commands sent by the
external device, etc.) relative to second type of data (e.g.,
one-way communication data, waveform data, etc.). Thus in
some implementations, the throughput monitoring compo-
nent 206 can be can be configured to selectively monitor
uplink throughput associated with different types of data that
is transmitted by the implantable device 104 to the external
device 116. For example, in one implementation, the
throughput monitoring component 206 can be configured to
only monitor uplink throughput associated with a first type
of data and ignore uplink throughput associated with a
second, third, fourth, etc. type of data. In another example,
the throughput monitoring component 206 can be config-
ured to independently monitor uplink throughput associated
with transmission of a two or more different types of data by
the implantable device. For purposes of detecting a stall
event, the stall detection component 208 can further be
configured to independently evaluate uplink throughput
associated with the different types of data. For example, in
one implementation, the stall detection component 208 can
be configured to ignore uplink throughput associated with a
second type of data (e.g., waveform data) and only evaluate
uplink throughput associated with a first type of data (e.g,,
data read from memory). In another implementation, the
stall detection component 208 can be configured to analyze
total uplink throughput associated with a combination of
transmission of two or more different types of data. How-
ever, the when evaluating the total uplink throughput, the
stall detection component 208 can be configured to employ
a function that weights uplink throughput associated with
the different types of data differently. For example, the
function can apply a more stringent minimum uplink
throughput threshold and stall period for a first type of data
(e.g., two-way communication data) relative to a second
type of data (e.g., waveform data). In example, the function
can apply less value to uplink throughput associated with the
second type of data relative to the first type of data.

[0072] In some embodiments, the telemetry session man-
agement component 204 can also include prediction com-
ponent 214 to facilitate predicting stall events based on the
monitored uplink throughput information. In particular, the
prediction component 214 can be configured to identify
characteristics of the monitored uplink throughput informa-
tion that indicate the onset of a possible stall event. The
prediction component 214 can further facilitate initiating
remedial action by the communication component 200 to
prevent the possible stall event or minimize harm associated
with occurrence of the stall event. In some implementations,
the prediction component 214 can be configured to recog-
nize defined characteristics of the monitored throughput data
that have been previously determined to be associated with
the onset of a stalled telemetry session. For example, the
defined characteristics can include a sharp drop in uplink
throughput, a sharp drop in uplink throughput following
transmission or reception of a particular type of data, a sharp
drop in uplink throughput after the implantable device
received a request for defined information, and the like. In
this regard, the threshold of change in uplink throughput that
corresponds to a sharp drop can be defined. In another
example, the defined characteristics can include a pattern in
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the monitored uplink throughput data that indicates the onset
of degradation in quality of the telemetry session.

[0073] In some implementations, the prediction compo-
nent 214 can employ machine learning techniques to facili-
tate the prediction of a stall event. For example, the predic-
tion component 214 can evaluate recorded information for
past stall events, including the uplink throughput informa-
tion monitored for past stall events. Using machine learning
techniques, the prediction component 214 can identify one
or more distinguishing characteristics in the uplink through-
put information that are associated with an onset of as stall
event.

[0074] Based on detection of one or more defined char-
acteristic that indicate a possible stall event may occur, the
prediction component 214 can further facilitate initiating
remedial action by the communication component 200 to
prevent the possible stall event or minimize harm associated
with occurrence of the stall event. For example the predic-
tion component 214 can notify the communication compo-
nent 200 that a possible stall event has been predicted. In one
implementation, based on the notification, the communica-
tion component 200 can be configured to prioritize the
transmission of data to the external device 116 such that data
considered more critical than other data is communicated
first. According to this implementation, the communication
component 200 can access information stored in memory
224 that identifies a priority classification associated with
different types of data and transmit data having a higher
priority classification before transmission of data having a
lower priority classification.

[0075] In another implementation, based on prediction of
an onset of a stall event, the communication component 200
can be configured to send the external device 116 a warning
message that informs the external device 116 regarding the
degradation of uplink throughput. For example, the warning
message can inform the external device 116 that uplink
throughput is low. If the warning message is received by the
external device 116, the external device 116 can further be
configured to generate a prompt that can be presented to a
user of the external device 116 based on reception of the
warning message. For example, the prompt can inform the
user of the external device 116 that uplink throughput is low.
Based on reception of the prompt, the user of the external
device 116 can take action to facilitate improving the uplink
throughput, such as moving the external device 116 closer to
the implantable device 104, or moving the external device
116 and the implantable device 104 (e.g., by moving the
patient in which the implantable device 104 is implanted) to
an area that is associated with less interference.

[0076] In another implementation, based on detection of a
possible stall event by the prediction component 214, the
communication component 200 can be configured to backup
critical information associated with the telemetry session.
For example, the communication component 200 can make
copies of critical data that is queued for transmission to the
external device 116. In some embodiments, the communi-
cation component 200 can also include marker component
202 to place markers where data transmission was termi-
nated in response to a determination that a stall event has
occurred (e.g., by the stall detection component 208). For
example, the marker component 202 can be configured to
generate information that identifies data that was attempting
to be transmitted to the external device 116 and/or was
queued for transmission to the external device 116 at the
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point when the telemetry session stalled. This maker infor-
mation can further be stored in memory 224. Accordingly, if
the telemetry session is reinitiated, the communication com-
ponent 200 can access the marker information and begin
transmitting data to the external device 116 at the point
where the telemetry session was terminated.

[0077] The implantable device 104 can further include a
suitable power source 218 to drive the functionality of
implantable device 104 and to provide power to the various
electrical components of the implantable device 104. In one
or more embodiments, the power source 218 includes but is
not limited to, a battery, a capacitor, a charge pump, a
mechanically derived power source (e.g., microelectrome-
chanical systems (MEMs) device), or an induction compo-
nent. The various embodiments described herein can pro-
vide improved management of power associated with the
power source 218. For example, the mechanism of termi-
nating stalled telemetry session minimizes unnecessary and
excessive usage of the power source 218 associated with
maintaining a telemetry connection (e.g., associated with
prolonged receiver and/or transmitter activation), thereby
increasing the lifespan of the implantable device 104.

[0078] The implantable device 104 can also include vari-
ous other implantable device circuitry/hardware 220 to
facilitate operation of the various components of the
implantable device 104. For example, the other implantable
device circuitry/hardware 220 can include, but is not limited
to: a pulse generator, capacitors, leads (e.g., leads 1104,5),
electrodes (e.g., tip electrodes 112a,b and ring electrodes
114a,b), sensors, accelerometers, pumping mechanisms, res-
ervoirs, communication component 200 related hardware
(e.g., antennas, transmitters, receivers, transceivers repeat-
ers, etc.), a therapy output module, and the like. The other
implantable device circuitry/hardware 220 can facilitate
various operations of the implantable device, including, but
not limited to, medical related operations (e.g., sensing
electrical signals of the heart, dispensing a drug, etc.), and
telemetry communication mode operations of the implant-
able device (e.g., RF telemetry and non-RF telemetry such
as induction, optical based, audio based, vibration based,
etc.).

[0079] FIG. 3 illustrates a block diagram of an example,
non-limiting external device (e.g., external device 116) in
accordance with one or more embodiments described herein.
The external device 116 can include an implantable device
application 300 that is configured to provide various services
associated with an implantable device (e.g., implantable
device 104). In accordance with the subject disclosure, at
least one of these services can include performing telemetry
with an implantable device. In some embodiments, the
implantable device application 300 can also facilitate receiv-
ing one or more services and/or access to information
provided by a remote server device (e.g., not shown).
According to these embodiments, the remote server device
can provide one or more services and/or information related
to an implantable device and/or a patient wearing an
implantable device. For example, the remote server device
can maintain information regarding patient identities,
implantable device respectively worn by patients, and exter-
nal devices and/or user accounts associated with the patients
that are authorized to perform telemetry with the respective
implantable devices. In another example, the remote server
device can receive, collate and process information gathered
by implantable devices (e.g., implantable device 104).
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[0080] The external device 116 can also includes a trans-
mitter/receiver 322 (or transceiver), a power source 324, and
other device circuitry/hardware 326. The external device
116 can further include memory 330 configured to store
computer executable components and instructions (e.g., the
implantable device application 300) and a processor 328 to
facilitate operation of the instructions (e.g., computer
executable components and instructions) by the external
device 116. The external device 116 can include a bus 334
that couples the various components of the implantable
device 104, including, but not limited to, the implantable
device application 300, the transmitter/receiver 322, the
power source 324, the other device circuitry/hardware 326,
the processor 328 and the memory 330. Repetitive descrip-
tion of like elements employed in other embodiments
described herein is omitted for sake of brevity.

[0081] In the embodiment shown, the implantable device
application 300 includes communication component 302,
session request component 306 and telemetry session man-
agement component 308. Similar to the communication
component 200 of the implantable device 104, communica-
tion component 302 can be configured to facilitate telemetry
communication between the external device 116 and one or
more implantable devices (e.g., implantable device 104).
The communication component 302 can also facilitate wired
and/or wireless communication between the external device
and one or more other external devices (e.g., a remote server
device and various other types of devices). For example, the
communication component 302 can be configured to control
operation of the transmitter/receiver 322 (or transceiver) to
facilitate establishing a telemetry connection with the
implantable device 104 and controlling transmission and
reception of data packets by the external device 116. The
type of the transmitter/receiver 322 can vary depending on
the type of telemetry protocol the implantable external
device is configured to employ. In some embodiments, the
transmitter/receiver 322 can be configured to perform dif-
ferent types of telemetry protocols (e.g., proprietary, non-
proprietary, BLUETOOTH®, BLE, Wi-Fi, cellular, etc.). In
other embodiments, the external device 116 can include a
plurality of different transmitters/receivers that are respec-
tively configured to perform different types of telemetry
communication protocols. In some embodiments, rather
than including a transmitter and a receiver that do not share
common circuitry, the external device 116 can include a
transceiver.

[0082] The communication component 302 can be con-
figured to facilitate telemetry communication between the
external device 116 and an implantable device 104 using a
variety of telemetry communication protocols including
proprietary and non-proprietary telemetry protocols. For
example, in one or more embodiments, communication
component 302 can communicate with external device 116
using NFC, or another type of communication protocol over
aPAN or a LAN (e.g., a Wi-Fi network) that can provide for
communication over greater distances than NFC protocol or
that can provide various advantages (such as increased
security).

[0083] In some embodiments, the communication compo-
nent 302 can control transmission and reception of data
packets via a communication channel associated with a
communication protocol utilizing lower energy consump-
tion than a conventional communication protocol for wire-
lessly transmitting data. For example, in a non-limiting
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example, communication component 302 controls transmis-
sion and reception of data packets using BLE protocol.
Other communication protocols that can be employed by
communication component 302 to communicate with an
implantable device or another device can include, but are not
limited to, other BLUETOOTH® communication protocols,
a Session Initiation Protocol (SIP) based protocol, a Zig-
bee® protocol, a RF4CE protocol, a WirelessHART proto-
col, a 6LoWPAN (IPv6 over Low power Wireless Persona
Area Networks) protocol, a Z-Wave protocol, an ANT
protocol, an ultra-wideband (UWB) standard protocol, a
radio frequency (RF) communication protocol, and/or other
proprietary and non-proprietary communication protocols.

[0084] The implantable device application 300 can
include session request component 306 to facilitate sending
connection requests to an implantable device. For example,
in one or more embodiments, in order to connect to or
otherwise initiate a telemetry session with an implantable
device using a non-proprietary telemetry communication
protocol (e.g., BLE), a user of the external device 116 can
open the implantable device application 300 and select a
“connection request” function of the application. In some
implementation, in order to employ the implantable device
application 300 to initiate a connection request, the user of
the implantable device application 300 must have a regis-
tered user account and be logged in to his or her user account
(e.g., based on entry of username/password information or
the like). Based on selection of the connection request
function, in some implementations, the session request com-
ponent 306 can identify any implantable devices are within
transmission range of the external device 116. The session
request component 306 can further present information
identifying the one or more nearby implantable devices.
Using the implantable device application 300, the user can
the select a particular identified implantable device to con-
nect to and select a “request connection” soft button or
otherwise provide some form or input that is interpreted by
the session request component 306 as a request to establish
a connection with the selected implantable device. In some
implementations, the connection request can further identify
or indicate a type of telemetry session being requested (e.g,,
a read only session, a read and program session, a monitor-
ing session, clinician session, etc.). Based on the input, the
session request component 306 can be configured to direct
the communication component 302 to configure and send
(e.g., using the transmitter/receiver 322) the connection
request to the implantable device in accordance with the
telemetry communication protocol employed by the external
device 116 and the implantable device 104 (e.g., BLE).

[0085] In some embodiments, if the external device and/or
the particular user account employed by the user was
previously paired with the implantable device, the session
request component 306 can direct the communication com-
ponent 302 to establish a secure telemetry connection with
the implantable device using previously determined encryp-
tion keys for the external device and/or user account and the
implantable device 104. In implementations in which the
external device 116 and/or the user account has not been
paired with the implantable device, the session request
component 306 can direct the communication component
302 to pair the external device 116 with the implantable
device prior to performing a secure telemetry session with
the implantable device.



US 2019/0070423 A1

[0086] The telemetry session management component 308
can be configured to facilitate managing one or more aspects
of a telemetry session between the external device 116 and
an implantable device (e.g., implantable device 104). The
telemetry session management component 308 can include
substantially same or similar components and perform sub-
stantially same or similar functions as the telemetry session
management component 204. For example, in the embodi-
ment shown, the telemetry session management component
308 can include throughput monitoring component 310, stall
detection component 312, timer component 314, session
assessment component 316, and prediction component 318.
In one or more embodiments, the throughput monitoring
component 310, the stall detection component 312, the timer
component 314, the session assessment component 316, and
the prediction component 318 can respectively provide same
or similar features and functionalities of the throughput
monitoring component 206, the stall detection component
208, the timer component 210, the session assessment
component 212, and the prediction component 214.

[0087] For example, in one or more embodiments, the
throughput monitoring component 310 can be configured to
monitor uplink throughput associated with transmission (or
lack thereof) of data by the external device 116 to the
implantable device 104 during a telemetry session. In par-
ticular, after the external device 116 has established a
telemetry connection or link (or in some embodiments, a
secure telemetry connection or link), with an implantable
device 104, the throughput monitoring component 310 can
be configured to begin monitoring uplink throughput asso-
ciated with data transmitted (or not transmitted) by the
external device 116 to the implantable device 104 during the
telemetry session. For example, the throughput monitoring
component 310 can regularly or continuously determine the
uplink throughput over the course of the telemetry session
(e.g., every N milliseconds or seconds). As discussed above,
various factors can affect the uplink throughput. In some
embodiments, the throughput monitoring component 310
can be configured to determine the uplink throughput based
on a number of application data packets successfully trans-
mitted by the external device 116 (e.g., via communication
component 302) to the implantable device 104 per connec-
tion interval. In another embodiment, the throughput moni-
toring component 310 can be configured to determine the
uplink throughput based on a number of application data
packets successfully transmitted by the external device 116
(e.g., via communication component 302) to the implantable
device 104 device every M seconds (e.g., 5 seconds, 10
seconds, etc.). The throughput monitoring component 310
can also determine the uplink throughput based on an
amount of data per packet. In some implementations, the
implantable device 104 can be configured to send the
external device an acknowledgement message each time it
receives a data transmission from the external device 116.
With these implementations, data transmission by the exter-
nal device 116 to the implantable device 104 can be con-
sidered successful based on reception of an acknowledgment
message for that data transmission. Thus in some embodi-
ments, the throughput monitoring component 310 can be
configured to determine the uplink throughput based on
reception of acknowledgment messages acknowledging suc-
cessful transmission of data packets by the external device
116. The throughput monitoring component 310 can also be
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configured to determine the uplink throughput based on
timing of reception of the acknowledgment messages.

[0088] In other embodiments, the throughput monitoring
component 310 can be configured to determine the uplink
throughput based on time delays between successful trans-
missions of data packets by the external device 116 to the
implantable device 104. For example, the throughput moni-
toring component 310 can determine the uplink throughput
as a function of average duration of time between successful
transmissions of data packets.

[0089] The telemetry session management component 308
can include timer component 314 to track the progression of
time during a telemetry session. For example, the timer
component 314 can track the duration of the telemetry
session beginning at the point of establishment of the
telemetry connection. The timer component 314 can also
track occurrence of communication events and duration of
time between communication events. For example, the timer
component 314 can track timing of unsuccessful data trans-
missions (wherein an acknowledgment message was
expected but not received), timing of successful data trans-
missions (wherein an acknowledgment message was
expected and received), timing between transmission suc-
cessful data transmissions, timing of reception of acknowl-
edgment messages, timing of reception of other downlinks,
and the like.

[0090] Like the stall detection component 208, the stall
detection component 312 can regularly or continuously
evaluate the session uplink throughput as determined by the
throughput monitoring component 310. The stall detection
component 312 can further determine if a telemetry session
has stalled based on the monitored uplink throughput. In this
sense, the stall detection component 312 can detect a lack of
progress in a telemetry session based on no or low uplink
data transmissions successfully performed by the external
device 116. In one implementation, the stall detection com-
ponent 312 can be configured to detect or determine that a
telemetry session has stalled if the uplink throughput falls
below a defined threshold amount or level. For example, if
the throughput monitoring component 310 determines that
the telemetry session throughput is X bps and X is less than
or equal to the threshold value of Y bps, then stall detection
component 312 can determine that the telemetry session has
stalled. In another implementation, the stall detection com-
ponent 312 can be configured to detect or determine that a
telemetry session has stalled if the uplink throughput falls
below a defined threshold amount or level for a predefined
duration, referred to herein as the “stall period.” For
example, if the throughput monitoring component 310 deter-
mines that the telemetry session throughput is X bps or less
for more than the stall period of Z seconds or minutes and
X 1s less than or equal to the threshold value of Y, then stall
detection component 312 can determine that the telemetry
session has stalled. The threshold values or levels for the
minimum uplink throughput (e.g., Y) and the stall period
duration (Z), can be predefined and stored in memory 330 of
the external device 116. For example, in the embodiment
shown, the memory 330 can include a data structure or cell
that includes stall detection parameter information 332. The
stall detection parameter information 332 can include infor-
mation or rules that define how the throughput monitoring
component 310 should measure uplink throughput (e.g.,
number data of successful data packets per millisecond or
second, timing or reception of acknowledgment messages,
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timing between successful transmission of data packets,
etc.), and how the stall detection component 312 should
determine whether a telemetry stall has occurred (e.g., the
threshold amount for minimal uplink throughput and/or
duration or time for which the uplink throughput can be less
than the threshold amount).

[0091] In another implementation, in which the through-
put monitoring component 310 is configured to monitor
average duration of time between successful transmissions
of data packets, the stall detection component 312 can be
configured to determine that a telemetry session has stalled
based on the average duration of time being below a
threshold level. In yet another implementation, in which the
throughput monitoring component 310 is configured to
monitor duration of time between successful transmissions
of data packets, the stall detection component 312 can
determine the telemetry session has stalled based on a
pattern in the duration of time between successful transmis-
sions of data packets that indicates a session stall. For
example, the stall detection component 312 can be config-
ured to detect a stalled telemetry session based on a signifi-
cant drop (e.g., with respect to a threshold degree of devia-
tion) in successful data transmissions by the external device
116.

[0092] Based on detection of a stall event, the stall detec-
tion component 312 can be configured to direct the com-
munication component 302 to disable or terminate the
telemetry connection. For example, in response to detection
of the uplink throughput being below a defined threshold
amount or being below a defined threshold amount for a
maximum stall period, the stall detection component 312
can direct the communication component 302 to terminate
the telemetry connection between the implantable device
104 and the external device 116. The communication com-
ponent 302 can be configured to respond accordingly by
terminating or otherwise disabling the telemetry connection
between the implantable device 104 and the external device
116. For example, in one implementation, the communica-
tion component 302 can disable the telemetry connection by
temporarily turning off the transmitter/receiver 322.

[0093] In some embodiments, like the telemetry session
management component 204, the telemetry session manage-
ment component 308 can employ different criteria for
detecting stalled telemetry sessions based on the type of
telemetry session being performed between the implantable
device 104 and the external device 116. For example, in one
or more implementation, the external device 116 can be
configured to perform different types of telemetry sessions
with the implantable device 104, such as read-only sessions,
read and program sessions, read and control sessions, pro-
gram only sessions, monitoring session, clinician session,
and the like. According to these embodiments, the session
assessment component 316 can be configured to evaluate a
connection request and/or other data associated with the
telemetry session to determine a “type” of the telemetry
session. The type of the telemetry session can further control
the specific stall detection criteria (e.g., uplink throughput
minimum thresholds, stall periods, thresholds/requirements
for time delays between transmissions, etc.) employed by
the stall detection component 312 to determine if and when
the telemetry session has stalled. Information associating
different defined types of telemetry sessions and the specific
stall detection criteria can further be stored in memory 330
(e.g., as stall detection parameter information 332). The stall
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detection component 312 can further select the appropriate
stall detection parameter information (e.g., uplink through-
put minimum threshold and stall period, minimum average
duration between successful transmission of data packets,
etc.) to apply for evaluating the uplink throughput based on
the type of the telemetry session, as determined by the
session assessment component 316.

[0094] In addition, the criteria employed by the external
device 116 and the implantable device 104 to detect telem-
etry session stall for can vary between the respective
devices. For example, depending on the type of the telem-
etry session, the implantable device 104 can be prompted to
provide the external device 116 uplink transmissions at a
much higher rate than the external device 116 is prompted to
provide the implantable device uplink transmissions.
According to this example, both the external device 116
(e.g., via throughput monitoring component 310) and the
implantable device (e.g., via throughput monitoring compo-
nent 206), can be configured to monitor uplink throughput
over the course of a telemetry session conducted between
them. However, the minimum uplink throughput threshold
applied by the external device (e.g., via the stall detection
component 312) to detect a stall in the telemetry session can
be lower than the minimum uplink throughput threshold
applied by the implantable device (e.g., via the stall detec-
tion component 208) to detect a stall in the telemetry
session.

[0095] The prediction component 318 can further provide
for predicting stall events based on the monitored uplink
throughput information in a same or similar manner as
prediction component 214. For example, the prediction
component 318 can be configured to identify characteristics
of the monitored uplink throughput information that indicate
the onset of a possible stall event. The prediction component
318 can further facilitate initiating remedial action by the
communication component 302 to prevent the possible stall
event or minimize harm associated with occurrence of the
stall event. For instance, in one implementation, based on
detection of one or more defined characteristic that indicate
a possible stall event may occur, the prediction component
318 can notify the communication component 302 that a
possible stall event has been predicted. Based on the noti-
fication, the communication component 302 can be config-
ured to prioritize the transmission of data to the implantable
device 104 such that data considered more critical than other
data is communicated first. According to this implementa-
tion, the communication component 302 can access infor-
mation stored in memory 330 that identifies a priority
classification associated with different types of data and
transmit data having a higher priority classification before
transmission of data having a lower priority classification.

[0096] In another implementation, the telemetry session
management component 308 can include notification com-
ponent 320 to facilitate generating and rendering, at the
external device 116, notifications regarding predicted telem-
etry session stalls. According to these implementations,
based on detection of an onset of a stall event, the notifi-
cation component 320 can be configured to generate a
warning message that informs a user of the external device
116 regarding the degradation of uplink throughput. For
example, the warning message can inform the user of the
external device 116 that uplink throughput is low. The
notification component 320 can further be configured to
generate a prompt that can be presented to a user of the
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external device 116 (e.g., via a display of the external device,
via an audible signal, or another suitable output mechanism)
based on reception of the warning message. For example,
the prompt can inform the user of the external device 116
that uplink throughput is low. Based on reception of the
prompt, the user of the external device can take action to
facilitate improving the uplink throughput, such as moving
the external device 116 closer to the implantable device 104,
or moving the external device 116 and the implantable
device 104 (e.g., by moving the patient in which the implant-
able device 104 is implanted) to an area that is associated
with less interference.

[0097] In another implementation, based on detection of a
possible stall event by the prediction component 318, the
communication component 302 can be configured to backup
critical information associated with the telemetry session.
For example, the communication component 302 can make
copies of critical data that is queued for transmission to the
implantable device 104. In some embodiments, the commu-
nication component 302 can also include marker component
304 to place markers where data transmission was termi-
nated in response to a determination that a stall event has
occurred (e.g., by the stall detection component 312). For
example, the marker component 304 can be configured to
generate information that identifies data that was attempting
to be transmitted to the implantable device 104 and/or was
queued for transmission to the implantable device 104 at the
point when the telemetry session stalled. This maker infor-
mation can further be stored in memory 330. Accordingly, if
the telemetry session is reinitiated, the communication com-
ponent 302 can access the marker information and begin
transmitting data to the implantable device 104 at the point
where the telemetry session was terminated.

[0098] The external device 116 can further include a
suitable power source 324 to drive the functionality of the
external device 116 and to provide power to the various
electrical components of the external device 116. In one or
more embodiments, the power source 324 includes but is not
limited to, a battery, a capacitor, a charge pump, a mechani-
cally derived power source (e.g., microelectromechanical
systems (MEMs) device), or an induction component. The
external device 116 can also include various other device
circuitry/hardware 326 to facilitate operation of the various
components of the external device 116. For example, the
other device circuitry/hardware 326 can include one or more
suitable input devices (e.g., touchscreen, hard buttons, soft
buttons, voice input), a display, an RFID reader, a biometric
reader, a camera, and various other types of hardware
elements found in conventional smart phones, tablets, laptop
PCs, VR devices, wearable physiological monitoring
devices, and the like, examples of which can be found with
reference to FIG. 10.

[0099] FIG. 4 illustrates a signaling diagram 400 of an
example, non-limiting process for establishing and disabling
a telemetry connection between an implantable device (e.g.,
implantable device 104) and an external device (e.g., exter-
nal device 116) in accordance with one or more embodi-
ments described herein. Signaling diagram 400 is particu-
larly directed to a perspective wherein an implantable device
104 monitors uplink throughput associated with perfor-
mance of a telemetry session with an external device 116 and
disables the connection based on detection of a stall in the
telemetry session.
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[0100] With reference to FIG. 4, at 402, the implantable
device 104 can send advertisements to the external device in
accordance with an advertisement mode associated with the
telemetry protocol employed by the implantable device and
the external device to communicate. For example, in
embodiments in which the implantable device 104 and the
external device 116 are configured to employ BLE, the
implantable device 104 can be configured to operate in an
advertisement mode wherein the implantable device 104
regularly transmits advertisement signals or beacons that
indicate the implantable device 104 is ready and available to
perform telemetry. Based on detection of an advertisement
signal by the external device 116, at 404, the external device
116 can send a connection request to the implantable device
104. Based on reception of the connection request, at 406 the
implantable device 104 can establish a connection with the
external device 116. The procedure for establishing the
connection at 506 can vary. In one or more embodiments, the
implantable device 104 is configured to establish a secure,
trusted telemetry connection with the external device (e.g,,
external device 116) prior to facilitating the exchange of
sensitive data between the implantable device 104 and the
external device using a non-proprietary telemetry commu-
nication protocol (e.g., BLUETOOTH®, BLE, and the like).
Thus in some embodiments, at 404, in order to establish such
a secure, trusted connection, the implantable device 104
must first be paired with the external device (or otherwise
have established a trusted relationship with the external
device performing an authorization and authentication pro-
cedure).

[0101] After the implantable device 104 and the external
device 116 have established a telemetry connection at 406
(or in some embodiments, a secure telemetry connection),
the respective devices can conduct the telemetry session at
408. The flow of communications between the respective
devices in association with conducting the telemetry session
at 408 can vary depending on the type of the telemetry
session and in some implementations, the activity of the user
of the external device 116. For example, in one or more
implementations in which the telemetry session is a moni-
toring session, after the respective devices establish the
telemetry connection at 406, the external device 116 can be
configured to send the implantable device 104 an interro-
gation request that is a request for data from the implantable
device. If the interrogation request is received by the
implantable device 104, the implantable device 104 is con-
figured to respond by transmitting the external device 116
the requested data. In some implementations, based on
reception of the data from the implantable device 104, the
external device 116 can be configured to transmit an
acknowledgment message. This process can repeat one or
more times over the one or more connection intervals until
the external device 116 has completed requesting and receiv-
ing all desired data from the implantable device 104 or until
the connection is terminated based on detection of a stall
event (e.g., as exemplified at 412).

[0102] In another example implementation, the telemetry
session can be a clinician session performed by a clinician
in association with an in-office visit by a patient wearing the
implantable device 104. According to this example imple-
mentation, after the respective devices establish the telem-
etry connection at 406, the external device 116 may send the
implantable device 104 an interrogation request that is a
request for waveform data from the implantable device 104.
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If the waveform data request is received by the implantable
device 104, the implantable device 104 will begin sending
the external device 116 the waveform data as requested. The
implantable device 104 can be configured to transmit the
waveform data to the external device 116 until the session is
ended or the external device instructs the implantable device
to stop sending the waveform data. Over the course of the
patient visit, the clinician may review the waveform data and
examine the patient. At some point the during the patient
visit, using the external device 116, the clinician may also
send one or more additional interrogation requests to the
external device 116 for other data stored in memory of the
implantable device. Based on reception of the interrogation
requests, the implantable device can respond accordingly by
providing the requested data. In another implementation,
using the external device 116, the clinician may also send
one or more programming or control commands to the
implantable device 104. Based on reception of the control or
programming commands, the implantable device 104 can
respond accordingly by applying the control or program-
ming commands and sending the external device confirma-
tion of the completed programming.

[0103] Regardless of the type of the telemetry session,
after the connection is established at 406, at 410 the implant-
able device 104 can be begin monitoring uplink throughput
associated with data successfully transmitted (or not suc-
cessfully transmitted) by the implantable device 104 to the
external device 116 over the course of the telemetry session.
The implantable device 104 can continue to monitor the
uplink throughput over the course of the telemetry session.
For example, the implantable device 104 can regularly or
continuously determine the uplink throughput over the
course of the telemetry session.

[0104] At 412, the implantable device detects a stall in the
telemetry session based on the monitored uplink throughput
and predefined stall detection parameter information. The
stall detection parameter information (e.g., the minimum
uplink threshold amounts, the stall period, the maximum
average time between data transmissions, etc.) can vary
based on the type of the telemetry session. For example, in
one example embodiment, at 412 the implantable device 104
can determine (e.g., via stall detection component 208) that
the telemetry session has stalled based on a determination
that the average duration of time between successful data
transmissions has fallen below a threshold duration or based
on a determination of a significant (relative to threshold
degree of deviation) drop in frequency of successful data
transmissions.

[0105] In another example embodiment, at 412, the
implantable device 104 can determine (e.g., via stall detec-
tion component 208) that the telemetry session has stalled
based on a determination that the implantable device uplink
throughput is below a defined threshold level for a defined
stall period. For example, in an implementation in which the
telemetry session is a monitoring session, the defined thresh-
old level may be N bps and the stall period may be M
seconds. According to this example, a variety conditions
could cause the uplink throughput to fall below N bps for M
second during a telemetry session. For example, the respec-
tive devices may move out of transmission range, the
connection may be disturbed by interference, or the external
device could stop providing the implantable device with
downlinks (e.g., interrogation requests) that prompt the
implantable device to send uplink transmissions. In another
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example, in another implementation in which the telemetry
session is a clinician session, the defined threshold level may
be X bps and the stall period may be Y minutes. According
to this example, a variety conditions could cause the uplink
throughput to fall below X bps for Y minutes during a
telemetry session. For example, the respective devices may
move out of transmission range. For instance, in furtherance
to the clinician session example above, the clinician may
walk out of the patient’s room to attend to another patient
without closing the telemetry session. However, based on
the nature of the clinician session, the implantable device
104 may assume the clinician is still interacting with the
patient and keeping the session active to receive and review
waveform data. Thus the implantable device 104 can be
configured to keep the telemetry connection active until the
stall period runs out (which could be on the order of several
minutes as opposed to about a 10 second timer associated
with a monitoring session). In another example, the connec-
tion may be disturbed by interference, or the external device
116 could stop providing the implantable device with down-
links (e.g., interrogation requests) that prompt the implant-
able device to send uplink transmissions.

[0106] Regardless of the reason for the drop in uplink
throughput and the type of the telemetry session, at 412
based on detection of the stall in the telemetry session, at 414
the implantable device 104 can automatically disable the
telemetry connection. In the embodiment shown, the
implantable device 104 can then return to the advertisement
mode and begin sending advertisements again at 416 to
facilitate establishing a new telemetry connection with the
implantable device.

[0107] FIG. 5 illustrates a signaling diagram 500 of an
example, non-limiting process for establishing and disabling
a telemetry connection between an implantable device (e.g,,
implantable device 104) and an external device (e.g., exter-
nal device 116) in accordance with one or more embodi-
ments described herein. Signaling diagram 500 is particu-
larly directed to a perspective wherein an external device
116 monitors uplink throughput associated with perfor-
mance of a telemetry session with an implantable device 104
and disables the connection based on detection of a stall in
the telemetry session. For example, as described with ref-
erence to FIG. 4 and signaling diagram 400, in one embodi-
ment, the implantable device 104 can determine that the
telemetry session has stalled based on a determination that
the implantable device uplink throughput is below a first
defined threshold level for a first defined stall period. How-
ever, as exemplified in FIG. 5 and signaling diagram 500, in
other embodiments the external device 116 can also be
configured to monitor uplink throughput associated with
performance of the telemetry session with the implantable
device 104 and disable the connection based on detection of
a stall in the telemetry session. For example, in one embodi-
ment, the external device 116 can determine that the telem-
etry session has stalled based on a determination that the
external device uplink throughput is below a second thresh-
old level for a second stall period. In some implementations
the first and second uplink throughput threshold and the first
and second stall periods can be the same. In other imple-
mentations, the first and second uplink throughput threshold
and the first and second stall periods can be the different.
Repetitive description of like elements employed in respec-
tive embodiments is omitted for sake of brevity.
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[0108] With reference to FIG. 5 at 502, the implantable
device 104 can send advertisements to the external device in
accordance with an advertisement mode associated with the
telemetry protocol employed by the implantable device and
the external device to communicate. Based on detection of
an advertisement signal by the external device 116, at 504,
the external device 116 can send a connection request to the
implantable device 104. Based on reception of the connec-
tion request, at 506 the implantable device 104 can establish
a connection with the external device 116. The procedure for
establishing the connection at 506 can vary. In one or more
embodiments, the implantable device 104 is configured to
establish a secure, trusted telemetry connection with the
external device (e.g., external device 116) prior to facilitat-
ing the exchange of sensitive data between the implantable
device 104 and the external device using a non-proprietary
telemetry communication protocol (e.g., BLUETOOTH®,
BLE, and the like). Thus in some embodiments, at 506, in
order to establish such a secure, trusted connection, the
external device 116 must first be paired with the implantable
device. After the implantable device 104 and the external
device 116 have established a telemetry connection at 506
(or in some embodiments, a secure telemetry connection),
the respective devices can conduct the telemetry session at
508. The flow of communications between the respective
devices in association with conducting the telemetry session
at 508 can vary depending on the type of the telemetry
session.

[0109] Regardless of the type of the telemetry session,
after the connection is established at 506, at 510 the external
device 116 can be begin monitoring uplink throughput
associated with data transmitted by the external device 116
to the implantable device 104 over the course of the telem-
etry session. The external device 116 can continue to moni-
tor the uplink throughput over the course of the telemetry
session. For example, the external device 116 can regularly
or continuously determine the uplink throughput over the
course of the telemetry session. At 512, the external device
116 detects a stall in the telemetry session based on the
uplink throughput. For example, in one embodiment, the
external device 116 can determine that the telemetry session
has stalled based on a determination that the implantable
device uplink throughput is below a second threshold level
for a second stall period (e.g., as defined based on a second
stall period). The second threshold level and the second stall
period can vary based on the type of the telemetry session.
At 514, based on a determination that the telemetry session
has stalled, the external device 116 can automatically disable
the telemetry connection. In the embodiment shown, the
implantable device 104 can then return to the advertisement
mode and begin sending advertisements again at 516 to
facilitate establishing a new telemetry connection with the
implantable device 104.

[0110] FIGS. 6-9 illustrate additional flow diagrams of
example, non-limiting methods that facilitate mitigating
implantable device power drain associated with stalled
telemetry sessions in accordance with one or more embodi-
ments described herein. While, for purposes of simplicity of
explanation, the methodologies are shown and described as
a series of acts, the disclosed subject matter is not limited by
the order of acts, as some acts can occur in different orders
and/or concurrently with other acts from that shown and
described herein. For example, those skilled in the art will
understand and appreciate that a methodology can alterna-
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tively be represented as a series of interrelated statuses or
events, such as in a state diagram. Moreover, not all illus-
trated acts may be required to implement a methodology in
accordance with the disclosed subject matter. Additionally, it
is to be appreciated that the methodologies disclosed in this
disclosure are capable of being stored on an article of
manufacture to facilitate transporting and transferring such
methodologies to computers or other computing devices.
[0111] Referring now to FIG. 6, shown is a flow diagram
of an example method 600 configured to facilitate mitigating
implantable device power drain associated with stalled
telemetry sessions in accordance with one embodiment. In
some embodiments of method 600, an implantable device
(e.g., implantable device 104) employs a communication
component (e.g., communication component 200), and a
telemetry session management component (e.g., telemetry
session management component 204) to facilitate detecting
and disabling a stalled telemetry session between the
implantable device (e.g., implantable device 104) and an
external device (e.g., external device 116). Repetitive
description of like elements employed in other embodiments
described herein is omitted for sake of brevity.

[0112] At 602, an IMD comprising a processor, receives a
communication request from an external device via a telem-
etry communication link established between the IMD and
the external device, wherein the communication request
comprises a request for data from the implantable medical
device. For example, the communication request can com-
prises a request for physiological data monitored by the
implantable device or information regarding performance
statistics monitored by the implantable device. At 604, the
IMD monitors uplink throughput associated with transmis-
sion of the data by the implantable medical device to the
external device via the telemetry communication link based
on reception of the communication request. For example, the
IMD can determine an amount of the data that is success-
fully transmitted to the external device every X seconds,
durations between successful transmissions of data packets
comprising the data, an amount of successful data transmit-
ted per connection interval, or the like. At 606, the IMD can
terminate the telemetry communication link based on the
uplink throughput being below a threshold value. In some
implementations, the IMD can be configured to terminate
the communication link based on the uplink throughput
being below the threshold value for a defined stall period.
[0113] Turning now to FIG. 7, shown is a flow diagram of
another example method 700 configured to facilitate miti-
gating implantable device power drain associated with
stalled telemetry sessions in accordance with one embodi-
ment. In some embodiments of method 700, an implantable
device (e.g., implantable device 104) employs a communi-
cation component (e.g., communication component 200),
and a telemetry session management component (e.g.,
telemetry session management component 204) to facilitate
detecting and disabling a stalled telemetry session between
the implantable device (e.g., implantable device 104) and an
external device (e.g., external device 116). Repetitive
description of like elements employed in other embodiments
described herein is omitted for sake of brevity.

[0114] At 702, an IMD comprising a processor (e.g.,
implantable device 104), receives a connection request from
an external device (e.g., external device 116), wherein the
connection request indicates a type of telemetry session to
be performed using the telemetry connection between the
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IMD and the external device. At 704, the IMD establishes
the telemetry connection with the external device based on
reception of the connection request. At 706, the IMD deter-
mines the type of the telemetry session. For example, the
IMD can determine if the telemetry session is a monitoring
session or a clinician session. At 708, the IMD determines
that the uplink throughput associated with transmission of
data by the external device to the IMD is below a threshold
amount associated with the type of the telemetry session. At
710, the IMD terminates the telemetry connection based on
the uplink throughput being below the threshold amount.
[0115] FIG. 8 shows a flow diagram of another example
method 800 configured to facilitate mitigating implantable
device power drain associated with stalled telemetry ses-
sions in accordance with one embodiment. In some embodi-
ments of method 800, an external device (e.g., external
device 116) employs an implantable device application (e.g.,
implantable device application 300) to facilitate detecting
and disabling a stalled telemetry session between the exter-
nal device (e.g., external device 116) and the implantable
device (e.g., implantable device 104). Repetitive description
of like elements employed in other embodiments described
herein is omitted for sake of brevity.

[0116] At 802, an device comprising a processor (e.g.,
external device 116), transmits data to an IMD via a telem-
etry connection established between the device and the
IMD, wherein the device is external to the IMD. At 804, the
device monitors uplink throughput associated with transmis-
sion of data by the external device to the IMD via the
telemetry connection. At 806, the device terminates the
telemetry connection based on the uplink throughput being
below a threshold level.

[0117] FIG. 9 shows a flow diagram of another example
method 900 configured to facilitate mitigating implantable
device power drain associated with stalled telemetry ses-
sions in accordance with one embodiment. In some embodi-
ments of method 900, an external device (e.g., external
device 116) employs an implantable device application (e.g.,
implantable device application 300) to facilitate detecting
and disabling a stalled telemetry session between the exter-
nal device (e.g., external device 116) and the implantable
device (e.g., implantable device 104). Repetitive description
of like elements employed in other embodiments described
herein is omitted for sake of brevity.

[0118] At 902, a device comprising a processor (e.g.,
external device 116), sends a connection request to an IMD,
wherein the connection request comprises a request to
perform a telemetry session with the IMD. At 904, the
device establishes a secure connection with the IMD based
on the device being authorized to establish the secure
telemetry connection, thereby initiating the telemetry ses-
sion. For example, in some implementations, the implant-
able device will only authorize establishment of the secure
telemetry connection if the implantable device is paired with
the external device or has otherwise performed an authori-
zation/authentication procedure against the external device.
At 908, the device determines that the telemetry session has
stalled based on a determination that uplink throughput
associated with transmission of data by the device to the
IMD is below a threshold amount for a defined stall period.
For example, in implementations, in which the telemetry
session is a monitoring session, the stall period can be about
10 seconds and implementations in which the telemetry
session is a clinician session, the stall period can be about 30
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minutes. At 910, the device terminates the secure telemetry
connection based on the determining that the telemetry
session has stalled.

[0119] FIG. 10 illustrates a block diagram of an example,
non-limiting computer operable to facilitate telemetry over-
use reduction in an implantable device in accordance with
one or more embodiments described herein. For example, in
some embodiments, the computer can be or be included
within implantable device 104 and/or external device 116.
Repetitive description of like elements employed in other
embodiments described herein is omitted for sake of brevity.
[0120] In order to provide additional context for one or
more embodiments described herein, FIG. 10 and the fol-
lowing discussion are intended to provide a brief, general
description of a suitable computing environment 1000 in
which the one or more embodiments described herein can be
implemented.

[0121] Generally, program modules include routines, pro-
grams, components, data structures, etc., that perform par-
ticular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the
inventive methods can be practiced with other computer
system configurations, including single-processor or multi-
processor computer systems, minicomputers, mainframe
computers, as well as personal computers, hand-held com-
puting devices, microprocessor-based or programmable con-
sumer electronics, and the like, each of which can be
operatively coupled to one or more associated devices.
[0122] Computing devices typically include a variety of
media, which can include computer-readable storage media
and/or communications media, which two terms are used
herein differently from one another as follows. Computer-
readable storage media can be any available storage media
that can be accessed by the computer and includes both
volatile and nonvolatile media, removable and non-remov-
able media. By way of example, and not limitation, com-
puter-readable storage media can be implemented in con-
nection with any method or technology for storage of
information such as computer-readable instructions, pro-
gram modules, structured data or unstructured data. Tangible
and/or non-transitory computer-readable storage media can
include, but are not limited to, random access memory
(RAM), read only memory (ROM), electrically erasable
programmable read only memory (EEPROM), flash
memory or other memory technology, compact disk read
only memory (CD-ROM), digital versatile disk (DVD) or
other optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage, other magnetic storage devices and/
or other media that can be used to store desired information.
Computer-readable storage media can be accessed by one or
more local or remote computing devices, e.g., via access
requests, queries or other data retrieval protocols, for a
variety of operations with respect to the information stored
by the medium.

[0123] In this regard, the term “tangible” herein as applied
to storage, memory, computer-readable media or computer-
readable storage media, is to be understood to exclude only
propagating intangible signals per se as a modifier and does
not relinquish coverage of all standard storage, memory,
computer-readable media or computer-readable storage
media that are not only propagating intangible signals per se.
[0124] In this regard, the term “non-transitory” herein as
applied to storage, memory, computer-readable media or
computer-readable storage media, is to be understood to
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exclude only propagating transitory signals per se as a
modifier and does not relinquish coverage of all standard
storage, memory, computer-readable media or computer-
readable storage media that are not only propagating tran-
sitory signals per se.

[0125] Communications media typically embody com-
puter-readable instructions, data structures, program mod-
ules or other structured or unstructured data in a data signal
such as a modulated data signal, e.g., a channel wave or
other transport mechanism, and includes any information
delivery or transport media. The term “modulated data
signal” or signals refers to a signal that has one or more of
the data signal’s characteristics set or changed in such a
manner as to encode information in one or more signals. By
way of example, and not limitation, communication media
include wired media, such as a wired network or direct-
wired connection, and wireless media such as acoustic, RF,
infrared and other wireless media.

[0126] With reference again to FIG. 10, example environ-
ment 1000 that can be employed to implement one or more
embodiments of the embodiments described herein includes
computer 1002. Computer 1002 includes processing unit
1004, system memory 1006 and system bus 1008. System
bus 1008 couples system components including, but not
limited to, system memory 1006 to processing unit 1004.
Processing unit 1004 can be any of various commercially
available processors. Dual microprocessors and other multi-
processor architectures can also be employed as processing
unit 1004.

[0127] System bus 1008 can be any of several types of bus
structure that can further interconnect to a memory bus (with
or without a memory controller), a peripheral bus, and a
local bus using any of a variety of commercially available
bus architectures. System memory 1006 includes RAM
1010 and ROM 1012. A basic input/output system (BIOS)
can be stored in a non-volatile memory such as ROM,
erasable programmable read only memory (EPROM),
EEPROM, which BIOS contains the basic routines that help
to transfer information between elements within computer
1002, such as during startup. RAM 1010 can also include a
high-speed RAM such as static RAM for caching data.
[0128] Computer 1002 further includes internal hard disk
drive (HDD) 1014 (e.g., Enhanced Integrated Drive Elec-
tronics (EIDE), Serial Advanced Technology Attachment
(SATA)). HDD 1014 can be connected to system bus 1008
by hard disk drive interface 1016. The drives and their
associated computer-readable storage media provide non-
volatile storage of data, data structures, computer-executable
instructions, and so forth. For computer 1002, the drives and
storage media accommodate the storage of any data in a
suitable digital format.

[0129] A number of program modules can be stored in the
drives and RAM 1010, including operating system 1036,
one or more application programs 1038, other program
modules 1040 and program data 1042. All or portions of the
operating system, applications, modules, and/or data can
also be cached in RAM 1010. The systems and methods
described herein can be implemented utilizing various com-
mercially available operating systems or combinations of
operating systems.

[0130] A mobile device can enter commands and infor-
mation into computer 1002 through one or more wireless
input devices, e.g., wireless keyboard 1028 and a pointing
device, such as wireless mouse 1030. Other input devices
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(not shown) can include a smart phone, tablet, laptop, wand,
wearable device or the like. These and other input devices
are often connected to the processing unit 1004 through
input device interface 1018 that can be coupled to system
bus 1008, but can be connected by other interfaces, such as
a parallel port, an IEEE serial port, a game port and/or a
universal serial bus (USB) port.

[0131] Computer 1002 can operate in a networked envi-
ronment using logical connections via wired and/or wireless
communications to one or more remote computers, such as
remote computer(s) 1032. Remote computer(s) 1032 can be
a workstation, a server computer, a router, a personal com-
puter, portable computer, microprocessor-based entertain-
ment appliance, a peer device or other common network
node, and typically includes many or all of the elements
described relative to computer 1002, although, for purposes
of brevity, only memory/storage device 1034 is illustrated.
The logical connections depicted include wired/wireless
connectivity to a local area network (LAN) 1026 and/or
larger networks, e.g., WAN 1024, as well as smaller PANs
involving a few devices (e.g., at least two). LAN and WAN
networking environments are commonplace in the home,
offices (e.g., medical facility offices, hospital offices) and
companies, and facilitate enterprise-wide computer net-
works, such as intranets, all of which can connect to a global
communications network (e.g., the Internet).

[0132] When used in a LAN networking environment,
computer 1002 can be connected to local network through a
wired and/or wireless communication network interface or
adapter 1020. Adapter 1020 can facilitate wired or wireless
communication to LAN 1026, which can also include a
wireless access point (AP) connected to the LAN 1026 for
communicating with adapter 1020.

[0133] When used in a WAN networking environment,
computer 1002 can include modem 1022 or can be con-
nected to a communications server on WAN 1024 or has
other apparatus for establishing communications over WAN
1024, such as by way of the Internet. Modem 1022, which
can be internal or external and a wired or wireless device,
can be connected to system bus 1008 via input device
interface 1018. In a networked environment, program mod-
ules depicted relative to computer 1002 or portions thereof,
can be stored in a remote memory/storage device. It will be
appreciated that the network connections shown are example
and other apparatus of establishing a communications link
between the computers can be used.

[0134] Computer 1002 can be operable to communicate
with any wireless devices or entities operatively disposed in
wireless communication via any number of protocols,
including, but not limited to, NFC, Wi-Fi and/or BLU-
ETOOTH® wireless protocols. Thus, the communication
can be a defined structure as with a conventional network or
simply an ad hoc communication between at least two
devices.

[0135] NFC can allow point-to-point connection to an
NFC-enabled device in the NFC field of an IMD within the
home or at any location. NFC technology can be facilitated
using an NFC-enabled smart phone, tablet or other device
that can be brought within 3-4 centimeters of an implanted
NFC component. NFC typically provides a maximum data
rate of 424 Kkilobits per second (Kbps), although data rates
can range from 6.67 Kbps to 828 Kbps. NFC typically
operates at the frequency of 10.56 megahertz (MHz). NFC
technology communication is typically over a range not
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exceeding 0.2 meters (m) and setup time can be less than 0.1
seconds. Low power (e.g., 10 milliamperes (mAs)) reading
of data can be performed by an NFC device.

[0136] Wi-Fi can allow connection to the Internet from a
couch at home, a bed in a hotel room or a conference room
at work, without wires. Wi-Fi is a wireless technology
similar to that used in a cell phone that enables such devices,
e.g., computers, to send and receive data indoors and out.
Wi-Fi networks use radio technologies called IEEE 802.11
(a, b, g, n, etc.) to provide secure, reliable, fast wireless
connectivity. A Wi-Fi network can be used to connect
computers to each other, to the Internet, and to wired
networks (which can use IEEE 802.3 or Ethernet). Wi-Fi
networks operate in the unlicensed 2.4 and 5 GHz radio
bands, at an 11 Mbps (802.11a) or 54 Mbps (802.11b) data
rate, for example or with products that contain both bands
(dual band), so the networks can provide real-world perfor-
mance similar to the basic 10BaseT wired Ethernet networks
used in many offices.

[0137] The embodiments of devices described herein can
employ artificial intelligence (Al) to facilitate automating
one or more features described herein. The embodiments
(e.g., in connection with automatically identifying acquired
cell sites that provide a maximum value/benefit after addi-
tion to an existing communication network) can employ
various Al-based schemes for carrying out one or more
embodiments thereof. Moreover, the classifier can be
employed to determine a ranking or priority of each cell site
of an acquired network. A classifier is a function that maps
an input attribute vector, x=(x1, x2, x3, x4, . . ., xn), to a
confidence that the input belongs to a class, that is, f(x)
=confidence(class). Such classification can employ a proba-
bilistic and/or statistical-based analysis (e.g., factoring into
the analysis utilities and costs) to prognose or infer an action
that a mobile device desires to be automatically performed.
A support vector machine (SVM) is an example of a
classifier that can be employed. The SVM operates by
finding a hypersurface in the space of possible inputs, which
the hypersurface attempts to split the triggering criteria from
the non-triggering events. Intuitively, this makes the classi-
fication correct for testing data that is near, but not identical
to training data. Other directed and undirected model clas-
sification approaches include, e.g., naive Bayes, Bayesian
networks, decision trees, neural networks, fuzzy logic mod-
els, and probabilistic classification models providing differ-
ent patterns of independence can be employed. Classifica-
tion as used herein also is inclusive of statistical regression
that is utilized to develop models of priority.

[0138] As will be readily appreciated, one or more of the
embodiments can employ classifiers that are explicitly
trained (e.g., via a generic training data) as well as implicitly
trained (e.g., via observing mobile device behavior, operator
preferences, historical information, receiving extrinsic infor-
mation). For example, SVMs can be configured via a
learning or training phase within a classifier constructor and
feature selection module. Thus, the classifier(s) can be used
to automatically learn and perform a number of functions,
including but not limited to determining according to a
defined criteria which of the acquired cell sites will benefit
a maximum number of subscribers and/or which of the
acquired cell sites will add minimum value to the existing
communication network coverage, etc.

[0139] As employed herein, the term “processor” can refer
to substantially any computing processing unit or device
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including, but not limited to, single-core processors; single-
processors with software multithread execution capability;
multi-core processors; multi-core processors with software
multithread execution capability; multi-core processors with
hardware multithread technology; parallel platforms; and
parallel platforms with distributed shared memory. Addi-
tionally, a processor can refer to an integrated circuit, an
application specific integrated circuit (ASIC), a digital sig-
nal processor (DSP), a field programmable gate array
(FPGA), a programmable logic controller (PLC), a complex
programmable logic device (CPLD), a discrete gate or
transistor logic, discrete hardware components or any com-
bination thereof designed to perform the functions described
herein. Processors can exploit nano-scale architectures such
as, but not limited to, molecular and quantum-dot based
transistors, switches and gates, in order to optimize space
usage or enhance performance of mobile device equipment.
A processor can also be implemented as a combination of
computing processing units.

[0140] Memory disclosed herein can include volatile
memory or nonvolatile memory or can include both volatile
and nonvolatile memory. By way of illustration, and not
limitation, nonvolatile memory can include ROM, program-
mable ROM (PROM), electrically programmable ROM
(EPROM), electrically erasable PROM (EEPROM) or flash
memory. Volatile memory can include RAM, which acts as
external cache memory. By way of illustration and not
limitation, RAM is available in many forms such as static
RAM (SRAM), dynamic RAM (DRAM), synchronous
DRAM (SDRAM), double data rate SDRAM (DDR
SDRAM), enhanced SDRAM (ESDRAM), Synchlink
DRAM (SLDRAM), and direct Rambus RAM (DRRAM).
The memory (e.g., data storages, databases) of the embodi-
ments is intended to include, without being limited to, these
and any other suitable types of memory.

[0141] As used herein, terms such as “data storage,”
“database,” and substantially any other information storage
component relevant to operation and functionality of a
component, refer to “memory components,” or entities
embodied in a “memory” or components including the
memory. It will be appreciated that the memory components
or computer-readable storage media, described herein can be
either volatile memory or nonvolatile memory or can
include both volatile and nonvolatile memory.

[0142] In addition, the words “example” and “exemplary”
are used herein to mean serving as an instance or illustration.
Any embodiment or design described herein as “example”
or “exemplary” is not necessarily to be construed as pre-
ferred or advantageous over other embodiments or designs.
Rather, use of the word “example” or “exemplary” is
intended to present concepts in a concrete fashion. As used
in this application, the term “or” is intended to mean an
inclusive “or” rather than an exclusive “or”. That is, unless
specified otherwise or clear from context, “X employs A or
B” is intended to mean any of the natural inclusive permu-
tations. That is, if X employs A; X employs B; or X employs
both A and B, then “X employs A or B is satisfied under any
of the foregoing instances. In addition, the articles “a” and
“an” as used in this application should generally be con-
strued to mean “one or more” unless specified otherwise or
clear from context to be directed to a singular form. The
terms “first,” “second,” “third,” and so forth, as used in the
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claims and description, unless otherwise clear by context, is
for clarity only and doesn’t necessarily indicate or imply any
order in time.

[0143] What has been described above includes mere
examples of one or more embodiments. It is, of course, not
possible to describe every conceivable combination of com-
ponents or methodologies for purposes of describing these
examples, but one of ordinary skill in the art can recognize
that many further combinations and permutations of the
present embodiments are possible. Accordingly, the embodi-
ments disclosed and/or claimed herein are intended to
embrace all such alterations, modifications and variations
that fall within the spirit and scope of the detailed descrip-
tion and the appended claims. Furthermore, to the extent that
the term “includes” is used in either the detailed description
or the claims, such term is intended to be inclusive in a
manner similar to the term “comprising” as “comprising” is
interpreted when employed as a transitional word in a claim.

1. A device comprising:

a memory that stores executable components; and

a processor that executes the executable components

stored in the memory, wherein the executable compo-

nents comprise:

a communication component configured to receive a
communication request from a second device via a
telemetry communication link established between
the device and the second device, wherein the com-
munication request comprises a request for data from
the device; and

a throughput monitoring component configured to
monitor uplink throughput measuring successful
transmission of the data by the device to the second
device via the telemetry communication link,
wherein the communication component is further
configured to terminate the telemetry communica-
tion link based on the uplink throughput being below
a threshold value.

2. The device of claim 1, wherein the throughput moni-
toring component is configured to determine the uplink
throughput based on a number of application data packets
comprising the data that are transmitted by the device to the
second device via the telemetry communication link per
connection interval.

3. The device of claim 1, wherein the throughput moni-
toring component is configured to determine the uplink
throughput based on time delays between successful trans-
missions of data packets comprising the data by the device
to the second device via the telemetry communication link.

4. The device of claim 1, wherein the threshold value
varies based on a type of the data.

5. The device of claim 1, wherein the threshold value
varies based on a type of telemetry session associated with
the communication request.

6. The device of claim 1, wherein the data comprises a
first type of data and wherein the uplink throughput com-
prises first uplink throughput, and wherein the throughput
monitoring component is configured to monitor the first
uplink throughput independently from second uplink
throughput measuring successful transmission of a second
type of data by the device to the second device via the
telemetry communication link.

7. The device of claim 1, wherein the communication
component is further configured to terminate the telemetry
communication link based on the uplink throughput being
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below the threshold value for a defined period of time
following reception of the communication request.

8. The device of claim 7, wherein the defined period of
time varies based on a type of telemetry session associated
with the communication request.

9. The device of claim 1, wherein the transmission of the
data comprises transmission of one or more data packets
comprising the data, and wherein the throughput monitoring
component is configured to determine the uplink throughput
based on whether the communication component receives
one or more acknowledgment messages from the second
device that indicate the second device received the one or
more data packets.

10. The device of claim 1, wherein the transmission of the
data comprises transmission of one or more data packets
comprising the data, and wherein the throughput monitoring
component is configured to determine the uplink throughput
based on timing of reception, by the communication com-
ponent, of one or more acknowledgment messages from the
second device that indicate the second device received the
one or more data packets.

11. A device comprising;
a memory that stores executable components; and

a processor that executes the executable components
stored in the memory, wherein the executable compo-
nents comprise:

a communication component configured to transmit
data to a second device via a telemetry communica-
tion link established between the device and the
second device; and

a throughput monitoring component configured to
monitor uplink throughput measuring successful
transmission of the data by the device to the second
device, wherein the communication component is
further configured to terminate the telemetry com-
munication link based on the uplink throughput
being below a threshold value.

12. The device of claim 11, wherein the throughput
monitoring component is configured to determine the uplink
throughput based on at least one of a number of application
data packets comprising the data that are successfully trans-
mitted by the device per connection interval or time delays
between successful transmissions of data packets compris-
ing the data by the device.

13. The device of claim 11, wherein the threshold value
varies based on a type of the data.

14. The device of claim 11, wherein the communication
component is further configured to terminate the telemetry
communication link based on the uplink throughput being
below the threshold value for a defined period of time
following establishment of the telemetry communication
link.

15. The device of claim 15, wherein the defined period of
time varies based on a type of telemetry session associated
with establishment of the telemetry communication link.

16. A method comprising:

receiving, by a first device, a data request from a second
device via a telemetry communication link established
between the first device and the second device, wherein
the data request comprises a request for data from the
first device;
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monitoring, by the first device, uplink throughput mea-
suring successful transmission of the data by the first
device to the second device via the telemetry commu-
nication link; and

terminating, by the first device, the telemetry communi-

cation link based on the uplink throughput being below
a threshold value.

17. The method of claim 16, wherein the monitoring the
uplink throughput comprises determining the uplink
throughput based on number of application data packets
comprising the data that are successfully transmitted by the
first device per connection interval.

18. The method of claim 16, wherein the monitoring the
uplink throughput comprises determining the uplink
throughput based on time delays between successful trans-
missions of data packets comprising the data by the first
device.

19. The method of claim 16, wherein the threshold value
varies based on a type of the data.

20. The method of claim 16, wherein the monitoring
comprises monitoring the uplink throughput measuring suc-
cessful transmission of the data based on a type of the data.

21. The method of claim 16, wherein the terminating
comprises terminating the telemetry communication link
based on the uplink throughput being below the threshold
value for a defined period of time following reception of the
data request.

22. The method of claim 21, wherein the defined period
of time varies based on a type of telemetry session associ-
ated with the data request.
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