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7) ABSTRACT

An example method of security prejudgment based on
characteristic information include receiving characteristic
information of a monitored party from the monitored party,
calculating security status information of the monitored
party based on a probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party, determining that the security status infor-
mation is greater than a first threshold, performing an
appropriate operation based on the determination. Accord-
ingly, the technical solution of the present disclosure solves
a problem that presetting of monitoring conditions cannot
cover potential surrounding risks that result in a safety
hazard. Further, the technical solution can monitor risks that
are not reflected by spatial information. After identifying
and warning based on the characteristic information, poten-
tial risks may be avoided before occurring without wasting
data traffic.
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SECURITY PREJUDGMENT BASED ON
CHARACTERISTIC INFORMATION

CROSS REFERENCE TO RELATED PATENT
APPLICATIONS

[0001] This application claims priority to Chinese Patent
Application No. 201510994221 X, filed on Dec. 25, 2015,
entitled “Method, device, and system of security prejudg-
ment based on characteristic information,” which is hereby
incorporated by reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure relates to cloud computing
technology, and particularly to a method of security pre-
judgment based on characteristic information, a method of
acquiring characteristic information, a system for security
prejudgment based on characteristic information, a device
for security prejudgment based on characteristic information
and an electronic device thereof, and a device for acquiring
characteristic information and an electronic device thereof.

BACKGROUND

[0003] In daily life, there are hidden dangers relating to
factors that affect people’s safety or interests with respect to
a certain condition, thing, or event. Hidden dangers may
cause personal injuries or property damage. Recently, digital
applications related to various risks have been widely used.
These applications use sophisticated computer networks,
GPS, visualization, and database technologies. By tracking
or monitoring, such as monitoring children travel electronic
fence systems, security risks such as child loss may be
prevented. However, a variety of risks is in the existing
monitoring systems such that dangerous conditions have to
be preset and monitored. Therefore, if potential risks are not
identified, people will have to seek help by calling police
after an accident occurs.

[0004] Thus, since the presetting of dangerous conditions
may not cover surrounding dangerous conditions, a safety
hazard may occur. Although intuitive and vivid spatial
information of visual carriers (e.g., maps) may be used to
monitor potential dangerous conditions, certain dangerous
conditions not reflected by the spatial information such as
maps may not be well monitored. In addition, during moni-
toring a target, data transmission is normally performed via
wireless communications, which results in a waste of traffic
for prolonged monitoring processes.

SUMMARY

[0005] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify all key features or essential features of
the claimed subject matter, nor is it intended to be used alone
as an aid in determining the scope of the claimed subject
matter. The term “technique(s) or technical solution(s)” for
instance, may refer to apparatus(s), system(s), method(s)
and/or computer-readable instructions as permitted by the
context above and throughout the present disclosure.

[0006] Implementations of the present disclosure relate to
a method of security prejudgment based on characteristic
information, a method of acquiring characteristic informa-
tion, and a system for security prejudgment based on char-
acteristic information to solve problems under the conven-
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tional techniques. Implementations further relate to a device
for security prejudgment based on characteristic information
and an electronic device thereof, and a device for acquiring
characteristic information and an electronic device thereof.
[0007] Implementations of the present disclosure relate to
amethod of security prejudgment based on the characteristic
information. The method includes receiving characteristic
information of a monitored party from the monitored party,
calculating security status information of the monitored
party based on a probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party, determining whether the security status
information is greater than a first threshold, and performing
an appropriate operation based on the determination.
[0008] In implementations, the computing device may
calculate the security status information of the monitored
party based on the probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party by calculating the security status informa-
tion of the monitored party based on Bayes’ theorem using
a probability of danger that has been stored and corresponds
to the characteristic information of the monitored party.
[0009] In implementations, the appropriate operation
based on the determination may be performed in the fol-
lowing manners. If the security status information is greater
than a first threshold, a computing device (e.g., a computing
device associated with a monitored party or a monitoring
party) may transmit to a predetermined monitoring party a
login key used for acquiring the characteristic information of
the monitored party. If the security status information is not
greater than a first threshold, the computing device may
transmit a prompt message generated based on characteristic
information of the monitoring party to the monitored party.
[0010] In implementations, the computing device may
transmit to the predetermined monitoring party the login key
used for acquiring the characteristic information of the
monitored party by transmitting to the predetermined moni-
toring party the login key used for acquiring the character-
istic information of the monitored party via an SMS text
message.

[0011] In implementations, after transmitting to the pre-
determined monitoring party the login key used for acquir-
ing the characteristic information of the monitored party, the
computing device may transmit an instruction to the moni-
tored party to set a predetermined time interval for acquiring
characteristic information as real-time access.

[0012] In implementations, prior to the transmitting the
prompt message generated based on the characteristic infor-
mation of the monitored party to the monitored party, the
computing device may determine whether the security status
information is greater than a second threshold. If the security
status information is greater than a second threshold, the
computing device may transmit the prompt message genet-
ated based on the characteristic information of the monitored
party to the monitored party. If the security status informa-
tion is not greater than a second threshold, the computing
device may transmit an instruction to the monitored party to
extend a predetermined time interval for acquiring charac-
teristic information.

[0013] In implementations, after receiving the character-
istic information of a monitored party from the monitored
party, the computing device may receive alarm information
from the monitored party, and trigger and perform the
operation of transmitting to the predetermined monitoring
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party the login key used for acquiring the characteristic
information of the monitored party.

[0014] In implementations, the monitored party is a
mobile terminal, and the characteristic information of the
monitored party may include at least one of current location
information, current time information, movement status
information, gender, and age.

[0015] In implementations, the computing device may
calculate the security status information of the monitored
party based on Bayes’ theorem using a probability of danger
that has been stored and corresponds to the characteristic
information of the monitored party. For example, the com-
puting device may acquire predetermined probabilities of
danger corresponding to the current location information,
the current time information, the movement status informa-
tion, the gender, and the age in the characteristic information
of the monitored party, and introduce a probability of danger
of the current location information, a probability of danger
of the current time information, a probability of danger of
the movement status information, a probability of danger of
the gender, and a probability of danger of the age into the
Bayes’ theorem to calculate the probability of danger to the
monitored party, and designate the probability of danger to
the monitored party as the security status information of the
monitored party.

[0016] In implementations, the computing device may
calculate the security status information of the monitored
party based on the probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party by mapping the current location informa-
tion in the characteristic information of the monitored party
to the resident location information of the monitored party.
If the current location information is not within a predeter-
mined range of the resident location information of the
monitored party, the computing device may start a timer. If
the current location information is within a predetermined
range of the resident location information of the monitored
party, the computing device may terminate the timer.

[0017] In response to a determination that a time period
recorded by the timer is greater than a predetermined time
period, the computing device may generate the probability
of danger to the monitored party that is greater than the first
threshold and designate the probability of danger to the
monitored party as the security status information of the
monitored party.

[0018] In implementations, after transmitting to the pre-
determined monitoring party the login key used for acquit-
ing the characteristic information of the monitored party, the
computing device may record the current location informa-
tion in the characteristic information of the monitored party,
and designate the current location information as a trigger
location information. For example, each received current
location information in the characteristic information of the
monitored party is projected onto a projection coordinate.

[0019] In implementations, the alarm information that is
sent by the monitored party may include at least one of
current location information, current time information, or
movement status information.

[0020] In implementations, the monitored party may
include a smart device capable of monitoring health infor-
mation, the characteristic information of the monitored party
may include at least one of a gender, an age, a heart rate, a
body temperature, or a respiration rate.
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[0021] In implementations, the computing device may
calculate the security status information of the monitored
party based on Bayes’ theorem using a probability of danger
that has been stored and corresponds to the characteristic
information of the monitored party by acquiring predeter-
mined probabilities of danger corresponding to the gender,
the age, the heart rate, the body temperature and the respi-
ration rate in the characteristic information of the monitored
party, introducing a probability of danger of the gender, a
probability of danger of the age, a probability of danger of
the heart rate, a probability of danger of the body tempera-
ture, and a probability of danger of the respiration rate into
the Bayes’ theorem to calculate the probability of danger to
the monitored party, and designating the probability of
danger to the monitored party as the security status infor-
mation of the monitored party.

[0022] In implementations, with respect to receiving the
characteristic information of a monitored party from the
monitored party, the characteristic information of the moni-
tored party may further include longitudinal acceleration.
The computing device may calculate the security status
information of the monitored party based on the probability
of danger that has been stored and corresponds to the
characteristic information of the monitored party further by
acquiring a probability of danger corresponding to the
longitudinal acceleration in the characteristic information of
the monitored party.

[0023] In implementations, the alarm information that is
sent by the monitored party may include at least one of a
heart rate, a body temperature, or a respiratory rate.

[0024] In implementations, the monitored party may
include a sensor device capable of detecting a physical
parameter, and the characteristic information of the moni-
tored party may include at least one of a temperature,
brightness, a volume or a gas concentration.

[0025] In implementations, the computing device may
calculate the security status information of the monitored
party based on Bayes’ theorem using a probability of danger
that has been stored and corresponds to the characteristic
information of the monitored party by acquiring predeter-
mined probabilities of danger corresponding to the tempera-
ture, the brightness, the volume, the gas concentration in the
characteristic information of the monitored party, introduc-
ing a probability of danger of the temperature, a probability
of danger of the brightness, a probability of danger of the
volume, and a probability of danger of the gas concentration
into the Bayes’ theorem to calculate the probability of
danger to the monitored party, and designating the probabil-
ity of danger to the monitored party as the security status
information of the monitored party.

[0026] In implementations, the alarm information that is
sent by the monitored party may include at least one of a
temperature, brightness, a volume or a gas concentration.
[0027] Accordingly, implementations of the present dis-
closure relate to a device of security prejudgment based on
the characteristic information. The device may include a
characteristic information receiving module configured to
receive characteristic information of a monitored party from
the monitored party, a security state information calculation
module configured to calculate security status information of
the monitored party based on a probability of danger that has
been stored and corresponds to the characteristic informa-
tion of the monitored party, a security state information
judgment module configured to determine that the security
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status information is greater than a first threshold, and an
execution module configured to perform an appropriate
operation based on the determination.

[0028] In implementations, the security state information
calculation module may be configured to calculate the
security status information of the monitored party based on
Bayes’ theorem using a probability of danger that has been
stored and corresponds to the characteristic information of
the monitored party.

[0029] In implementations, the execution module may
include a login key sending sub-module configured to
receive a determining result from a first threshold judgment
sub-module. If the security status information is greater than
a first threshold, the computing device may transmit to a
predetermined monitoring party a login key used for acquir-
ing the characteristic information of the monitored party, and
a prompt message sending sub-module configured to con-
figured to receive a determining result from a first threshold
judgment sub-module; if the security status information is
not greater than a first threshold, the computing device may
transmit a prompt message generated based on characteristic
information of the monitoring party to the monitored party.
[0030] In implementations, the login key sending sub-
module may be configured to transmit to the predetermined
monitoring party the login key used for acquiring the
characteristic information of the monitored party via an
SMS text message.

[0031] In implementations, the execution module may
include a real-time command sending sub-module config-
ured to transmit to the predetermined monitoring party the
login key used for acquiring the characteristic information of
the monitored party, and then transmit an instruction to the
monitored party to set a predetermined time interval for
acquiring characteristic information as real-time access.
[0032] In implementations, the execution module may
include a second threshold judgment sub-module configured
to transmitting the prompt message generated based on the
characteristic information of the monitored party to the
monitored party after determining that the security status
information is greater than a second threshold, a message
triggering sub-module configured to receive a determining
result from the second threshold judgment sub-module and
to trigger the prompt message sending sub-module if the
determining result is positive, and an extension instruction
sending sub-module configured to receive a determining
result from the second threshold judgment sub-module and
to transmit an instruction to the monitored party to extend a
predetermined time interval for acquiring characteristic
information if the determining result is negative.

[0033] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party, and a login key
sending sub-module triggering module configured to trigger
the login key sending sub-module.

[0034] In implementations, the characteristic information
receiving module may be configured to receive the charac-
teristic information of the monitored party including at least
one of current location information, current time informa-
tion, movement status information, a gender, or an age if the
monitored party is a mobile terminal.

[0035] In implementations, the security state information
calculation module may include a danger probability acqui-
sition sub-module configured to acquire predetermined
probabilities of danger corresponding to the current location
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information, the current time information, the movement
status information, the gender, and the age in the character-
istic information of the monitored party, a probability cal-
culation sub-module configured to introduce a probability of
danger of the current location information, a probability of
danger of the current time information, a probability of
danger of the movement status information, a probability of
danger of the gender, and a probability of danger of the age
into the Bayes’ theorem and to calculate the probability of
danger to the monitored party, and a security state informa-
tion generation sub-module configured to designate the
probability of danger to the monitored party as the security
status information of the monitored party.

[0036] In implementations, the security state information
calculation module may include a matching sub-module
configured to map the current location information in the
characteristic information of the monitored party to the
resident location information of the monitored party, a timer
starting sub-module configured to start a timer if the current
location information is not within a predetermined range of
the resident location information of the monitored party, a
timer termination sub-module configured to terminate the
timer if the current location information is within a prede-
termined range of the resident location information of the
monitored party, and a first probability generating sub-
module configured to, in response to a determination that a
time period recorded by the timer is greater than a prede-
termined time period, and the computing device may gen-
erate the probability of danger to the monitored party that is
greater than the first threshold and designate the probability
of danger to the monitored party as the security status
information of the monitored party.

[0037] In implementations, the execution module may
further include a location information recording sub-module
configured to transmit to the predetermined monitoring party
the login key used for acquiring the characteristic informa-
tion of the monitored party, record the current location
information in the characteristic information of the moni-
tored party, and designate the current location information as
a trigger location information, and a coordinate system
projection sub-module configured to project each received
current location information in the characteristic informa-
tion of the monitored party onto a projection coordinate.
[0038] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party, which may
include at least one of current location information, current
time information, movement status information, a gender, or
an age.

[0039] In some implementations, the characteristic infor-
mation receiving module may be configured to receive the
characteristic information of the monitored party including
at least one of a gender, an age, a heart rate, a body
temperature, or a respiration rate.

[0040] In implementations, the security state information
calculation module may further include a danger probability
acquisition sub-module configured to acquire predetermined
probabilities of danger corresponding to the gender, the age,
the heart rate, the body temperature and the respiration rate
in the characteristic information of the monitored party, a
probability calculation sub-module configured to introduce a
probability of danger of the gender, a probability of danger
of the age, a probability of danger of the heart rate, a
probability of danger of the body temperature, and a prob-
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ability of danger of the respiration rate into the Bayes’
theorem and calculate the probability of danger to the
monitored party, and a security state information generation
sub-module configured to designate the probability of dan-
ger to the monitored party as the security status information
of the monitored party.

[0041] In implementations, the characteristic information
receiving module may be configured to further receive
longitudinal acceleration. The security state information
calculation module may include a longitudinal acceleration
risk probability acquisition sub-module configured to
acquire a probability of danger corresponding to the longi-
tudinal acceleration in the characteristic information of the
monitored party.

[0042] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party, which may
include at least one of a heart rate, a body temperature, or a
respiratory rate.

[0043] In implementations, the monitored party may
include a sensor device capable of detecting a physical
parameter. For example, the characteristic information
receiving module may be configured to receive the charac-
teristic information of the monitored party including at least
one of a temperature, brightness, a volume or a gas concen-
tration.

[0044] In implementations, the security state information
calculation module may include a danger probability acqui-
sition sub-module configured to acquire predetermined
probabilities of danger corresponding to the temperature, the
brightness, the volume, the gas concentration in the charac-
teristic information of the monitored party, a probability
calculation sub-module configured to introduce a probability
of danger of the temperature, a probability of danger of the
brightness, a probability of danger of the volume, and a
probability of danger of the gas concentration into the
Bayes’ theorem and calculate the probability of danger to
the monitored party, a security state information generation
sub-module configured to designate the probability of dan-
ger to the monitored party as the security status information
of the monitored party.

[0045] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party, which may
include at least one of: a temperature, brightness, a volume
or a gas concentration.

[0046] Inaddition, the implementations further relate to an
electronic device. the electronic device may include a dis-
play, one or more processors, and memory configured to
store a characteristic information prejudgment program,
executed by the one or more processors to: receive charac-
teristic information of a monitored party from the monitored
party, calculate security status information of the monitored
party based on a probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party, determine that the security status informa-
tion is greater than a first threshold, and perform an appro-
priate operation based on the determination.

[0047] In addition, implementations of the present disclo-
sure relate to a method of acquiring characteristic informa-
tion. The method may include acquiring the characteristic
information of a monitored party based on a predetermined
time interval, transmitting the characteristic information of
the monitoring party to a server terminal, receiving an
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instruction to the monitored party to set a predetermined
time interval for acquiring characteristic information as
real-time access or an instruction to the monitored party to
extend a predetermined time interval for acquiring charac-
teristic information, and changing the time interval based on
the acquired characteristic information of the monitoring
party.

[0048] In implementations, the monitored party is a
mobile terminal, and the characteristic information of the
monitored party that is acquired based on the predetermined
time interval may include at least current location informa-
tion, current time information, and movement status infor-
mation.

[0049] Inimplementations, prior to the acquiring the char-
acteristic information of a monitored party based on a
predetermined time interval, the computing device may
receive input of a gender, an age, and resident location
information on the monitoring party.

[0050] In implementations, after transmitting the charac-
teristic information of the monitoring party to the server
terminal, the computing device may receive a touch opera-
tion on an alarm area of the display and a three-strike
operation on a power button, acquire the characteristic
information of the monitoring party, and transmit alarm
information to the server terminal. The alarm information
may include the characteristic information of the monitoring
party. For example, the alarm area may include an alarm area
of a screen locking interface, or an alarm area of a desktop
[0051] In implementations, with respect to the transmit-
ting the alarm information to the server terminal, the com-
puting device may transmit contact information to the moni-
tored party and the alarm information to a map application.

[0052] In implementations, the monitored party may
include a smart device capable of monitoring health infor-
mation, and the characteristic information of the monitored
party that is acquired based on the predetermined time
interval may include at least a heart rate, a body temperature,
a respiratory rate and longitudinal acceleration.

[0053] Inimplementations, prior to the acquiring the char-
acteristic information of a monitored party based on a
predetermined time interval, the computing device may
receive input of a gender and an age on the monitoring party.

[0054] In implementations, after transmitting the charac-
teristic information of the monitoring party to the server
terminal, the computing device may receive a touch opera-
tion on an alarm area of the display and a two-strike
operation on a power button, acquire the characteristic
information of the monitoring party, and transmit alarm
information to the server terminal. The alarm information
may include the characteristic information of the monitoring
party. For example, the alarm area may include an alarm area
of a screen locking interface, or an alarm area of a desktop.

[0055] In implementations, the monitored party may
include a sensor device capable of detecting a physical
parameter, and the characteristic information of the moni-
tored party that is acquired based on the predetermined time
interval may include at least one of a temperature, bright-
ness, a volume or a gas concentration.

[0056] In implementations, after transmitting the charac-
teristic information of the monitoring party to the server
terminal, the computing device may receive a prompt mes-
sage generated based on characteristic information of the
monitoring party to from the server terminal.
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[0057] Accordingly, implementations of the present dis-
closure relate to a device for acquiring characteristic infor-
mation. The device may include a characteristic information
acquiring module configured to acquire the characteristic
information of a monitored party based on a predetermined
time interval, a characteristic information transmitting mod-
ule configured to transmit the characteristic information of
the monitoring party to a server terminal, a receiving instruc-
tion module configured to receive an instruction to the
monitored party to set a predetermined time interval for
acquiring characteristic information as real-time access or an
instruction to the monitored party to extend a predetermined
time interval for acquiring characteristic information, and a
time interval modification module configured to change the
time interval based on the acquired characteristic informa-
tion of the monitoring party.

[0058] In implementations, the characteristic information
acquiring module may be configured to acquire current
location information, current time information, and move-
ment status information of the monitoring party based on the
predetermined time interval if the monitored party is a
mobile terminal.

[0059] Inimplementations, the device may further include
an information receiving module configured to acquiring the
characteristic information of the monitored party based on
the predetermined time interval, and to receive input of a
gender, an age, and resident location information on the
monitoring party.

[0060] Inimplementations, the device may further include
a touch operation receiving module configured to receive a
touch operation on an alarm area of the display and a
three-strike operation on a power button after transmitting
the characteristic information of the monitoring party to a
server terminal. The alarm area may include an alarm area
of a screen locking interface, or an alarm area of a desktop.
The device may further include a current characteristic
information obtaining module configured to acquire the
characteristic information of the monitoring party, and an
alarm information transmission module configured to trans-
mit the alarm information to the server terminal. For
example, the alarm information may include the character-
istic information of the monitoring party.

[0061] Inimplementations, the device may further include
a third-party transmission module configured to transmit
contact information to the monitored party and the alarm
information to a map application.

[0062] In implementations, the characteristic information
acquiring module may be configured to acquire a heart rate,
a body temperature, a respiratory rate and longitudinal
acceleration of the monitoring party based on a predeter-
mined time interval if the monitored party includes a smart
device capable of monitoring health information.

[0063] Inimplementations, the device may further include
an information receiving module configured to acquire the
characteristic information of the monitored party based on
the predetermined time interval, and receive input of a
gender and an age on the monitoring party.

[0064] Inimplementations, the device may further include
a touch operation receiving module configured to receive a
touch operation on an alarm area of the display and a
two-strike operation on a power button after transmitting the
characteristic information of the monitoring party to a server
terminal. The alarm area may include an alarm area of a
screen locking interface, or an alarm area of a desktop. The
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device may further include a current characteristic informa-
tion obtaining module configured to acquire the character-
istic information of the monitoring party, and an alarm
information transmission module configured to transmit the
alarm information to the server terminal. The alarm infor-
mation may include the characteristic information of the
monitoring party.

[0065] In implementations, the characteristic information
acquiring module may be configured to acquire a tempera-
ture, brightness, a volume, or a gas concentration of the
monitoring party based on a predetermined time interval if
the monitored party includes a sensor device capable of
detecting a physical parameter.

[0066] In some implementations, the device may further
include a message receiving module configured to receive a
prompt message generated based on characteristic informa-
tion of the monitoring party to from a server terminal after
transmitting the characteristic information of the monitoring
party to the server terminal.

[0067] Inaddition, the implementations further relate to an
electronic device. the electronic device may include a dis-
play, one or more processors, and memory configured to
store a characteristic information acquiring program,
executed by the one or more processors to: acquire charac-
teristic information of a monitored party based on a prede-
termined time interval, transmit the characteristic informa-
tion of the monitoring party to a server terminal, receive an
instruction to the monitored party to set a predetermined
time interval for acquiring characteristic information as
real-time access or an instruction to the monitored party to
extend a predetermined time interval for acquiring charac-
teristic information, and change the time interval based on
the acquired characteristic information of the monitoring
party.

[0068] In addition, implementations of the present disclo-
sure relate to a system for security prejudgment based on the
characteristic information. The system may include any
device of security prejudgment based on characteristic infor-
mation as described above, and any device for acquiring
characteristic information as described above.

[0069] Compared with the conventional techniques,
implementations of the present disclosure have the follow-
ing advantages.

[0070] The implementations of the present disclosure
relate to a method of security prejudgment and a device as
well as an electronic device thereof. The implementations
include receiving characteristic information of a monitored
party from the monitored party, calculating security status
information of the monitored party based on a probability of
danger that has been stored and corresponds to the charac-
teristic information of the monitored party, determining that
the security status information is greater than a first thresh-
old, and performing an appropriate operation based on the
determination. The technical solution of the present disclo-
sure solves a problem that preset monitoring conditions
cannot cover potential surrounding risks that result in a
safety hazard. Further, the technical solution can monitor
risks that are not reflected by spatial information. By iden-
tifying and pre-warning the characteristic information,
potential risks may be avoided before occurring, improving
personal safety and protecting property.

[0071] Implementations of the present disclosure relate to
methods and devices for acquiring characteristic informa-
tion. The method may include acquiring the characteristic
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information of a monitored party based on a predetermined
time interval, transmitting the characteristic information of
the monitoring party to a server terminal, receiving an
instruction to the monitored party to set a predetermined
time interval for acquiring characteristic information as
real-time access or an instruction to the monitored party to
extend a predetermined time interval for acquiring charac-
teristic information, and changing the time interval based on
the acquired characteristic information of the monitoring
party. The technical solution solves the problem of data
traffic waste caused by wireless data communication and
transmission when monitoring a target for a long time.

BRIEF DESCRIPTION OF THE DRAWINGS

[0072] The detailed description is described with refer-
ence to the accompanying figures. Obviously, the described
figures are merely a part of implementations of the present
disclosure. Those skilled in the art should understand that
other figures may be obtained in accordance with the imple-
mentations of the present disclosure.

[0073] FIG. 1 is a flowchart illustrating a method of
security prejudgment based on characteristic information in
accordance with the implementations of the present disclo-
sure.

[0074] FIG. 2 is a flowchart illustrating a process of
performing operations based on a determining result on in
accordance with the implementations of the present disclo-
sure.

[0075] FIG. 3 is a flowchart illustrating a process of
determining whether security status information is greater
than a second threshold in accordance with the implemen-
tations of the present disclosure.

[0076] FIG. 4 is a schematic diagram illustrating a device
for security prejudgment based on characteristic information
in accordance with the implementations of the present
disclosure.

[0077] FIG. 5 is a schematic diagram illustrating an elec-
tronic device in accordance with the implementations of the
present disclosure.

[0078] FIG. 6 is a flowchart illustrating a method of
acquiring characteristic information in accordance with the
implementations of the present disclosure.

[0079] FIG. 7 is a flowchart illustrating a process of an
active triggering alarm operation to transmit characteristic
information of a monitored party to a server terminal in
accordance with the implementations of the present disclo-
sure.

[0080] FIG. 8 is a schematic diagram illustrating a device
for acquiring characteristic information in accordance with
the implementations of the present disclosure.

[0081] FIG. 9 is a schematic diagram illustrating another
electronic device.

[0082] FIG. 10 is a schematic diagram illustrating a sys-
tem for security prejudgment based on characteristic infor-
mation in accordance with the implementations of the pres-
ent disclosure.

DETAILED DESCRIPTION

[0083] The detailed description is described with refer-
ence to the accompanying figures. Below in conjunction
with the accompanying drawings the implementations of the
present disclosure are described. It should be noted that,
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without conflict, implementations and the features thereof
may be combined in various ways.

[0084] In the following description, numerous specific
details are set forth in order to fully understand the present
disclosure. However, this application can be in many other
ways than those described herein. Those skilled in the art can
make similar promotion without departing from the present
disclosure connotation case. Accordingly, this application is
therefore not limited to the specific embodiments disclosed
below.

[0085] The present disclosure relates to a method of
security prejudgment based on characteristic information, a
method of acquiring characteristic information, a system for
security prejudgment based on characteristic information, a
device for security prejudgment based on characteristic
information and an electronic device thereof, and a device
for acquiring characteristic information and an electronic
device thereof. Below are provided detailed implementa-
tions.

[0086] At present digital applications associated with vari-
ous risks have been widely used. These applications use a
sophisticated computer network, GPS, visualization, data-
base technologies. By tracking or monitoring, such as moni-
toring children travel electronic fence system, security risks
such as child loss may be prevented. However, a variety of
risks is in the existing monitoring systems. For example,
dangerous conditions have to be set and monitored, and
therefore potential risks may not be identified. People may
seek help by calling police after an accident occurs. Thus,
since the preset dangerous conditions may not cover sur-
rounding dangers/risks, a safety hazard may occur. Although
intuitive and vivid spatial information of visual carriers
(e.g., maps) may be used to monitor potential dangerous
conditions, certain dangerous conditions not reflected by the
maps may not be well monitored. In addition, while moni-
toring a target, data transmission is normally performed via
wireless communications, which result in a waste of traffic
for prolonged monitoring. To solve this problem, the imple-
mentations of the present disclosure include receiving char-
acteristic information of a monitored party from the moni-
tored party, calculating security status information of the
monitored party based on a probability of danger that has
been stored and corresponds to the characteristic informa-
tion of the monitored party, determining that the security
status information is greater than a first threshold, and
performing an appropriate operation based on the determi-
nation to achieve the security prejudgment.

[0087] Implementations of the present disclosure relate to
amethod of security prejudgment based on the characteristic
information. The method may include the following opera-
tions.

[0088] FIG. 1 is a flowchart illustrating a method of
security prejudgment based on characteristic information in
accordance with the implementations of the present disclo-
sure.

[0089] At S101, a computing device may receive charac-
teristic information of a monitored party from the monitored
party.

[0090] In implementations, the computing device may
receive characteristic information of a monitored party from
the monitored party in the following manners. GPRS\3G\4G
or WIFI connection may be established with the monitored
party. The computing device may receive characteristic
information of a monitored party from the monitored party.
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[0091] At S103, the computing device may calculate secu-
rity status information of the monitored party based on a
probability of danger that has been stored and corresponds
to the characteristic information of the monitored party.
[0092] At S101, the computing device may receive the
characteristic information of a monitored party from the
monitored party, and acquire security status information of
the monitored party.

[0093] In implementations, the calculating the security
status information of the monitored party based on the
probability of danger that has been stored and corresponds
to the characteristic information of the monitored party may
be performed in the following manners: calculating the
security status information of the monitored party based on
Bayes’ theorem using a probability of danger that has been
stored and corresponds to the characteristic information of
the monitored party.

[0094] It is understood that the computing device may
calculate the security status information of the monitored
party based on Bayes’ theorem using a probability of danger
that has been stored and corresponds to the characteristic
information of the monitored party. The computing device
may calculate security status of the monitored party in the
above-described condition based on a danger probability of
each detailed parameters of the characteristic information. In
some implementations, the security status information of the
monitored party refers to the probability of danger of the
monitored party.

[0095] Itshould be noted that Bayes’ theorem proposed by
the British mathematician (Thomas Bayes) describes a prob-
ability between two conditions, for example, P (AIB) and P
(BIA). In accordance with the multiplication rule, P(ANB)
=P(A)*P(BIA)=P(B)*P(AIB) can be exported immediately.
The above formula can also be transformed into: P(BIA)=P
(AIB)*P(B)/P(A). Bayes’ theorem can provide approximate
results for search data and be used to determine the rela-
tionship between symptoms and diseases.

[0096] For example, the characteristic information of the
monitored party includes a current time and a driving speed.
If an accident at the current time is represented using event
A and an accident at the current speed is represented using
event B, an accident probability of event A is P (A)=8/20,
and an accident probability of event B is P (B)=1/2, P(BIA)
=7/10. According to Bayes’ theorem, there are: P(AIB)=(7/
10)*(1/2)/(8/20)=0.875, which indicates the accident prob-
ability at the current time and the current driving speed is
0.875.

[0097] At S105, the computing device may determine
whether the security status information is greater than a first
threshold.

[0098] At S103, the computing device may calculate the
security status information of the monitored party, and
perform the security prejudgment based on the security
status information of the monitored party.

[0099] Inimplementations, the security status information
of the monitored party refers to the probability of danger to
the monitored party, which is a preset first threshold of
danger probabilities. The determination that the security
status information of the monitored party is greater than the
first threshold may be performed in the following manners.
The computing device may determine whether the probabil-
ity of danger to the monitored party is greater than a
predetermined probability of danger. For example, the first
threshold is 0.7.
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[0100] It should be noted that the first threshold value is
set to identify the received characteristic information from
each latitude, and the computing device may determine that
the monitored party is in a high danger status.

[0101] At S107, the computing device may perform an
appropriate operation based on the determination.

[0102] At S105, the computing device may receive the
determining result of the monitored party, and make the
appropriate processing operations based on the determining
result.

[0103] In implementations, the appropriate operation may
be performed based on the determination, as described in
details in S105-1 to S105-3 in FIG. 2.

[0104] FIG. 2 is a flowchart illustrating a process of
performing operations based on a determining result on in
accordance with the implementations of the present disclo-
sure.

[0105] At S105-1, the computing device may transmit to
a predetermined monitoring party a login key used for
acquiring the characteristic information of the monitored
party if the security status information is greater than a first
threshold.

[0106] If the probability of danger to the monitored party
is not less than a predetermined probability of danger, the
computing device may perform the operation of the trans-
mitting to the predetermined monitoring party the login key
used for acquiring the characteristic information of the
monitored party. The computing device may transmit to the
predetermined monitoring party the login key used for
acquiring the characteristic information of the monitored
party may be performed in the following manners. The
computing device may transmit to the predetermined moni-
toring party the login key used for acquiring the character-
istic information of the monitored party via a Short Mes-
saging Service (SMS) text message.

[0107] It should be noted that SMS is the first short
message service, and is now one of the highest penetration
rates of short message services. Currently, the length of such
a short message is limited to 140 bytes, and these bytes can
be text. SMS text messaging is simple and easy to be used,
and therefore widely used by the public. But SMS belongs
to the first generation of wireless data services, which is
limited in technical standards with respect to content and
applications. SMS text messaging is also a store and forward
service. In other words, the message is not sent directly from
sender to receiver, but forwarded through SMS centers. If
the receiver is not an unconnected state (e.g., probably the
phone is turned off), the message will be resent.

[0108] Tt should be noted that the monitoring party is a
predetermined terminal associated with the server terminal
that is connected with the monitored party. The monitoring
party may receive the characteristic information of the
monitored party via the server terminal, and monitor visu-
alization may be generated on the server terminal based on
the characteristic information of the monitored party after
login using the login key. For example, if the monitored
party corresponds to a student, the monitoring party corre-
sponds to parents of the student. The monitoring party may
log in the server terminal and watch the trajectory of the
monitored party that is generated by the server terminal
based on the characteristic information.

[0109] In this embodiment, the login Key includes:
account information of the monitoring party, a timestamp
associated with the login using the login key, and a verifi-
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cation code generated when the monitoring party logs using
the login key. The verification code refers to a set of random
numbers when generating the login key. The verification
code may include other forms, including any possible way
in the conventional techniques and other forms of the
development of new techniques. This will not be limited.
[0110] If the monitored party is in a highly dangerous
condition (e.g., the danger probability is greater than a first
threshold), the server terminal may transmit the login key to
a corresponding monitoring party, which has been connected
to the monitored party, for example, in response to an urgent
demand in some unforeseen circumstances rather than long-
term needs. Thus, the login key may be a temporary login
key, which may be used only once (e.g., single sign-key).
That is, the monitoring party may log in the server terminal
and watch the visualization of the monitored party that is
generated by the server terminal based on the characteristic
information, and then the login key will be expired.

[0111] To accurate the visualization, after transmitting to
the predetermined monitoring party the login key used for
acquiring the characteristic information of the monitored
party, the server terminal may transmit an instruction to the
monitored party to set a predetermined time interval for
acquiring characteristic information as real-time access. For
example, the predetermined time interval may be reset as 1
second.

[0112] At S105-3, the computing device may transmit a
prompt message generated based on characteristic informa-
tion of the monitoring party to the monitored party if the
security status information is not greater than a first thresh-
old.

[0113] If the probability of danger to the monitored party
is less than a predetermined probability of danger, the
computing device may transmit the prompt message genet-
ated based on the characteristic information of the monitored
party to the monitored party. The computing device may
transmit a prompt message generated based on characteristic
information of the monitoring party to the monitored party
in the following manners. The computing device may gen-
erate the security status information of the monitored party
based on the characteristic information of the monitored
party, and transmit the message corresponding to the secu-
rity status information. For example, the prompt message
may gradually increase the intensity of the message content
based on the gradient of the security status information from
small to large. If the security status information of the
monitored party is “0”, the message content includes the
prompt message indicating being safe. If the security status
information is “0.6”, the message content includes the
prompt message that is not safe, and the prompt message
may recommend going home as soon as possible.

[0114] When the security status information is in a mod-
erate danger, the computing may perform the following
operations to make the prompt message generated based on
the characteristic information of the monitored party more
accurate. Prior to the transmitting the prompt message
generated based on the characteristic information of the
monitored party to the monitored party, the present disclo-
sure provides a preferred implementation. In some imple-
mentations, operations S104-S104-5 may be performed.
[0115] FIG. 3 is a flowchart illustrating a process of
determining whether security status information is greater
than a second threshold in accordance with the implemen-
tations of the present disclosure.
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[0116] At S104-1, the computing device may determine
whether the security status information is greater than a
second threshold.

[0117] In implementations, the security status information
of the monitored party refers to the probability of danger to
the monitored party, which is a preset first threshold of
danger probabilities. The determination that the security
status information of the monitored party is greater than the
second threshold may be performed in the following man-
ners. The computing device may determine whether the
probability of danger to the monitored party is greater than
the second probability of danger. For example, the first
threshold is “0.4”.

[0118] It should be noted that the second threshold value
is set to identify the received characteristic information from
each latitude, and the computing device may determine that
the monitored party is in a high danger status.

[0119] At S104-3, the computing device may transmit the
prompt message generated based on the characteristic infor-
mation of the monitored party to the monitored party if the
monitored party is in a high danger status. For example, the
security status information is greater than a second thresh-
old.

[0120] If the probability of danger to the monitored party
is greater than the second probability of danger, the com-
puting device may transmit the prompt message generated
based on the characteristic information of the monitored
party to the monitored party.

[0121] For example, the prompt message gradually
increases the intensity of the message content based on the
gradient of the security status information from small to
large. If the security status information is “0.4”, the message
content includes the prompt message that is moderately safe,
and the prompt message may recommend going home as
soon as possible. If the security status information is “0.6”,
the message content includes the prompt message that is not
safe, and the prompt message may recommend going home
as soon as possible.

[0122] At S104-5, the computing device may transmit an
instruction to the monitored party to extend a predetermined
time interval for acquiring characteristic information if the
monitored party is not in a high danger status. For example,
the security status information is not greater than a second
threshold.

[0123] The computing device may transmit an instruction
to the monitored party to extend a predetermined time
interval for acquiring characteristic information in the fol-
lowing manners. The computing device may generate the
security status information of the monitored party based on
the characteristic information of the monitored party, and
transmit an instruction to the monitored party to extend a
predetermined time interval for acquiring characteristic
information. For example, the predetermined time interval
for acquiring characteristic information is 60 seconds. The
instructions of the predetermined time interval for acquiring
characteristic information gradually extended the predeter-
mined time interval for acquiring characteristic information
based on the gradient of the security status information from
small to large. If the security status information is “3”, the
computing device may extend the time interval for acquiring
characteristic information to 30 seconds. If the security
status information of the monitored party is “0”, the com-
puting device may extend the time interval for acquiring
characteristic information to 5 minutes.
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[0124] In these instances, the computing device may esti-
mate the security status information of the monitored party
based on the received characteristic information of the
monitored party, and transmit to a predetermined monitoring
party a login key used for acquiring the characteristic
information of the monitored party. In some implementa-
tions, in addition to identifying the security status informa-
tion of the monitored party based on the characteristic
information, the computer device may trigger and perform
the operation of the transmitting to the predetermined moni-
toring party the login key used for acquiring the character-
istic information of the monitored party. Detailed informa-
tion of the connection is provided as follow.

[0125]  After receiving the characteristic information of a
monitored party from the monitored party, the computing
device may trigger and perform the operation of the trans-
mitting to the predetermined monitoring party the login key
used for acquiring the characteristic information of the
monitored party.

[0126] It should be noted that the alarm information
transmitted to the monitored party includes the characteristic
information of the monitored party.

[0127] Implementations of the present disclosure relate to
a method of security prejudgment based on the characteristic
information. The implementations of the method for security
prejudgment based on the characteristic information. The
computing device may configure types of the monitored
parties and receive different types of the characteristic
information corresponding to the different types of moni-
tored parties to achieve various types of security prejudg-
ment based on the characteristic information. Implementa-
tions of a method of security prejudgment based on the
characteristic information may be described using common
types of security prejudgment based on various types of
characteristic information and various types of the moni-
tored parties. The method of security prejudgment based on
characteristic information may include performing security
prejudgment on mobile terminals, smart devices, and sensor
devices capable of detecting health information. In some
implementations, reasonable selection of characteristic
information and performing of security prejudgment based
on characteristic information on various devices cannot be
fully explained and exemplified.

[0128] If the monitored party is a mobile terminal, the
method of security prejudgment based on characteristic
information may be implemented using the following man-
ners.

[0129] It should be noted that the implementations may
include a method of monitoring between mobile terminals if
the monitored party is a mobile terminal. In other words, a
monitoring terminal monitors a monitored terminal. The
monitored terminal is a terminal that acquires the charac-
teristic information of the monitored terminal and transmits
the characteristic information to a server terminal. There-
fore, the monitored terminal refers to a monitored party. The
monitoring device is a terminal that monitors visualization
generated on the server terminal based on the characteristic
information of the monitored party after login using the
login key. Therefore, the monitoring terminal refers to a
monitoring party. It is understood that, in various scenarios,
a monitoring party can be the monitoring party and the
monitored party. Similarly, a monitored party can be the
monitoring party and the monitored party, as described in
more detailed below.
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[0130] At S101, the computing device may receive char-
acteristic information of a monitored party from the moni-
tored party, through GPRS\3G\AG or WIFI connection may
be established with the monitored party, acquiring predeter-
mined probabilities of danger corresponding to the current
location information, the current time information, the
movement status information, the gender, and the age in the
characteristic information of the monitored party.

[0131] It should be noted that the current location infor-
mation of the monitored party may include latitude and
longitude information of the monitored party or a coding
string of geohash of a location (a type of address coding). In
some implementations, the location information may be
determined using landmarks such as concrete buildings. The
current time information includes the system time of the
monitored party when the current location information of the
monitored party is acquired. Movement information of the
monitored party includes lateral acceleration and longitudi-
nal acceleration that are generated during motion changes.
The gender and age refer to the gender and age input by a
user associated with the monitored party when the user uses
the mobile terminal at the first time.

[0132] At S103, the computer may calculate security
status information of the monitored party based on a prob-
ability of danger that has been stored and corresponds to the
characteristic information of the monitored party by calcu-
lating the security status information of the monitored party
based on Bayes’ theorem using a probability of danger that
has been stored and corresponds to the characteristic infor-
mation of the monitored party. Detailed operations are
provided as follow.

[0133] The computing device may acquire predetermined
probabilities of danger corresponding to the current location
information, the current time information, the movement
status information, the gender, and the age in the character-
istic information of the monitored party. The computing
device may introduce a probability of danger of the current
location information, a probability of danger of the current
time information, a probability of danger of the movement
status information, a probability of danger of the gender, and
a probability of danger of the age into the Bayes’ theorem,
and then calculate the probability of danger of the monitored
party. The computing device may designate the probability
of danger to the monitored party as the security status
information of the monitored party.

[0134] In implementations, the computing device may
access a database corresponding to the characteristic infor-
mation based on a type of the characteristic information and
acquire a probability of danger corresponding to the specific
characteristic information of the monitored party. For
example, if the age of the characteristic information of the
monitored party is 23, the computing device may access a
database that store danger probabilities corresponding to
various ages values based on the age, and determine and
acquire the probability of danger corresponding to age 23. In
some implementations, the computing device may acquire
corresponding data from a database of a police department,
and analyze as well as organize statistical data to form a
database of the characteristic information of the monitored
party.

[0135] It should be noted that the computing device may
introduce the acquired probabilities of danger of the various
characteristic information into Bayes’ theorem in the fol-
lowing manners. Because the equation of Bayes’ theorem in
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the method of security prejudgment as described above
(P(BIA)=P(AIB)*P(B)/P(A)) includes two variables, the
computing device may change the Bayes’ theorem to
include more than two variables. For example, if the number
of variables is three, the Bayes’ theorem is represented by
P(AIB,C)=P(BIA)*P(A)*P(CIA,BY(P(B)*P(CIB). This
equation can be derived from the Bayes’ theorem with two
variables and definition of conditional probability. In some
implementations, because the characteristic information of
the monitored party has five variables, the Bayes” theorem
may be changed to: P(H[i]/A)=P(H[i])*P(AIH[i])/{P(H[1])
*P(AIH[1])+P(H[2])*P(AIH[2])+P(H[n])*P(AIH[n])},
wherein n is 5.

[0136] It is understood that the computing device may
introduce a probability of danger of the current location
information, a probability of danger of the current time
information, a probability of danger of the movement status
information, a probability of danger of the gender, and a
probability of danger of the age into the Bayes’ theorem, and
designate the probability of danger to the monitored party as
the security status information of the monitored party.
Therefore, the security status of the monitored party is a
value between 0 and 1.

[0137] In implementations, in addition to acquiring the
security status information of the monitored party using the
Bayes’ theorem, the computing device may acquire the
security status information by comparing to predetermined
comparison information, as described in more detailed
below.

[0138] The computing device may acquire the security
status information by comparing to predetermined compari-
son information in the following manners.

[0139] The computing device may acquire a predeter-
mined prejudgment condition of the gender and age in the
characteristic information of the monitored party. The pre-
determined prejudgment condition may include threshold
time information, a speed threshold, position information of
a longitudinal acceleration threshold and a preset danger
area.

[0140] The computing device may map the current time
information in the characteristic information of the moni-
tored party to the threshold time information in the prede-
termined prejudgment condition. If the time information of
the characteristic information of the monitored party is
greater than the time information in the predetermined
prejudgment condition, the computing device may generate
an identifier for a successful match.

[0141] The computing device may map the current loca-
tion information in the characteristic information of the
monitored party to the predetermined danger area in the
predetermined prejudgment condition. If the current location
information is within the predetermined danger area in the
prejudgment condition, the computing device may generate
an identifier for a successful match.

[0142] The computing device may map the movement
information in the characteristic information of the moni-
tored party to the speed threshold and the longitudinal
acceleration threshold in the predetermined prejudgment
condition. If the movement information of the characteristic
information of the monitored party is greater than the time
information in the predetermined prejudgment condition, the
computing device may generate an identifier for a successful
match.
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[0143] Based on the identifier for a successful match, the
computing device may generate the security status informa-
tion of the monitored party.

[0144] In implementations, the computing device may
acquire a predetermined prejudgment condition of the gen-
der and age in the characteristic information of the moni-
tored party in the following manners. The computing device
may access a database corresponding to the gender based on
the gender of the monitored party. The computing device
may query a database in which an age string includes the
record of the age of the monitored party using the age of the
monitored party. The record may include the predetermined
prejudgment condition. The predetermined prejudgment
condition may include threshold time information, a speed
threshold, position information of a longitudinal accelera-
tion threshold and a preset danger area.

[0145] It should be noted that the computing device may
map the current location information in the characteristic
information of the monitored party to the predetermined
danger area in the predetermined prejudgment condition by
performing the following operations. The computing device
may map the current location information in the character-
istic information of the monitored party to the predetermined
danger area in the predetermined prejudgment condition.
For example, the predetermined danger area may include a
circle with a radius of 300 meters with respect to a position
latitude and longitude of a dangerous area. If the current
location information is within the predetermined danger area
in the prejudgment condition, the computing device may
map the movement information in the characteristic infor-
mation of the monitored party to a speed threshold and a
longitudinal acceleration threshold in the predetermined
prejudgment condition by mapping the lateral acceleration
information in the characteristic information of the moni-
tored party to the acceleration thresholds in the predeter-
mined prejudgment condition, and mapping the longitudinal
acceleration information in the characteristic information of
the monitored party to the longitudinal acceleration thresh-
old in the predetermined prejudgment condition. Based on
the identifier for a successful match, the computing device
may generate the security status information of the moni-
tored party. The computing device may calculate a ratio of
successful matches based on a number of identifiers of the
successful matches, and may generate the security status
information of the monitored party. For example, the pre-
determined prejudgment conditions include four conditions.
If the number of the identifiers of successful matches is 2,
the generated security status information of the monitored

party is 0.5.

[0146] Based on various ages of the monitored party in the
characteristic information, if the age is younger than 12 or
greater than 70, the computing device may calculate security
status information of the monitored party based on a prob-
ability of danger that has been stored and corresponds to the
characteristic information of the monitored party by map-
ping the current location information in the characteristic
information of the monitored party to the resident location
information of the monitored party. If the current location
information is not within a predetermined range of the
resident location information of the monitored party, the
computing device may start a timer. If the current location
information is within a predetermined range of the resident
location information of the monitored party, the computing
device may terminate the timer. In response to a determi-
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nation that a time period recorded by the timer is greater than
a predetermined time period, the computing device may
generate the probability of danger to the monitored party
that is greater than the first threshold, and designate the
probability of danger to the monitored party as the security
status information of the monitored party.

[0147] It should be noted that the resident location infor-
mation of the monitored party may include the living
location information, the school location information, or
usually walking location information of the monitored party.

[0148] In implementations, the computing device may
start a timer if the location information of the monitored
party is not within a circle with a radius (e.g., 300 meters)
with respect to the resident location information. Before a
time period recorded by the timer is greater than a prede-
termined time period, the computing device may terminate
the timer if the current location information becomes within
the predetermined range of the resident location information
of the monitored party.

[0149] Forexample, if the predetermined time period is an
hour, the first threshold value is set to 0.7 in implementations
of the method for security prejudgment based on the char-
acteristic information. If the time period recorded by the
timer is greater than an hour, the computing device may
generate the probability of danger to the monitored party
that is 0.8.

[0150] At S107, the computing device may perform an
appropriate operation based on the determination by the
following detailed operations. If the security status infor-
mation is greater than a first threshold, the computing device
may transmit to a predetermined monitoring party a login
key used for acquiring the characteristic information of the
monitored party. if the security status information is not
greater than a first threshold, the computing device may
transmit a prompt message generated based on characteristic
information of the monitoring party to the monitored party.

[0151] 1t should be noted that the computing device may
transmit the prompt message generated based on the char-
acteristic information of the monitored party to the moni-
tored party. The computing device may consider the security
status information of the monitored party that is generated
based on the characteristic information of the monitored
party, and transmit the message corresponding to the secu-
rity status information. The prompt message may include the
current location information, current time information, and
movement status information of the monitored party when
the operation is triggered. For example, the prompt message
gradually increases the intensity of the message content
based on the gradient of the security status information from
small to large. If the security status information of the
monitored party is “0”, the message content includes the
prompt message indicating being safe. If the security status
information is “0.6”, the message content includes the
prompt message that is not safe, and the prompt message
may recommend going home as soon as possible.

[0152] After the monitoring party uses the login key to log
on the server, the present disclosure provides a preferred
implementation to more clearly acquire the trajectory of the
monitored party. In some implementations, after transmit-
ting to the predetermined monitoring party the login key
used for acquiring the characteristic information of the
monitored party, the computing device may record the
current location information in the characteristic informa-
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tion of the monitored party, and designate the current
location information as a trigger location information.
[0153] For example, each received current location infor-
mation in the characteristic information of the monitored
party is projected onto a projection coordinate.

[0154] In implementations, the computing device may
process each received current location information in the
characteristic information of the monitored party to project
to a projection coordinate system used to represent a motion
trajectory of the monitored party based on the received time
sequence, and to label the recorded triggering position
information of the monitored party in the projection coor-
dinate system. For example, the projected coordinate system
may adopt a map application provided by a third-party or a
server terminal, and the map uses latitude and longitude as
coordinates to project the current location information in the
characteristic information of the monitored party.

[0155] In addition, the alarm information includes the
current location information, the current time information,
and the movement status information of the monitored party
when the alarm is triggered when the alarm information that
is sent by the monitored party.

[0156] Other operations in S107 are similar to implemen-
tations of the method for security prejudgment based on
characteristic information, which is discussed in details
above, and similarities are not mentioned here.

[0157] If the monitored party includes a smart device
capable of monitoring health information, the method of
security prejudgment based on characteristic information
may be implemented using the following manners.

[0158] It should be noted that the smart device capable of
monitoring health information, the computing device may
include a health detection wearable device, a blood pressure
meter or other medical devices for medical uses.

[0159] At S101, the computing device may receive char-
acteristic information of a monitored party from the moni-
tored party through GPRS\3G\AG or WIFI connection that
may be established with the monitored party, and receive
information of the monitored party such as a gender, an age,
a heart rate, a body temperature and a respiratory rate of the
monitored party.

[0160] It should be noted that the gender and age refer to
the gender and age input by a user associated with the
monitored party when the user uses the health detection
wearable device, the blood pressure meter or the other
medical devices for medical uses at the first time. The heart
rate, body temperature and respiratory rate of the monitored
party may be obtained by configuring sensors of the wear-
able device to measure bodies’ characteristic parameters.
For example, the wearable device may measure and/or
calculate the heart rate, the body temperature, and the
respiratory rate of the user.

[0161] Based on various ages of the monitored party in the
characteristic information, if the age of the characteristic
information of the monitored party is 75, with respect to the
receiving the characteristic information of a monitored party
from the monitored party at S101, the characteristic infor-
mation of the monitored party may further include longitu-
dinal acceleration.

[0162] At S103, the computer may calculate security
status information of the monitored party based on a prob-
ability of danger that has been stored and corresponds to the
characteristic information of the monitored party by calcu-
lating the security status information of the monitored party
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based on Bayes’ theorem using a probability of danger that
has been stored and corresponds to the characteristic infor-
mation of the monitored party. Detailed operations are
provided as follow.

[0163] The computing device may acquire predetermined
probabilities of danger corresponding to the gender, the age,
the heart rate, the body temperature and the respiration rate
in the characteristic information of the monitored party,
introduce a probability of danger of the gender, a probability
of danger of the age, a probability of danger of the heart rate,
a probability of danger of the body temperature, and a
probability of danger of the respiration rate into the Bayes’
theorem, calculate the probability of danger to the monitored
party, and designate the probability of danger to the moni-
tored party as the security status information of the moni-
tored party.

[0164] In implementations, the computing device may
access a database corresponding to the characteristic infor-
mation based on a type of the characteristic information and
acquire a probability of danger corresponding to the specific
characteristic information of the monitored party. For
example, if the age of the characteristic information of the
monitored party is 23, the computing device may access a
database that store probabilities of danger corresponding to
various ages values based on the age, and determine and
acquire the probability of danger corresponding to age 23. In
some implementations, the computing device may acquire
corresponding data from a database of a hospital database
system, and analyze as well as organize statistical data to
form a database of the characteristic information of the
monitored party.

[0165] It should be noted that the computing device may
introduce the acquired probabilities of danger of the various
characteristic information into Bayes’ theorem in the fol-
lowing manners. Because the equation of Bayes’ theorem in
the method of security prejudgment as described above
(P(BIA)=P(AIB)*P(B)/P(A)) includes two variables, the
computing device may change the Bayes’ theorem to
include more than two variables. For example, if the number
of variables is three, the Bayes’ theorem is represented by
P(AIB,C)=P(BIA)*P(A)*P(CIA B)/(P(B)*P(CIB). This
equation can be derived from the Bayes’ Theorem with two
variables and definition of conditional probability. In some
implementations, because the characteristic information of
the monitored party has five variables, the Bayes’ theorem
may be changed to: P(H[i]/A)=P(H[i])*P(AIH[i])/{PH[1])
*PAIH[1D+PUE[2D*P(AIH[2])+ . . . +P(H[n])*P(AIH[n])},
whereina is 5.

[0166] It is understood that, the computing device may
introduce a probability of danger of the gender, a probability
of danger of the age, a probability of danger of the heart rate,
a probability of danger of the body temperature, and a
probability of danger of the respiration rate into the Bayes’
theorem, and designate the probability of danger to the
monitored party as the security status information of the
monitored party. Therefore, the security status of the moni-
tored party is a value between 0 and 1.

[0167] Based on various ages of the monitored party in the
characteristic information, if the age of the characteristic
information of the monitored party is 75, corresponding to
operation S101 of receiving the longitudinal acceleration of
the monitored party, the computing device may calculate the
security status information of the monitored party based on
the probability of danger that has been stored and corre-
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sponds to the characteristic information of the monitored
party in the following manners.

[0168] The computing device may acquire a probability of
danger corresponding to the longitudinal acceleration in the
characteristic information of the monitored party, introduce
the predetermined probability of danger corresponding to
the longitudinal acceleration into Bayes’ theorem, and cal-
culate the probability of danger of the monitored party.
[0169] If the characteristic information of the monitored
party includes the longitudinal acceleration, when intro-
duced into Bayes’ theorem, the characteristic information of
the monitored party has five variables, and the Bayes’
theorem may be changed to: P(H[1]/A)=P(H[i])*P(AIH[1])/
{PE[1]*PAIH[1]D+PH[2])*P(AIH[2])+ . . . +P(H[n])*P
(AlH[n])}, wherein n is 6.

[0170] In implementations, in addition to acquiring the
security status information of the monitored party using the
Bayes’ theorem, the computing device may acquire the
security status information by comparing to predetermined
comparison information, as described in more detailed
below.

[0171] The computing device may acquire the security
status information by comparing to predetermined compari-
son information in the following manners.

[0172] The computing device may acquire a predeter-
mined prejudgment condition of the gender and age in the
characteristic information of the monitored party. The pre-
determined prejudgment condition may include a heart rate
range, a body temperature range, a respiratory rate range.
[0173] The computing device may map the heart rate in
the characteristic information of the monitored party to the
heart rate range in the predetermined prejudgment condition.
If the heart rate of the characteristic information of the
monitored party is not within the heart rate range in the
predetermined prejudgment condition, the computing device
may generate an identifier for a successful match.

[0174] The computing device may map the temperature in
the characteristic information of the monitored party to the
temperature range in the predetermined prejudgment condi-
tion. If the temperature of the characteristic information of
the monitored party is not within the temperature range in
the predetermined prejudgment condition, the computing
device may generate an identifier for a successful match.
[0175] The computing device may map the respiratory rate
in the characteristic information of the monitored party to
the respiratory rate range in the predetermined prejudgment
condition. If the respiratory rate of the characteristic infor-
mation of the monitored party is not within the respiratory
rate range in the predetermined prejudgment condition, the
computing device may generate an identifier for a successful
match.

[0176] Based on the identifier for a successful match, the
computing device may generate the security status informa-
tion of the monitored party.

[0177] In implementations, the computing device may
acquire a predetermined prejudgment condition of the gen-
der and age in the characteristic information of the moni-
tored party in the following manners. The computing device
may, based on the gender of the monitored party, access a
database corresponding to the gender. The computing device
may query a database in which an age string includes the
record of the age of the monitored party using the age of the
monitored party. The record may include the predetermined
prejudgment condition. The predetermined prejudgment
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condition may include a heart rate range, a body temperature
range, and a respiratory rate range. For example, a male age
is 65, the heart rate range is of 50 to 90, the body temperature
is of 36-36.5° and a respiratory rate is of 12-20.

[0178] It should be noted that the computing device may
generate the security status information of the monitored
party based on the identifier for a successful match in the
following manners. The computing device may calculate a
ratio of successful matches based on a number of identifiers
of the successful matches, and may generate the security
status information of the monitored party. For example, the
predetermined prejudgment conditions include three condi-
tions. If the number of the identifiers of successful matches
is 2, the generated security status information of the moni-
tored party is 0.66.

[0179] Based on various ages of the monitored party in the
characteristic information, if the age of the characteristic
information of the monitored party is 75, corresponding to
operation S101 of receiving the longitudinal acceleration of
the monitored party, the computing device may calculate the
security status information of the monitored party based on
the probability of danger that has been stored and corre-
sponds to the characteristic information of the monitored
party in the following manners.

[0180] When the computing device acquires a predeter-
mined prejudgment condition of the gender and age in the
characteristic information of the monitored party, the pre-
determined prejudgment condition may include a longitu-
dinal acceleration threshold.

[0181] The computing device may map the longitudinal
acceleration information in the characteristic information of
the monitored party to the longitudinal acceleration thresh-
old in the predetermined prejudgment condition. If the
longitudinal acceleration of the characteristic information of
the monitored party is greater than the longitudinal accel-
eration threshold in the predetermined prejudgment condi-
tion, the computing device may generate an identifier for a
successful match.

[0182] At S107, the computing device may perform an
appropriate operation based on the determination by the
following detailed operations. If the security status infor-
mation is greater than a first threshold, the computing device
may transmit to a predetermined monitoring party a login
key used for acquiring the characteristic information of the
monitored party; if the security status information is not
greater than a first threshold, the computing device may
transmit a prompt message generated based on characteristic
information of the monitoring party to the monitored party.
[0183] It should be noted that the computing device may
transmit the prompt message generated based on the char-
acteristic information of the monitored party to the moni-
tored party, the computing device may consider the security
status information of the monitored party that is generated
based on the characteristic information of the monitored
party, and transmit the message corresponding to the secu-
rity status information. The prompt message may include the
heart rate, the body temperature and the respiratory rate of
the monitored party when the operation is triggered. For
example, the prompt message gradually increases the inten-
sity of the message content based on the gradient of the
security status information from small to large. If the secu-
rity status information of the monitored party is “0”, the
message content includes the prompt message indicating
being healthy. If the security status information is “0.6”, the
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message content includes the prompt message indicating
that the heart rate or respiratory rate is too fast or the body
temperature is too high or low.

[0184] After transmitting to the predetermined monitoring
party a login key used for acquiring the characteristic
information of the monitored party, the visualization of the
monitored party may be generated by the server terminal
based on the characteristic information. When the charac-
teristic information of the monitored party includes a heart
rate, a body temperature and a respiratory rate, the visual-
ization may include figures indicating changes of the heart
rate, the body temperature and the respiratory rate in a
predetermined time period. For example, the computing
device may generate the figures associated with the heart
rate, the body temperature and the respiratory rate in three
hours.

[0185] In addition, when the alarm information that is sent
by the monitored party, the alarm information includes the
heart rate, the body temperature, and the respiratory rate of
the monitored party when the alarm is triggered.

[0186] Other operations in S107 are similar to implemen-
tations of the method for security prejudgment based on
characteristic information, which is discussed in details
above, and similarities are not mentioned here.

[0187] If the monitored party includes a sensor device
capable of detecting a physical parameter, the method of
security prejudgment based on characteristic information
may be implemented in the following manners.

[0188] It should be noted that a sensor device capable of
detecting a physical parameter may include a temperature
sensor, a light sensor, a volume sensor, a gas sensor or other
applications in smart home sensors, for example, a security
door sensor.

[0189] At S101, the computing device may receive char-
acteristic information of a monitored party from the moni-
tored party via GPRS\3G\4G or WIFI connections that may
be established with the monitored party, and the computing
device may receive information of the monitored party such
as a temperature, brightness, or a gas concentration.
[0190] At S103, the computer may calculate security
status information of the monitored party based on a prob-
ability of danger that has been stored and corresponds to the
characteristic information of the monitored party by calcu-
lating the security status information of the monitored party
based on Bayes’ theorem using a probability of danger that
has been stored and corresponds to the characteristic infor-
mation of the monitored party. Detailed operations are
provided as follow.

[0191] The computing device may acquire predetermined
probabilities of danger corresponding to the temperature, the
brightness, the volume, and/or the gas concentration in the
characteristic information of the monitored party.

[0192] The computing device may introduce a probability
of danger of the temperature, a probability of danger of the
brightness, a probability of danger of the volume, and a
probability of danger of the gas concentration into the
Bayes’ theorem, calculate the probability of danger to the
monitored party, and designate the probability of danger to
the monitored party as the security status information of the
monitored party.

[0193] In implementations, the computing device may
access a database corresponding to the characteristic infor-
mation based on a type of the characteristic information and
acquire a probability of danger corresponding to the specific
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characteristic information of the monitored party. For
example, if the temperature of the characteristic information
of the monitored party is 25° the computing device may
access a database that store probabilities of danger corre-
sponding to various temperature values based on the tem-
perature. The computing device may determine and acquire
the probability of danger corresponding to 25°. In some
implementations, the computing device may acquire corte-
sponding data from a database of a fire protection system,
and analyze as well as organize statistical data to form a
database of the characteristic information of the monitored
party.

[0194] It should be noted that the computing device may
introduce the acquired probabilities of danger of the various
characteristic information into Bayes’ theorem in the fol-
lowing manners. Because the equation of Bayes’ theorem in
the method of security prejudgment as described above
(P(BIA)=P(AIB)*P(B)/P(A)) includes two variables, the
computing device may change the Bayes’ theorem to
include more than two variables. For example, if the number
of variables is three, the Bayes’ theorem is represented by
P(AIB,C)=P(BIA)*P(A)*P(CIA B)/(P(B)*P(CIB). This
equation can be derived from the Bayes’ Theorem with two
variables and definition of conditional probability. In some
implementations, because the characteristic information of
the monitored party has four variables, the Bayes’ theorem
may be changed to: P(H[i]/A)=P(H[i])*P(AIH[i])/{PH[1])
*PAIH[1])+PH2])*P(AIH[2])+ . . . +P(H[n])*P(AIH[n])},
wherein n is 4.

[0195] It is understood that, the computing device may
introduce a probability of danger of the temperature, a
probability of danger of the brightness, a probability of
danger of the volume, and a probability of danger of the gas
concentration into the Bayes’ theorem, and designate the
probability of danger to the monitored party as the security
status information of the monitored party. Therefore, the
security status of the monitored party is a value between 0
and 1.

[0196] In implementations, in addition to acquiring the
security status information of the monitored party using the
Bayes’ theorem, the computing device may acquire the
security status information by comparing to predetermined
comparison information, as described in more detailed
below.

[0197] The computing device may acquire the security
status information by comparing to predetermined compari-
son information in the following manners.

[0198] The computing device may acquire a predeter-
mined prejudgment condition of the characteristic informa-
tion of the monitored party. The predetermined prejudgment
condition may include a temperature range, a luminance
range, a volume and a threshold of a gas concentration.
[0199] The computing device may map the temperature
information in the characteristic information of the moni-
tored party to the temperature range in the predetermined
prejudgment condition. If the temperature of the character-
istic information of the monitored party is not within the
temperature range in the predetermined prejudgment condi-
tion, the computing device may generate an identifier for a
successful match.

[0200] The computing device may map the brightness in
the characteristic information of the monitored party to the
brightness range in the predetermined prejudgment condi-
tion. If the brightness of the characteristic information of the
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monitored party is not within the brightness range in the
predetermined prejudgment condition, the computing device
may generate an identifier for a successful match.

[0201] The computing device may map the volume in the
characteristic information of the monitored party to the
volume range in the predetermined prejudgment condition.
If the volume of the characteristic information of the moni-
tored party is not within the volume range in the predeter-
mined prejudgment condition, the computing device may
generate an identifier for a successful match.

[0202] The computing device may map the gas concen-
tration in the characteristic information of the monitored
party to the gas concentration range in the predetermined
prejudgment condition. If the gas concentration of the char-
acteristic information of the monitored party is not within
the gas concentration range in the predetermined prejudg-
ment condition, the computing device may generate an
identifier for a successful match.

[0203] Based on the identifier for a successful match, the
computing device may generate the security status informa-
tion of the monitored party.

[0204] In implementations, the computing device may
acquire a predetermined prejudgment condition of the char-
acteristic information of the monitored party in the follow-
ing manners. The computing device may access a database
that store probabilities of danger corresponding to various
temperature values based on the temperature, and acquire a
probability of danger corresponding to the temperature in
the characteristic information of the monitored party. Fur-
ther, the computing device may access a database that store
probabilities of danger corresponding to various brightness
values based on the brightness, and acquire a probability of
danger corresponding to the brightness in the characteristic
information of the monitored party. The computing device
may access a database that store probabilities of danger
corresponding to various volume values based on the vol-
ume, and acquire a probability of danger corresponding to
the volume in the characteristic information of the moni-
tored party. The computing device may access a database
that store probabilities of danger corresponding to various
gas concentration values based on the gas concentration. The
computing device may query a database in which a gas
concentration range of gas concentration strings include the
record of the gas concentration of the monitored party using
the gas concentration of the monitored party, and acquire a
probability of danger corresponding to the specific charac-
teristic information of the monitored party. For example, the
range of volume of the prejudgment conditions is 10-80 db,
a Co?2 concentration threshold of 1600 ppm, a brightness
range is 100-150 LX, and a temperature range is 20-28°.
[0205] Tt should be noted that the computing device may
generate the security status information of the monitored
party based on the identifier for a successful match. For
example, the computing device may calculate a ratio of
successful matches based on a number of identifiers of the
successful matches, and may generate the security status
information of the monitored party. For example, the pre-
determined prejudgment conditions include four conditions.
If the number of the identifiers of successful matches is 3,
the generated security status information of the monitored
party is 0.75.

[0206] At S107, the computing device may perform an
appropriate operation based on the determination in the
following manners.
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[0207] If the security status information is greater than a
first threshold, the computing device may transmit to a
predetermined monitoring party a login key used for acquir-
ing the characteristic information of the monitored party; if
the security status information is not greater than a first
threshold, the computing device may transmit a prompt
message generated based on characteristic information of
the monitoring party to the monitored party.

[0208] It should be noted that the computing device trans-
mits the prompt message generated based on the character-
istic information of the monitored party to the monitored
party. The computing device may consider the security
status information of the monitored party that is generated
based on the characteristic information of the monitored
party, and transmit the message corresponding to the secu-
rity status information. The prompt message may include the
temperature, the brightness, or the gas concentration of the
monitored party when the operation is triggered. For
example, the prompt message gradually increases the inten-
sity of the message content based on the gradient of the
security status information from small to large. If the secu-
rity status information of the monitored party is “0”, the
message content includes the prompt message indicate that
the indoor environment is safe. If the security status infor-
mation is “0.6”, the message content includes the prompt
message indicating that the temperature is too high or low,
the brightness is too high or low, the gas concentration is too
high or low, or the volume is too high or low.

[0209] After transmitting to the predetermined monitoring
party a login key used for acquiring the characteristic
information of the monitored party, the visualization of the
monitored party may be generated by the server terminal
based on the characteristic information. When the charac-
teristic information of the monitored party includes a tem-
perature, brightness, a volume, or a gas concentration, the
visualization may include figures indicating changes of the
temperature, the brightness, the volume, or the gas concen-
tration in a predetermined time period. For example, the
computing device may generate the figures associated with
the temperature, the brightness, the volume, or the gas
concentration in three hours.

[0210] In addition, when the alarm information that is sent
by the monitored party, the alarm information includes the
temperature, the brightness, the volume, or the gas concen-
tration of the monitored party when the alarm is triggered.
[0211] Other operations in S107 are similar to implemen-
tations of the method for security prejudgment based on
characteristic information, which is discussed in details
above, and similarities are not mentioned here.

[0212] Implementations of the present disclosure relate to
a method of security prejudgment based on the characteristic
information. The computing device may receive character-
istic information of a monitored party from the monitored
party, calculate security status information of the monitored
party based on a probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party, determine that the security status informa-
tion is greater than a first threshold, and perform an appro-
priate operation based on the determination. The technical
solution of the present disclosure solves a problem that
preset monitoring conditions cannot cover potential sur-
rounding risks that result in a safety hazard. Further, the
technical solution can monitor risks that are not reflected by
spatial information. By identifying and pre-warning the
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characteristic information, potential risks may be avoided
before occurring, improving personal safety and protecting
property.

[0213] The above-described implementations relate to a
method of security prejudgment based on the characteristic
information. Corresponding to the method of security pre-
judgment based on the characteristic information as
described above, some implementations of the present dis-
closure relate to a device of security prejudgment based on
the characteristic information. Since the device is substan-
tially similar to the method described above, it is the
relatively simple description. By referring parts of the
method implementations, the following description of the
implementations is merely illustrative.

[0214] FIG. 4 is a schematic diagram illustrating a device
400 for security prejudgment based on characteristic infor-
mation in accordance with the implementations of the pres-
ent disclosure.

[0215] The device 400 may include one or more processor
(s) 402 or data processing unit(s) and memory 404. The
device 400 may further include one or more input/output
interface(s) 406, and network interface(s) 408. The memory
404 is an example of computer readable media.

[0216] The memory 404 may store therein a plurality of
modules or units including a characteristic information
receiving module 410, a security state information calcula-
tion module 412, a security state information judgment
module 414, and an execution module 416.

[0217] The characteristic information receiving module
410 may be configured to receive characteristic information
of a monitored party from the monitored party.

[0218] The security state information calculation module
412 may be configured to calculate security status informa-
tion of the monitored party based on a probability of danger
that has been stored and corresponds to the characteristic
information of the monitored party.

[0219] The security state information judgment module
414 may be configured to determine whether the security
status information is greater than a first threshold

[0220] The execution module 416 may be configured to
perform an appropriate operation based on the determina-
tion.

[0221] In implementations, the security state information
calculation module 412 may be configured to calculate the
security status information of the monitored party based on
Bayes’ theorem using a probability of danger that has been
stored and corresponds to the characteristic information of
the monitored party.

[0222] Inimplementations, the execution module 416 may
include a login key sending sub-module configured to
receive a determining result from a first threshold judgment
sub-module. If the security status information is greater than
a first threshold, the computing device may transmit to a
predetermined monitoring party a login key used for acquir-
ing the characteristic information of the monitored party.
The execution module 416 may further include a prompt
message sending sub-module configured to configured to
receive a determining result from a first threshold judgment
sub-module. If the security status information is not greater
than a first threshold, the computing device may transmit a
prompt message generated based on characteristic informa-
tion of the monitoring party to the monitored party.

[0223] In implementations, the login key sending sub-
module may be configured to transmit to the predetermined
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monitoring party the login key used for acquiring the
characteristic information of the monitored party via an
SMS text message.

[0224] Inimplementations, the execution module 416 may
further include a real-time command sending sub-module
configured to transmit to the predetermined monitoring party
the login key used for acquiring the characteristic informa-
tion of the monitored party, and then transmit an instruction
to the monitored party to set a predetermined time interval
for acquiring characteristic information as real-time access.
[0225] Inimplementations, the execution module 416 may
further include a second threshold judgment sub-module
configured to transmit the prompt message generated based
on the characteristic information of the monitored party to
the monitored party after determining that the security status
information is greater than a second threshold, a message
triggering sub-module configured to receive a determining
result from the second threshold judgment sub-module and
to trigger the prompt message sending sub-module if the
determining result is positive, and an extension instruction
sending sub-module configured to receive a determining
result from the second threshold judgment sub-module and
transmit an instruction to the monitored party to extend a
predetermined time interval for acquiring characteristic
information if the determining result is negative.

[0226] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party and a login key
sending sub-module triggering module configured to trigger
the login key sending sub-module.

[0227] In implementations, if the monitored party is a
mobile terminal, the characteristic information receiving
module 410 may be configured to receive the characteristic
information of the monitored party including at least one of
current location information, current time information,
movement status information, a gender, or an age.

[0228] In implementations, the security state information
calculation module 412 may include a danger probability
acquisition sub-module configured to acquire predetermined
probabilities of danger corresponding to the current location
information, the current time information, the movement
status information, the gender, and the age in the character-
istic information of the monitored party, a probability cal-
culation sub-module configured to introduce a probability of
danger of the current location information, a probability of
danger of the current time information, a probability of
danger of the movement status information, a probability of
danger of the gender, and a probability of danger of the age
into the Bayes’ theorem, and to calculate the probability of
danger to the monitored party, and a security state informa-
tion generation sub-module configured to designate the
probability of danger to the monitored party as the security
status information of the monitored party.

[0229] In implementations, the security state information
calculation module 412 may include a matching sub-module
configured to map the current location information in the
characteristic information of the monitored party to the
resident location information of the monitored party, a timer
starting sub-module configured to start a timer if the current
location information is not within a predetermined range of
the resident location information of the monitored party, a
timer termination sub-module configured to terminate the
timer if the current location information is within a prede-
termined range of the resident location information of the
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monitored party, and a first probability generating sub-
module configured to generate the probability of danger to
the monitored party that is greater than the first threshold in
response to a determination that a time period recorded by
the timer is greater than a predetermined time period, and to
designate the probability of danger to the monitored party as
the security status information of the monitored party.
[0230] Inimplementations, the execution module 416 may
further include a location information recording sub-module
configured to transmit to the predetermined monitoring party
the login key used for acquiring the characteristic informa-
tion of the monitored party, record the current location
information in the characteristic information of the moni-
tored party, and designate the current location information as
a trigger location information. The execution module 416
may further include a coordinate system projection sub-
module configured to project each received current location
information in the characteristic information of the moni-
tored party onto a projection coordinate.

[0231] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party, which may
include at least one of: current location information, current
time information, movement status information, a gender, or
an age.

[0232] In implementations, the characteristic information
receiving module 410 may be configured to receive the
characteristic information of the monitored party including
at least one of a gender, an age, a heart rate, a body
temperature, or a respiration rate if the monitored party
includes a smart device capable of monitoring health infor-
mation.

[0233] In implementations, the security state information
calculation module 412 may include a danger probability
acquisition sub-module configured to acquire predetermined
probabilities of danger corresponding to the gender, the age,
the heart rate, the body temperature and the respiration rate
in the characteristic information of the monitored party, and
a probability calculation sub-module configured to introduce
a probability of danger of the gender, a probability of danger
of the age, a probability of danger of the heart rate, a
probability of danger of the body temperature, and a prob-
ability of danger of the respiration rate into the Bayes’
theorem, and calculate the probability of danger of the
monitored party. The security state information calculation
module 412 may further include a security state information
generation sub-module configured to designate the probabil-
ity of danger to the monitored party as the security status
information of the monitored party.

[0234] In implementations, the security state information
calculation module 412 may be configured to further receive
longitudinal acceleration.

[0235] The security state information calculation module
may include a longitudinal acceleration risk probability
acquisition sub-module configured to acquire a probability
of danger corresponding to the longitudinal acceleration in
the characteristic information of the monitored party.
[0236] Inimplementations, the device may further include
an alarm information receiving module configured to receive
alarm information from the monitored party, which includes
at least one of: a heart rate, a body temperature, or a
respiratory rate.

[0237] In implementations, the characteristic information
receiving module 410 may be configured to receive the



US 2018/0342140 Al

characteristic information of the monitored party including
at least one of a temperature, brightness, a volume or a gas
concentration if the monitored party includes a sensor device
capable of detecting a physical parameter.

[0238] In implementations, the security state information
calculation module 412 may include a danger probability
acquisition sub-module configured to acquire predetermined
probabilities of danger corresponding to the temperature, the
brightness, the volume, the gas concentration in the charac-
teristic information of the monitored party, a probability
calculation sub-module configured to introduce a probability
of danger of the temperature, a probability of danger of the
brightness, a probability of danger of the volume, and a
probability of danger of the gas concentration into the
Bayes’ theorem and to calculate the probability of danger to
the monitored party, and a security state information gen-
eration sub-module configured to designate the probability
of danger to the monitored party as the security status
information of the monitored party.

[0239] In implementations, the device 400 may further
include an alarm information receiving module (not shown
in FIG. 4) configured to receive alarm information from the
monitored party, which may include at least one of: a
temperature, brightness, a volume or a gas concentration.
[0240] The above-described implementations relate to a
method of security prejudgment based on characteristic
information and a system for security prejudgment based on
characteristic information to solve problems in the conven-
tional techniques. In addition, the implementations further
relate to an electronic device.

[0241] FIG. 5 is a schematic diagram illustrating an elec-
tronic device 500. The electronic device 500 may include a
display 501, a processor 503, and memory 505 configured to
store a characteristic information prejudgment program,
executed by the one or more processors to: receive charac-
teristic information of a monitored party from the monitored
party, calculate security status information of the monitored
party based on a probability of danger that has been stored
and corresponds to the characteristic information of the
monitored party, determine that the security status informa-
tion is greater than a first threshold, and perform an appro-
priate operation based on the determination. The memory
505 is an example of computer readable media.

[0242] The above-described implementations relate to a
method of security prejudgment based on characteristic
information and a system for security prejudgment based on
characteristic information to solve problems in the conven-
tional techniques, and an electronic device thereof. In addi-
tion, some implementations of the present disclosure relate
to a method of acquiring characteristic information.

[0243] FIG. 6 is a flowchart illustrating a method of
acquiring characteristic information in accordance with the
implementations of the present disclosure. The method may
include the following operations.

[0244] At S601, the computing device may acquire the
characteristic information of a monitored party based on a
predetermined time interval. If the monitored party is a
mobile terminal, the computing device may acquire the
characteristic information of a monitored party based on a
predetermined time interval by acquiring current location
information, current time information, and movement status
information of the monitored party based on the predeter-
mined time interval. For example, the monitored party is a
mobile phone.
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[0245] The current location information may be acquired
in the following manners. The current location information
may be acquired using a GPS, based on base stations, or
based on AGPS positioning.

[0246] When acquiring the location information of the
monitored party using the GPS, the computing device may
determine whether the GPS module is turned on or off. If the
GPS module is turned on, a positioning mode is entered, the
positioning function is turned on, and current latitude and
longitude location information of the monitored party is
generated. If the GPS module is turned off, the base station
positioning function of the monitored party is then used.
[0247] When acquiring the location information of the
monitored party using the base stations, the monitored party
may search signals from all the base stations and connect to
a base station with the strongest signals to acquire informa-
tion of the base station and to transmit information of other
base stations to a server providing services related to base
station positioning. The server has latitude and longitude
information of these base stations, use a triangulation posi-
tioning method to generate the latitude and longitude infor-
mation of the monitored party, and use a triangulation
positioning method to generate the latitude and longitude
information of the monitored party. These operations may be
implemented by performing the triangulation positioning
using three base stations close to the monitored party. Since
the position of each base station is fixed, the latitude and
longitude coordinates of the monitored party may be calcu-
lated using transmission times of electromagnetic waves
among these three base stations.

[0248] When acquiring the location information of the
monitored party using the AGPS, information of the con-
nected base stations may be transmitted to a server providing
services related to base station positioning through the
network. GPS assistance information of the location of the
monitored party may be received from the server, the
monitored party may receive original GPS signals based on
the GPS assistance information, the monitored party then
may demodulate the original GPS signals after receiving the
original GPS signals, calculate satellite pseudoranges from
the monitored party, and transmit the location information to
the server via the network. The server may estimate the
location of the monitored party based on the satellite pseu-
doranges from the monitored party and the GPS assistance
information.

[0249] It should be noted that, if the monitored party
includes GPS hardware, positioning may be performed
without the network. The base station positioning may be
performed using multiple base stations and the distances
between the monitored party and the base stations to deter-
mine the location of the monitored party, and then the server
may transmit the location information to the monitored
party. AGPS assists the GPS function, and may be used
without GPS modules via a data network or wireless WIFI
to achieve the position function. When the monitored party
is out of the coverage of the network, the AGPS function
may not be implemented. AGPS is new technology that
combines satellite positioning technology and mobile wire-
less cellular technology. In other words, AGPS implements
positioning by combining the GPS and the monitored party.
As compared to GPS positioning technology, AGPS reduces
the time required to determine the location. When the
monitored party includes a GPS module and is out of the
coverage of the network, the order of latitude and longitude
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location information that is generated by a GPS and base
stations is provided as follow. The GPS positioning is
dominated for outdoors since signals of the GPS is stronger.
For indoors or an area with weak signals, the base station
positioning is dominated.

[0250] It should be noted that the location information of
the monitoring party includes latitude and longitude infor-
mation of the monitored party or a coding string of geophash
of a location (a type of address coding). In some implemen-
tations, the location information may be determined using
landmarks such as concrete buildings.

[0251] The current time information of the monitored
party may be acquired in the following manners. The
computing device may acquire the current time of the
monitored party using an interface provided by the system.
For example, the computing device may use applications
(e.g., Calendar) to acquire the current time of the monitored
party.

[0252] The movement status information of the monitored
party may be acquired in the following manners. The
computing device may acquire the movement status infor-
mation using a three-axis acceleration sensor to collect
acceleration and directions of motion of the monitored party.
[0253] When collecting the acceleration of the monitored
party using the three-axis acceleration sensor, signals of
gravity acceleration may be detected by the three-axis
acceleration sensor, lateral acceleration of the monitored
party may be calculated by based on the X-axis acceleration
and Y-axis acceleration, and longitudinal acceleration of the
monitored party may be calculated based on the Z-axis
acceleration.

[0254] Inimplementations, the X-axis acceleration, Y-axis
acceleration, and Z-axis acceleration that are collected by
the three-axis acceleration sensor may be converted to
physical coordinates. The computing device may calibrate
the X-axis acceleration, Y-axis acceleration, and Z-axis
acceleration to obtain monitoring data of the movement
status information of the monitored party.

[0255] Based on the relationship between the acquired
location information of the monitored party and the current
time, the computing device may calculate the velocity of the
monitored party. For example, the computing device may
acquire the movement distance based on the acquired loca-
tion information the monitored party, and may calculate the
velocity of the monitored party based on the time informa-
tion when the monitored party is at the starting point and the
end point.

[0256] To improve the accuracy of the collected informa-
tion of the monitored party, the present disclosure provides
a preferred implementation before acquiring the charactet-
istic information of the monitored party based on the pre-
determined time interval. In some implementations, the
computing device may receive input of a gender, an age, and
resident location information on the monitoring party.
[0257] In implementations, the computing device may
receive input of a gender, an age, and resident location
information on the monitoring party in the following man-
ners. The computing device may display a text input win-
dow, and display a virtual keyboard on the display, and
receive user touch operations on the virtual keyboard asso-
ciated with information such as a gender, an age, and
resident location information on the monitoring party. For
example, the resident location information may include
latitude and longitude information or a coding string of
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geophash of a location (a type of address coding). In some
implementations, the location information may be deter-
mined using landmarks such as concrete buildings.

[0258] If the monitored party includes a smart device
capable of monitoring health information, the computing
device may acquire the characteristic information of a
monitored party based on a predetermined time interval by
acquiring a heart rate, a body temperature, a respiratory rate
and longitudinal acceleration of the monitoring party based
on a predetermined time interval.

[0259] It should be noted that the smart device capable of
monitoring health information may include a health detec-
tion wearable device, a blood pressure meter or other
medical devices for medical uses.

[0260] The characteristic information of the monitored
party may be obtained by configuring sensors of the wear-
able device to measure bodies’ characteristic information
and by estimating or collecting the characteristic parameters.
The characteristic information may include at least one of a
heart rate, a body temperature, a respiratory rate and longi-
tudinal acceleration of the monitoring party. For example,
the wearable device may measure and/or calculate the heart
rate, the body temperature, the respiratory rate of the user,
longitudinal acceleration et al. To obtain the characteristic
information, corresponding sensors in the wearable device
may be configured, for example a pulse sensor, a tempera-
ture sensor, a gravity sensor et al. Those skilled in the art
may configure the sensors based on the characteristic infor-
mation. In addition to the method above, other body’s
characteristic information may further be used based on
various detecting devices of the monitored party. For
example, a video recording device may be used to acquire
information such as states of open and closed eyes, move-
ment of the eyeball and other characteristic information that
reflects the state of consciousness of a person.

[0261] Before acquiring the characteristic information of
the monitored party based on the predetermined time inter-
val, the monitored party may include a smart device capable
of monitoring health information, and receive input of a
gender and an age on the monitoring party in the following
manners. The computing device may display a text input
window, and display a virtual keyboard on the display, and
receive user touch operations on the virtual keyboard to
input the gender and the age.

[0262] If the monitored party includes a sensor device
capable of detecting a physical parameter, the computing
device may acquire the characteristic information of a
monitored party based on a predetermined time interval. For
example, the computing device may acquire a temperature,
brightness, a volume, or a gas concentration of the moni-
tored party based on a predetermined time interval.

[0263] The temperature of the monitored party may be
acquired using a temperature sensor. By having two different
conductor or semiconductor materials welded together, a
closed circuit is constituted. When temperature differences
between two attachment points of the conductor, electromo-
tive force arises between the two attachment points and thus
forms a current in the circuit. This phenomenon is called
pyroelectric effect. Thermocouple temperature sensor is
designed to implement this effect. Commonly thermocouple
temperature sensor can be measured from minus 50 degrees
to 1600 degrees, while some may reach negative 269
degrees or 2800 degrees.
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[0264] The brightness of the monitored party may be
measured using visible light sensors or optical acquisition
sensors. Photodiodes may detect light intensity including
visible light and infrared illumination and light intensity of
the infrared illumination. The light intensity is then con-
verted to 16-bit, 12C standard digital signals for output.

[0265] The volume of the monitored party may be
obtained a voice sensor, including an audio amplifier, a
frequency-selective circuit, an time-delay control circuit and
a thyristor gating circuit.

[0266] The gas concentration of the monitored party may
be obtained using a gas sensor, which converts a fraction of
the volume of a gas into a corresponding electrical signal to
represent the gas concentration. The probe may process gas
samples using a gas sensor gas, for example, filtering out
impurities and interfering gases, drying or cooling pro-
cesses, and displaying.

[0267] At S603, the computing device may transmit the
characteristic information of the monitoring party to a server
terminal.

[0268] In implementations, after acquiring the character-
istic information of the monitored party based on the pre-
determined time interval, operation S603 may be performed
to transmit the acquired characteristic information of the
monitored party to the server terminal. The computing
device may transmit the characteristic information of the
monitoring party to the server terminal via GPRS\AGMG or
WIFI connections that may be established with the moni-
tored party to transmit the characteristic information of the
monitoring party to a server terminal.

[0269] It is understood that the transmitted characteristic
information may vary based on the type of the monitored
party. If the monitored party is a mobile terminal, the
computing device may transmit current location informa-
tion, current time information, movement status informa-
tion, an age, and a gender of the monitored party; if the
monitored party includes a smart device capable of moni-
toring health information, the computing device may trans-
mit a heart rate, a body temperature, a respiratory rate of the
monitored party to the server terminal; if the monitored
party includes a sensor device capable of detecting a physi-
cal parameter, the computing device may transmit a tem-
perature, brightness, or a gas concentration of the monitored
party.

[0270] To reduce the amount of data transferred between
the monitored party and the server terminal, the present
disclosure provides a preferred implementation. In some
implementations, when the monitored party includes a
mobile device or a smart device capable of monitoring
health information, only when the monitored party and the
server terminal establish a connection at the first time, the
monitored party may transmit the age and the gender in the
characteristic information of the monitored party.

[0271] It is understood that, because the age and the
gender in the characteristic information of the monitored
party don’t change in a very long time period (e.g., a year),
when transmitting data between the monitored party and the
server terminal, a large amount of duplicated information
may be transmitted to the server terminal. Therefore, when
the monitored party and the server terminal establish a
connection at the first time, the monitored party may trans-
mit the age and the gender in the characteristic information
of the monitored party.
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[0272] To update the age in the characteristic information
of the monitored party, the updated age may be calculated
based on the current time of the monitored party. When the
monitored party detects the update of the monitored party, at
the next communication with the server terminal, the
updated age may be transmitted to the monitored party.
[0273] In implementations, in addition to transmitting the
characteristic information of the monitoring party to a server
terminal after acquiring the characteristic information of a
monitored party based on a predetermined time interval, an
active triggering alarm operation may be performed to
transmit the characteristic information of the monitored
party to the server terminal, as described in S701 to S705.
[0274] FIG. 7 is a flowchart illustrating a process of an
active triggering alarm operation to transmit characteristic
information of a monitored party to a server terminal in
accordance with the implementations of the present disclo-
sure.

[0275] At S701, the computing device may receive a touch
operation on an alarm area of the display and a three-strike
operation on a power button. The alarm area may include an
alarm area of a screen locking interface, or an alarm area of
a desktop.

[0276] In implementations, when the monitored party
includes a mobile device or a smart device capable of
monitoring health information, the alarm of the desktop is a
replacement of a desktop icon or a button of the original
emergency call of the monitored party on the lock screen.
[0277] At S703, the computing device may acquire the
characteristic information of the monitoring party.

[0278] In these instances, this operation is similar to those
described in operation S601 with respect to acquiring the
characteristic information of the monitored party.

[0279] It should be noted that, if the monitored party is a
mobile terminal, the characteristic information of the moni-
tored party may include: current location information, cur-
rent time information, movement status information, gender,
and age; if the monitored party includes a smart device
capable of monitoring health information, the characteristic
information of the monitored party may include: a heart rate,
a body temperature, a respiratory rate and longitudinal
acceleration; if the monitored party includes a sensor device
capable of detecting a physical parameter, the characteristic
information of the monitored party may include: a tempera-
ture, brightness, a volume or a gas concentration.

[0280] At S705, the computing device may transmit the
alarm information to the server terminal. The alarm infor-
mation may include the characteristic information of the
monitoring party.

[0281] In implementations, the alarm information may
include the characteristic information of the monitoring
party, which is acquired at S703.

[0282] To increase a rescue probability in response to
triggering the alarm information, the present disclosure
provides a preferred implementation. In some implementa-
tions, with respect to the transmitting the alarm information
to the server terminal, the computing device may transmit
contact information to the monitored party and the alarm
information to a map application.

[0283] It should be noted that the computing device may
transmit the alarm information to the contact of the moni-
tored party in the following manners. The computing device
may enable transmitting the alarm information to contacts in
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the contact of the monitored party and/or contacts of the
contact of a mobile messaging application.

[0284] In addition, after transmitting the characteristic
information of the monitoring party to the server terminal,
the computing device may receive a prompt message gen-
erated based on characteristic information of the monitoring
party to from the server terminal.

[0285] It should be noted that the computing device may
consider the security status information of the monitored
party that is generated based on the characteristic informa-
tion of the monitored party, and transmit the message
corresponding to the security status information. For
example, the prompt message gradually increases the inten-
sity of the message content based on the gradient of the
security status information from small to large. If the secu-
rity status information of the monitored party is “0”, the
message content includes the prompt message indicating
being safe. If the security status information is “0.6”, the
message content includes the prompt message that is not
safe, and the prompt message may recommend going home
as soon as possible.

[0286] At S605, the computing device may receive an
instruction to the monitored party to set a predetermined
time interval for acquiring characteristic information as
real-time access or an instruction to the monitored party to
extend a predetermined time interval for acquiring charac-
teristic information.

[0287] In implementations, a computing device may
receive an instruction to the monitored party to set a pre-
determined time interval for acquiring characteristic infor-
mation as real-time access or an instruction to the monitored
party to extend a predetermined time interval for acquiring
characteristic information via a connection such as GPRS \
3G\ 4G or WIFI between the monitored party and the server
terminal.

[0288] It should be noted that the instruction to the moni-
tored party to set a predetermined time interval for acquiring
characteristic information may include: setting the time
interval for acquiring characteristic information to 1 second.
The instruction to the monitored party to extend a predeter-
mined time interval for acquiring characteristic information
may include: extending the predetermined time interval for
acquiring the characteristic information based on the secu-
rity status information.

[0289] At S607, the computing device may change the
time interval based on the acquired characteristic informa-
tion of the monitoring party.

[0290] In implementations, a computing device may
receive an instruction to the monitored party to set a pre-
determined time interval for acquiring characteristic infor-
mation as real-time access or an instruction to the monitored
party to extend a predetermined time interval for acquiring
characteristic information at S605 and to set the time inter-
val for acquiring characteristic information using the time
interval in the instruction.

[0291] For example, if the time interval for acquiring
characteristic information for the monitored party is 60
seconds, and the predetermined time period for acquiring the
characteristic information in the instruction is 5 minutes, the
computing device may set the time interval for acquiring
characteristic information from 60 seconds to 300 seconds.
If the computing device receives the instruction to set a
predetermined time interval for acquiring characteristic
information as real-time access, the computing device may
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set the time interval for acquiring characteristic information
from 60 seconds to 1 second.

[0292] In implementations, the computing device may
acquire the characteristic information of a monitored party
based on a predetermined time interval using a timer such
that when a time period recorded by the timer is equal to a
predetermined time period, the computing device may
acquire the characteristic information. In these instances, the
computing device may change the time interval based on the
acquired characteristic information of the monitoring party
by changing the time of the timer.

[0293] Implementations of the present disclosure relate to
a method of acquiring characteristic information. The
method may include acquiring the characteristic information
of a monitored party based on a predetermined time interval,
transmitting the characteristic information of the monitoring
party to a server terminal, and receiving an instruction to the
monitored party to set a predetermined time interval for
acquiring characteristic information as real-time access or an
instruction to the monitored party to extend a predetermined
time interval for acquiring characteristic information. The
computing device may change the time interval based on the
acquired characteristic information of the monitoring party.
The technical solution solves the problem of data traffic
waste caused by wireless data communication and transmis-
sion when monitoring a target for a long time.

[0294] The above-described implementations provide a
method for acquiring characteristic information. Corre-
sponding to the method above, some implementations of the
present disclosure relate to a device for acquiring charac-
teristic information. Since the implementations of the device
are substantially similar to those of the method described
above, the following descriptions of the implementations are
merely illustrative.

[0295] FIG. 8 is a schematic diagram illustrating a device
800 for acquiring characteristic information in accordance
with the implementations of the present disclosure.

[0296] The device 800 may include one or more processor
(s) 802 or data processing unit(s) and memory 804. The
device 800 may further include one or more input/output
interface(s) 806, and network interface(s) 808. The memory
804 is an example of computer readable media.

[0297] The memory 804 may store therein a plurality of
modules or units including a characteristic information
acquiring module 810, a characteristic information transmit-
ting module 812, an instruction receiving module 814, and
a time interval modification module 816.

[0298] The characteristic information acquiring module
810 may be configured to acquire the characteristic infor-
mation of a monitored party based on a predetermined time
interval.

[0299] The characteristic information transmitting module
812 may be configured to transmit the characteristic infor-
mation of the monitoring party to a server terminal.

[0300] The instruction receiving module 814 may be con-
figured to receive an instruction to the monitored party to set
a predetermined time interval for acquiring characteristic
information as real-time access or an instruction to the
monitored party to extend a predetermined time interval for
acquiring characteristic information.

[0301] The time interval modification module 816 may be
configured to change the time interval based on the acquired
characteristic information of the monitoring party.
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[0302] In implementations, the characteristic information
acquiring module 810 may be configured to acquire current
location information, current time information, and move-
ment status information of the monitoring party based on the
predetermined time interval if the monitored party is a
mobile terminal.

[0303] Inimplementations, the device may further include
an information receiving module configured to acquiring the
characteristic information of the monitored party based on
the predetermined time interval, receiving input of a gender,
an age, and resident location information on the monitoring
party.

[0304] Inimplementations, the device may further include
a touch operation receiving module configured to receive a
touch operation on an alarm area of the display and a
three-strike operation on a power button after transmitting
the characteristic information of the monitoring party to a
server terminal. The alarm area may include an alarm area
of a screen locking interface, or an alarm area of a desktop.
The device may further include a current characteristic
information obtaining module configured to acquire the
characteristic information of the monitoring party. and an
alarm information transmission module configured to trans-
mit the alarm information to the server terminal. The alarm
information may include the characteristic information of
the monitoring party.

[0305] Inimplementations, the device may further include
a third-party transmission module configured to transmit
contact information to the monitored party and the alarm
information to a map application.

[0306] In implementations, the characteristic information
acquiring module 810 may be configured to acquire a heart
rate, a body temperature, a respiratory rate and longitudinal
acceleration of the monitoring party based on a predeter-
mined time interval if the monitored party includes a smart
device capable of monitoring health information.

[0307] Inimplementations, the device may further include
an information receiving module configured to acquiring the
characteristic information of the monitored party based on
the predetermined time interval, receiving input of a gender
and an age on the monitoring party.

[0308] Inimplementations, the device may further include
a touch operation receiving module configured to receive a
touch operation on an alarm area of the display and a
two-strike operation on a power button after transmitting the
characteristic information of the monitoring party to a server
terminal. The alarm area may include an alarm area of a
screen locking interface, or an alarm area of a desktop. The
device may further include a current characteristic informa-
tion obtaining module configured to acquire the character-
istic information of the monitoring party, and an alarm
information transmission module configured to transmit the
alarm information to the server terminal. The alarm infor-
mation may include the characteristic information of the
monitoring party.

[0309] In implementations, the characteristic information
acquiring module 810 may be configured to acquire a
temperature, brightness, a volume, or a gas concentration of
the monitoring party based on a predetermined time interval
if the monitored party includes a sensor device capable of
detecting a physical parameter.

[0310] Inimplementations, the device may further include
a message receiving module configured to receive a prompt
message generated based on characteristic information of
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the monitoring party to from the server terminal after
transmitting the characteristic information of the monitoring
party to a server terminal.

[0311] The above-described implementations relate to a
method of security prejudgment based on characteristic
information and a device for security prejudgment based on
characteristic information, and an electronic device thereof,
as well as a method of acquiring characteristic information
and a device for acquiring characteristic information. In
addition, the implementations further relate to an electronic
device.

[0312] FIG. 9 is a schematic diagram illustrating an elec-
tronic device. The electronic device 900 may include a
display 901, a processor 903, memory 905 configured to
store a characteristic information acquiring program,
executed by the one or more processors to acquire charac-
teristic information of a monitored party based on a prede-
termined time interval, transmit the characteristic informa-
tion of the monitoring party to a server terminal, receive an
instruction to the monitored party to set a predetermined
time interval for acquiring characteristic information as
real-time access or an instruction to the monitored party to
extend a predetermined time interval for acquiring charac-
teristic information, and change the time interval based on
the acquired characteristic information of the monitoring
party. The memory 905 is an example of computer readable
media.

[0313] The above-described implementations relate to a
method of security prejudgment based on characteristic
information and a device for security prejudgment based on
characteristic information, and an electronic device thereof,
as well as a method of acquiring characteristic information
and a device for acquiring characteristic information. In
addition, some implementations of the present disclosure
relate to a system of security prejudgment based on the
characteristic information.

[0314] FIG. 10 is a schematic diagram illustrating a sys-
tem 1000 for security prejudgment based on characteristic
information in accordance with the implementations of the
present disclosure.

[0315] The system 1000 may include a device for security
prejudgment based on characteristic information 1001, and
a device for acquiring characteristic information 1003.
[0316] The device 1001 may receive characteristic infor-
mation of a monitored party from the monitored party,
calculate security status information of the monitored party
based on a probability of danger that has been stored and
corresponds to the characteristic information of the moni-
tored party, determine that the security status information is
greater than a first threshold, and perform an appropriate
operation based on the determination,

[0317] The device 1003 may acquire the characteristic
information of a monitored party based on a predetermined
time interval, transmit the characteristic information of the
monitoring party to a server terminal, receive an instruction
to the monitored party to set a predetermined time interval
for acquiring characteristic information as real-time access
or an instruction to the monitored party to extend a prede-
termined time interval for acquiring characteristic informa-
tion, and change the time interval based on the acquired
characteristic information of the monitoring party.

[0318] The device 1003 may be installed on a mobile
terminal (e.g., a mobile phone or a tablet) including smart
devices and sensor devices capable of detecting health
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information. it is not intended to limit these devices as long
as they are capable of performing operations acquiring the
characteristic information as described above. The device
1001 may be installed on a computing device, but not
limited to the computing device, as long as they are capable
of performing operations of security prejudgment based on
the characteristic information as described above.
[0319] In a typical configuration, a computing device
includes one or more processors (CPU), input/output inter-
faces, network interfaces, and memory.
[0320] Memory may include computer-readable medium
volatile memory, random access memory (RAM) and/or
nonvolatile memory, etc., such as read only memory (ROM)
or flash memory (flash RAM). Memory is an example of
computer readable media.
[0321] 1. Computer readable media includes permanent
and non-permanent, removable and non-removable media
may be made in any method or technology to achieve
information storage. Information can be computer-readable
instructions, data structures, program modules or other data.
Examples of computer storage media include, but not lim-
ited to phase-change memory (PRAM), static random access
memory (SRAM), dynamic random access memory
(DRAM), other types of random-access memory (RAM),
read-only memory (ROM), electrically erasable program-
mable Read Only memory (EEPROM), flash memory or
other memory technology, CD-ROM read-only memory
(CD-ROM), digital versatile disc (DVD) or other optical
storage, magnetic cassettes, magnetic disk storage or other
magnetic tape storage devices, or any other magnetic non-
transmission medium, which can be used to store the infor-
mation for access by computing devices. Defined in accor-
dance with this present disclosure, Computer readable media
does not include non-transitory media, such as modulated
data signal and carriers.
[0322] 2. One skilled in the art should understand,
embodiments of the present disclosure provide a method,
system, or computer program product. Accordingly, the
present disclosure may be entirely implemented by hard-
ware, software, or a combination of hardware and software.
Further, the present disclosure can be used in one or more
computer usable storage media (including but not limited to
the optical disk storage and memory, etc.) that contain
computer usable program codes and are implemented on a
computer program product.
[0323] Although the present disclosure provides preferred
embodiments above, it is not intended to limit the present
disclosure, one of ordinary skill in the art, without departing
from the spirit and scope of the present disclosure, may
make possible changes and modifications. Therefore, the
scope of application should be defined by the scope of the
claims of the present disclosure.
1-20. (canceled)
21. A method comprising:
receiving characteristic information of a monitored party
from the monitored party;
calculating security status information of the monitored
party based on a probability of danger that has been
stored and corresponds to the characteristic information
of the monitored party;
determining that the security status information is greater
than a first threshold; and
performing an appropriate operation based on the deter-
mination including:
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transmitting to a predetermined monitoring party a
login key used for acquiring the characteristic infor-
mation of the monitored party if the security status
information is greater than the first threshold, and
transmitting an instruction to the monitored party to
set a predetermined time interval for acquiring the
characteristic information as real-time access; and

transmitting a prompt message generated based on the
characteristic information of the monitoring party to
the monitored party if the security status information
is not greater than the first threshold.

22. The method of claim 21, wherein the calculating the
security status information of the monitored party based on
the probabilities of danger that have been stored and corre-
spond to the characteristic information of the monitored
party includes a calculation based on Bayes’ theorem using
at least two probabilities of danger.

23. The method of claim 21, wherein the transmitting to
the predetermined monitoring party the login key used for
acquiring the characteristic information of the monitored
party comprises transmitting to the predetermined monitor-
ing party the login key used for acquiring the characteristic
information of the monitored party via an SMS text mes-
sage.

24. The method of claim 21, wherein the monitored party
is a mobile terminal, and the characteristic information of
the monitored party comprises at least one of current loca-
tion information, current time information, movement status
information, gender of a user of the mobile terminal, or age
of the user of the mobile terminal.

25. The method of claim 21, wherein the monitored party
comprises a smart device capable of monitoring health
information of a user of the smart device, and the charac-
teristic information of the monitored party includes the
monitored health information of the user comprising at least
one of a gender, an age, a heart rate, a body temperature, or
a respiration rate.

26. The method of claim 25, wherein the calculating the
security status information of the monitored party is based
on Bayes’ theorem using a probability of danger that has
been stored and corresponds to the characteristic informa-
tion of the monitored party and comprises:

acquiring predetermined probabilities of danger corre-
sponding to the gender, the age, the heart rate, the body
temperature and the respiration rate in the characteristic
information of the monitored party;

introducing a probability of danger of the gender, a
probability of danger of the age, a probability of danger
of the heart rate, a probability of danger of the body
temperature, and a probability of danger of the respi-
ration rate into Bayes’ theorem, and calculating the
probability of danger to the monitored party; and

designating the probability of danger to the monitored
party as the security status information of the moni-
tored party.

27. The method of claim 21, wherein the monitored party
comprises a sensor device capable of detecting a physical
parameter, and wherein the characteristic information of the
monitored party comprises at least one of a temperature,
brightness, a volume, or a gas concentration.

28. A device for security prejudgment, the device com-
prising:
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a characteristic information receiving module used for
receiving characteristic information of a monitored
party from the monitored party;
a security state information calculation module for cal-
culating security status information of the monitored
party based on a probability of danger that has been
stored and corresponds to the characteristic information
of the monitored party;
a security state information judgment module for deter-
mining that the security status information is greater
than a first threshold; and
an execution module for performing an appropriate opera-
tion based on the determination including:
transmitting to a predetermined monitoring party a
login key used for acquiring the characteristic infor-
mation of the monitored party if the security status
information is greater than the first threshold, and
transmitting an instruction to the monitored party to
set a predetermined time interval for acquiring the
characteristic information as real-time access; and

transmitting a prompt message generated based on the
characteristic information of the monitoring party to
the monitored party if the security status information
is not greater than the first threshold.

29. The device of claim 28, wherein the calculating the
security status information of the monitored party based on
the probabilities of danger that have been stored and corre-
spond to the characteristic information of the monitored
party includes a calculation based on Bayes’ theorem using
at least two probabilities of danger.

30. The device of claim 28, wherein the transmitting to the
predetermined monitoring party the login key used for
acquiring the characteristic information of the monitored
party comprises transmitting to the predetermined monitor-
ing party the login key used for acquiring the characteristic
information of the monitored party via an SMS text mes-
sage.

31. The device of claim 28, wherein the monitored party
is a mobile terminal, and the characteristic information of
the monitored party comprises at least one of current loca-
tion information, current time information, movement status
information, gender of a user of the mobile terminal, or age
of the user of the mobile terminal.

32. The device of claim 28, wherein the monitored party
comprises a smart device capable of monitoring health
information of a user of the smart device, and the charac-
teristic information of the monitored party includes the
monitored health information comprising at least one of a
gender, an age, a heart rate, a body temperature, or a
respiration rate.

33. The device of claim 32, wherein the calculating the
security status information of the monitored party is based
on Bayes’ theorem using a probability of danger that has
been stored and corresponds to the characteristic informa-
tion of the monitored party and comprises:

acquiring predetermined probabilities of danger corre-
sponding to the gender, the age, the heart rate, the body
temperature and the respiration rate in the characteristic
information of the monitored party;

introducing a probability of danger of the gender, a
probability of danger of the age, a probability of danger
of the heart rate, a probability of danger of the body
temperature, and a probability of danger of the respi-
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ration rate into Bayes’ theorem, and calculating the
probability of danger to the monitored party; and

designating the probability of danger to the monitored
party as the security status information of the moni-
tored party.

34. The device of claim 28, wherein the monitored party
comprises a sensor device capable of detecting a physical
parameter, and wherein the characteristic information of the
monitored party comprises at least one of a temperature,
brightness, a volume, or a gas concentration.

35. One or more memories stored thereon computer-
executable instructions, executable by one or more proces-
sors, to cause the one or more processors to perform acts
comprising:

receiving characteristic information of a monitored party

from the monitored party;

calculating security status information of the monitored

party based on a probability of danger that has been
stored and corresponds to the characteristic information
of the monitored party;

determining that the security status information is greater

than a first threshold; and

performing an appropriate operation based on the deter-

mination including:

transmitting to a predetermined monitoring party a
login key used for acquiring the characteristic infor-
mation of the monitored party—if the security status
information is greater than the first threshold, and
transmitting an instruction to the monitored party to
set a predetermined time interval for acquiring the
characteristic information as real-time access; and

transmitting a prompt message generated based on the
characteristic information of the monitoring party to
the monitored party if the security status information
is not greater than the first threshold.

36. The one or more memories of claim 35, wherein the
calculating the security status information of the monitored
party based on the probabilities of danger that have been
stored and correspond to the characteristic information of
the monitored party includes a calculation based on Bayes’
theorem using at least two probabilities of danger.

37. The one or more memories of claim 35, wherein the
transmitting to the predetermined monitoring party the login
key used for acquiring the characteristic information of the
monitored party comprises transmitting to the predeter-
mined monitoring party the login key used for acquiring the
characteristic information of the monitored party via an
SMS text message.

38. The one or more memories of claim 35, wherein the
monitored party is a mobile terminal, and the characteristic
information of the monitored party comprises at least one of
current location information, current time information,
movement status information, gender of a user of the mobile
terminal, or age of the user of the mobile terminal.

39. The one or more memories of claim 35, wherein the
monitored party comprises a smart device capable of moni-
toring health information of a user of the smart device, and
the characteristic information of the monitored party
includes the monitored health information of the user com-
prising at least one of a gender, an age, a heart rate, a body
temperature, or a respiration rate.

40. The one or more memories of claim 35, wherein the
monitored party comprises a sensor device capable of
detecting a physical parameter, and wherein the character-
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istic information of the monitored party comprises at least
one of a temperature, brightness, a volume, or a gas con-
centration.
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