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SYSTEMS AND METHODS OF
INTEGRATING AMBULATORY MEDICAL
DEVICES

RELATED APPLICATIONS

[0001] This application claims benefit under 35 U.S.C.
§119 (e) of U.S. Provisional Application Ser. No. 62/315,
486, titled “SYSTEMS AND METHODS OF INTEGRAT-
ING AMBULATORY MEDICAL DEVICES”, filed Mar.
30, 2016, which is hereby incorporated herein by reference
in its entirety.

BACKGROUND

[0002] This disclosure relates generally to external medi-
cal devices, and more specifically, to apparatus and pro-
cesses that integrate ambulatory medical devices with hos-
pital medical devices.

[0003] There are a wide variety of electronic and mechani-
cal medical devices for monitoring and treating patients’
medical conditions. The one or more particular medical
devices used to monitor and/or treat a patient depend on the
underlying medical condition with which the patient is
afflicted. For example, where a patient has a medical con-
dition that affects the patient’s cardiac function (e.g., a
cardiac arrhythmia), medical devices such as cardiac pace-
makers or defibrillators may be used to treat the patient. In
some cases, these medical devices may be surgically
implanted or externally connected to the patient. Such
medical devices may be used alone, or in combination with
drug therapies, to treat medical conditions such as cardiac
arrhythmias.

[0004] One of the most deadly cardiac arrhythmias is
ventricular fibrillation, which occurs when normal, regular
electrical impulses are replaced by irregular and rapid
impulses, causing the heart muscle to stop normal contrac-
tions and to begin to quiver. Normal blood flow ceases, and
organ damage or death can result in minutes if normal heart
contractions are not restored. Because the victim has no
perceptible warning of the impending fibrillation, death
often occurs before the necessary medical assistance can be
administered. Other cardiac arrhythmias include excessively
slow heart rates known as bradycardia.

[0005] Implantable or external pacemakers and defibrilla-
tors (such as automated external defibrillators or AEDs)
have significantly improved the ability to treat these other-
wise life-threatening conditions. Such devices operate by
applying corrective electrical pulses directly to the patient’s
heart. For example, bradycardia can be corrected through the
use of an implanted or external pacemaker device. Ventricu-
lar fibrillation can be treated by an implanted or external
defibrillator.

[0006] Some medical devices operate by continuously or
substantially continuously monitoring the patient’s heart for
treatable arrhythmias via one or more sensing electrodes
and, when such is detected, applying corrective electrical
pulses directly to the heart through one or more therapy
electrodes. Patients use these devices while ambulatory and
visiting various locations, such as their home or place of
work.

SUMMARY

[0007] An ambulatory medical device stores a wealth of
data regarding a patient that is potentially useful to a hospital
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practitioner when caring for the patient. Examples of this
patient data include data descriptive of patient activity,
compliance, body position, electrocardiogram (ECG) read-
ings, heart sounds, respiration, blood oxygen level, and other
patient parameters. Patient data may also include patient
demographic data (e.g., name, address, insurance provider,
etc.), data descriptive of healthcare provider observations of
the patient, and images of the patient. Both the hospital
practitioner and patient may further benefit from granting
control of the ambulatory medical device upon the patient’s
entry into the hospital. This is especially true where the
ambulatory medical device is configured to provide treat-
ment to the patient that may be manually initiated by the
hospital practitioner in an emergency. Further, publication of
the data, along with data generated by other medical devices
located in the hospital, can be used to construct a patient
dashboard summarizing the patient’s condition over time
and illustrating a chronology of care provided to the patient
via the ambulatory medical device and the other medical
devices located in the hospital. This chronology may both
inform a caregiver’s treatment of the patient in an emer-
gency and be studied to prescribe an extended course of
treatment to the patient.

[0008] In one example, an ambulatory medical device is
provided. The ambulatory medical device includes at least
one sensor configured to acquire physiological data of a
patient, at least one network interface and at least one
processor coupled to the at least one sensor and the at least
one network interface. The at least one processor is config-
ured to detect, via the at least one network interface, a
medical device, to establish a secure communication session
with the medical device via the at least one network inter-
face, to detect a data capacity of the secure communication
session, to identify a category of patient data associated with
the data capacity, and to transmit patient data of the category
to the medical device via the secure communication session.

[0009] In the ambulatory medical device, the at least one
processor may be configured to detect the medical device in
response to the ambulatory medical device entering a pre-
defined range of the medical device. The at least one
processor may be configured to determine whether the
medical device is trusted prior to establishing the secure
commuication session.

[0010] In the ambulatory medical device, the patient data
may include a summary based on electrocardiogram data.
The summary may describe a heart rate of the patient. The
at least one processor may be configured to monitor the data
capacity and to include electrocardiogram data within the
patient data where the data capacity exceeds a predeter-
mined threshold.

[0011] The ambulatory medical device may further
include at least one electrode configured to shock the patient.
The ambulatory medical device may further include a gar-
ment housing the at least one electrode. In the ambulatory
medical device, the at least one processor may be configured
to determine whether the medical device is within the
predefined range based on at least one of a Wi-Fi signal
strength, a BLUETOOTH signal strength, and a near field
communication signal strength. The at least one processor
may be configured to determine that the medical device is
within the predefined range based on physical contact
between the medical device and at least one of the ambu-
latory medical device and the patient.
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[0012] In the ambulatory medical device, the at least one
processor may be configured to receive instructions to treat
the patient from the medical device and to execute the
instructions to treat the patient. The at least one processor
may be configured to implement a web server to receive the
instructions within the secure communication session. The
at least one processor may be configured to receive instruc-
tions to execute a diagnostic protocol from the medical
device and to execute the diagnostic protocol. The ambula-
tory medical may further include a user interface coupled to
the at least one processor, the diagnostic protocol may
include a six-minute walk test and the at least one processor
may be configured to prompt the user, via the user interface,
to perform the six-minute walk test.

[0013] In the ambulatory medical device, the at least one
processor may be configured to implement a web server to
transmit the patient data to a programmable device distinct
from the medical device and the ambulatory medical device.
The programmable device may include at least one of a
mobile computing device, a remote server, and a hospital
data system. The patient data may include compliance data.
The at least one processor may be configured to detect a
predefined patient condition and to transmit instructions for
the medical device to issue an alert via a user interface
regarding the patient condition.

[0014] In another example, a hospital medical device is
provided. The hospital medical device includes at least one
network interface and at least one processor coupled to the
at least one network interface. The at least one processor is
configured to detect, via the at least one network interface,
an external ambulatory medical device; to establish a secure
communication session with the external ambulatory medi-
cal device via the at least one network interface; to receive
patient summary data via the secure communication session;
and to process the patient summary data.

[0015] In the hospital medical device, the at least one
processor may be configured to request, in response to
processing the patient summary data, detailed data upon
which the summary data is based from the external ambu-
latory medical device via the secure communication session.
The at least one processor may be configured to transmit
patient data to the external ambulatory medical device via
the secure communication session. The hospital medical
device may include at least one of a defibrillator, a tempera-
ture management system, a ventilator, a resuscitation sys-
tem, and a telemetry system.

[0016] Inthe hospital medical device, the patient summary
data may be based on electrocardiogram data. The patient
summary data may describe a heart rate of the patient. The
at least one processor may be configured to determine
whether the external ambulatory medical device is within a
predefined range of the hospital medical device based on at
least one of a Wi-Fi signal strength, a BLUETOOTH signal
strength, and a near field communication signal strength.
The at least one processor may be configured to determine
the external ambulatory medical device is within a pre-
defined range based on physical contact between the hospital
medical device and at least one of the external ambulatory
medical device and the patient.

[0017] The hospital medical device may further include a
user interface coupled to the at least one processor. The at
least one processor may be configured to receive input via
the user interface, to generate instructions to treat the patient
based on the input, and to transmit the instructions to the
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external ambulatory medical device. The at least one pro-
cessor may be configured to implement a web server to
transmit the instructions within the secure communication
session. The at least one processor may be configured to
receive input via the user interface, to generate instructions
to execute a diagnostic protocol based on the input, and to
transmit the instructions to the external ambulatory medical
device. The diagnostic protocol may include a six-minute
walk test. The at least one processor may be configured to
receive instructions from the external ambulatory medical
device to issue an alert via the user interface regarding a
patient condition. The at least one processor may be con-
figured to display patient data on the user interface.

[0018] In the hospital medical device, wherein the at least
one processor may be configured to implement a web server
to transmit patient data to a programmable device distinct
from the hospital medical device and the external ambula-
tory medical device. The programmable device may include
at least one of a mobile computing device, a remote server,
and a hospital information system. The patient data may
include compliance data.

[0019] In another example, a system of medical devices is
provided. The system includes an external ambulatory medi-
cal device and a hospital medical device. The external
ambulatory medical device includes one or more network
interfaces and at least one sensor configured to acquire
physiological data of a patient. The hospital medical device
includes at least one network interface and at least one
processor coupled to the at least one network interface. The
at least one processor is configured to detect, via the at least
one network interface, the external ambulatory medical
device; to establish a secure communication session with the
external ambulatory medical device via the at least one
network interface; to receive patient summary data via the
secure communication session; to process the patient sum-
mary data.

[0020] In the system of medical devices, the at least one
processor of the hospital medical device may be configured
to request, in response to processing the patient summary
data, detailed data upon which the patient summary data is
based from the external ambulatory medical device via the
secure communication session. The external ambulatory
medical device may include one or more processors config-
ured to limit transmission of patient data at least in part by
calculating the patient summary data, transmitting the
patient summary data to the hospital medical device, receiv-
ing a request for detailed data, and transmitting, in response
to receiving the request, the detailed data to the hospital
medical device.

[0021] In the system, the hospital medical device may
include a resuscitation system, the external ambulatory
medical device may include an accelerometer, and the at
least one processor of the hospital medical device may be
configured to receive location tracking data measured by the
accelerometer and to detect whether chest compressions are
of a correct depth using the location tracking data.

[0022] In the system, the hospital medical device may
include a temperature management system, the external
ambulatory medical device may include a temperature sen-
sor configured to measure a body temperature of the patient,
and the at least one processor may be configured to receive
body temperature data measured by the temperature sensor
and to detect whether the body temperature transgresses a
threshold.
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[0023] In the system, the at least one processor may be
configured to receive electrocardiogram data and to process
the electrocardiogram data to generate the patient summary
data. The hospital medical device may further include a user
interface coupled to the at least one processor. The at least
one processor may be configured to display, on a screen of
the user interface, data originated by the hospital medical
device and display, on the screen of the user interface, data
originated by the external ambulatory medical device.
[0024] In another example, a method of integrating an
ambulatory medical device with a hospital medical device is
provided. The method includes acts of acquiring, by the
ambulatory medical device, physiological data of a patient;
detecting, by the ambulatory medical device, the hospital
medical device; establishing a secure communication ses-
sion between the ambulatory medical device and the hospital
medical device; detecting, by the ambulatory medical
device, a data capacity of the secure communication session;
identifying, by the ambulatory medical device, a category of
patient data associated with the data capacity; and transmit-
ting, by the ambulatory medical device, patient data of the
category to the hospital medical device via the secure
communication session.

[0025] In the method, the act of detecting the hospital
medical device may include an act of detecting the hospital
medical device in response to the ambulatory medical device
entering a predefined range of the hospital medical device.
The method may further include an act of determining
whether the hospital medical device is trusted prior to
establishing the secure communication session. In the
method, the act of transmitting the patient data may include
an act of transmitting a summary based on electrocardio-
gram data.

[0026] Still other aspects, examples and advantages of
these aspects and examples, are discussed in detail below.
Moreover, it is to be understood that both the foregoing
information and the following detailed description are
merely illustrative examples of various aspects and features,
and are intended to provide an overview or framework for
understanding the nature and character of the claimed
aspects and examples. Any example or feature disclosed
herein may be combined with any other example or feature.
References to different examples are not necessarily mutu-
ally exclusive and are intended to indicate that a particular
feature, structure, or characteristic described in connection
with the example may be included in at least one example.
The appearances of such terms herein are not necessarily all
referring to the same example.

DESCRIPTION OF DRAWINGS

[0027] Various aspects of at least one example are dis-
cussed below with reference to the accompanying figures,
which are not intended to be drawn to scale. The figures are
included to provide an illustration and a further understand-
ing of the various aspects and examples, and are incorpo-
rated in and constitute a part of this specification, but are not
intended as a definition of the limits of any particular
example. The drawings, together with the remainder of the
specification, serve to explain principles and operations of
the described and claimed aspects and examples. In the
figures, each identical or nearly identical component that is
illustrated in various figures is represented by a like numeral.
For purposes of clarity, not every component may be labeled
in every figure.
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[0028] FIG. 1 is a schematic diagram of one example of a
distributed computer system in accordance with an example
of the present disclosure.

[0029] FIG. 2 is schematic diagram of a patient data
communication session in accordance with an example of
the present disclosure.

[0030] FIG. 3 is a schematic diagram of a control com-
munication session in accordance with an example of the
present disclosure.

[0031] FIG. 4 is a schematic diagram of a patient data
publication session in accordance with an example of the
present disclosure.

[0032] FIG. 5 is a schematic diagram of an ambulatory
medical device in accordance with an example of the present
disclosure.

[0033] FIG. 6 is a schematic diagram of a hospital medical
device in accordance with an example of the present dis-
closure.

[0034] FIG. 7 is a schematic diagram of a medical device
controller in accordance with an example of the present
disclosure.

[0035] FIG. 8 is a flow diagram illustrating an integration
process in accordance with an example of the present
disclosure.

[0036] FIG. 9 is a flow diagram illustrating a patient data
communication process in accordance with an example of
the present disclosure.

[0037] FIG. 10 is a flow diagram illustrating a medical
device control process in accordance with an example of the
present disclosure.

[0038] FIG. 11 is a flow diagram illustrating a patient data
publication process in accordance with an example of the
present disclosure.

[0039] FIG. 12 is a schematic diagram of a user interface
of a hospital medical device in accordance with an example
of the present disclosure.

[0040] FIG. 13 is a schematic diagram of another user
interface of a hospital medical device in accordance with an
example of the present disclosure.

[0041] FIG. 14 is a schematic diagtam of a chronology of
care in accordance with an example of the present disclo-
sure.

DETAILED DESCRIPTION

[0042] Some aspects and examples are directed to appa-
ratus and processes that monitor a hospital environment for
the introduction of trusted ambulatory medical devices and
integrate the trusted medical devices with hospital medical
devices to enhance patient care. In some examples, hospital
medical devices and/or ambulatory medical devices monitor
for and detect one another when they are brought into close
physical proximity. Further, in these examples, the medical
devices establish a trusted relationship and execute one or
more secure communication sessions in which the medical
devices exchange data and/or instructions. As a result of this
interoperation, patient data is efficiently shared between the
medical devices, thereby enabling the medical device to
better treat the patient individually or in combination. In
addition, in some examples, the medical devices publish
patient data to a distinct programmable device. In these
examples, the distinct programmable device processes the
patient data to provide a chronology of care that spans
multiple medical devices. Such a rapidly assembled set of
information may be valuable in some clinical situations,
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such as where a healthcare professional or other caregiver in
an emergency room is presented with a patient whose care
is time critical in nature.

[0043] Examples of the methods and systems discussed
herein are not limited in application to the details of con-
struction and the arrangement of components set forth in the
following description or illustrated in the accompanying
drawings. The methods and systems are capable of imple-
mentation in other examples and of being practiced or of
being carried out in various ways. Examples of specific
implementations are provided herein for illustrative pur-
poses only and are not intended to be limiting. In particular,
acts, components, elements and features discussed in con-
nection with any one or more examples are not intended to
be excluded from a similar role in any other examples.
[0044] Also, the phraseology and terminology used herein
is for the purpose of description and should not be regarded
as limiting. Any references to examples, components, ele-
ments or acts of the systems and methods herein referred to
in the singular may also embrace examples including a
plurality, and any references in plural to any example,
component, element or act herein may also embrace
examples including only a singularity. References in the
singular or plural form are not intended to limit the presently
disclosed systems or methods, their components, acts, or
elements. The use herein of “including,” “comprising,”
“having,” “containing,” “involving,” and variations thereof
is meant to encompass the items listed thereafter and equiva-
lents thereof as well as additional items. References to “or”
may be construed as inclusive so that any terms described
using “or” may indicate any of a single, more than one, and
all of the described terms. In addition, in the event of
inconsistent usages of terms between this document and
documents incorporated herein by reference, the term usage
in the incorporated references is supplementary to that of
this document; for irreconcilable inconsistencies, the term
usage in this document controls.

Hospital Environment

[0045] FIG. 1 is a schematic diagram that illustrates the
components and operation of a distributed computing sys-
tem 100 within a hospital when configured in accordance
with at least one example. As shown, the distributed com-
puting system 100 includes an ambulatory medical device
102, a hospital medical device 104, a programmable device
106, a hospital information system 108, a remote device 110,
and a communication network 112. The ambulatory medical
device 102 is configured to monitor and/or treat the patient
116. In some examples in accordance with FIG. 1, the
hospital medical device 104 is associated with and operated
by the caregiver 118 and the programmable device 106 is
associated with and operated by the caregiver 120. The
characteristics of these devices and their methods of inter-
operation and integration are described further below.

[0046] In some examples, the ambulatory medical device
102 is worn by the patient 116 and includes sensors that
monitor the physiology of the patient 116 over, in some
instances, an extended time period (e.g., a few hours, days,
weeks, or even months). The ambulatory medical device 102
may also include treatment components, such as treatment
electrodes, that are configured to treat the patient when
warranted. Particular examples of the ambulatory medical
device 102 include, among other devices, mobile cardiac
telemetry devices, sleep apnea devices, drug delivery
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devices, oxygen concentrators, mobile cardiac telemetry
devices and/or wearable defibrillators, such as the LifeVest®
brand wearable defibrillator available from ZOLL® Medical
Corporation.

[0047] The hospital medical device 104 may include any
of a variety of hospital equipment used by caregivers
(doctors, nurses, medical technicians, etc.) to monitor and/or
treat patients in a hospital setting. The hospital medical
device 104 includes sensors that detect physiological signals
and may, like the ambulatory medical device 102, include
treatment components. Particular examples of the hospital
medical device 104 include patient monitoring devices and
patient treatment devices, for example monitor defibrillators
(e.g., R Series® brand monitor defibrillators available from
ZOLL® Medical Corporation), resuscitation systems (e.g,,
AutoPulse® resuscitation systems available from ZOLL®
Medical Corporation), temperature management systems
(e.g., Thermogard XP® temperature management systems
available from ZOLL® Medical Corporation), ventilators
(e.g., Eagle II™ portable ventilator), and hospital telemetry
systems.

[0048] In some examples, the remote device 110 and the
programmable device 106 are programmable devices used
by caregivers to access data regarding the patients, such as
the patient 116. These devices include a processor and
memory coupled to the processor. Specific examples of the
remote device 110 include a remote server that is a part of
the LifeVest® network service provided by ZOLL® Medi-
cal Corporation. As such, in some examples, the remote
device 110 is configured to receive, store, and provide
patient data to other devices (e.g., the programmable device
106) via, for example, a web server. Specific examples of the
programmable device 106 include smartphones, tablet com-
puters, laptop computers, and other computing devices. The
hospital information system (HIS) 108 may include one or
more programmable devices that are configured to provide
a hospital with data processing that supports administrative,
financial, medical, and legal operations of the hospital.
[0049] As shown in FIG. 1, the network 112 supports a
communication range 114 within which programmable
devices may connect to and communicate with one another.
The size of the communication range 114 varies between
examples and depends on the underlying network technol-
ogy used to implement the network 112. Example network
technology used to implement the network 112 may include
one or more of cellular, Wi-Fi, BLUETOOTH, near field
communication, body area network technology, and wired
local area network technology. In some examples, the com-
munication range is coterminous with the physical structure
of the hospital or hospital department (e.g., Emergency
Department).

[0050] In FIG. 1, the ambulatory medical device 102 and
the patient 116 are illustrated in two distinct positions. One
position 122 resides outside the communication range 114.
Another position 124 resides inside the communication
range 114. Arrow 126 illustrates the movement of the
medical device 102 and the patient 116 from the position 122
to the position 124. As is described further below, in some
examples, the transition of the ambulatory medical device
102 from the area outside the communication range 114 to
the area inside the communication range 114 is detected by
the hospital medical device 104 and/or the ambulatory
medical device 102 via, for example, a signal strength of the
network 112.
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[0051] Various examples disclosed herein are configured
to respond to detection of this transition by executing one or
more of a variety of integration processes. These integration
processes provide a variety of benefits. By aggregating
patient data into a single device and/or user interface, the
integration processes provide caregivers with a comprehen-
sive source of information regarding patient history and
treatment. Where the single device and/or user interface is
familiar to the caregiver (e.g., where the integration pro-
cesses collocate patient data in a hospital device that the
caregiver is trained to operate), the caregiver is able to
quickly identify information important to the treatment of
the patient. In addition, the integration processes provide for
rapid distribution of patient data to, in some cases, experts
at remote locations who can use the patient data to help
hospital caregivers diagnose and treat the patient.

[0052] One of the integration processes disclosed herein
implements a secure transfer of patient data from the ambu-
latory medical device 102 to the hospital medical device
104. FIG. 2 illustrates the components involved in this
secure transfer. As shown, the ambulatory medical device
102 is configured to transmit summary patient data 202
and/or detailed patient data 204 to the hospital medical
device 104 within a secure communication session 200. The
detailed data may include high resolution data, such as ECG
data. The summary data may be generated by a predeter-
mined summary process executed on the detailed data and
may include calculated summaries of the detailed data, such
as heartbeat and/or heart rate data, arrhythmia determina-
tions and detection alerts, etc. The secure communication
session 200 may be implemented via the network 112 using,
for example, an encrypted tunnel between the medical
devices 102 and 104. In addition, in some examples, any of
the communication sessions described herein (e.g., secure
communication sessions 200, 300, and 400) may be imple-
mented using the techniques described in commonly owned
U.S. Patent Application Ser. No. 62/315,553, titled ESTAB-
LISHING SECURE COMMUNICATION AT AN EMER-
GENCY CARE SCENE, filed on Mar. 30, 2016, which is
hereby incorporated herein by reference in its entirety. In
some examples, the hospital medical device 104 presents the
received patient data via a user interface individually or in
conjunction with additional data generated by the hospital
medical device 104. Further, in some examples, the ambu-
latory medical device 102 is configured to selectively trans-
mit the summary data 202 and/or the detailed data 204 based
on a measured data capacity of the secure communication
session 200. Further description of patient data communi-
cation processes that the medical devices 102 and 104 are
configured to execute is provided below with reference to
FIGS. 8-11.

[0053] Insome examples illustrated by FIG. 2, the hospital
medical device 104 monitors patient data received, in real
time, and issues alerts generated by the ambulatory medical
device 102 and/or instructs the caregiver 118 regarding
treatment of the patient 116. For instance, in one example
where the hospital medical device 104 is a resuscitation
system, the hospital medical device 104 may use acceler-
ometer data received from the ambulatory medical device
102 to detect whether chest compressions are of the correct
depth and/or rate to be effective. In this example, the hospital
medical device 104 may request, via a user interface, that the
caregiver 118 make adjustments. In another example where
the hospital medical device 104 is a temperature manage-
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ment system, the hospital medical device 104 may use vital
signs data (e.g., data descriptive of patient body tempera-
ture) received from the ambulatory medical device 102 to
manage the patient’s temperature. In some examples, the
hospital medical device 104 may monitor the patient 116
during performance of a diagnostic protocol (e.g., a six-
minute walk test) and display patient data acquired by the
ambulatory medical device 102 on a user interface of the
hospital medical device 104.

[0054] Another integration process implements a secure
control session in which the hospital medical device 104
and/or the programmable device 106 controls operation of
the ambulatory medical device 102. FIG. 3 illustrates the
components involved in this secure control session. As
shown, the ambulatory medical device 102 is configured to
transmit patient data 302 to the hospital medical device 104
and/or the programmable device 106 within a secure control
session 300. The patient data 302 may include summary data
202 and/or detailed data 204 as described above with
reference to FIG. 2. The secure control session 300 may be
implemented via the network 112 using, for example, an
encrypted tunnel between the medical devices 102 and 104
and/or between the medical device 102 and the program-
mable device 106. In some examples, the hospital medical
device 104 and/or the programmable device 106 is config-
ured to receive the patient data, process the patient data, and
transmit control data 304 generated by the processing of the
patient data to the ambulatory medical device 102. In these
examples, the ambulatory medical device 102 is further
configured to receive the control data 304, process the
control data 304, and execute one or more operations
requested in the control data 304. Further description of
secure control processes that the medical devices 102 and
104 and the programmable device 106 are configured to
execute is provided below with reference to FIGS. 8-11.

[0055] Another integration process implements a secure
patient data publication session in which the hospital medi-
cal device 104 publishes patient data to the HIS 108, the
programmable device 106, and/or the remote device 110.
FIG. 4 illustrates the components involved in this secure
publication session. As shown, the ambulatory medical
device 102 is configured to transmit the patient data 302 to
the hospital medical device 104 as described above with
reference to FIG. 3. Further, as illustrated in FIG. 4, the
hospital medical device 104 is configured to transmit the
patient data 302 and/or processed patient data 404 to the HIS
108, the programmable device 106, and/or the remote device
110 via a secure publication session 400. The secure publi-
cation session 400 may be implemented via the network 112
using, for example, an encrypted tunnel between the hospital
medical device 104 and each of the HIS 108, the program-
mable device 106, and/or the remote device 110. The secure
publication session 400 may also be implemented via a
network connection that is separate and distinct from any
hospital network (e.g., via a cellular connection or other
wireless connection). In some examples, another hospital
medical device 402 is configured to transmit additional
patient data 406 to the HIS 108, the programmable device
106, and/or the remote device 110 within the secure publi-
cation session 400. The additional patient data 406 may
include patient data generated by the hospital medical device
402.

[0056] To meet security requirements of the HIS 108 in
some examples, the secure publication session 400 may be
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conducted via a data hub compliant with one or more
security standards, such as the Federal Information Process-
ing Standard (FIPS). In these examples, the hospital medical
device 104 and/or the hospital medical device 402 may be
configured to communicate sensitive patient data (e.g., com-
pliance data, ECG data, demographic data and images of the
patient) to the HIS 108 via a patient data hub as described
in US. Patent Application Ser. No. 62/315,439, titled
PATIENT DATA HUB, filed Mar. 30, 2016, which is hereby
incorporated herein by reference in its entirety.

[0057] In some examples, the remote device 110 is con-
figured to receive the patient data 302, the processed patient
data 404, and/or the additional patient data 406 and provide
a user interface including information based on the patient
data 302, the processed patient data 404, and/or the addi-
tional patient data 406. The user interface may be presented
to a caregiver 408 who is available to remotely analyze the
patient data and support the caregiver 118 treating of the
patient 116. Alternatively or additionally, the user interface
may be presented to the caregiver 120 via the programmable
device 106. The user interface may present monthly trends
and other historical patient data. One example a user inter-
face provided by the remote device 110 is described further
below with reference to FIG. 13. Further description of
secure publication processes that the medical devices 102
and 104 are configured to execute is provided below with
reference to FIGS. §-11.

Example Ambulatory Medical Device

[0058] In some implementations, the ambulatory medical
device 102 is an external wearable defibrillator, such as the
LifeVest® wearable defibrillator available from ZOLL®
Medical Corporation. FIG. 5 illustrates an example medical
device 500 that is external, ambulatory, and wearable by the
patient 502. As shown, the medical device 500 includes a
garment 510, a plurality of sensing electrodes 512, a plu-
rality of therapy electrodes 514, a medical device controller
520, a connection pod 530, a patient interface pod 540, and
a belt 550. The plurality of sensing electrodes 512 can be
disposed at various positions about the patient’s body. As
shown, the sensing electrodes 512 are electrically coupled to
the medical device controller 520 through the connection
pod 530. In some implementations, some of the components
of the wearable medical device 500 are affixed to the
garment 510 that can be worn on the patient’s torso. For
example, as shown in FIG. 5, the controller 520, at least
some of the sensing electrodes 512, and, optionally, one or
more therapy electrodes 514 can be mounted on a belt 550
worn by the patient. The sensing electrodes 512 and the
connection pod 530 can be assembled or integrated into the
garment 510 as shown. The sensing electrodes 512 are
configured to monitor the cardiac function of the patient
(e.g., by monitoring one or more cardiac signals of the
patient). The plurality of therapy electrodes 514 can be
electrically coupled to the controller 520 through the con-
nection pod 530. The therapy electrodes 514 are configured
to deliver one or more therapeutic defibrillating shocks to
the body of the patient if the medical device 500 and/or the
hospital medical device 104 determines that such treatment
is warranted. The connection pod 530 may include elec-
tronic circuitry and one or more sensors (e.g., a motion
sensor, an accelerometer, etc.) that are configured to monitor
patient activity.
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[0059] The wearable medical device 500 may include the
optional patient interface pod 540 that is coupled to the
medical device controller 520. For example, the patient
interface pod 540 may include patient interface elements
such as a speaker, a microphone responsive to patient input,
a display, an interactive touch screen responsive to patient
input, and/or physical buttons for input. In some implemen-
tations, these elements are incorporated into a housing of the
controller 520. In one example, the controller 520 is con-
figured to detect whether the patient interface pod 540 is
operatively coupled to the controller 520. In this example,
the controller is further configured to disable the patient
interface elements of the controller 520 and instead com-
municate with the patient via the patient interface pod 540.
In certain examples, the patient interface pod 540 and the
patient interface elements of controller 520 may serve as a
redundant input mechanism through which the patient may
interact with the controller 520. The patient interface pod
540 may be wirelessly coupled with the controller 520. The
patient interface pod 540 may take other forms and include
additional functionality. For instance, the patient interface
pod 540 may be implemented on a smartphone, tablet, or
other mobile device carried by the patient. In another
example, the patient interface pod 540 may be worn as a
watch about the wrist of the patient, or as a band about an
upper arm of the patient. In some implementations, the
controller 520 may communicate certain alerts and data
and/or be responsive to patient input via both the patient
interface elements included in the controller 520 and the
patient interface pod 540. The patient and/or caregiver can
interact with a touch display or the patient interface pod 540
to control the medical device 500.

Example Hospital Medical Device

[0060] Insome examples, the hospital medical device 104
includes a monitor defibrillator or a patient monitoring
device. Monitor defibrillators that are capable of monitoring
cardiac rhythms, determining when a defibrillating shock is
necessary, and administering the defibrillating shock either
automatically, or under the control of a trained caregiver
(e.g., the caregiver 118). The monitor defibrillator, in addi-
tion, may be configured to provide counseling to a caregiver
as to how to perform cardiac resuscitation (CPR). FIG. 6
illustrates a monitor defibrillator 600. The monitor defibril-
lator 600 may be, for example, an R Series® brand monitor
defibrillator available from ZOLL® Medical Corporation.
As shown, the monitor defibrillator 600 a display screen
602, a battery indicator 604, an AC power indicator 606, a
code readiness indicator 608, a mode selector 610, a pacer
door 612, soft keys 614, and a NIBP button 616. Although
not shown in FIG. 6, the monitor defibrillator 600 also
includes an electrode assenbly including one or more sens-
ing electrodes (similar to the sensing electrodes 512), one or
more therapy electrodes (similar to the therapy electrodes
514), and the electrically coupling required to operatively
connect the electrodes to the monitor defibrillator 600.

[0061] The monitor defibrillator 600 is configured to
detect the cardiac rhythm of a patient using ECG data and
provide pacing and defibrillating shocks to the patient as
appropriate. As shown in FIG. 6, the user interface of the
monitor defibrillator 600 may include a variety of compo-
nents configured to communicate with the caregiver. In
some examples, the monitor defibrillator 600 is configured
to display notifications to the caregiver via the display
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screen 602. These notifications may be based on patient data
provided by the ambulatory medical device 102 and may
provide instructions to the caregiver regarding the proper
administration of CPR to the subject. The notifications may
also include patient data provided by the ambulatory medi-
cal device 102. The notifications on the display screen 602
may be accompanied by audible alerts from a speaker to
further assist the caregiver in administering CPR to the
patient.

[0062] The examples of hospital medical devices are not
limited to the monitor defibrillator 600 described above.
Other example hospital medical devices also include patient
monitoring devices that are capable of monitoring patient
vital signs, e.g. cardiac rhythms, hemodynamic physiologi-
cal parameters (e.g. blood pressure), respiratory parameter
(e.g. respiratory rate, blood oxygen levels and/or saturation,
end tidal carbon dioxide, etc.), blood glucose monitoring,
body temperature monitoring, etc.

Example Controller

[0063] FIG. 7 shows a schematic of an example of a
controller 700 that may be incorporated into the medical
devices 102 and 104 according to some examples. For
example, the controller 700 may be included within the
medical device controller 520 illustrated in FIG. 5 and/or the
housing of the monitor defibrillator 600. The controller 700
includes at least one processor 718, an integration compo-
nent 716, a sensor interface 712, an optional therapy deliv-
ery interface 702, data storage 704 (which may include
integration data store 730), a network interface 706, an
optional user interface 708, and an optional battery 732. The
sensor interface 712 may be coupled to any one or combi-
nation of sensors to receive patient data indicative of patient
parameters. For example, the sensor interface 712 may be
coupled to one or more sensing devices including, for
example, sensing electrodes 728. The therapy delivery intet-
face 702 (if included) may be coupled to one or more
electrodes that provide therapy to the patient including, for
example, one or more defibrillation electrodes 720, pacing
electrodes 722, and/or TENS electrodes 724. In some
examples, the sensing electrodes 728 are included in the
sensing electrode 512 and the defibrillation electrode 720,
the pacing electrode 722, and/or the TENS electrode 724 are
included in the therapy electrodes 514. The sensor interface
712 and the therapy delivery interface 702 may implement
a variety of coupling and communication techniques for
facilitating the exchange of data between the sensors and/or
therapy delivery devices and the controller 700.

[0064] In some examples, the network interface 706 can
facilitate the communication of data between the controller
700 and one or more other devices or entities over a
communications network, such as the network 112 described
above with reference to FIG. 1. For example, where the
controller 700 is included in an ambulatory medical device,
the network interface 706 may be configured to communi-
cate with a corresponding controller 700 included within a
hospital medical device. In another example, the network
interface 706 may be configured to communicate with the
remote device 110 where a caregiver can access data related
to the patient.

[0065] In some examples, the controller 700 includes a
cardiac event detector 726 to monitor the cardiac activity of
the patient, identify cardiac events experienced by the
patient based on received cardiac signals, and treat the
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patient by executing a treatment sequence that culminates in
the delivery of one or more defibrillating shocks to the body
of the patient. The cardiac signals received by the cardiac
event detector 726 may be acquired via electrodes integral to
the medical device including the controller 700 or may be
acquired by another medical device that is currently inte-
grated with the medical device.

[0066] In some examples, the optional user interface 708
includes one or more physical interface devices such as
input devices, output devices, and combination input/output
devices and a software stack configured to drive operation of
the devices. These user interface elements may render
visual, audio, and/or tactile content, including content relat-
ing to location-specific processing. Thus the user interface
708 may receive input or provide output, thereby enabling a
user to interact with the controller 700.

[0067] In some implementations, the processor 718
includes one or more processors that each are configured to
perform a series of instructions that result in manipulated
data and/or control the operation of the other components of
the controller 700. In some implementations, when execut-
ing a specific software process as provided herein (e.g.,
FIGS. 8-11), the processor 718 is configured to make
specific logic-based determinations based on input data
received, and further capable of providing one or more
outputs that can be used to control or otherwise inform
subsequent processing to be carried out by the processor 718
and/or other processors or circuitry with which processor
718 is communicatively coupled. Thus, the processor 718
reacts to specific input stimulus in a specific way and
generates a corresponding output based on that input stimu-
lus. In this sense, the structure of processor 718 according to
one example is defined by the flow charts shown in FIGS.
8-11. In some example cases, the processor 718 proceeds
through a sequence of logical transitions in which various
internal register states and/or other bit cell states internal or
external to the processor 718 may be set to logic high or
logic low. This specific sequence of logic transitions is
determined by the state of electrical input signals to the
processor 718 and a special-purpose structure is effectively
assumed by the processor 718 when executing each software
instruction of the software process shown in FIGS. 8-11.
Specifically, those instructions anticipate the various stimuli
to be received and change the implicated memory states
accordingly. In this way, the processor 718 may generate and
store or otherwise provide useful output signals. It is appre-
ciated that the processor 718, during execution of a software
process is capable of processing specific input signals and
rendering specific output signals based on the one or more
logic operations performed during execution of each soft-
ware instruction. As referred to herein, the processor 718 is
configured to execute a function where software is stored in
a data store coupled to the processor 718 that is configured
to cause the processor 718 to proceed through a sequence of
various logic decisions that result in the function being
executed.

[0068] Is some examples, the integration component 716
is executable by the processor 718 and is configured to
execute any of a variety of integration processes, such as any
of the integration processes described further below with
reference to FIGS. 8-11. In some examples illustrated by
FIG. 7, the integration component 716 includes a web server
734 configured to exchange data with other devices via the
network interface 706.
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[0069] In some examples, the integration component 716
includes a communication component that is configured in
accordance with the communication component disclosed in
U.S. Patent Application Publication No. 2016/0321400,
titled CLINICAL, DATA HANDOFF IN DEVICE MAN-
AGEMENT AND DATA SHARING, published Nov. 3,
2016, which is hereby incorporated herein by reference in its
entirety. Such a communication component may facilitate
communication between a first medical device and a second
medical device during a medical event. This communication
may include transfer, display, and operational use of clinical
data collected by the first medical device.

[0070] In some examples, the integration component 716
includes a shielding component that is configured in accor-
dance with the shielding component disclosed in U.S. Patent
Application Publication No. 2016/0321418, titled CUS-
TOMER-OR PATIENT-BASED SELECTIVE DATA
ENCRYPTION IN MEDICAL DEVICE MANAGEMENT,
published Nov. 3, 2016, which is hereby incorporated herein
by reference in its entirety. In some examples, the shielding
component increases the security of the secure communica-
tion sessions established by the integration component 716
by selectively shielding part data elements exchanged
between the devices involved in the secure communications
sessions.

[0071] In various implementations, the controller 700
implements an embedded operating system that supplies file
system and networking support. In one example, the con-
troller 700 includes software features that provide relational
database functionality, touch screen display drivers, audio
generation, BLUETOOTH wireless networking, BLU-
ETOOTH Low Energy (BLE) Beacon technology, network-
ing security and firewalling, and data encryption services.

Example Integration Processes

[0072] As described above, some example medical
devices execute integration processes that establish and
execute secure communication sessions with other medical
devices in response to detecting that the other medical
devices. FIG. 8 illustrates two corresponding integration
processes in accordance with these examples. In some
examples, each of two medical devices executing these
integration processes include a controller (e.g., the controller
700) and an integration component (e.g., the integration
component 716). In some implementations, the controller of
the first of these medical devices (e.g., the ambulatory
medical device 102) executes the integration process 800
and the controller of the second of these medical devices
(e.g., the hospital medical device 104) executes the integra-
tion process 850. In other examples, the controller of a first
medical device (e.g., the ambulatory medical device 102)
executes the integration process 850 and the controller of a
second medical device (e.g., the hospital medical device
104) executes the integration process 800. Further, in some
examples, both of the controllers are configured to execute
either integration process. Also, in some examples, other,
non-medical devices (e.g., the remote device 110 and/or the
programmable device 106) may execute either or both of the
integration processes 800 and 850.

[0073] The integration process 800 starts in the act 802
with the first medical device establishing a network connec-
tion. This network connection may include a Wi-Fi connec-
tion, BLUETOOTH connection, near field communication
connection, or any other connection through which pro-
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grammable devices may exchange data. In act 804, the first
medical device prompts a user (e.g., a patient or caregiver)
for permission to search for trusted medical devices. In act
806, the first medical device determines whether the user
granted permission. If not, the integration process 800 ends.
Otherwise, the integration process 800 proceeds to act §08.

[0074] Inthe act 808, the first medical device transmits an
integration request via the network connection. For example,
in some embodiments, the first medical device may transmit
a broadcast message encoded to a predefined format and
including a digital certificate via the network connection. In
act 810, the first medical device determines whether a
response to the request is received within a timeout period.
If not, the integration process 800 ends. Otherwise, the
integration process 800 proceeds to act 812.

[0075] In the act 812, the first medical device determines
whether the response is a trusted response. For example, the
response may include a digital certificate authenticating the
responding device as a trusted device. If the response is
trusted, the integration process 800 proceeds to the act 816.
Otherwise, the integration process 800 proceeds to the act
814.

[0076] In the act 814, the first medical device reports the
untrusted response (e.g., to the user via the user interface, to
another device via the network connection, etc.), and the
integration process 800 ends. In the act 816, the first medical
device executes a secure communication session with the
second medical device, and the integration process 800 ends.
Specific examples of processes executed during the act 816
are described further below with reference to FIGS. 9-11.

[0077] The integration process 850 starts in the act 852
with the second medical device establishing a network
connection. This network connection may include a Wi-Fi
connection, BLUETOOTH connection, near field commu-
nication connection, or any other connection through which
programmable devices may exchange data. In act 854, the
second medical device monitors the network connection for
integration requests. In act 856, the second medical device
receives an integration request. In act 858, the first medical
device determines whether the request originated from a
trust device. For example, the request may include a digital
certificate authenticating the requesting device as a trusted
device. If the request is trusted, the integration process 850
proceeds to the act §60. Otherwise, the integration process
800 proceeds to the act 862.

[0078] In the act 862, the second medical device reports
the untrusted request (e.g., to the user via the user interface,
to another device via the network connection, etc.), and the
integration process 850 ends. In act 860, the second medical
device prompts a user (e.g., a caregiver) for permission to
execute a secure communication session. In act 864, the
second medical device determines whether the user granted
permission. If not, the integration process 850 ends. Other-
wise, the integration process 850 proceeds to act 866.

[0079] In the act 866, the second medical device executes
a secure communication session with the first medical
device, and the integration process 850 ends. Specific
examples of processes executed during the act 816 are
described further below with reference to FIGS. 9-11.

[0080] Processes in accordance with the integration pro-
cesses 800 and 850 enable medical devices to execute a
variety of integrated functions within a secure environment,
thereby enhancing patient care.
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[0081] As described above, some examples control the
amount and type of data transferred between medical
devices based on a data capacity measurement of a secure
communication session between the medical devices. FIG. 9
illustrates two corresponding patient data communication
processes 900 and 950 in accordance with these examples.
In at least one of these examples, the patient data commu-
nication process 900 is executed within the act 816 by the
first medical device, and the patient data communication
process 950 is executed within the act 866 by the second
medical (or non-medical) device.

[0082] The communication process 900 starts in act 902
with the first medical device transmitting an availability
message to the second medical device. The availability
message includes data descriptive of the types of detailed
data and summary data the first medical device has available
for transmission to the second medical device. In various
examples, the types of detailed and summary data available
may include any of the patient data described above.
[0083] The communication process 950 starts in act 952
with the second medical device receiving the availability
message. In act 954, the second medical device processes
the availability message. The processing may include pars-
ing the availability message to identify the types of patient
data available to the second medical device and selecting
one or more patient data types for transmission. In some
examples, the second medical device selects patient data
types automatically according to default configuration data.
In some examples, the second medical device presents a list
of available patient data types to a caregiver via a user
interface and selects patient data types that are designated by
input received from the caregiver. In act 956, the second
medical device transmits a patient data request to the first
medical device. The patient data request may include iden-
tifiers of one or more requested patient data types.

[0084] In act 904, the first medical device receives and
parses the patient data request. In act 906, the medical device
determines whether patient data exists that is targeted for
transmission to the second medical device. In various
examples, patient data may be targeted for transmission by
default (e.g., via configuration data stored in the first medical
device) or by receipt of a patient data request. If patient data
exists that is targeted for transmission to the second medical
device, the communication process 900 proceeds to the act
908. Otherwise, the communication process 900 ends.
[0085] In act 908, the first medical device measures the
data capacity of the secure communication session between
it and the second medical device. For example, the first
medical device may transmit a predefined, limited amount of
data to the second medical device and extrapolate a data
capacity measurement based on the amount of time to
complete the transfer and the amount of data. In some
examples, this limited amount of data is the availability
message described above in the act 902.

[0086] In act 910, the first medical device determines
whether the data capacity is less than a first threshold. If so,
the first medical device transmits a first category of data in
act 912 and returns to the act 906. The first category of data
may require low data capacity to be successfully and timely
transmitted. For example, the first category of data may be
summary data descriptive of a patient (e.g., heart rate data).
If the first medical device determines that the data capacity
is not less than the first threshold, the communication
process 900 proceeds to act 914.
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[0087] In act 914, the first medical device determines
whether the data capacity is less than a second threshold. If
s0, the first medical device transmits a second category of
data in act 916 and returns to the act 906. The second
category of data may require a moderate amount of data
capacity to be successfully and timely transmitted. For
example, the second category of data may be detailed data
descriptive of the patient (e.g., ECG strip data). If the first
medical device determines that the data capacity is not less
than the second threshold, the communication process 900
proceeds to act 918.

[0088] In act 918, the first medical device transmits a third
category of data and returns to the act 906. The third
category of data may require a substantial amount of data
capacity to be successfully and timely transmitted. For
example, the third category of data may include both sum-
mary data descriptive of the patient and detailed data
descriptive of the patient. In act 958, the second medical
device receives the patient data. In act 960, the second
medical device processes the patient data. This processing
may include presenting the patient data to a caregiver and/or
identifying (via input or automated processing) a need for
additional patient data. Additional patient data may be
needed, for example, where summary data is not precise
enough to complete execution of the act 960. In act 962, the
second medical device determines whether additional
patient data is needed. If not, the communication process
950 ends. Otherwise, the second medical device returns to
the act 956 and requests the additional patient data (e.g,,
detailed data corresponding to the summary data that was
insufficient to complete execution of the act 960).

[0089] Processes in accord with the processes 900 and 950
enable medical devices to communicate data securely and
effectively given any data capacity constraints present
within the connection between them. While FIG. 9 illus-
trates two thresholds, other examples may employ greater or
fewer thresholds without departing from the scope of the
examples disclosed herein.

[0090] As described above, some examples enable devices
to control operations of medical devices. FIG. 10 illustrates
two corresponding secure control processes 1000 and 1050
in accordance with these examples. In at least some of these
examples, the control process 1000 is executed within the
act 816 by the first medical device, and the control process
1050 is executed in the act 866 by the second medical (or
non-medical) device.

[0091] For example, the control process 1000 starts in the
act 1002 with the first medical device calculating summary
data by executing a predetermined summary process, e.g., a
mobile cardiac telemetry process on detailed data acquired
during one or more predetermined time intervals. For
example, such time intervals may be a few minutes (e.g., in
connection with a patient reported symptom and/or event),
hours, days, weeks, or months. For example, the time
interval may be specified via a predetermined user-configu-
rable parameter. The summary data generated by such
predetermined summary processing may include heartbeat
identification, heart rate determinations, arrhythmia detec-
tions, etc. Summary data may further include, for example,
information regarding the nature of an identified event, a
time of occurrence of the event, and/or other information
associated with the event, such as device configuration,
patient data, and/or actions taken with regard to the infor-
mation within the predetermined time interval. In act 1004,
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the first medical device identifies summary data and/or detail
data to transmit to the second device as patient data and
transmits the patient data to the second device. In some
examples, the first medical device identifies the summary
data and/or the detail data by processing a request for
detailed data received via execution of the act 1056 as
described further below. The request for detailed data may
include an identifier of a time interval for which detail data
is requested. In these examples, absent a specific request for
detailed data, the first medical device may identify summary
data and/or detailed data using a data capacity based process,
such as the communication process described above with
reference to FIG. 9.

[0092] The control process 1050 starts in the act 1052 with
the second device receiving the patient data. In act 1054, the
second device processes the patient data. Where the patient
data received by the second device includes detailed data,
the second device may, as part of the act 1054, execute
processing to generate summary data from the detailed data,
for example predetermined summary processing. Within the
act 1054, the second device may also receive input from a
caregiver via a user interface of the second device and
incorporate and/or act upon data descriptive of the input. For
example, the input may specify one or more portions of
summary data for which detail data is requested.

[0093] For example, the second device is configured to
take action based on one or more predetermined triggering
events based on the received summary and/or detailed data.
For instance, such a triggering event may be the indication
of a treatable event as detected within the data stream from
the first device. As an example, if the first device is an
ambulatory medical device configured to treat the patient,
the data from the first device may indicate a treatable
condition, e.g., an onset of a cardiac arrhythmia such as
Ventricular Fibrillation (VF) or Ventricular Tachycardia
(VF). The second device is configured to alert a caregiver to
the treatable condition as detected by the first device. For
example, the alert provided via the second device may be in
the form of one or more audible, tactile, visual, or other
notification. The caregiver may review the alert and act on
the alert by issuing a command via the user interface of the
second device to the first device to initiate a treatment
protocol. For example, the second device may instruct a
wearable defibrillator to initiate a treatment protocol culmi-
nating in delivery of a therapeutic shock to the patient. In
other examples, the treatment protocol can include initiation
and/or monitoring of cardiac pacing pulses delivered to the
patient by the first device.

[0094] In some examples, the first device can be config-
ured to monitor one or more physiological parameters of the
patient. For example, such a device may be a mobile cardiac
telemetry (MCT) and/or a continuous event monitoring
(CEM) device. An MCT/CEM device can be triggered, e.g.,
through the secure control processes described herein, to
initiate a diagnostic protocol configured to monitor for
certain patient conditions.

[0095] In some examples, the caregiver may cause the
second device to initiate a request for additional data and/or
detailed data from the first device prior to determining
whether to initiate a treatment request to the first device.

[0096] In act 1056, the second device determines where
additional and/or detailed data was requested within the act
1054. If so, the second device transmits a request for detailed
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data to the first medical device in act 1058. Otherwise, the
second device executes the act 1060.

[0097] In act 1060, the second device transmits a treat-
ment and/or diagnostic request generated by the act 1054,
and the control process 1050 ends. The treatment and/or
diagnostic request may request initiation or delay of treat-
ment and/or a diagnostic protocol. In act 1006, the first
medical device receives the treatment and/or diagnostic
request (e.g., a request to deliver a defibrillating shock). In
act 1008, the first medical device executes the treatment
and/or diagnostic request (e.g., delivers a defibrillating
shock), and the control process 1000 ends. A diagnostic
request may request initiation or delay of a diagnostic
protocol. For instance, in one example of the act 1006, the
first medical device receives the diagnostic request (e.g., a
request to initiate monitoring for a patient’s heart rate
transgressing one or more thresholds). In act 1008, the first
medical device executes the diagnostic request (e.g., by
adjusting one or more device and/or patient configuration
parameters in response to the request).

[0098] Processes in accord with the control processes
1000 and 1050 enable medical devices to treat and/or
monitor patients in view of a combination of physiological
data acquired by two or more medical devices. In this way,
these processes provide a caregiver with a variety of
approaches to treating and/or monitoring a patient. For
instance, execution of the control processes 1000 and 1050
may enable a caregiver to, for example, review patient data,
such as ECG data, on a user interface of a monitor defibril-
lator even though the patient data is acquired by a distinct
ambulatory medical device worn by the patient. Review of
this patient data may enable the caregiver to control treat-
ment, such as defibrillation and/or pacing, delivered by the
ambulatory medical device and/or the monitor defibrillator
via a single user interface of the monitor defibrillator. In
other examples, execution of the control processes 1000 and
1050 may enable a caregiver to request and monitor a
self-administered diagnostic protocol, such as a six-minute
walk test.

[0099] As described above, some examples publish patient
data from a medical device to other devices. FIG. 11
illustrates the corresponding patient data publication pro-
cesses 1100, 1130, and 1160 in accordance with these
examples. In some of these examples, the patient data
publication process 1100 is executed within a first instance
of the act 816 by the first medical device and the patient data
publication process 1130 is executed within a first instance
of the act 866 by the second medical device. Also, in some
of these examples, the patient data publication process 1130
is executed within a second instance of the act 816 by the
second medical device and the patient data publication
process 1160 is executed by a non-medical device (e.g., the
remote device 110 and/or the programmable device 106)
within a second instance of the act 866.

[0100] The publication process 1100 starts with the first
medical device calculating time internal summary data and
transmitting patient data including the summary data to the
second medical device by executing the acts 1002 and 1004
described above with reference to FIG. 10. The publication
process 1130 starts with the second medical device receiving
the patient data, processing the patient data, and selectively
transmitting one or more requests for detailed data to the first
medical device by executing the acts 1052, 1054, 1056, and
1058 described above with reference to FIG. 10. In act 1136,
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the second medical device transmits patient data including
the summary data and the detailed data received and/or
generated via execution of the acts 1052 and 1054 to the
remote device.

[0101] The publication process 1160 starts in act 1162
with the remote device receiving the patient data. In act
1164, the remote device processes the patient data and the
processed patient data. This processing may include parsing
the data and creating a chronology of care that organizes
patient summary data and patient detail data chronologically
and identifies key handoff points during a patient overall
treatment scenario. One example of a user interface presen-
tation of a chronology of care is described below with
reference to FIG. 13. Where the patient data received by the
remote device in the act 1162 includes detailed data, the
remote device may, as part of the act 1164, execute MCT
processing to generate summary data from the detailed data.
Within the act 1164, the remote device may also receiving
input from a caregiver via a user interface of the remote
device and incorporate and/or act upon data descriptive of
the input. For example, the input may specify one or more
portions of summary data for which detail data is requested.
Next, the remote device selectively transmits one or more
requests for detailed data to the second medical device by
executing the acts 1056 and 1058 described above with
reference to FIG. 10. In act 1166, the remote device provides
the patient data, organized within a chronology of care, to a
user or a device associated with a user and the publication
processes 1100, 1130, and 1160 end.

[0102] Processes in accordance with the patient data pub-
lication processes 1100, 1130, and 1160 enable the efficient
and secure distribution of data to disparately located medical
devices. In this way, patients may benefit from caregivers
both proximal to the patient and distant from the patient.

[0103] The processes disclosed herein each depict one
particular sequence of acts in a particular example. The acts
included in these processes may be performed by, or using,
one or more programmable devices specially configured as
discussed herein. Some acts are optional and, as such, may
be omitted in accord with one or more examples. Addition-
ally, the order of acts can be altered, or other acts can be
added, without departing from the scope of the systems and
methods discussed herein. Furthermore, as discussed above,
in at least one example, the acts are performed on a
particular, specially configured machine, namely a medical
device configured according to the examples disclosed
herein.

Example User Interfaces

[0104] FIG. 12 illustrates an example monitor defibrillator
600 of FIG. 6 displaying user interface elements in accor-
dance with some examples. As shown, the display screen
602 includes information derived from data generated by
both the monitor defibrillator 600 and an ambulatory medi-
cal device (e.g., the ambulatory medical device 102). More
particularly, in the example shown, elements 1202 and 1204
are based on data acquired by sensing electrodes and an
accelerometer included in the ambulatory medical device
and provide to the monitor defibrillator 600 in real time via
the integration processes disclosed herein. In this way, the
integrated system of medical devices is able to utilize the
larger and more familiar (to hospital personnel) user inter-
face of the monitor defibrillator to monitor and treat a patient
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without requiring that the patient be fitted with the elec-
trodes physically integral to the monitor defibrillator.
[0105] FIG. 13 illustrates another example monitor defi-
brillator 600 displaying information based on data received
from a wearable defibrillator. In this example, the data
includes ECG data 1302 recorded by the wearable defibril-
lator over a historical period (as shown, 3 days) while the
patient wore the wearable defibrillator and conducted rou-
tine, daily activities. The monitor defibrillator 600 also
displays a patient history 1304 and a device event history
1306. The patient history 1304 indicates the total amount of
time the patient was active over the historical period (as
shown, 6.1 hours) and the total amount of time the patient
was experiencing ventricular fibrillation during the variable
period (as shown, 4 minutes). The device event history 1306
displays the total number of flags the wearable defibrillator
encountered during the historical period. The device history
1306 displays the number of sensor falloff flags (as shown,
3) and the number of canceled treatment flags (as shown, 2).
As described above, the monitor defibrillator 600 may
calculate this information from detailed data transmitted by
the wearable defibrillator to the monitor defibrillator 600.
Additionally or alternatively, the monitor defibrillator 600
may display summary data calculated and transmitted by the
wearable defibrillator.
[0106] FIG. 14 illustrates a user interface presenting
patient data within a chronology of care 1400 in accordance
with some examples. As shown, the chronology of care
displays sections 1402 for each medical device contributing
patient data to the chronology. In the illustrated example,
patient data from two distinct medical devices is presented.
Each of the sections 1402 includes summary patient data
1404 and detail patient data 1406 generated by the corre-
sponding device.
[0107] Having thus described several aspects of at least
one example, it is to be appreciated that various alterations,
modifications, and improvements will readily occur to those
skilled in the art. For instance, examples disclosed herein
may also be used in other contexts. Such alterations, modi-
fications, and improvements are intended to be part of this
disclosure, and are intended to be within the scope of the
examples discussed herein. Accordingly, the foregoing
description and drawings are by way of example only.
1. An ambulatory medical device comprising:
at least one sensor configured to acquire electrocardio-
gram data of a patient;
at least one network interface; and
at least one processor coupled to the at least one sensor
and the at least one network interface and configured to
detect, via the at least one network interface, a medical
device in response to the ambulatory medical device
entering a predefined range of the medical device;
establish a secure communication session with the
medical device via the at least one network interface;
detect a data capacity of the secure communication
session;
identify a category of patient data associated with the
data capacity; and
transmit patient data of the category to the medical
device via the secure communication session.
2. (canceled)
3. The ambulatory medical device of claim 1, wherein the
at least one processor is configured to determine whether the
medical device is within the predefined range based on at
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least one of a Wi-Fi signal strength, a BLUETOOTH signal
strength, and a near field communication signal strength.

4. The ambulatory medical device of claim 1, wherein the
at least one processor is configured to determine the medical
device is within the predefined range based on physical
contact between the medical device and at least one of the
ambulatory medical device and the patient.

5. The ambulatory medical device of claim 1, wherein the
at least one processor is configured to determine whether the
medical device is trusted prior to establishing the secure
communication session.

6. The ambulatory medical device of claim 1, wherein the
patient data comprises a summary based on the electrocar-
diogram data, the summary describing one or more of a heart
rate of the patient, a heartbeat of the patient, an arrhythmia
determination regarding the patient, and an arrhythmia
detection alert regarding the patient.

7. (canceled)

8. The ambulatory medical device of claim 6, wherein the
at least one processor is configured to monitor the data
capacity and to include the electrocardiogram data within
the patient data where the data capacity exceeds a predeter-
mined threshold.

9. The ambulatory medical device of claim 6, further
comprising at least one electrode configured to shock the
patient.

10. The ambulatory medical device of claim 9, further
comprising a garment housing the at least one electrode.

11. The ambulatory medical device of claim 1, wherein
the at least one processor is configured to receive, within the
secure communication session, instructions to treat the
patient from the medical device and to execute the instruc-
tions to treat the patient via the ambulatory medical device.

12. (canceled)

13. The ambulatory medical device of claim 1, wherein
the at least one processor is configured to receive instruc-
tions to execute a diagnostic protocol from the medical
device and to execute the diagnostic protocol.

14. The ambulatory medical device of claim 13, further
comprising a user interface coupled to the at least one
processor, wherein the diagnostic protocol includes a six-
minute walk test and the at least one processor is configured
to prompt the patient, via the user interface, to perform the
six-minute walk test.

15. The ambulatory medical device of claim 11, wherein
the at least one processor is configured to implement a web
server configured to receive the instructions within the
secure communication session, to transmit the patient data to
a programmable device distinct from the medical device and
the ambulatory medical device, or both to receive the
instructions within the secure communication session and to
transmit the patient data to the programmable device distinct
from the medical device and the ambulatory medical device.

16. The ambulatory medical device of claim 15, wherein
the programmable device comprises at least one of a mobile
computing device, a remote server, and a hospital data
system.

17. The ambulatory medical device of claim 16, wherein
the patient data comprises data descriptive of one or more of
activity of the patient, compliance of the patient, body
position of the patient, at least one electrocardiogram read-
ing of the patient, at least one heart sound of the patient,
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respiration of the patient, blood oxygen level of the patient,
demographics of the patient, and medical history of the
patient.

18. The ambulatory medical device of claim 1, wherein
the at least one processor is configured to detect a predefined
patient condition and to transmit instructions for the medical
device to issue an alert via a user interface regarding the
predefined patient condition.

19.-35. (canceled)

36. A system of medical devices comprising:

an external ambulatory medical device comprising one or

more network interfaces and at least one sensor con-
figured to acquire electrocardiogram data of a patient;

a hospital medical device comprising at least one network

interface and at least one processor coupled to the at

least one network interface, the at least one processor

being configured to

detect, via the at least one network interface, the
external ambulatory medical device in response to
the external ambulatory medical device entering a
predefined range of the hospital medical device;

establish a secure communication session with the
external ambulatory medical device via the at least
one network interface;

receive patient summary data via the secure commu-
nication session; and

process the patient summary data.

37. The system of medical devices of claim 36, wherein
the at least one processor is configured to request, in
response to processing the patient summary data, detailed
data upon which the patient summary data is based from the
external ambulatory medical device via the secure commu-
nication session.

38. The system of medical devices of claim 36, wherein
the external ambulatory medical device comprises one or
more processors configured to limit transmission of patient
data at least in part by calculating the patient summary data,
transmitting the patient summary data to the hospital medi-
cal device, receiving a request for detailed data, and trans-
mitting, in response to receiving the request, the detailed
data to the hospital medical device.

39. The system of medical devices of claim 36, wherein
the hospital medical device comprises a resuscitation sys-
tem, the external ambulatory medical device comprises an
accelerometer, and the at least one processor is configured to
receive location tracking data measured by the accelerom-
eter and to detect whether chest compressions are of a
correct depth using the location tracking data.

40. (canceled)

41. The system of medical devices of claim 36, wherein
the at least one processor is configured to receive the
electrocardiogram data and to process the electrocardiogram
data to generate the patient summary data.

42. The system of medical devices of claim 36, wherein
the hospital medical device comprises a user interface
coupled to the at least one processor and the at least one
processor is configured to:

display, on a screen of the user interface, data originated

by the hospital medical device; and

display, on the screen of the user interface, data originated

by the external ambulatory medical device.

43. A method of integrating an ambulatory medical device
with a hospital medical device, the method comprising:
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acquiring, by the ambulatory medical device, electrocar-

diogram data of a patient;

detecting, by the ambulatory medical device, the hospital

medical device in response to the ambulatory medical
device entering a predefined range of the hospital
medical device;

establishing a secure communication session between the

ambulatory medical device and the hospital medical
device;

detecting, by the ambulatory medical device, a data

capacity of the secure communication session;
identifying, by the ambulatory medical device, a category
of patient data associated with the data capacity; and
transmitting, by the ambulatory medical device, patient
data of the category to the hospital medical device via
the secure communication session.

44. (canceled)

45. The method of claim 43, further comprising deter-
mining whether the hospital medical device is trusted prior
to establishing the secure communication session.

46. (canceled)

47. The ambulatory medical device of claim 13, wherein
the diagnostic protocol comprises a self-administered diag-
nostic protocol.
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