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(7) ABSTRACT

In some examples, an ambulatory medical device is pro-
vided. The ambulatory medical device includes at least one
sensor configured to acquire data descriptive of the patient,
one or more processors in communication with the at least
one sensor, a patient care component executable by the one
or more processors, and a limited functionality component
executable by the one or more processors. The patient care
component is configured to perform one or more primary
operations of the ambulatory medical device at least in part
by accessing the data descriptive of the patient. The limited
functionality component is configured to exchange informa-
tion with a communication device and to not affect the one
or more primary operations of the ambulatory medical
device.
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SECURE LIMITED COMPONENTS FOR USE
WITH MEDICAL DEVICES

RELATED APPLICATIONS

[0001] This application claims the benefit under 35 U.S.C.
§ 121 as a division of U.S. patent application Ser. No.
15/233,245, titled “SECURE LIMITED COMPONENTS
FOR USE WITH MEDICAL DEVICES,” filed on Aug. 10,
2016, which claims priority under 35 U.S.C. § 119(e) to U.S.
Provisional Application Ser. No. 62/215,558, titled
“SECURE LIMITED COMPONENTS FOR USE WITH
MEDICAL DEVICES,” filed Sep. 8, 2015, both of which
are hereby incorporated herein by reference in their entire-
ties for all purposes.

BACKGROUND

[0002] This disclosure relates to secure limited compo-
nents for use with medical devices and systems and tech-
niques for communicating with medical devices through
such components.

[0003] There are a wide variety of electronic and mechani-
cal devices for monitoring and treating patients’ medical
conditions. In some examples, depending on the underlying
medical condition being monitored or treated, medical
devices such as cardiac pacemakers or defibrillators may be
surgically implanted or connected externally to the patient.
In some cases, physicians may use medical devices alone or
in combination with drug therapies to treat patient medical
conditions.

[0004] One of the most deadly cardiac arrhythmias is
ventricular fibrillation, which occurs when normal, regular
electrical impulses are replaced by irregular and rapid
impulses, causing the heart muscle to stop normal contrac-
tions and to begin to quiver. Normal blood flow ceases, and
organ damage or death can result in minutes if normal heart
contractions are not restored. Because the victim has no
perceptible warning of the impending fibrillation, death
often occurs before the necessary medical assistance can
arrive. Other cardiac arrhythmias can include excessively
slow heart rates known as bradycardia.

[0005] Implantable or external pacemakers and defibrilla-
tors (such as automated external defibrillators or AEDs)
have significantly improved the ability to treat these other-
wise life-threatening conditions. Such devices operate by
applying corrective electrical pulses directly to the patient’s
heart. For example, bradycardia can be corrected through the
use of an implanted or external pacemaker device. Ventricu-
lar fibrillation can be treated by an implanted or external
defibrillator.

[0006] Some medical devices operate by continuously or
substantially continuously monitoring the patient’s heart
through one or more sensing electrodes for treatable arrhyth-
mias and, when such is detected, the device applies correc-
tive electrical pulses directly to the heart through one or
more therapy electrodes.

SUMMARY

[0007] Insome examples, an ambulatory medical device is
provided. The ambulatory medical device comprises at least
one sensor configured to acquire data descriptive of the
patient, one or more processors in communication with the
at least one sensor, a patient care component executable by
the one or more processors, and a limited functionality
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component executable by the one or more processors. The
patient care component is configured to perform one or more
primary operations of the ambulatory medical device at least
in part by accessing the data descriptive of the patient. The
limited functionality component is configured to exchange
information with a communication device and to not affect
the one or more primary operations of the ambulatory
medical device.

[0008] In the ambulatory medical device, the information
exchanged with the communication device may comprise
one or more commands received from the communication
device, and the limited functionality component may be
configured to execute the one or more commands. The
limited functionality component may be configured to not
affect the one or more primary operations of the ambulatory
medical device by being configured to be unable to affect the
one or more primary operations of the ambulatory medical
device. The one or more primary operations of the ambu-
latory medical device may comprise one or more critical
operations of the ambulatory medical device. The one or
more critical operations may comprise at least one of
monitoring a patient for a predetermined patient condition,
providing information relating to the predetermined patient
condition to a person, receiving user input relating to the
predetermined patient condition from the person, determin-
ing a therapy for the patient on detecting the predetermined
patient condition, and providing the therapy to the patient
based on the predetermined patient condition.

[0009] In the ambulatory medical device, the at least one
sensor may comprise a sensing electrode, the patient care
component is configured to monitor a cardiac function of the
patient based on the data acquired by the sensing electrode,
and the one or more primary operations of the ambulatory
medical device comprise operations relating to detecting a
cardiac condition of the patient based on the cardiac function
of the patient.

[0010] The ambulatory medical device may further com-
prise at least one treatment electrode configured to provide
a defibrillating shock. The at least one sensor may comprise
a sensing electrode. The patient care component may be
configured to monitor a cardiac function of the patient based
on data acquired by the sensing electrode. The one or more
primary operations of the ambulatory medical device may
comprise operations relating to treating a cardiac condition
of the patient via the at least one treatment electrode upon
detecting the cardiac condition based on the cardiac function
of the patient.

[0011] In the ambulatory medical device, the sensor may
comprise at least one of a tissue fluid sensor, a heart sounds
sensor, a lung sounds sensor, an accelerometer, and a pulse
oximeter.

[0012] The ambulatory medical device may further com-
prise a memory. The patient care component may be con-
figured to manipulate primary data stored in the memory and
manipulate secondary data stored in the memory. The lim-
ited functionality component may be configured to not affect
the one or more primary operations of the ambulatory
medical device at least in part by being configured to
manipulate the secondary data but be limited to read-only
access of the primary data.

[0013] Inthe ambulatory medical device, the memory may
be configured to provide a primary data store and a second-
ary data store. The patient care component may be config-
ured to manipulate primary data stored in the primary data
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store and manipulate secondary data stored in the secondary
data store. The limited functionality component may be
configured to not affect the one or more primary operations
of the ambulatory medical device at least in part by being
configured to manipulate data stored in the secondary data
store but be limited to read-only access of data stored in the
primary data store.

[0014] In the ambulatory medical device, the patient care
component may be executable by a first processing thread of
the one or more processors and the limited functionality
component may be executable by a second processing thread
of the one or more processors.

[0015] Inthe ambulatory medical device, the memory may
be configured to provide a primary data store and a second-
ary data store. The one or more processors may comprise a
primary processor and a secondary processor. The patient
care component may be executable by the primary proces-
sor. The limited functionality component may be executable
by the secondary processor. The patient care component may
be configured to manipulate primary data stored in the
primary data store and manipulate secondary data stored in
the secondary data store. The limited functionality compo-
nent may be is configured to not affect the one or more
primary operations of the ambulatory medical device at least
in part by being configured to manipulate data stored in the
secondary data store but be limited to read-only access of
data stored in the primary data store. The primary processor
and the secondary processor may be processing cores of a
single physical processor.

[0016] In the ambulatory medical device, the limited func-
tionality component may be configured to not affect the one
or more primary operations of the ambulatory medical
device at least in part by being configured to limit execution
of one or more commands received from the communication
device. The limited functionality component may be con-
figured to limit execution of the one or more commands to
those one or more commands that do not affect the one or
more primary operations of the ambulatory medical device.
The limited functionality component may be configured to
either limit or shut down execution of the one or more
commands based at least on one of a threshold number of
commands per time period, a threshold number of active
streams, a threshold percentage utilization of the at least one
processor, a threshold percentage memory consumed, and a
threshold number of threads. The limited functionality com-
ponent may be configured to limit execution of the one or
more commands to a threshold based on a type of the at least
one processor.

[0017] The ambulatory medical device may further com-
prise a battery for providing battery power to the ambulatory
medical device. The limited functionality component may
be configured to either limit or shut down execution of the
one or more commands upon detecting that an amount of
battery power transgresses a threshold value.

[0018] In the ambulatory medical device, the limited func-
tionality component may be configured to authenticate the
information received from the communication device as
originating from one or more previously identified commu-
nication devices. The limited functionality component may
be configured to authenticate the information received from
the communication device using at least one of password
authentication and certificate-based authentication.

[0019] The ambulatory medical device may further com-
prise a user interface component. The limited functionality
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component may be configured to send one or more interface
commands to the user interface component. The one or more
interface commands may be configured to initiate output of
a predefined message via the user interface component. The
limited functionality component may be configured to
execute an interface command configured to modify a
message to be output by the user interface component and
send one or more interface commands to the user interface
component, the one or more interface commands comprising
at least one interface command configured to initiate output
of the modified message. The interface command may be
configured to not affect the one or more primary operations
of the ambulatory medical device at least in part by being
configured to determine whether the message can be modi-
fied based on identifying whether the message is flagged as
restricted from modification by at least the limited function-
ality component. The limited functionality component may
be configured to send one or more interface commands to the
user interface component based on the one or more com-
mands received from the communication device.

[0020] In the ambulatory medical device, the limited func-
tionality component may be an application program inter-
face implemented using at least one of a representational
state transfer, JavaScript object notation, extensible markup
language, and encrypted uniform resource locator param-
eters. The limited functionality component may be acces-
sible by a transmission control protocol socket.

[0021] In the ambulatory medical device, at least one
command of the one or more commands may be further
configured to initiate transmission of information from the
ambulatory medical device to the communication device.
The at least one command may be configured to initiate
transmission of information from the ambulatory medical
device to the communication device (a) in response to a
predetermined condition, (b) substantially in real time, (c)
during an occurrence of the predetermined condition, (d) in
response to user input, (e) in response to a predetermined
triggering event, (f) continuously over a period of time, (g)
substantially continuously over a period of time, (h) during
periodic time intervals, or (i) during aperiodic time intervals.
The information may be descriptive of at least one of a
cardiac function of the patient and a status of the ambulatory
medical device. The information may be descriptive of the
cardiac function of the patient and may comprise electro-
cardiogram data. The information may be descriptive of the
status of the ambulatory medical device and may comprise
electrode fall-off status. The information may comprise at
least one of electrocardiogram data, heart sound data, patient
location data, ambulatory medical device status data, patient
name, and compliance data.

[0022] The ambulatory medical device may comprise a
wearable cardiac monitor. The ambulatory medical device
may comprise a cardiac monitor configured to either con-
tinuous or substantially continuous monitor a patient via the
at least one sensor and provide a treatment to the patient via
one or more therapy electrodes. The ambulatory medical
device may comprise a cardiac monitor configured to pro-
vide a treatment to the patient via one or more adhesive
electrodes.

[0023] According to another example, a system is pro-
vided. The system comprises a communication device in
communication with an external sensor and an ambulatory
medical device. The ambulatory medical device comprises
at least one sensor configured to acquire data descriptive of
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the patient, one or more processors in communication with
the at least one sensor, a patient care component executable
by the one or more processors, and a limited functionality
component executable by the one or more processors. The
patient care component may be configured to perform one or
more primary operations of the ambulatory medical device
at least in part by accessing the data descriptive of the
patient. The limited functionality component may be con-
figured to execute commands received from the communi-
cation device, the limited functionality component config-
ured to not affect the one or more primary operations of the
ambulatory medical device.

[0024] In the system, the communication device may
comprise at least one of another medical device distinct from
the ambulatory medical device, a wearable device distinct
from the ambulatory medical device, a charger of the
ambulatory medical device, a base station of the ambulatory
medical device, and a smart phone. The wearable device
may comprise at least one of a watch, anklet, necklace, belt
buckle, and glasses. The communication device may be in
data communication with the ambulatory medical device by
either a wired or wireless network connection. The ambu-
latory medical device may comprises a user interface com-
ponent. The commands may comprise at least one command
configured to receive information descriptive of the com-
munication device and request that the user interface com-
ponent display the information. The information may
describe at least one of an image stored on the communi-
cation device, a signal strength of a network connection
between the ambulatory medical device and the communi-
cation device, and an amount of power remaining in a
battery comprised within the communication device. The
communication device may be comprised within the ambu-
latory medical device.

[0025] In the system, the communication device may be
further configured to generate a first request to execute a first
command to configure a threshold value for a patient param-
eter monitored by the ambulatory medical device and trans-
mit the first request to the limited functionality component.
The limited functionality component may be further config-
ured to receive the first request; parse the first request to
identify the first command and the threshold value; execute
the first command; monitor, in response to executing the first
command, the patient parameter to determine whether the
patient parameter transgresses the threshold value; and
transmit a notification to a recipient device where the patient
parameter transgresses the threshold value. The patient
parameter may be time elapsed since the patient last com-
plied with a prescribed treatment schedule and the threshold
value may be a prescribed time interval within the pre-
scribed treatment schedule. The prescribed treatment sched-
ule may require a rehabilitation session. The prescribed
treatment schedule may require taking medication.

[0026] In the system, the ambulatory medical device may
comprise a user interface component, and the limited func-
tionality component may be further configured to prompt for
input indicating whether the patient complied with the
prescribed treatment schedule. The patient parameter may
be heartbeats per minute (bps) and the threshold value may
be 180 bps. The communication device may be further
configured to generate a second request to execute a second
command to configure an identifier of the recipient device to
be an address, and transmit the second request to the limited
functionality component. The limited functionality compo-
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nent may be further configured to receive the second
request; parse the second request to identify the second
command and the address; execute the command; and store,
during execution of the second command, the address as the
identifier of the recipient device, thereby configuring the
limited functionality component to notify the recipient
device at the address where the patient’s bps transgresses
180 bps. The recipient device may be the ambulatory
medical device. The recipient device may be the communi-
cation device.

[0027] According to another example, a communication
device is provided. The communication device comprises
memory, at least one processor in data communication with
the memory, and a medical device interface component
executable by the at least one processor. The medical device
interface component is configured to communicate with an
ambulatory medical device, the communications comprising
commands configured to not affect one or more primary
operations of the ambulatory medical device. The commu-
nication device may be configured to store medical device
data received from the ambulatory medical device in a local
storage on the communication device when the communi-
cation device is unable to connect to a remote server. The
communication device may be configured to transmit the
stored medical data to the remote server when a connection
with the remote server is established.

[0028] According to another example, an ambulatory
medical device configured to care for a patient is provided.
The ambulatory medical device comprises memory config-
ured to provide a primary data store and a secondary data
store; at least one sensing electrode configured to acquire
electrocardiogram data descriptive of the patient’s cardiac
function; at least one treatment electrode configured to
provide a defibrillating shock; one or more processors
coupled to the memory, the at least one sensor, and the at
least one treatment electrode, the one or more processors
comprising a primary processor and a secondary processor;
a patient care component executable by the primary proces-
sor and configured to perform one or more primary opera-
tions of the ambulatory medical device at least in part by
being configured to access the data descriptive of the patient:
manipulate primary data stored in the primary data store;
and manipulate secondary data stored in the secondary data
store; and a limited functionality component is executable
by the secondary processor and configured to not affect the
one or more primary operations of the ambulatory medical
device at least in part by being configured to manipulate data
stored in the secondary data store but be limited to read-only
access of data stored in the primary data store.

[0029] Implementations can include one or more of the
following advantages.

[0030] In some implementations, a medical device
includes a limited functionality component that provides, to
a communication device, limited access to information
processed by the medical device. This limited functionality
component is designed to provide access without affecting
any primary operations performed by the medical device. In
some examples, the limited functionality component pro-
vides access to medical device information by receiving
commands from the communication device relating to the
medical device information, executing the commands, and
issuing responses to the communication device.

[0031] In some examples, the limited functionality com-
ponent protects the primary operations of the medical device
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by actively monitoring computing resources utilized by
execution of the commands and adjusting the computing
resources available for command execution. The limited
functionality component may also protect the primary opera-
tions by directly limiting the number and/or type of com-
mands executed. In some examples, the limited functionality
component avoids impact to the primary operations by
executing through computing resources that are isolated
from computing resources used to execute primary opera-
tions. This isolation may be physical or virtual and may
involve any combination of data storage resources, process-
ing resources, and power resources.

[0032] Due to the implementation of these techniques, a
communication device can safely receive a wide array of
pre-processed information from the medical device and use
this pre-processed information, without further modifica-
tion, to inform the patient or care providers of important
facts. This communication device may also be in commu-
nication with a remote server that is accessible by care
providers. In some implementations described in further
detail below, such a communication device can be part of the
medical device and communicate with the limited function-
ality component of the medical device. Accordingly, the
medical device can directly receive commands from a
remote server, execute the commands, and directly issue
responses 1o the remote server.

[0033] For instance, in one example, a communication
device includes a directed rehabilitation application that is
configured to, e.g., monitor a patient wearing a cardiac
monitor during exercises, and issue instructions, including
instructions to start and stop performing such exercises at
specific times. For example, such exercises can be part of a
rehabilitation program prescribed for the patient. In such an
example, the communication device can be configured to
transmit commands to the limited functionality component
within the cardiac monitor. These commands can be con-
figured to cause the limited functionality component to
notify the communication device if the patient’s heart rate
exceeds a threshold value or follows a particular trend or
pattern over time. Where the communication device receives
such a notification, the communication device may issue
commands to the limited functionality component instruct-
ing the patient to slow down/ramp down a current activity
and/or stop. Using the techniques disclosed herein, the
cardiac monitor may provide such functionality without
affecting the cardiac monitor’s primary operations.

[0034] In another example, an ambulatory medical device
is provided. The ambulatory medical device includes at least
one sensor configured to acquire signals descriptive of a
patient’s cardiac function, the at least one sensor including
at least one sensing electrode; at least one processor con-
figured to convert the signals to data descriptive of the
patient’s cardiac function; at least one patient care compo-
nent executable by the at least one processor and configured
to perform one or more primary operations of the ambula-
tory medical device at least in part by accessing the data
descriptive of the patient, the one or more primary opera-
tions including monitoring the patient’s cardiac function;
and a limited functionality component executable by the at
least one processor and configured to exchange information
with a communication device, the limited functionality
component being configured to not affect the one or more
primary operations of the ambulatory medical device.
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[0035] The information exchanged between the ambula-
tory medical device and the communication device may
include one or more commands received from the commu-
nication device and the limited functionality component may
be configured to execute the one or more commands. The
one or more primary operations of the ambulatory medical
device may include monitoring the patient for a predeter-
mined patient condition, providing information relating to
the predetermined patient condition to a user interface,
receiving user input relating to the predetermined patient
condition from the user interface, determining a therapy for
the patient on detecting the predetermined patient condition,
and providing the therapy to the patient in response to
detecting the predetermined patient condition.

[0036] In the ambulatory medical device, the at least one
sensor may include a sensing electrode; the patient care
component may be configured to monitor a cardiac function
of the patient based on the data acquired by the sensing
electrode; and the one or more primary operations of the
ambulatory medical device may include operations relating
to detecting a cardiac condition of the patient based on the
cardiac function of the patient. The ambulatory medical
device may further include at least one treatment electrode
configured to provide a defibrillating shock, wherein the one
or more primary operations of the ambulatory medical
device comprise operations relating to treating a cardiac
condition of the patient via the at least one treatment
electrode upon detecting the cardiac condition.

[0037] The ambulatory medical device may further
include a memory. The at least one patient care component
may be configured to manipulate primary data stored in the
memory; and manipulate secondary data stored in the
memory. The limited functionality component may be con-
figured to not affect the one or more primary operations of
the ambulatory medical device at least in part by being
configured to manipulate the secondary data but be limited
to read-only access of the primary data. The memory may be
configured to provide a primary data store and a secondary
data store. The at least one patient care component may be
configured to manipulate primary data stored in the primary
data store and manipulate secondary data stored in the
secondary data store. The limited functionality component
may be configured to not affect the one or more primary
operations of the ambulatory medical device at least in part
by being configured to manipulate data stored in the sec-
ondary data store but be limited to read-only access of data
stored in the primary data store.

[0038] In the ambulatory medical device, the at least one
processor may be configured to execute the at least one
patient care component via a first processing thread and to
execute the limited functionality component via a second
processing thread. The memory in the ambulatory medical
device may be configured to provide a primary data store
and a secondary data store. The at least one processor may
include a primary processor and a secondary processor. The
at least one patient care component may be executable by the
primary processor and may be configured to manipulate
primary data stored in the primary data store and manipulate
secondary data stored in the secondary data store. The
limited functionality component may be executable by the
secondary processor and may be configured to not affect the
one or more primary operations of the ambulatory medical
device at least in part by being configured to manipulate data
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stored in the secondary data store but be limited to read-only
access of data stored in the primary data store.

[0039] In the ambulatory medical device, the limited func-
tionality component may be configured to not affect the one
or more primary operations of the ambulatory medical
device at least in part by being configured to limit execution
of one or more commands received from the communication
device. The limited functionality component may be con-
figured to limit execution of the one or more commands to
those one or more commands that do not affect the one or
more primary operations of the ambulatory medical device.
The limited functionality component may be configured to
either limit or shut down execution of the one or more
commands based at least on one of a threshold number of
commands per time period, a threshold number of com-
mands based on a type of the at least one processor, a
threshold number of active streams, a threshold percentage
utilization of the at least one processor, a threshold percent-
age memory consumed, and a threshold number of threads.
[0040] The ambulatory medical device may further
include a battery for providing battery power to the ambu-
latory medical device. The limited functionality component
may be configured to either limit or shut down execution of
the one or more commands upon detecting that an amount of
battery power transgresses a threshold value. The limited
functionality component may be configured to authenticate
the information received from the communication device as
originating from one or more previously identified commu-
nication devices. The limited functionality component may
be configured to authenticate the information received from
the communication device using at least one of password
authentication and certificate-based authentication.

[0041] The ambulatory medical device may further
include a user interface component. The limited functional-
ity component may be configured to send one or more
interface commands to the user interface component. The
one or more interface commands may be configured to
initiate output of one or more messages via the user interface
component. The one or more messages may be predefined
within the ambulatory medical device. The limited function-
ality component may be configured to execute an interface
command configured to modify a message to be output by
the user interface component and to send one or more
interface commands to the user interface component, the one
or more interface commands comprising at least one inter-
face command configured to initiate output of the message.
The interface command may be configured to not affect the
one or more primary operations of the ambulatory medical
device at least in part by being configured to determine
whether the message can be modified based on identifying
whether the message is flagged as restricted from modifi-
cation. The limited functionality component may be config-
ured to send one or more interface commands to the user
interface component based on the one or more commands
received from the communication device.

[0042] In the ambulatory medical device, the at least one
sensor may include at least one of a tissue fluid sensor, a
heart sounds sensor, a lung sounds sensor, an accelerometer,
and a pulse oximeter. The limited functionality component
may include an application program interface implemented
using at least one of a representational state transfer,
JavaScript object notation, extensible markup language,
transmission control protocol socket, and encrypted uniform
resource locator parameters. In the ambulatory medical
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device, the at least one command of the one or more
commands may be further configured to initiate transmission
of information from the ambulatory medical device to the
communication device. The at least one command may be
configured to initiate transmission of the information from
the ambulatory medical device to the communication device
(a) in response to a predetermined condition, (b) substan-
tially in real time, (¢) during an occurrence of the predeter-
mined condition, (d) in response to user input, (e) in
response to a predetermined triggering event, (f) continu-
ously over a period of time, (g) substantially continuously
over a period of time, (h) during periodic time intervals, or
(1) during aperiodic time intervals. The information may be
descriptive of at least one of the patient’s cardiac function
and a status of the ambulatory medical device. The infor-
mation may include at least one of electrocardiogram data,
heart sound data, patient location data, ambulatory medical
device status data, patient name, electrode fall-off status, and
compliance data. The ambulatory medical device may
include a cardiac monitor configured to either continuous or
substantially continuous monitor a patient via the at least
one sensor and provide a treatment to the patient via one or
more therapy electrodes. The ambulatory medical device
may include a cardiac monitor configured to provide a
treatment to the patient via one or more adhesive electrodes.

[0043] In another example, a communication device is
provided. The communication device is configured to inter-
operate with a wearable defibrillator. The communication
device includes a first wireless interface configured to com-
municate with the wearable defibrillator; a second wireless
interface configured to communicate with a remote com-
puter; and at least one processor coupled to the first wireless
interface and the second wireless interface and configure to
exclusively execute a hotspot component upon powering up,
the hotspot component being configured to automatically
establish a first secure connection to the wearable defibril-
lator via the first wireless interface, to receive cardiac
information regarding a patient from the wearable defibril-
lator via the first connection, to automatically establish a
second connection to the remote computer via the second
wireless interface, and to transmit the cardiac information
regarding the patient to the remote computer via the second
connection, the cardiac information comprising at least one
of physiological parameters of the patient and information
regarding compliance by the patient to a prescribed treat-
ment schedule. The communication device may be housed
within the wearable medical device or a base station. The
hotspot component may be configured to calculate a signal
strength of the first connection and to transmit information
regarding the signal strength to the remote computer via the
second connection.

[0044] In another example, communication device is pro-
vided. The communication device includes a user interface;
a medical device interface configured to communicate with
a medical device; and at least one processor coupled to the
user interface and the medical device interface and configure
to transmit, via the medical device interface, at least one
command to monitor a patient parameter; to receive, via the
interface, one or more values of the patient parameter; to
analyze the one or more values; and to display, via the user
interface, information descriptive of the one or more values.
[0045] Inthe communication device, the patient parameter
may include patient heart rate and the information descrip-
tive of the one or more values may include a heart rate trend
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over a period to time. The communication device may
further include a network interface configured to communi-
cate with a remote computer. The at least one processor may
be configured to transmit the one or more values to the
remote computer via the network interface. The at least one
processor may be configured to receive, from the remote
computer via the network interface, a command to display
an instruction to the patient and to display the instruction to
the patient via the user interface.

[0046] In another example, a system is provided. The
system includes a communication device in communication
with an external sensor and an ambulatory medical device.
The ambulatory medical device includes at least one sensor
configured to acquire data descriptive of the patient; one or
more processors in communication with the at least one
sensor; a patient care component executable by the one or
more processors and configured to perform one or more
primary operations of the ambulatory medical device at least
in part by accessing the data descriptive of the patient; and
a limited functionality component executable by the one or
more processors and configured to execute commands
received from the communication device, the limited func-
tionality component configured to not affect the one or more
primary operations of the ambulatory medical device.
[0047] In the system, the communication device may
include at least one of another medical device distinct from
the ambulatory medical device, a wearable device distinct
from the ambulatory medical device, a charger of the
ambulatory medical device, a base station of the ambulatory
medical device, and a smart phone, wherein the wearable
device comprises at least one of a watch, anklet, necklace,
belt buckle, and glasses. The ambulatory medical device
may include a user interface component and the commands
may include at least one command configured to receive
information descriptive of the communication device and
request that the user interface component display the infor-
mation. The information may describe at least one of an
image stored on the communication device, a signal strength
of a network connection between the ambulatory medical
device and the communication device, and an amount of
power remaining in a battery comprised within the commu-
nication device. The communication device may be included
within the ambulatory medical device.

[0048] In the system, the communication device may be
further configured to generate a request to execute a com-
mand to configure a threshold value for a patient parameter
monitored by the ambulatory medical device and to transmit
the request to the limited functionality component. The
limited functionality component may be further configured
to receive the request; parse the request to identify the
command and the threshold value; execute the command;
monitor, in response to executing the command, the patient
parameter to determine whether the patient parameter trans-
gresses the threshold value; and transmit a notification to a
recipient device where the patient parameter transgresses the
threshold value. The patient parameter may include heart
beats per minute (bpm) or time elapsed since the patient last
complied with a prescribed treatment schedule. The thresh-
old value may include of 180 bpm or a prescribed time
interval within the prescribed treatment schedule. The pre-
scribed treatment schedule may require at least one of a
rehabilitation session and taking medication.

[0049] Still other aspects, examples and advantages of
these aspects and examples, are discussed in detail below.

Jun. 13,2019

Moreover, it is to be understood that both the foregoing
information and the following detailed description are
merely illustrative examples of various aspects and features,
and are intended to provide an overview or framework for
understanding the nature and character of the claimed
aspects and examples. Any example or feature disclosed
herein may be combined with any other example or feature.
References to different examples are not necessarily mutu-
ally exclusive and are intended to indicate that a particular
feature, structure, or characteristic described in connection
with the example may be included in at least one example.
The appearances of such terms herein are not necessarily all
referring to the same example.

DESCRIPTION OF DRAWINGS

[0050] Various aspects of at least one example are dis-
cussed below with reference to the accompanying figures,
which are not intended to be drawn to scale. The figures are
included to provide an illustration and a further understand-
ing of the various aspects and examples, and are incorpo-
rated in and constitute a part of this specification, but are not
intended as a definition of the limits of any particular
example. The drawings, together with the remainder of the
specification, serve to explain principles and operations of
the described and claimed aspects and examples. In the
figures, each identical or nearly identical component that is
illustrated in various figures is represented by a like numeral.
For purposes of clarity, not every component may be labeled
in every figure. In the drawings:

[0051] FIG. 1is a schematic diagram of one example of a
medical device.
[0052] FIGS. 2A and 2B are schematic diagrams of a first

side and a second side of one example of a medical device
controller.

[0053] FIG. 3 is a block diagram of the example of the
medical device controller illustrated in FIGS. 2A and 2B.
[0054] FIG. 4 is a schematic diagram of an example
system including a medical device and a base station.
[0055] FIG. 5 is a schematic diagram of another example
of a medical device.

[0056] FIG. 6 is a schematic diagram of another example
of a medical device.

[0057] FIG. 7 is a schematic diagram of another example
of a medical device controller.

[0058] FIG. 8 is a flow diagram illustrating two examples
of interface processes.

[0059] FIG. 9 is a flow diagram illustrating one example
of a command processing process.

[0060] FIG. 10 is a block diagram of one example of a
notification system.

[0061] FIG. 11 is a block diagram of another example of
a notification system.

[0062] FIG. 12 is a block diagram of another example of
a notification system.

DETAILED DESCRIPTION

[0063] Systems and techniques as disclosed herein can be
configured to facilitate secure and limited interactions with
medical devices. The medical devices as disclosed herein
may monitor a person (e.g., a patient) and, in some imple-
mentations, provide treatment to the person based on the
monitoring. For example, the medical device can monitor
one or more physiological parameters of the person. For
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instance, the medical device can be configured to monitor
data digitized from one or more physiological signals of a
patient (e.g., electrocardiograph (ECG) data), heart beats,
respiration, breath sounds, tissue fluids, lung fluids, lung
sounds, chest movements, and/or cardiopulmonary anoma-
lies and determine whether the detected anomalies impair
cardiac or pulmonary function. In various implementations,
the medical device can be configured to monitor other
patient parameters including but not limited to blood pres-
sure, glucose levels, weight, blood oxygen, etc.

[0064] For example, medical devices as disclosed herein
can be configured to determine whether the patient may be
experiencing a cardiac condition. The medical devices can
include a plurality of sensing electrodes that are disposed at
one or more locations of the patient’s body and configured
to sense or monitor the cardiac signals of the patient. In some
implementations, the medical device can be configured to
monitor, in addition to cardiac signals, heart sounds, lung
sounds, respiration, chest movements, and/or other patient
body movement information. For example, such devices can
be used as cardiac monitors in certain cardiac monitoring
applications, such as holter monitoring, mobile cardiac
telemetry (MCT) and/or continuous event monitoring
(CEM) applications.

[0065] In some implementations, a medical device as
disclosed herein can be configured to determine an appro-
priate treatment for the patient based on the sensed patient
signals (e.g., cardiac signals, heart sounds, lung sounds, or
other sensed information) and cause one or more therapeutic
shocks (e.g., defibrillating and/or pacing shocks) to be
delivered to the body of the patient as described in further
detail below. Accordingly, the medical device can include a
plurality of therapy electrodes that are disposed at one or
more locations of the patient’s body and configured to
deliver the therapeutic shocks.

[0066] A medical device as described herein can be con-
figured to monitor a patient for a cardiac arrthythmia condi-
tion such as bradycardia, ventricular tachycardia (VT) or
ventricular fibrillation (VF). In addition, while the detection
methods and systems described hereinafter are disclosed as
detecting VT and VF, this is not to be construed as limiting
the examples disclosed herein as other arrhythmias, such as,
but not limited to, atrial arrhythmias including premature
atrial contractions (PACs), multifocal atrial tachycardia,
atrial flutter, and atrial fibrillation, supraventricular tachy-
cardia (SVT), junctional arrhythmias, tachycardia, junc-
tional rhythm, junctional tachycardia, premature junctional
contraction, and ventricular arrhythmias including prema-
ture ventricular contractions (PVCs) and accelerated idio-
ventricular rhythm, may also be detected. In the case of
treatment devices, such as, pacing and/or defibrillating
devices, if an arrhythmia condition is detected, the device
can automatically provide a pacing or defibrillation pulse or
shock to treat the condition.

[0067] In some implementations, a medical device
includes a limited functionality component that is configured
to exchange (e.g., transmit or receive) information with a
communication device in a manner that does not affect any
primary operation of the medical device. For example, such
a limited functionality component can be configured to be
unable to affect any primary operation of the medical device.
The medical device may be a cardiac monitor that includes
a limited functionality component that transmits data
descriptive of the cardiac function of a patient to a commu-
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nication device in the form of a smart phone. In this
example, the limited functionality component may monitor
computing resources (e.g., compute or data storage
resources) available for the primary operations of the medi-
cal device and adjust computing resources utilized by lim-
ited functionality operations to ensure the primary opera-
tions are not impacted. This adjustment may include
restricting limited functionality operations to a threshold
number of operations per time period, a threshold number of
threads, specific thread priorities, specific types of data
operations, specific data stores or a threshold utilization of
specific data stores, specific actual or virtual processors or
processor types, a threshold utilization of one or more actual
or virtual processors, and the like. In some implementations,
the limited functionality component may be configured to
restrict or shut down its functionality in certain situations.
Such situations include but are not limited to: when the
component consumes resources (e.g., operations per time
period, number of threads, data storage utilization, and the
like) that transgresses a predetermined threshold, the battery
power available in the medical device reaches a predeter-
mined level, or when a critical operation of the device is
ongoing (e.g., when a treatment protocol is being executed
by the device).

[0068] In some implementations, the information
exchanged between the limited functionality component and
the communication device includes one or more commands
that the limited functionality component is configured to
execute and one or more responses resulting from command
execution. For example, the limited functionality component
may receive a command to stream cardiac data to the
communication device and the communication device may
process the stream in response to receipt of the command.

[0069] In some implementations, a primary operation of a
medical device is any operation of the medical device that
causes the medical device to be subject to government
regulation as of the filing date of the present disclosure. For
instance, a primary operation of a medical device may be
any operation of the medical device that causes the medical
device to be subject to Title 21 of the U.S. Code of Federal
Regulations Chapter I, Subchapter H, such as Part 814 of the
Regulations concerning pre-market approvals of medical
devices, as of the filing date of the present disclosure. In
other examples, a primary operation of a medical device
includes any operation that affects patient safety and/or
device efficacy with respect to the prescribed purpose of the
medical device. In other examples, a primary operation of a
medical device includes any operation critical to the pre-
scribed purpose of the medical device. Thus the primary
operation or operations of medical devices vary with the
designs of the medical devices and the jurisdictions within
which the medical devices operate. Examples of critical
operations include monitoring a patient for a predetermined
patient condition, providing information relating to the
predetermined patient condition to a person, receiving user
input relating to the predetermined patient condition from
the person, determining a therapy for the patient on detecting
the predetermined patient condition, and providing the
therapy to the patient based on the predetermined patient
condition. Accordingly in such examples, the primary opera-
tions are executed by one or more patient care components
of a medical device.

[0070] In some implementations, as noted above, primary
operations can include device functions and operations that



US 2019/0175929 A1

have the potential to affect the safety and efficacy of the
medical device. In an implementation, such operations may
relate to ensuring the integrity of one or more critical
components of the medical device, e.g., all or some of the
one or more patient care components. Such primary opera-
tions can include self-tests performed by the device, e.g., to
verify the operational integrity of critical components of the
medical device. For instance, in a cardiac treatment device
such as a defibrillator, primary operations can include tests
of the energy storage elements and associated circuitry. A
defibrillator may periodically or aperiodically enable a high
voltage converter circuit to charge one or more capacitor
banks and take certain measurements to verify that the
capacitor banks are able to properly charge up to the
required levels.

[0071] In some implementations, for increased security,
the limited functionality component can be configured to
authenticate the communication device and determine
whether the communication device is authorized to
exchange information with the medical device. For example,
the limited functionality component may process logon
credentials prior to executing any commands requested by
the communication device.

[0072] In some implementations, the limited functionality
component initiates display of information received from the
communication device on a display of the medical device.
For example, the limited functionality component may ini-
tiate display of a physician’s instructions on a touchscreen
housed in the medical device. In some cases, the limited
functionality component may initiate display of the remain-
ing battery life of the communication device (e.g., a smart
phone) on a touchscreen housed in the medical device.
[0073] Examples of the methods and systems discussed
herein are not limited in application to the details of con-
struction and the arrangement of components set forth in the
following description or illustrated in the accompanying
drawings. The methods and systems are capable of imple-
mentation in other examples and of being practiced or of
being carried out in various ways. Examples of specific
implementations are provided herein for illustrative pur-
poses only and are not intended to be limiting. In particular,
acts, components, elements and features discussed in con-
nection with any one or more examples are not intended to
be excluded from a similar role in any other examples.
[0074] Also, the phraseology and terminology used herein
is for the purpose of description and should not be regarded
as limiting. Any references to examples, components, ele-
ments or acts of the systems and methods herein referred to
in the singular may also embrace examples including a
plurality, and any references in plural to any example,
component, element or act herein may also embrace
examples including only a singularity. References in the
singular or plural form are not intended to limit the presently
disclosed systems or methods, their components, acts, or
elements. The use herein of “including,” “comprising,”
“having,” “containing,” “involving,” and variations thereof
is meant to encompass the items listed thereafter and equiva-
lents thereof as well as additional items. References to “or”
may be construed as inclusive so that any terms described
using “or” may indicate any of a single, more than one, and
all of the described terms. In addition, in the event of
inconsistent usages of terms between this document and
documents incorporated herein by reference, the term usage
in the incorporated references is supplementary to that of
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this document; for irreconcilable inconsistencies, the term
usage in this document controls.

Example Medical Devices

[0075] In some implementations, the systems, compo-
nents, and/or techniques described herein can be used in a
wide range of medical devices. For instance, such medical
device can be internal (e.g., implantable), invasive, or extet-
nal medical devices. For example, external medical devices
may be in contrasted with internal devices, such as implant-
able medical devices. For example, the medical device can
be a cardiac monitoring and/or pacing device or defibrillator,
such as an in-facility continuous monitoring defibrillator
(e.g., for patients that are confined to a limited space within
a facility, such as, within a hospital environment, to a
patient’s room) or outpatient wearable defibrillators. The
primary operations of these devices include monitoring
patient cardiac function and, in some cases, treating cardiac
arrhythmias, such as VT or VF. In at least some of these
devices, the patient care components include monitoring,
detecting, and treating components, such as the cardiac
event detector 326, the sensor interface 312, and the therapy
delivery interface 302.

[0076] In some implementations, an external medical
device can be an automated cardiac monitor or defibrillator
that can be used in certain specialized conditions and/or
environments such as in combat zones or within emergency
vehicles. The medical device can be configured so that it can
be used immediately (or substantially immediately) in a
life-saving emergency. For example, the external medical
device can be an automated external defibrillator (AED)
Such AED:s are available from ZOLL® Medical Corporation
of Chelmsford, Mass.

[0077] In some implementations, the external medical
device is an ambulatory device (e.g., a device that is capable
of and designed for moving with the patient as the patient
goes about his or her daily routine). In some examples, the
external medical device can be configured as a wearable
defibrillator, such as the LifeVest® wearable defibrillator
available from ZOLL® Medical Corporation of Chelmsford,
Mass.

[0078] The devices as described herein may be capable of
continuously, substantially continuously, long-term and/or
extended use or wear by, or attachment or connection to a
patient.

[0079] For example, devices as described herein may be
capable of being used or worn by, or attached or connected
to a patient, without substantial interruption for a predeter-
mined period of time. In some examples, such devices may
be capable of being used or worn by, or attached or con-
nected to a patient for example, up to hours or beyond (e.g.,
weeks, months, or even years).

[0080] In some implementations, such devices may be
removed for a period of time before use, wear, attachment,
or connection to the patient is resumed, e.g., to change
batteries, to change the garment, and/or to take a shower,
without departing from the scope of the examples described
herein.

[0081] The devices as described herein may be capable of
continuously, substantially continuously, long-term and/or
extended monitoring of a patient.

[0082] For example, devices as described herein may be
capable of providing cardiac monitoring without substantial
interruption for a predetermined period of time. In some
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examples, such devices may be capable of continuously or
substantially continuously monitoring a patient for cardiac-
related information (e.g., ECG information, including
arrhythmia information, heart sounds, etc.) and/or non-
cardiac information (e.g., blood oxygen, the patient’s tem-
perature, glucose levels, and/or lung sounds), for example,
up to hours or beyond (e.g., weeks, months, or even years).

[0083] In some implementations, such devices may be
powered down for a period of time before monitoring is
resumed, e.g., to change batteries, to change the garment,
and/or to take a shower, without departing from the scope of
the examples described herein.

[0084] In some instances, the devices may carry out moni-
toring in periodic or aperiodic time intervals or times. For
example, the monitoring during intervals or times can be
triggered by a user action or another event. For example, one
or more durations between the periodic or aperiodic inter-
vals or times can be user-configurable.

[0085] In various implementations, the devices may be
operated on battery power for a duration of the device’s use
after which the batteries may be replaced and/or recharged.

[0086] In some implementations, the medical device as
described herein can be a hospital-based wearable defibril-
lator and/or pacing device. For example, such a hospital-
based device can include a defibrillator and/or pacing device
configured for continuous or substantially continuous use,
wear, connection, attachment, or monitoring to/of a patient
in a hospital environment. The hospital-based device can
include a plurality of therapy and sensing electrodes that are
attached to the patient’s skin. In some examples, the elec-
trodes are disposable adhesive electrodes. In some imple-
mentations, the electrodes are affixed to an electrode assem-
bly (a patch), which can then be adhesively attached to the
patient’s skin. The electrodes can be attached to the patient’s
skin at particular locations as prescribed by a trained pro-
fessional.

[0087] In operation, the hospital-based device can include
a monitor configured to operate in a manner that is different
from that of the monitor of wearable defibrillator 100
described with respect to FIG. 1. As described in more detail
herein, an interface, prompts, and communication performed
by the hospital-based device can be configured for and/or
directed to a user other than a patient, e.g., a caregiver such
as a nurse or a patient service representative. For example,
a caregiver can program the device and/or set the device up
for use by the patient. The interface, prompts, and commu-
nication can be directed to the patient in scenarios such as
when a response is required for the device to detect whether
or not the patient is conscious, which can be used in deciding
when to shock the patient, and when a patient is given an
alert to call the caregiver.

[0088] In some implementations, the medical device as
described herein can configured to perform a primary opera-
tion of monitoring a patient presenting with syncope (e.g.,
by analyzing the patient’s cardiac activity for aberrant
patterns that can indicate abnormal physiological function).
In some examples, aberrant patterns may occur prior to,
during, or after the onset of syncope symptoms. For
example, the short-term outpatient defibrillator can include
a plurality of electrodes and/or an electrode assembly
(patch) that can be adhesively attached to the patient’s skin.
The patient may replace the electrodes and/or patches as
prescribed.
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[0089] For example, the medical device can include a user
interface for interacting with the medical device. The device
can include one or more input mechanisms (e.g., buttons)
that the patient can interact with in order to respond to an
alert (e.g., a treatment alert or a status alert). In some
examples, the medical device issues a treatment alert before
providing a treatment shock, and if the patient does not
respond to the treatment alert (e.g., by holding down one or
more response buttons), the device can deliver the treatment
shock to restore normal heart thythm. In some examples, the
medical device issues a status alert where the device detects
that an electrode (e.g. a sensing electrode) is not properly
positioned on the patient’s body. This type of status alert
may be referred to herein as a “fall-off”” status alert.

Example Wearable Medical Device

[0090] FIG. 1 illustrates an example medical device 100
that is wearable by the patient 102. The wearable medical
device 100 includes a plurality of sensing electrodes 112 that
can be disposed at various positions about the patient’s body.
The sensing electrodes 112 are electrically coupled (cou-
pling not shown in the figure) to a medical device controller
120 through a connection pod 130. In some implementa-
tions, some of the components of the wearable medical
device 100 are affixed to a garment 110 that can be worn on
the patient’s torso. For example, as shown in FIG. 1, the
controller 120 can be mounted on a belt worn by the patient.
The sensing electrodes 112 and connection pod 130 can be
assembled or integrated into the garment 110 as shown. The
sensing electrodes 112 are configured to monitor the cardiac
fanction of the patient (e.g., by monitoring one or more
cardiac signals of the patient). While FIG. 1 shows three
sensing electrodes 112, additional sensing electrodes may be
provided, and the plurality of sensing electrodes 112 may be
disposed at various locations about the patient’s body.
[0091] The wearable medical device 100 can also option-
ally include a plurality of therapy electrodes 114 that are
electrically coupled (coupling not shown in the figure) to the
medical device controller 120 through the connection pod
130. The therapy electrodes 114 are configured to deliver
one or more therapeutic defibrillating shocks to the body of
the patient if it is determined that such treatment is war-
ranted. The connection pod 130 may include electronic
circuitry and one or more sensors (e.g., a motion sensor, an
accelerometer, etc.) that are configured to monitor patient
activity. In some implementations, the wearable medical
device 100 may be a monitoring only device that omits the
therapy delivery capabilities and associated components
(e.g., the therapy electrodes 114). In some implementations,
various treatment components may be packaged into various
components that can be attached or removed from the
wearable medical device 100 as needed.

[0092] The controller 120 includes response buttons and a
touch screen that the patient can interact with in order to
communicate with the medical device 100. The controller
120 also includes a speaker for communicating information
to the patient and/or a bystander. In some examples, when
the controller 120 determines that the patient is experiencing
cardiac arrhythmia, the speaker can issue an audible alarm
to alert the patient and bystanders to the patient’s medical
condition. In some examples, the controller 120 can instruct
the patient to press and hold one or both of the response
buttons on the medical device controller 120 to indicate that
the patient is conscious, thereby instructing the medical
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device controller 120 to withhold the delivery of one or more
therapeutic defibrillating shocks. If the patient does not
respond to an instruction from the controller 120, the medi-
cal device 100 may determine that the patient is unconscious
and proceed with the treatment sequence, culminating in the
delivery of one or more defibrillating shocks to the body of
the patient.

[0093] FIGS. 2A and 2B illustrate an example of the
medical device controller 120. The controller 120 may be
powered by a rechargeable battery 212. The rechargeable
battery 212 may be removable from a housing 206 of the
medical device controller 120 to enable a patient and/or
caregiver to swap a depleted (or near depleted) battery 212
for a charged battery. The controller 120 includes a user
interface such as a touch screen 220 that can provide
information to the patient, caregiver, and/or bystanders. The
patient and/or caregiver can interact with the touch screen
220 to control the medical device 100. The controller 120
also includes a speaker 204 for communicating information
to the patient, caregiver, and/or the bystander. The controller
120 includes one or more response buttons 210. In some
examples, when the controller 120 determines that the
patient is experiencing cardiac arrhythmia, the speaker 204
can issue an audible alarm to alert the patient and bystanders
to the patient’s medical condition. In some examples, the
controller 120 can instruct the patient to press and hold one
or both of the response buttons 210 to indicate that the
patient is conscious, thereby instructing the medical device
controller 120 to withhold the delivery of therapeutic defi-
brillating shocks. If the patient does not respond to an
instruction from the controller 120, the medical device 100
may determine that the patient is unconscious and proceed
with the treatment sequence, culminating in the delivery of
one or more defibrillating shocks to the body of the patient.
The medical device controller 120 may further include a port
202 to removably connect sensing devices (e.g., ECG sens-
ing electrodes 112) and/or therapeutic devices (e.g., therapy
electrodes 114) to the medical device controller 120.

[0094] FIG. 3 shows a schematic of an example of the
medical device controller 120 of FIGS. 1, 2A, and 2B. The
controller 120 includes at least one processor 318, a limited
functionality component 330, a sensor interface 312, an
optional therapy delivery interface 302, data storage 304
(which may include patient data storage 316), an optional
network interface 306, a user interface 308 (e.g., including
the touch screen 220 shown in FIG. 2), and a battery 310.
The sensor interface 312 may be coupled to any one or
combination of sensors to receive information indicative of
patient parameters. For example, the sensor interface 312
may be coupled to one or more sensing devices including,
for example, sensing electrodes 328. The therapy delivery
interface 302 (if included) may be coupled to one or more
electrodes that provide therapy to the patient including, for
example, one or more therapy electrodes 320, pacing elec-
trodes 322, and/or TENS electrodes 324. The sensor inter-
face 312 and the therapy delivery interface 302 may imple-
ment a variety of coupling and communication techniques
for facilitating the exchange of data between the sensors
and/or therapy delivery devices and the controller 120.

[0095] In some examples, the network interface 306 can
facilitate the communication of information between the
controller 120 and one or more other devices or entities over
a communications network. For example, the network inter-
face 306 may be configured to communicate with a server
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(e.g., a remote server) where a caregiver can access infor-
mation related to the patient. As discussed in more detail
below with reference to FIG. 4, the network interface 306
may facilitate communication between the medical device
controller 120 and a base station associated (e.g., paired)
with the medical device controller.

[0096] In some examples, the medical device controller
includes a cardiac event detector 326 to monitor the cardiac
activity of the patient and identify cardiac events experi-
enced by the patient based on received cardiac signals. The
cardiac event detector 326 may be configured to execute one
or more heartbeat detection processes and/or arrhythmia
detection processes. In some examples, the cardiac event
detector 326 can access patient templates (e.g., which may
be stored in the data storage 304 as patient data 316) that can
assist the cardiac event detector 326 in identifying cardiac
events experienced by the particular patient.

[0097] In some implementations, the processor 318
includes one or more processors that each can perform a
series of instructions that result in manipulated data and/or
control the operation of the other components of the con-
troller 120. In some examples, the limited functionality
component 330 is implemented as a software component
that is stored in the data storage 304 and executed by the at
least one processor 318 to expose, for example, a limited
functionality interface to one or more communication
devices (e.g., the communication devices described below
with reference to FIGS. 10 and 11).

[0098] In some examples, the limited functionality com-
ponent 330 is configured to implement a limited function-
ality interface through which the controller 120 receives,
processes, and responds to commands defined within a
limited functionality command set. Some additional
examples of the controller 120 configured to execute the
limited functionality component 330 in isolation from other
components are described further below with reference to
FIG. 7. Some examples of processes executed by the limited
functionality component 330 are described further below
with reference to FIGS. 8 and 9.

[0099] The controller 120 may be well-suited for a range
of different cardiac monitoring and/or treatment devices and
some additional examples of medical devices that incorpo-
rate the controller 120 are described further below.

[0100] In various implementations, the controller 120
comprises an embedded Linux operating system that sup-
plies file system and networking support. In one example,
the controller 120 includes software features that provide
relational database functionality, touch screen display driv-
ers, audio generation, BLUETOOTH wireless networking,
networking security and firewalling, and a lightweight web
server (as may be included in or controlled by the limited
functionality component 330) and data encryption services.
The controller 120 can implement a data security model to
prevent unauthorized access to the controller 120 and access
only by authorized authenticated communication devices
and/or servers. Accordingly, for any wireless transmission
(e.g., BLUETOOTH, WI-FI, or others) between the control-
ler 120 and the communication device, multiple layers of
security can be deployed. For instance, firewall rules may be
implemented in the one or more operating systems of the
controller 120 (including components executing under sepa-
rate and distinct operating systems such as the limited
fanctionality component 330) and the operating system of
the communication device that will not permit external
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connections if they do not originate for an authorized and
authenticated device. For example, connections to the com-
munication device may be only made through an authorized
remote server (as described in FIGS. 10-12 below). In
addition to the firewall rules above, each controller 120 may
require a unique secure login key. In some implementations,
communications between one or more of the controller 120
and the communication device and the communication
device and the remote server may be configured to be via a
Virtual Private Network (VPN). Further, the controller 120
(e.g., the limited functionality component 330 in the con-
troller 120) can be configured to encrypt any data transmit-
ted to the communication device and/or the remote server in
compliance with prescribed security mechanisms for patient
data. For example, such an encryption standard may be an
AES 256 bit Cypher Block Chaining Technology.

Example Base Station

[0101] In some examples, the medical device controller
may be in communication with a base station capable of
performing a number of different functions. FIG. 4 illus-
trates an example medical device controller 120 in commu-
nication with a base station 400. As illustrated, base station
400 includes an antenna 402, a battery charging bay 404, one
or more buttons 406, a speaker 408, a display 410, and one
or more communication interfaces 412, 414, and 416. It is
appreciated that the base station 400, in some examples, may
omit one or more of the elements depicted in FIG. 4.
[0102] The base station 400 communicates with the medi-
cal device controller via, for example, wireless communi-
cation connection 418. The wireless communication con-
nection may be implemented through any one or
combination of wireless communication standards and pro-
tocols including, for example, BLUETOOTH, Wireless
USB, ZigBee, and Wireless Ethernet. In some examples, the
medical device controller 120 may be paired to a particular
base station 400 through one or more procedures as
described further below. The medical device controller 120
may provide, for example, information regarding the
patient’s medical condition and/or the status of the medical
device to the base station 400.

[0103] The information received by the base station 400
may be communicated over a network shortly after it is
received by the base station 400, or alternatively, may be
stored in a memory of the base station 400 and communi-
cated over the network at a later time. The information that
is communicated by the base station 400 may be retained in
the memory of the base station 400.

[0104] Another of the functions performed by the base
station 400 is to store and/or communicate information
received from the medical device controller 120 over a
wired or wireless communication network. For example,
information relating to the patient’s medical condition over
a period of time may be communicated by the base station
400 to a medical service provider, such as a doctor, so that
the doctor may remotely monitor the patient’s medical
condition. The base station 400 also includes several differ-
ent communication interfaces. These communication inter-
faces include a device communication interface 412 to
receive information from the controller 120 of the medical
device controller 120, a telephone network interface 414 to
communicate, via a telephone network, the information
received from the medical device controller 120, and a
network interface 416 to communicate, via a wired network
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connection, the information received from the medical
device controller 120. In certain embodiments, the base
station 400 also includes an antenna 402 that can wirelessly
communicate the information received from the medical
device controller 120 via a cellular (e.g., 2G, 3G, and 4G)
network.

[0105] In some examples, the base station 400 is capable
of charging a rechargeable battery for the medical device
controller 120. In these examples, the base station 400 may
include a battery charging bay 404 constructed to receive
and charge a battery for the medical device controller (e.g.,
battery 212). The medical device may be provided with
multiple batteries to enable a patient and/or caregiver to
charge one battery while another charged battery is used to
provide power to the medical device. The batteries may be
swapped between the medical device controller 120 and the
base station 400 once the battery in the medical device
controller is depleted (or near depleted). It is appreciated that
the base station 400 may include any number of battery
charging bays 404 to, for example, charge multiple batteries
for the medical device controller 120 simultaneously.
[0106] In some examples, the base station 400 is con-
structed to house a communication device, such as the
communication devices described further below with refer-
ence to FIGS. 10 and 11. For example, the communication
device can be incorporated in an enclosure in the base station
400 and to prevent removal of the communication device in
the field by persons other than authorized personnel.
[0107] In some implementations, the communication
device may be releasably secured and/or coupled into a
receptacle of the base station. For instance, where the
communication device is implemented as or incorporated
into a smart phone and/or other portable programmable
device, the patient may remove the device and carry it
elsewhere, e.g., on his/her person.

Example Hospital Based Medical Device

[0108] As discussed above, the medical device controller
120 may be well-suited for a range of different cardiac
monitoring and/or treatment devices. In some examples, the
medical device controller 120 is part of a hospital based
medical device. In operation, the hospital based medical
device may operate in a manner that is different from that of
the wearable medical device 100 described above with
respect to FIG. 1. As described in more detail herein, an
interface, prompts, and communications performed by the
hospital based medical device can be configured for and/or
directed to a user other than the patient 102, e.g., a caregiver
such as a nurse or a patient service representative. For
example, a caregiver can program the medical device and/or
set the medical device up for use by the patient 102. The
interface, prompts, and communications can be directed to
the patient 102 in scenarios such as when a response is
required to enable the medical device to detect whether or
not the patient 102 is conscious, which can be referenced in
determining when to shock the patient 102, and when a
patient is given an alert to call the caregiver.

[0109] FIG. 5 illustrates an example hospital based medi-
cal device employing the medical device controller 120. The
hospital based medical device may be constructed to provide
cardiac monitoring and/or treatment for patients in a hospital
setting who may be, for example, bedridden patients. Pro-
viding patients in a hospital with the hospital based medical
device may advantageously reduce the time between the
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patient experiencing a cardiac event and the notification of
hospital staff, the administration of life-saving defibrillation
pulses, and/or the administration of pacing pulses. Without
the hospital based medical device, hospital patients may
experience a cardiac event and have to wait for a physician
to go to the patient’s room, assess the condition of the
patient, locate a defibrillation device, attach the defibrillation
device to the patient, and provide treatment to the patient.
Reducing the time between the patient experiencing a life-
threatening cardiac event and providing life-saving defibril-
lation pulses can improve the likelihood of the patient
surviving the cardiac event.

[0110] As illustrated in FIG. 5, the hospital based medical
device 500 includes the medical device controller 120 and a
sensing component 502. The sensing component 502
includes a connector 510 constructed to removably couple to
the port 202 of the medical device controller 120. The
sensing component 502 may sense information indicative of
cardiac activity of the patient including, for example, ECG
activity, tissue fluid, lung fluid, lung sounds, heart sounds,
and/or patient activity. In some examples, the sensing com-
ponent 502 includes one or more electrodes 506. The
electrodes 506 may be stick-on adhesive electrodes con-
structed to attach to the patient. In some examples, the
electrodes 506 may be detachable from a wire lead coupling
the electrode 506 to the connector 510. Constructing the
sensing component 502 to make the electrodes 506 detach-
able may enable the patient and/or caregiver to periodically
(e.g., every 24 hours) replace the electrodes 506 without
replacing the entire sensing component 502. The electrodes
506 may be long term wear electrodes that are configured to
be continuously worn by a patient for extended periods (e.g.,
3 or more days). One example of such a long term wear
electrode is described in U.S. Patent Application Publication
No. US2013/0325096, titled “LONG TERM WEAR MUL-
TIFUNCTION BIOMEDICAL ELECTRODE,” published
Dec. 5, 2013 (hereinafter the “’096 publication”), which is
attached hereto as Appendix A and which is hereby incor-
porated herein by reference in its entirety.

[0111] In some examples, the hospital based medical
device 500 may also include a treatment component 504 to
provide treatment to the patient. The treatment component
504 may include, for example, a therapy pad 508 configured
to attach to the patient. The treatment component 504 may
be connected to the same connector 510 as the sensing
component 502 and/or employ a separate connector that is
capable of coupling to the connector 510 in a modular
fashion. It is appreciated that the treatment component 504
may be integrated into the sensing component 502 in a
combined sensing treatment component. The combined
sensing treatment component may include an electrode with
integrated sensing and treatment delivery capabilities as
described in the 096 publication.

[0112] In some examples, the controller 120 of the hos-
pital based medical device 500 is communicatively coupled
to a base station such as base station 400 described above.
The hospital based medical device 500 may communicate,
for example, patient information and/or status information
of the medical device to the base station 400. In these
examples, the base station 400 may issue alerts to medical
personnel (e.g., at the hospital) and/or provide the informa-
tion to a remote server that is accessible by medical per-
sonnel.
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Example Monitoring Medical Device

[0113] In some examples, the medical device may be a
patient monitoring device. For example, such a patient
monitoring device may be configured to monitor one or
more of a patient’s physiological parameters without an
accompanying treatment component. For example, a patient
monitor may include a cardiac monitor for monitoring a
patient’s cardiac information. Such cardiac information can
include, without limitation, heart rate, ECG data, heart
sounds data from an acoustic sensor, and other cardiac or
pulmonary data. In addition to cardiac monitoring, the
patient monitor may perform monitoring of other relevant
patient parameters, including glucose levels, blood oxygen
levels, lung fluids, lung sounds, and blood pressure using
various sensors, such as tissue fluid sensors, heart sounds
sensors, lung sound sensors, and pulse oximetry sensors.
The primary operations of the patient monitor include moni-
toring these patient parameters.

[0114] FIG. 6 illustrates an example cardiac monitoring
medical device, e.g., a cardiac monitor 600. In some imple-
mentations, the cardiac monitor 600 is capable of and
designed for being worn by a patient who is at risk of
developing cardiac problems, but who does not yet meet
criteria to be outfitted with a medical device that includes a
treatment component (e.g., a defibrillator). Thus, the cardiac
monitor 600 may be prescribed so that continuous and/or
event-based data can be sent from the cardiac monitor 600
to a server (e.g., a remote server). A caregiver can access the
data from the remote server and determine whether the
patient is experiencing or has experienced a cardiac prob-
lem. In some implementations, after determining that the
patient is experiencing a cardiac problem, the caregiver may
instruct the patient to begin wearing a medical device with
treatment capabilities.

[0115] The cardiac monitor 600 includes the medical
device controller 120 of FIGS. 1-3 along with associated
components. In an implementation, the controller 120 oper-
ates in a similar fashion as described above. The cardiac
monitor includes the plurality of sensing electrodes 112. In
some examples, the sensing electrodes 112 can be an integral
part of a housing structure of the cardiac monitor 600. In
other examples, the cardiac monitor 600 includes a discrete
housing structure that is distinct from a housing structure of
the controller 120. In these examples, the cardiac monitor
600 communicates with the controller 120 via a wired or
wireless network connection, such as the wireless connec-
tion 604. The network connection may be implemented
through any one or combination of wireless communication
standards and protocols including, for example, BLU-
ETOOTH, Wireless USB, ZigBee, and Wireless Ethernet.
[0116] In some implementations, the patient can interact
with the user interface 602 to identify a patient symptom.
The user interface 602 may include a touchscreen that
provides a drop down menu or check list which, in turn,
allows the patient to select a particular symptom from a list
of alternatives. Options for patient systems can include one
or more of: feeling a skipped beat, shortness of breath, light
headedness, racing heart rate, fatigue, fainting, chest dis-
comfort, weakness, dizziness, and/or giddiness. In addition,
the patient can select a level of activity (e.g., light activity,
moderate activity, rigorous activity, etc.) that he or she was
performing when the symptom occurred. In some imple-
mentations, in response to the selection by the patient, the
cardiac event detector 326 can cause a portion of patient
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physiological information (e.g., in the form of a cardiac
signal) to be captured for a length of time that is based on
when the symptom was experienced. For example, the
cardiac event detector 326 can cause a portion of an ECG
signal of the patient to be captured. The portion of the ECG
signal is sometimes referred to herein as an ECG strip. In
some implementations, the cardiac monitor 600 can con-
tinuously record ECG data, and at the same time also
identify and record one or more ECG strips relating to one
or more events of interest (e.g., patient-reported symptoms,
events detected by the cardiac event detector 326, etc.). As
such, if a caregiver wishes to view ECG data for a period of
time prior to or after the recorded ECG strip relating to an
event of interest, such data is available for review from the
continuously-recorded ECG data.

[0117] Limited Functionality Component

[0118] As described above, in some examples, a medical
device includes a limited functionality component (e.g., the
limited functionality component 330) that is configured to
implement a limited functionality interface through which a
medical device controller (e.g., the controller 120) receives,
processes, and responds to commands defined within a
limited functionality command set. This interface may be an
application program interface (API) that is implemented
using a variety of interoperability standards and architectural
styles. For instance, in one example, the interface is a web
services interface implemented using a representational state
transfer (REST) architectural style. In this example, the
interface communicates with a communication device (e.g.,
the communication devices described below with reference
to FIGS. 10 and 11) using Hypertext Transfer Protocol
(HTTP) along with JavaScript Object Notation and/or exten-
sible markup language. In some examples, portions of the
HTTP communications may be encrypted to increase secu-
rity, such as by use of HTTPS and/or encrypted URI
arguments. In other examples, the API is implemented using
a proprietary application protocol accessible via a transmis-
sion control protocol socket. Thus the limited functionality
interface as described herein is not limited to a particular
implementation standard.

[0119] Both the contents of the command set and the
manner in which the command set is executed by the limited
functionality component are configured to not affect any
primary operation of the medical device. In some examples,
such contents and manner in which the command set is
executed by the limited functionality component are con-
figured to be unable to affect any primary operation of the
medical device. For instance, the medical device and the
limited functionality component are configured so that the
command set is executed using secondary computing
resources that are isolated from primary computing
resources used to execute primary operations. This isolation
may be physical isolation (e.g., different physical processors
or different physical processing cores) or virtual (e.g., dif-
ferent virtual processors, different processing threads having
the same or different thread priorities). By isolating
resources used to execute primary operations from resources
used to execute limited functionality operations, these
examples render the limited functionality component unable
to affect the primary operations.

[0120] FIG. 7 illustrates some example implementations
that utilize isolated computing resources to support execu-
tion of a limited functionality component while preventing
adverse effects on the primary operations of a medical
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device. As shown, FIG. 7 includes the controller 120, which
operates generally as described above. However, in the
controller 120 illustrated by FIG. 7, the data storage 304
includes primary data store 700 and secondary data store
702; the processor 318 includes at least two processors: a
primary processor 704 and a secondary processor 706; and
the limited functionality component 330 includes a resource
monitor 732 and a plug-in manager 734. Examples may
include any one or more of these features without departing
from the scope of this disclosure.

[0121] In some examples in accord with FIG. 7, the
limited functionality component 330 is implemented solely
by one or more processors including the secondary proces-
sor 706. In these examples, the primary processor 706 and/or
processors other than the one or more processors including
the secondary processor 706 implement other components of
the controller 120. This isolation of the limited functionality
component from other components of the controller 120
protects the other components of the controller 120 from
being affected by the limited functionality component.
[0122] In some implementations, one or more of the
processors 318 is a discrete physical processor. In other
implementations, one or more of the processors 318 is a
distinct core of a single multicore processor. In some imple-
mentations, one or more of the processors 318 is a virtual
processor implemented by one or more physical processors,
each of which may be a single core or multicore processor.
In at least one implementation, the processor 318 includes a
power conserving processor arrangement as described in
U.S. Pat. No. 8,904,214, titled “SYSTEM AND METHOD
FOR CONSERVING POWER IN A MEDICAL DEVICE,”
issued Dec. 2, 2014 (hereinafter the “’214 Patent™), which is
attached hereto as Appendix B and which is hereby incor-
porated herein by reference in its entirety. Other configura-
tions of processors may be used to implement the isolation
scheme described herein without departing from the scope
of this disclosure.

[0123] In some examples, the primary data store 700
includes data related to primary operations of the controller
120. In these examples, the secondary data store 702
includes data related to limited functionality operations that
are under control of the limited functionality component 330
(e.g., operations other than the primary operations). In some
examples, the limited functionality component and/or the
commands it executes exercise full control over data stored
in the secondary data store 702 but are restricted to no access
or read-only access of data stored in the primary data store
700. In these examples, other components of the controller
120 may exercise full control over data stored in the primary
data store 700 and the secondary data store 702. In this way,
components of the controller 120 other than the limited
functionality component may manipulate data as needed to
execute the primary operations of the controller without
being affected by commands executed by the limited func-
tionality component.

[0124] In some implementations, the primary data store
700 and the secondary data store 702 are different storage
locations within a single physical data storage medium, such
as a magnetic disk, flash memory, or RAM. In other imple-
mentations, the primary data store 700 and the secondary
data store 702 are storage locations within discrete physical
data storage mediums.

[0125] In at least one implementation, the primary data
store 702 is implemented using the shared memory
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described in 214 Patent. As such, the limited functionality
component may be configured to have only read-only access
to the contents of the shared memory. For example, the
shared memory may be used to store ECG data (e.g., 1-5
minutes or more ECG data). Accordingly, in some imple-
mentations, the limited functionality component may be
configured to, during normal operation of the medical
device, read and transmit the stored ECG data in a streaming
manner to allow the communication device to receive and
process such ECG data. Other configurations of data storage
may be used to implement the isolation scheme described
herein without departing from the scope of this disclosure.

[0126] In some examples, the medical device and the
limited functionality component are configured so that the
command set is executed using computing resources that are
shared by the limited functionality component and the
components configured to execute the primary operations of
the medical device. In these examples, the limited function-
ality component is configured to comply with one or more
computing resource policies.

[0127] These computing resource polices may be hard-
coded (e.g. built into the programming of the limited func-
tionality component and set at compile time) or data-driven
(i.e. read in by the limited functionality component and set
at runtime). In some examples, such policies may be written
to a data file and downloaded to the medical device during
a device update in the field. Such a scheme can allow for any
desired or required security updates to medical devices in
the field. In some cases, for increased security, policies
and/or features affecting the limited functionality compo-
nent of the medical device may not be updated in the field
but be returned to a service center for any such updates
during maintenance.

[0128] In some implementations, the limited functionality
component includes the resource monitor 732. The resource
monitor 732 is configured to cause the limited functionality
component to comply expressly with a computing resource
policy by actively monitoring and/or allocating the shared
computing resources available for execution of the com-
mand set. Additionally, in some implementations, the lim-
ited functionality component is configured to comply inher-
ently with a computing resource policy so that no
monitoring is required. For instance, the programming of the
limited functionality component may cause it to consume a
limited amount of the shared computing resources without
express reference to a computing resource policy. In either
of these implementations, the limited functionality compo-
nent and the command set are configured to utilize no more
than a maximum amount of the shared computing resources.
This maximum is sufficiently low so as to maintain a
minimum amount of the shared computing resources that are
dedicated to the primary operations of the medical device,
thereby preventing any adverse effects to the primary opera-
tions. For example, such a maximum may be expressed as
and stored as a percentage of the shared computing
resources. For example, such a maximum may be expressed
as and stored as a value representing the maximum shared
resources (e.g., an amount of run-time memory storage in
megabytes or gigabytes.)

[0129] In some implementations, the limited functionality
component includes the plug-in manager 734. The plug-in
manager 734 is configured to receive, validate, install,
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execute, upgrade, and/or uninstall plug-ins received from a
communication device (e.g., the communication devices
described below with reference to FIGS. 10 and 11) or other
authorized source (e.g., directly from remote servers
described in FIGS. 10 and 11). These plug-ins may extend
the functionality of the limited functionality component 330.
For instance, the plug-ins, once installed and operational,
may enable the limited functionality component to process
new and additional commands. These new commands may
be entirely new functionality or may be built upon previ-
ously available commands.

[0130] Plug-ins may be distributed as any of a variety of
component types. These types include stand-alone
executables, libraries, and scripts. As such, the plug-ins may
be written in C or C++ and may be statically or dynamically
linked. Plug-ins that are distributed as libraries may imple-
ment a predefined API that the plug-in manager 734 is
configured to call to execute the plug-in.

[0131] In one example, the plug-in manager is configured
to validate a newly received plug-in by authenticating the
source of the plug-in. This authentication may be executed
using password authentication or certificated-based authen-
tication. For instance, the plug-in may be signed by a trusted
source’s private key and verified by the plug-in manager 734
using the source’s public key. One example of the use of
plug-ins in conjunction with the limited functionality com-
ponent 330 is described further below with reference to FIG.
12.

[0132] Insome implementations, the limited functionality
component is configured to protect the primary operations of
the medical device by limiting execution of commands
along various dimensions. This limitation may be a complete
prohibition from executing a command, executing the com-
mand in a manner that consumes less computing resources
(e.g., provide only heartbeat information rather than a full
array of ECG data), executing the command less frequently
than specified by the communication device, etc. For
instance, according to one example, the limited functionality
component is configured to execute only commands that are
members of the limited functionality command set (i.e., only
those command types that have been tested and proven to
not adversely affect primary operations). In some examples,
the limited functionality component may additionally be
configured to limit execution of commands to: a threshold
number of commands per time period, a threshold number of
active commands, a threshold percentage of processor uti-
lization, a threshold percentage of memory consumption,
and a threshold number of threads. In some examples, the
limited functionality component may additionally be con-
figured to shut down execution of commands based on, e.g,,
transgressions relating to the threshold number of com-
mands per time period, the threshold number of active
commands, the threshold percentage of processor utiliza-
tion, the threshold percentage of memory consumption, and
the threshold number of threads. One or more such limits or
shut down criteria can be configured by a user with admin-
istrator level access to a device interface of the medical
device. It is appreciated that many other limits, shut down
criteria, and/or modes of controlling the limited functional-
ity component other than the examples given herein may be
used. In some examples, the limited functionality compo-
nent is configured to limit or shut down command execution
based on processor type or based on an amount of power left
in a battery, such as the battery 310. For instance, when
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executing according to this configuration, the limited func-
tionality component may compare the amount of power left
to one or more threshold values (e.g., 10% battery power
remaining, 1 hour of power remaining, etc.) and prevent or
terminate command execution.

[0133] In some implementations, the limited functionality
component may be configured to limit or shut down com-
mand execution in a specific way during execution of other,
identified operations. For instance, the limited functionality
component may prevent execution of any command that
affects the user interface of the medical device while the
medical device is executing a treatment protocol. In some
examples, a treatment protocol comprises device and user
actions that are executed or performed when the medical
device detects a treatable arrhythmia. For instance, when the
arrhythmia is detected, a vibration alarm is activated which
continues throughout the treatment protocol. Subsequently,
a siren alert may be given. In some examples, if an arrhyth-
mia is detected during a sleep period (e.g., when the patient
is asleep), the vibration and siren alerts can be activated
together. The user interface displays a message prompting a
conscious patient to provide a response indicating that the
patient is conscious, and as such the treatment may be
suspended. This keeps inappropriate arrhythmia detections
from becoming inappropriate shocks. For example, if the
patient presses one or more “response” buttons disposed on
the controller 120 at any time during the treatment sequence,
the alerts stop and the treatment shock is delayed. If the
patient does not respond, the device continues to give alerts
and voice prompts to the patient and bystanders. The entire
treatment protocol, from arthythmia detection to delivery of
the treatment shock, may take less than one minute. If the
arrhythmia continues after the first treatment shock, a further
shock may be delivered. In such situations, the limited
functionality component may allow execution of commands
that transmit data to the communication device for display
by the communication device while the treatment protocol is
ongoing.

[0134] In some implementations, the limited functionality
component may include a web server that can be accessed
via a secure authenticated session with the communication
device. For example, the communication device may com-
prise a web browser or a web client configured to interact
with the web server, using Internet Protocol (IP) and/or
Hypertext Transfer Protocol (HTTP/HTTPS) and/or other
similar protocols, as described herein. In some examples, the
communication device may be limited to interacting with the
medical device based on a type of protocol. For example,
only web interactions using the web server based HTTP/
HTTPS protocol outlined above may be permitted. In some
implementations, other types of web service protocols such
as REST, XML-RPC, SOAP, and JSON-RPC may be imple-
mented.

Limited Functionality Command Set

[0135] The limited functionality command set may
include commands that, when executed by the limited func-
tionality component, perform a wide variety of actions.
Table 1 lists some example commands in a command set
according to at least one example.
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TABLE 1

Command Description

Get (Element_ID) Returns a value of the data element identified by
Element_ID.

Set_Threshold Creates an association between the specified

(Value, Value and Element ID.

Element_ID)

Watch Causes the limited functionality component to
(Element_ID, monitor the data element identified by the
Watch_Type, Element_ID according to the Watch_Type.

Report_Frequency) Detected transgressions of the value of the data
element will be reported to the address specified
by the Watcher_Address at a frequency specified
by the Report_Frequency.

Causes the limited functionality component to
associate the watch identified by the Watch_ID
with the Watcher _Address. Reports generated

by the Watch_ID will be reported to the
Watcher Address.

Causes the limited functionality component to
request that the user interface of the medical
device display a predefined message identified
by the Message ID.

Causes the limited functionality component to
replace the predefined message identified by the
Message_ID with the New_Message.

Causes the limited functionality component to
creare a message with the content of
New_Message.

Causes the limited functionality component to
receive an object stored on the communication
device at the Object_Address and display the
object via the user interface of the medical device.
Causes the limited functionality component to
call the Method_ID of medical device component
identified by the Component_ID with the
Method_Args, thereby requesting execution of the
Method_ID with the Method_Args.

Causes limited functionality component to apply
a filter (e.g., Low Pass, High Pass, Band Pass,
Wavelet . . . ) identified by the Filter ID to the
Data before transmitting the dara to the
communication device

Causes the limited functionality component to
calculate and transmit a correlation of the two
datasets identified by the Data_Set ID1 and
Data_Set_ID2s.

Set_Watcher
(Watch_ID,
Watcher_Address)

Display_Message
(Message_ID)

Replace_Message
(Message_ID,
New_Message)
Create_Message
(New_Message)

Display_Object
(Object_Address)

Request_Method
(Component_ID,
Method_ID,
Method_Args)

Filter_Data
(Data, Filter_ID)

Correlate_Data
(Data_Set_ID1,
Data_Set_ID2)

[0136] Element_IDs identify data elements exposed by the
limited functionality interface. Data elements may be
retrieve via the limited functionality interface via the Get( )
command. These data elements may be stored in a data store
(e.g., the primary data store 700 or the secondary data store
702) of the medical device. Data elements may be descrip-
tive of various information regarding the patient, the medi-
cal device, the environment of the medical device, the
communication device, the user of the communication
device, and the environment of the communication device.
More specifically, data elements may be descriptive of
patient parameters (e.g., ECG data and heart sound data),
predefined messages, new message, and/or modified mes-
sages. Data elements may also be descriptive of metrics
indicative of a status of the medical device, such as electrode
fall-off status; and other information regarding the patient or
medical device, such as patient location data, patient name,
and prescription compliance data. Other examples of spe-
cific data elements include images received from the com-
munication device and metrics descriptive of the signal
strength of a network connection between the medical
device and the communication device and an amount of
power remaining in a battery included in the communication
device.
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[0137] Commands, such as Display_Message( ), Replace_
Message( ), Create_Message( ), and Display_Object( ), that
affect the user interface of the medical device may be
referred to herein as “interface commands.” In some
examples, the limited functionality component transmits
interface commands to the user interface component for
processing by the interface component. In some examples,
the Replace_Message( ) interface commands is configured
to determine whether the Message_ID_targeted for modifi-
cation may be modified prior to execution the modification.
In some examples, the Replace_Message( ) interface com-
mand makes this determination by identifying whether the
message has been flagged as restricted. By referencing flags
that potentially restrict access to particular messages, the
Replace_Message( ) interface command is configured to be
unable to affect primary operations of medical devices.
[0138] Commands, such as Correlate_Data( ) and Filter_
Data( ), that manipulate data generated by operation of the
medical device after completion of the operation and prior to
transmitting the data to the communication device are
referred to herein as “post process commands.” As described
above, the Filter_Data( ) command applies a filter to data
generated by operation of the medical device. In this way,
the Filter_Data( ) command may be used to remove outliers
and other undesirable artifacts from data provided to the
communication device. Also as described above, the Corre-
late_Data( ) calculates correlations between two or more
data sets. For example, such a correlation can include
correlation between ECG data and accelerometer data.
[0139] In some implementations, the components of the
medical device that expose interfaces supporting the
Request_Method( ) interface command include logic that
determines whether the method identified by the Method_
1D, if executed with the Method_Args, might affect a
primary operation of the medical device. If such execution
might affect any primary operation, the component will not
execute the Method_ID. In this way, the Request_Method(
) interface command complies with an expressly or inhet-
ently implemented computing resource policy. In some
embodiments, the resource monitor 732 monitors and
enforces such computing resource policies, thereby freeing
other components from this computational burden.

Other Virtualization Examples

[0140] In some implementations, the components of the
medical device controller 120 may protect the primary
operations of the controller 120 by executing a single
operating system with two or more kernels (e.g., Xenomai
operating system extension). In this implementation, the
primary operations are serviced by a first kernel that
executes one or more patient care components and the
limited functionality operations are serviced by a second
kernel that executes a limited functionality component (e.g.,
the limited functionality component 330). Further, in this
implementation, the first kernel is executed with greater
priority than the second kernel. In this way, the primary
operations are isolated from and not affected by the limited
functionality operations.

[0141] In some implementations, the components of the
medical device controller 120 may protect the primary
operations of the controller 120 by executing a supervisory
operating system (e.g., a hypervisor) that manages subordi-
nate operating systems. The hypervisor may be a “bare
metal” hypervisor (i.e., a hypervisor that manages the com-
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puting hardware of the controller 120 directly), or a “hosted”
hypervisor (i.e., a hypervisor that utilizes the services of
another operating system that, in turn, manages the com-
puting hardware of the controller. In these implementations,
the primary operations are serviced by a first operating
system that executes one or more patient care components
and the limited functionality operations are serviced by a
second operating system that executes the limited function-
ality component. Further, in this implementation, the first
operating system is executed with greater priority than the
second operating system. In this way, the primary operations
are isolated from and not affected by the limited function-
ality operations.

Limited Functionality Interface Processes

[0142] As described above, some examples execute one or
more interface processes. FIG. 8 illustrates two such pro-
cesses, an interface process 800 and an interface process
802. As shown, the interface process 800 is executed by a
limited functionality component of a medical device, such as
the limited functionality component 330. The medical
device including the limited functionality component may
be any medical device described herein. Also as shown, the
interface process 802 is executed by a communication
device, such as the communication device 800 described
further below with reference to FIG. 8.

[0143] The interface process 802 starts in act 810, where
the communication device transmits a command to the
limited functionality component. This command may be any
command from the command set executable by the limited
functionality component and may be configured to not affect
primary operations of the medical device. The communica-
tion device may be configured to be unable to issue com-
mands other than those from the command set executable by
the limited functionality component.

[0144] The interface process 800 starts in act 804, where
the limited functionality component receives the command
from the communication device. In act 806, the limited
functionality component processes the command. One
example of the acts executed by the limited functionality
component within the act 806 is described further below
with reference to FIG. 9.

[0145] In act 808, the limited functionality component
transmits to the communication device one or more
responses resulting from execution of the command and the
interface process 808 ends. As described above, depending
on the command executed, the response may include infor-
mation generated by or stored on the medical device. In
some examples, the response includes configuration infor-
mation that enables the communication device to receive
one or more on-going transmissions of information (e.g.,
streams generated by a Watch( ) command) from the limited
functionality component. These on-going transmissions may
be in response to a predetermined condition, substantially in
real time, during an occurrence of the predetermined con-
dition, in response to user input, in response to a predeter-
mined triggering event, continuous over a period of time,
substantially continuous over a period of time, during peri-
odic time intervals, or during aperiodic time intervals.
[0146] In act 812, the communication device receives the
one or more responses. In the act 814, the communication
device processes the response and the interface process 802
ends. Interface processes in accord with the interface process
800 and 802 enable a medical device to share information
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with one or more communication devices without impacting
primary operations of the medical device.

[0147] As described above, some examples execute one or
more command processing processes. FIG. 9 illustrates one
such process, a command processing process 900. As
shown, the process 900 is executed by a limited functionality
component of a medical device, such as the limited func-
tionality component 330. The medical device including the
limited functionality component may be any medical device
described herein or a different type of medical device.

[0148] The process 900 starts in act 902, where the limited
functionality component parses the command to identify the
command type and command arguments. In act 904, the
limited functionality component determines whether the
communication device that originated the command (e.g. the
communication device 800 described further below with
reference to FIG. 8) is an authorized communication device.
In at least one example, the limited functionality component
makes this determination by first authenticating the identity
of the communication device and then determining whether
the identity of the communication device has been previ-
ously identified and granted authorization to execute the
command. The identity of the communication device may be
authenticated using password authentication or certificated-
based authentication, among other mechanisms. If the com-
munication device is authorized to request execution of the
command, the limited functionality component executes act
906. If the communication device is not authorized to
request execution of the command, the limited functionality
component executes act 908 or act 910.

[0149] In the act 908, which is optional, the limited
functionality component determines whether execution of
the command complies with all applicable computing
resource policies. The act 708 is performed only by
examples that expressly load and evaluate computing
resource policies. In these examples, the limited function-
ality component implements the resource monitor 732 to
evaluate the computing resource policies. For instance, in
one example, a computing resource policy requires that each
computing resource utilized by limited functionality opera-
tions must be less than a corresponding threshold value of a
set of threshold values. Each threshold value of the set of
thresholds represents a different computing resource of the
medical device. In some examples, the set of threshold
values includes a threshold value for compute resources, a
threshold value for data storage resources, and a threshold
value for battery power. In these examples, the resource
monitor predicts the total computing resources of each type
to be consumed by all limited functionality operations,
should the limited functionality component execute the
command. If none of the predicted resource utilization
values exceed its corresponding threshold value, execution
of the command is in compliance with the computing
resource policy. Other computing resource policies may be
evaluated by the resource monitor 732. The examples dis-
closed herein are not limited to any particular resource
policy.

[0150] If execution of the command complies with all
applicable computing resource policies, the limited func-
tionality component executes the act 910. If execution of the
command does not comply with all applicable computing
resource policies, the limited functionality component
executes act 912.
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[0151] In the act 906, the limited functionality component
reports the attempt to execute a command by the unauthor-
ized communication device and terminates execution of the
command execution process 900. For instance, the limited
functionality component may report the authorized commu-
nication device’s attempt by displaying a notification on a
user interface (e.g., the user interface 308) of the medical
device or by transmitting a notification to a remote device.
[0152] In the act 912, the limited functionality component
delays or aborts execution of the command and terminates
the command execution process 900. Whether the execution
of the command is delay or aborted in the act 912, may
depend on a variety of factors including the values of one or
more configurable variables of the medical device, the
command type, the command arguments, and the identity
and authorization of the communication device. Further, in
some examples, the limited functionality component may
report the delay or aborted command by displaying a noti-
fication on a user interface (e.g., the user interface 308) of
the medical device or by transmitting a notification to a
remote device (e.g., the communication device).

Notification Systems

[0153] As described above, in some examples, the limited
functionality component is in data communication with one
or more communication devices. FIG. 10 illustrates a noti-
fication system 1000 in accord with some of these examples.
As shown, the notification system 1000 includes a medical
device 1002, a communication device 1004, a remote server
1012, a network connection 1006 and a communication
network 1014. The medical device 1002 exchanges infor-
mation with the communication device 1004 via the network
connection 1006. Similarly, the communication device 1004
may exchange information with the remote server 1012 via
the network 1014. In at least one example, the remote server
1012 is configured to deploy one or more components (e.g,,
programs or “apps”) to the communication device 1004 that
cause the communication device 1004 to transmit particular
commands to the medical device 1002.

[0154] The network connection 1006 may be implemented
through any one or combination of wireless communication
standards and protocols including, for example, BLU-
ETOOTH, Wireless USB, ZigBee, and Wireless Ethernet.
The network 1014 may include any communication network
through which programmable devices may exchange infor-
mation. In some examples, the network 1014 supports
wireless network and/or wired connections. For instance, the
network 1014 may support any of various networking stan-
dards such as GSM, CMDA, USB, BLUETOOTH, CAN,
ZigBee, Wireless Ethernet, and TCP/IP among others.
[0155] The medical device 1002 may include any medical
device disclosed herein or a different medical device that
includes a limited functionality component for facilitating
the interactions shown in FIG. 10. In one example illustrated
by FIG. 10, the medical device 1002 is associated with and
provides care to a patient 1010. In this example, the com-
munication device 1004 is also associated with and provides
information to the patient 1010. For example, the commu-
nication device 1004 may be incorporated into a base station
and/or medical device charger unit placed in the patient’s
home or other convenient location, e.g., similar to the base
station system shown in and described in connection with
FIG. 4. Accordingly, the communication connection 418 of
FIG. 4 is similar to the network connection 1006 of FIG. 10.
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In some implementations, the communication device 1004
may be releasably secured and/or coupled into a receptacle
of the base station as described above.

[0156] In various examples, the communication device
1004 is implemented using any of a variety of program-
mable devices (e.g., a device with data storage and at least
one processor in data communication with the data storage).
In some examples, the communication device 1004 includes
a plurality of interfaces, one or more processors, and a data
storage device coupled to one another via a communication
mechanism, such as a bus. In these examples, the commu-
nication device 1004 also includes a battery to power the
device and may include one or more antennas. The plurality
of interfaces in the communication device 1004 include a
user interface, a network interface configured to communi-
cate with the network 1006, and a medical device interface
configured to exchange information with the medical device.
This information may include one or more limited function-
ality commands.

[0157] Particular examples of the communication device
1004 include medical devices (e.g., in FIG. 10, medical
devices other than medical device 1002), wearable devices,
medical device chargers, medical device base stations, smart
phones, tablet computers, and laptop computers. Wearable
devices that may serve as the communication device 1004
include various garments with integrated technologies,
watches, anklets, necklaces, belt buckles, and glasses.

[0158] Inexamples where the communication device 1004
is implemented via a smart phone, a dedicated software
application (or an “app”) may be downloaded to the smart
phone to facilitate the interactions described herein. In some
examples, as an enhanced security measure, the communi-
cation device 1004 is configured to automatically and exclu-
sively execute such an application when the communication
device 1004 is connected to a power source or when the
communication device 1004 powers up. In such examples,
the smart phone operates solely as the communication
device 1004 for enabling the communications and interac-
tions described herein. For example, the smart phone may be
configured to operate in a “kiosk mode” and display only
minimal information on the user interface during such
operation. For instance, the application may be written for
an Android, 10S, Windows, or other operating system of the
smart phone.

[0159] Insome examples, the communication device 1004
is included within a housing structure of the medical device
1002. As such, the limited functionality component can
communicate with the communication device 1004 through
one or more communication mechanisms incorporated
within the integrated circuitry of the medical device 1002.

[0160] Insome examples, the communication device 1004
is configured to act as an information conduit (or “hotspot™)
for the medical device 1002 by exchanging information
regarding the medical device 1002, the patient 1010, and the
environment of the medical device 1002 with a remote
server 1012 via a communication network 1014. For
example, in an implementation where the communication
device 1004 is configured as an information conduit, the
communication device 1004 is configured to pass data
between the medical device 1002 and the remote server
1012 without modifying the data. In certain cases, the device
1004 may perform certain limited transformations on the
data prior to relaying the data to the remote server 1012 (or
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to the medical device 1002 if the data is being transmitted
from the remote server 1012).

[0161] Insome examples, the communication device 1004
can establish an authenticated and secure connection over
the network 1014 via another computing device (e.g., a
desktop workstation, laptop workstation, tablet or other such
device). For example, the user may cause the communica-
tion device 1004 (e.g., a smart phone) to establish a wired
(e.g., USB connection) or wireless connection (e.g., BLU-
ETOOTH connection) with the other computing device to
connect to the remote server 1012.

[0162] Insome examples, the communication device 1004
may vary its operation based on whether or not it has
connectivity to the network 1014. For instance, if the
communication device 1004 has no or limited network
connectivity (e.g., no or limited cellular network connectiv-
ity), the medical device data can be stored to a local storage
component on the communication device 1004. For
instance, the local storage component can be an SD card or
an embedded storage device in the device 1004. The data can
be stored in an encrypted format that is compliant with
patient data security requirements. This locally stored data
can be transmitted to the remote server 1012 when connec-
tivity is restored. For instance, a patient carrying the com-
munication device 1004 may be able to either carry the
device 1004 to an area with better signal strength or hand the
device over to another user who can travel to such an area.
In some implementations, the patient and/or other user may
use a wired or wireless connection to another computing
device (e.g., a desktop workstation, laptop workstation,
tablet or other such device) that can establish a connection
to the network 1014 to cause the transmission of the data to
the remote server 1012,

[0163] For example, the communication device 1004 can
include a callback mechanism registered and called by the
operating system of the device 1004 to monitor the available
network signal strength. For example, in the Android oper-
ating system, a signal strength monitoring component can be
included. The signal strength monitoring component can be
configured with one or more predetermined criteria indicat-
ing, for example, a minimum threshold signal strength that
may be available before the data can be transmitted to the
remote server 1012. Other criteria can be based on, for
example, confirming the stability of the signal strength over
a period of time. As such, the signal strength monitoring
component can verify that the signal strength maintains a
threshold strength for a certain amount of time, and/or verify
that connectivity to the network is available, before the
transfer of stored information is initiated. In an implemen-
tation, an example mechanism to send the stored data from
the device 1004 to the remote server 1014 can be based on
the UFTP file transfer protocol.

[0164] Insome examples, the communication device 1004
has two modes of operation: internal and external. The
internal mode is designed for use with a communication
device 1004 where the communication device 1004 is
enclosed in the housing structure of the medical device
1002. In some examples, such enclosure completely hides
the communication device 1004 from external view. In some
examples, when executing in internal mode, the communi-
cation device 1004 is configured to automatically power
down when not in use and/or when disconnected from a
power source. In some implementations, the communication
device 1004 may include a dedicated power source. For
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example, such a power source can be a rechargeable battery,
e.g., a Li-lon based battery power supply. In some examples,
the power source can be a non-rechargeable battery.
[0165] In contrast to the internal mode, the external mode
is designed for use with a communication device 1004
where the communication device 1004 is visible and acces-
sible to the patient 1010. For example, a user interface
disposed on the communication device 1004 may display
status information relating to the communication device
1004 and any ongoing communication exchange(s) as
described herein.

[0166] According to some examples, the communication
device 1004 can be configured to automatically setup com-
munications between the medical device 1002 and the
remote server 1012. In these examples, the communication
device 1004 is further configured to display information
regarding its operation and data communications via a user
interface of the communication device 1004 but restrict user
interaction with the user interface. In some implementations,
the user may only be able to power on or off the device. In
other implementations, the user may only be able to control
screen brightness and timeouts. The operation and data
communication information displayed may include battery
level, connection strength to the network 1014, status of
connectivity between the communication device 1004 and
the medical device 1002 including, in some cases, status
information for any ongoing communications, and version
information for the hotspot component. The communication
device 1004 may transmit the operation and data commu-
nication information to the remote server 1012. Additionally,
the communication device 1004 may transmit information
descriptive of its location to the remote server 1012 (e.g.,
GPS coordinates or other position/location details). In some
examples, the communication device 1004 is configured to
transmit information descriptive of the connection strength
to the medical device 1002. Further, in some examples, the
communication device 1004 is configured to establish a
firewall that will inhibit any unauthorized connections to the
medical device 1002. The firewall can be configured to
inhibit any connections to the medical device 1002 other
than through the communication device 1004, In some
examples, the communication device 1004 is configured to
log errors in the data storage of the communication device
1004 (or a storage in some other location on the network).
[0167] Insome examples, the communication device 1004
is configured to automatically execute as a hotspot compo-
nent when the communication device 1004 is connected to
a power source or when the communication device 1004
powers up. Also, in these embodiments, the communication
device 1004 is configured to exclusively execute the hotspot
component. In various implementations, the communication
device 1004, when configured as the hotspot component or
otherwise, complies with 21 CFR § 880.6310 which defines
a Medical Device Data System (MDDS). In one example,
the communication device 1004 comprises hardware or
software products that can be configured to transfer, store,
convert formats, and display medical device data. In such
examples, the communication device 1004 can be config-
ured, using the techniques and systems described herein, to
not modify the data, modify the display of the data, and/or
control the functions or parameters of the medical device or
any other medical device.

[0168] Two additional examples in which the limited
functionality component and the communication device
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interoperate to achieve certain benefits will now be
described. In a first example, the medical device 1002
includes a wearable defibrillator. Further, in this example,
the patient 1010 is fitted with the medical device 1002 and
is prescribed an exercise and/or activity regimen (e.g., in
connection with a medical rehabilitation program). Compli-
ance with the regimen requires the patient 1010 to perform,
e.g., certain actions in accord with a prescribed treatment
schedule. The prescribed treatment schedule may, in some
cases, require the patient 1010 to exercise for 30 minutes
each day and/or take medication three times a day. In this
example, a primary operation of the medical device 1002,
which is a wearable defibrillator, may be to monitor and treat
the patient 1010 in the event a cardiac arrhythmia is detected
at any point in time, including while the patient 1010 is
complying with the regimen.

[0169] Continuing this example, the patient 1010 and/or a
physician at a remote location (accessible via the network
1014) wishes to be notified if certain patient parameters
transgress one or more configurable threshold values. More
specifically, the patient 1010 and/or the physician wishes to
be notified if the patient’s heart rate exceeds 180 bpm or the
elapsed time since last compliance with the treatment sched-
ule exceeds 1 day. To configure the notification system 1000
to notify the patient 1010 and/or the physician where these
patient parameters transgress these threshold values, the
patient 1010 interacts with a user interface of the commu-
nication device 1004. Alternatively, the physician may inter-
act with a network device in communication with the remote
server 1012 to configure the notification system 1000. This
interaction results in the communication device identifying
several commands that, when executed by a limited func-
tionality component, will collectively configure the thresh-
old values for the patient parameters described above. In
response to identifying these commands, the communication
device transmits, via a network interface of the communi-
cation device, requests including the commands to a limited
functionality component (e.g., the limited functionality com-
ponent 330) of the medical device 1002.

[0170] In this example, the limited functionality compo-
nent receives the requests and, in response to such receipt,
parses the requests to identify the commands, the patient
parameters, and the threshold values. Next, the limited
functionality interface executes the identified commands to
store an association between the threshold values and the
patient parameters.

[0171] In this example, the limited functionality compo-
nent, as part of executing the identified commands, also
stores an address of a recipient device to which notifications
will be transmitted. This recipient device may be the com-
munication device 1004 or some other device in data com-
munication with the network 1014.

[0172] Insome examples, the communication device 1004
can be configured to transmit one or more requests to
execute one or more limited functionality commands to the
medical device 1002 and relay the results of those com-
mands to a device at a remote location (e.g., accessible over
the network 1014). For example, a physician may wish to be
notified on his/her own handheld device when the patient’s
heart rate exceeds a threshold value during performance of
a prescribed regimen. For example, a physician may wish to
be notified on his/her own handheld device in the event a
patient has an arrhythmia event during performance of a
prescribed regimen.
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[0173] In another example, the communication device
1004 can be configured to transmit one or more requests to
the limited functionality component to execute one or more
commands that, when executed, configure the limited func-
tionality component to transmit notifications to the commu-
nication device 1004 and/or the remote server 1012 in
response to detecting a predetermined trend or pattern in the
underlying data. For example, when executing according to
this configuration, if the patient’s heart rate increases over a
period of time, the limited functionality component can
transmit a notification regarding the upward trend or pattern.
In another example, the limited functionality component can
be configured to transmit a notification describing a low
range of heart rate variability detected over a specified
period of time. Thus, in some examples, the limited func-
tionality component is configured to transmit notifications in
response to a pattern detected in an underlying patient
parameter rather than a single triggering value.

[0174] Additionally, in this example, the limited function-
ality component, as part of executing the identified com-
mands, starts a watch that monitors the patient parameters,
and transmits a notification to a recipient device (e.g., the
communication device 1004 or other device connected to the
network 1014) if any of the patient parameters transgresses
its corresponding the threshold value and/or if any under-
lying patient parameters change in accordance to one or
more predetermined trends or patterns.

[0175] Also, in this example, the limited functionality
component, as part of executing the identified commands,
requests that the user interface component prompt the
patient 1010 for information regarding compliance with the
treatment schedule and return any information received in
response to the prompt. More particularly, in this example,
the limited functionality interface requests that the user
interface prompt the user to indicate whether the user has
taken their medication according to the treatment schedule.
In response to receiving returned information from the user
interface indicating that the user has not complied with the
treatment schedule or in response to determining that the
user has not complied via other mechanisms (e.g., by
monitoring patient parameter values), the limited function-
ality component transmits a notification to the communica-
tion device 1004.

[0176] 1In response to receipt of a notification, the com-
munication device 1004 processes the notification and alerts
the patient 1010 and/or the physician of the value of the
patient parameters. In this example, the alerts may indicate
that the patient’s heart rate has exceeded 180 bps and that the
patient has not complied with the treatment schedule for 1
day.

[0177] In a second example illustrated by FIG. 12, the
notification system 1000 is used to distribute a heart rate
variability plug-in 1202 to the medical device 1010. As
shown, the notification system 1000 illustrated in FIG. 12
includes generally the same components as, and functions
generally in the same way as, the notification system 1000
illustrated in FIG. 10.

[0178] In this example, a user 1200 authors and selects the
plug-in 1202 for distribution to the medical device 1002.
The plug-in 1202 is configured to monitor the heart rate
variability of the patient 1010 over time. As described
above, the plug-in 1202 may take the form of a script,
stand-alone executable, or library, among other forms. When
executing according to its configuration, the heart rate
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variability plug-in 1202 tracks the heart rate of the patient
over a configurable time window and transmits one or more
notifications to the communication device 1004 on detecting
the occurrence of certain heart rate or variability triggering
criteria and/or changes, trends, or patterns in the underlying
heart rate or variability. Further, in this example, the com-
munication device 1004 may transmit any such notifications
received from the medical device 1002 to the remote server
1012 via the network connection 1014. In some examples,
the plug-in 1202 may be configured to exchange informa-
tion, including transmitting such notifications, directly with
the remote server 1012. These notifications are thereby
available for review by the user 1200 and/or a physician. In
at least one example, the user 1200 is a physician or other
care provider.

[0179] As shown in FIG. 12, responsive to the user 1200
selecting the plug-in 1202 for distribution, the remote server
transmits the plug-in to the communication device 1004 via
the network 1014. The communication device 1004 receives
the plug-in 1202 and, in response, transmits the plug-in 1202
to the medical device 1002 via the network connection 1006.
[0180] In response to receiving the plug-in 1202, a plug-in
manager (e.g., the plug-in manager 734) authenticates the
source of the plug-in 1202 as a trusted source, installs the
plug-in, and executes the plug-in within the framework of a
limited functionality component (e.g., the limited function-
ality component 330). It is appreciated that, in some
examples, the plug-in manager may install the plug-in but
not execute it. In these examples, the limited functionality
component may execute the program, for example, after
receiving a command implemented partially or completely
by the plug-in. In this way, the functionality of the limited
functionality component may be extended in a convenient,
but secure, manner.

[0181] FIG. 11 illustrates a notification system 1100 in
accord with some of examples. As shown, the notification
system 1100 includes medical devices 1102 and 1104, com-
munication devices 1106 and 1108, a remote server 1110, a
communication network 1112, and network connections
1114 and 1116. The medical device 1102 exchanges infor-
mation with the communication device 1106 via the network
connection 1116. Similarly, the medical device 1104
exchanges information with the communication devices
1106 and 1108 via the network connections 1114 and 1126.
In this example, the communication devices 1106 and 1108
exchange information with the remote server 1110 via the
network 1112,

[0182] The network connections 1114, 1116, and 1126
may be implemented through any one or combination of
wireless communication standards and protocols including,
for example, BLUETOOTH, Wireless USB, ZigBee, and
Wireless Ethernet. The network 1112 may include any
communication network through which programmable
devices may exchange information. In some examples, the
network 1112 supports wireless network and/or wired con-
nections. For instance, the network 1112 may support any of
various networking standards such as GSM, CMDA, USB,
BLUETOOTH, CAN, ZigBee, Wireless Ethernet, and TCP/
IP among others.

[0183] The medical devices 1102 and 1104 may include
any medical device disclosed herein or a different medical
device that includes a limited functionality component. In
one example illustrated by FIG. 11, the medical device 1102
is associated with and provides care to a patient 1120 and the
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medical device 1104 is associated with and provides care to
a patient 1118. In this example, the communication device
1106 is associated with and provides information to a user
1122, and the communication device 1124 is associated with
and provides information to the patient 1118.

[0184] As illustrated in FIG. 11, a medical device may
communicate with one or more communication devices and
a communication device may communicate with one or
more medical devices. In some examples, a single commu-
nication device may communicate with only one medical
device at a time (e.g., be paired with only a single medical
device at a time) and be disconnected or “unpaired” from a
first medical device before connecting to a second medical
device. For example, such a communication device may be
paired over BLUETOOTH with a corresponding medical
device. In some examples, the communication device may
be configured to communicate with two or more medical
devices without being disconnected from either medical
device during a transmission. For example, such a commu-
nication device may be paired over BLUETOOTH with a
plurality of medical devices using, e.g., BLUETOOTH
multi-device convertibility. Coupling a single communica-
tion device with a plurality of medical devices may be
advantageous where, for example, a care provider (e.g. the
user 1122) monitors a plurality of patients.

[0185] In one example, the care provider may be a nurse
in a hospital setting, and the patients 1118 and 1120 may
both be ambulatory and engaged in rehabilitation regimens.
In this situation, the nurse can monitor both patients’ activi-
ties using a single communication device (e.g. a tablet
computer) and can issue a reminder to either or both of the
patients 1118 and 1120 should their heart rate exceed a
threshold value. This reminder may instruct the patients
1118 and 1120 to stop exercising. In at least one example,
this notification is initiated by the nurse via the communi-
cation device 1106 and is displayed by the either or both
medical devices 1102 and 1104. In another example, cou-
pling a single medical device with a plurality of communi-
cation devices may be advantageous where, for example, a
patient (e.g. the patient 1118) and a care provider (e.g., the
user 1122) both monitor the activity of the patient 1118. In
this situation, the care provider 1122 can monitor both
patients’ activities using a single communication device
(e.g. a tablet computer) and can configure the notification
system to issue a notification should any of the monitored
patients’ 1118 and 1120 activities transgress preset thresh-
olds and/or changes, trends, or has a pattern in accordance
with preset changes, trends, or patterns in the underlying
parameters. This example provides redundancy of monitor-
ing activities, thereby increasing the safety afforded to the
patient 1118 by the notification system 1100.

[0186] The processes disclosed herein each depict one
particular sequence of acts in a particular exaniple. The acts
included in these processes may be performed by, or using,
one or more computer systems specially configured as
discussed herein. Some acts are optional and, as such, may
be omitted in accord with one or more examples. Addition-
ally, the order of acts can be altered, or other acts can be
added, without departing from the scope of the systems and
methods discussed herein. Furthermore, as discussed above,
in at least one example, the acts are performed on a
particular, specially configured machine, namely a medical
device configured according to the examples disclosed
herein.
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[0187] Having thus described several aspects of at least
one example, it is to be appreciated that various alterations,
modifications, and improvements will readily occur to those
skilled in the art. For instance, examples disclosed herein
may also be used in other contexts. Such alterations, modi-
fications, and improvements are intended to be part of this
disclosure, and are intended to be within the scope of the
examples discussed herein. Accordingly, the foregoing
description and drawings are by way of example only.

1. A communication device comprising:

a user interface;

a medical device interface configured to communicate

with a medical device; and

at least one processor operably coupled to the user inter-

face and the medical device interface and being con-

figured to

transmit, via the medical device interface, at least one
command to a limited functionality component of
the medical device, the at least one command con-
figured to be processed by the limited functionality
component to monitor a patient parameter and not
affect one or more primary operations of the medical
device

receive, via the medical device interface without affect-
ing the one or more primary operations, one or more
values of the patient parameter from the limited
functionality component of the medical device,

analyze the one or more values, and

display, via the user interface, information descriptive
of the one or more values.

2. The communication device of claim 1, wherein the
patient parameter comprises patient heart rate and the infor-
mation descriptive of the one or more values comprises a
heart rate trend over a period of time.

3. The communication device of claim 1, further com-
prising a network interface configured to communicate with
a remote computer, wherein the at least one processor is
configured to transmit the one or more values to the remote
computer via the network interface.

4. The communication device of claim 3, the at least one
processor being configured to receive, from the remote
computer via the network interface, a remote command to
display an instruction to a patient and to display the instruc-
tion to the patient via the user interface.

5. The communication device of claim 1, wherein the at
least one command is selected from a predetermined set of
commands.

6. The communication device of claim 1, wherein the at
least one command is configured to use secondary resources
of the medical device that do not affect the one or more
primary operations of the medical device.

7. The communication device of claim 6, wherein the
secondary resources comprise resources of the medical
device that are isolated from computing resources used to
perform the one or more primary operations of the medical
device.

8. The communication device of claim 1, wherein the at
least one command is configured to have a lower execution
priority than the one or more primary operations of the
medical device.

9. The communication device of claim 1, wherein the
communication device provides an identity of the commu-
nication device to the limited functionality component and
the limited functionality component determines whether the
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identity of the communication device has been previously
authorized prior to executing the at least one command.
10. The communication device of claim 9, wherein the at
least one command is configured to comply with a level of
authorization of the communication device.
11. The communication device of claim 1, wherein the
patient parameter comprises at least one of blood oxygen
levels, lung sounds data, blood pressure information, elec-
trocardiogram data, physical activity data, patient symptom
data, medication data, and heart sounds data.
12. The communication device of claim 1, wherein the at
least one processor being configured to analyze the one or
more values comprises the at least one processor being
configured to identify a notification in the one or more
values of a change in the patient parameter.
13. The communication device of claim 12, wherein the
information descriptive of the one or more values comprises
information related to changes in the patient parameter.
14. A communication device comprising:
a user interface;
a medical device interface configured to communicate
with a medical device that is monitoring a cardiac
condition of a patient; and
at least one processor operably coupled to the user intet-
face and the medical device interface and being con-
figured to
generate at least one command configured to request a
response from the medical device that is monitoring
the cardiac condition of the patient,

transmit, via the medical device interface, the at least
one command to a limited functionality component
of the medical device, the at least one command
requesting the response from the medical device
while at least one patient care component of the
medical device performs one or more primary opera-
tions of the medical device during the monitoring of
the cardiac condition of the patient,

receive, via the medical device interface during opera-
tion of the one or more primary operations, the
requested response from the limited functionality
component of the medical device,

analyze the response from the medical device, and

display, via the user interface, information descriptive
of the response from the medical device.

15. The communication device of claim 14, wherein the
response from the medical device comprises operational
status information for the medical device.
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16. The communication device of claim 14, wherein the
response from the medical device comprises information
relating to at least one of blood oxygen levels, lung sounds
data, blood pressure information, electrocardiogram data,
medication data, and heart sounds data of the patient.

17. The communication device of claim 14, wherein the
response comprises information related to patient compli-
ance with a treatment schedule.

18. The communication device of claim 14, wherein the
response comprises information recorded by the medical
device and related to an identified symptom being experi-
enced by the patient.

19. The communication device of claim 14, wherein the
at least one processor being configured to generate at least
one command comprises the at least one processor being
configured to select the at least one command from a
predetermined set of commands.

20. The communication device of claim 14, wherein the
communication device provides an identity of the commu-
nication device to the limited functionality component and
the limited functionality component determines whether the
identity of the communication device has been previously
authorized prior to executing the at least one command.

21. A method comprising:

generating, by a processor, at least one command config-

ured to request a response from a medical device
operably coupled to the processor via a medical device
interface;

transmitting, by the processor via the medical device

interface, the at least one command to a limited func-
tionality component of the medical device, the at least
one command requesting the response from the medical
device while at least one patient care component of the
medical device performs one or more primary opera-
tions of the medical device;

receiving, by the processor via the medical device inter-

face during operation of the one or more primary
operations, the response from the limited functionality
component of the medical device;

analyzing, by the processor, the response from the medi-
cal device; and

displaying, by the processor via a user interface operably
coupled to the processor, information descriptive of the
response from the medical device.
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