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Hub

Figure 5
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FIGURE 6



Patent Application Publication  Feb. 21,2019 Sheet 7 of 12 US 2019/0057777 Al

Mini Node

Figure 7/
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Parimeter Node
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Figure 8
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Mobile Node

Figure 9
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SYSTEM AND METHOD FOR PROCESSING
WIRELESS BACKSCATTERED SIGNAL
USING ARTIFICIAL INTELLIGENCE
PROCESSING FOR ACTIVITIES OF DAILY
LIFE

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of U.S. provi-
sional application 62/545,921 filed Aug. 15, 2017, which is
incorporated by reference herein for all purposes.

BACKGROUND

[0002] The present invention relates to techniques, includ-
ing a method, and system, for processing signals using
artificial intelligence techniques to monitor, detect, and act
on activities. In an example, the signals can be from both
active and passive sensors, among others. Merely by way of
examples, various applications can include daily life, and
others.

[0003] Various conventional techniques exist for monitor-
ing people within a home or building environment. Such
techniques include use of cameras to view a person. Other
techniques include a pendant or other sensing device that is
placed on the person to monitor his/her movement.
Examples include Personal Emergency Response Systems
(PERS) devices such as LifeAlert® and Philips® Life-
Line—each of which are just panic buttons for seniors to
press in case of an emergency. Unfortunately, all of these
techniques have limitations. That is, each of these tech-
niques fails to provide a reliable and high quality signal to
accurately detect a fall or other life activity of the person
being monitored. Many people often forget to wear the
pendant or a power source for the pendant runs out. Also,
elderly people do not want to look like they are old so often
times, elderly people do not wear the pendant.

[0004] From the above, it is seen that techniques for
identifying and monitoring a person is highly desirable.

SUMMARY

[0005] According to the present invention, techniques,
including a method, and system, for processing signals using
artificial intelligence techniques to monitor, detect, and act
on activities are provided. In an example, the signals can be
from both active and passive sensors, among others. Merely
by way of examples, various applications can include daily
life, and others.

[0006] In an example, the present invention provides a
sensor array in a single box that can be placed in a home or
a single box (acting as a base station) that talks to multiple
helper sensor boxes distributed throughout a living space of
the home. In an example, the sensor array will communicate
with a backend server via standard connectivity solutions,
such as Wi-Fi, cellular, or others. In an example, the
technique uses distributed processing where processing of
the data occurs inside the sensor array and in a cloud server.
In an example, artificial intelligence (Al) techniques are
included. Depending upon the example, the processed data
are disseminated to various interested parties (e.g., children
of elderly person, care takers, Emergency Medical Response
team) via different communication channels, such as smart-
phone app, SMS, email, voicemail, and other techniques.
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[0007] In an example, the present invention provides a
method of detecting a status of a human being or target. The
method includes transferring, using a wireless transmitter, a
wireless signal being selected from one or more of a
frequency being less than about 10 G Hz, 24 G Hz, 60 G Hz,
or 77 G Hz and greater. The method includes capturing a
back scattered signal, using an rf antenna, from the wireless
signal. The method includes processing the back scattered
signal to extract one or more of a direction, signal strength,
distance, and other information over a time period. The
method includes extracting, using a signal processing pro-
cess, vital signs of a human, the vital signs including a heart
rate, or a respiration rate. The method includes creating a
baseline for each of the vital signs. The method includes
extracting, using an Al process, a physical activity of the
human being. The method includes creating a physical
activity base line for the physical activity and determining a
confidence level of each of the received vital signals and
each of the physical activities. The method includes trans-
ferring an alert to another target upon a triggering even
based upon the confidence level of each of the received vital
signals and each of the physical activities and correlating
each vital sign, using an artificial intelligence process, with
one or more patterns or the base line for each of the vital
signs.

[0008] In an example, the present invention provides a
system for monitoring and detecting an activity of a human
target. The system has a sensor array, the sensor array
comprising a plurality of passive sensors. In an example,
each of the plurality of passive sensors is spatially disposed
in spatial region of a living area. In an example, the system
has a wireless backscattering detection system. The wireless
backscattering detection system has a control line coupled to
a processing device. In an example, the control line is
configured with a switch to trigger an initiation of a wireless
signal. The detection system has a waveform pattern gen-
erator coupled to the control line, an rf transmitter coupled
to the waveform pattern generator, a transmitting antenna
coupled to the rf transmitter, an rf receiver, an rf receiving
antenna coupled to the rf receiver, an analog front end
comprising a filter, an analog to digital converter coupled to
the analog front end, a signal processing device coupled to
the analog to digital converter, and an artificial intelligence
module coupled to the signal processing device, and con-
figured to process information associated with a backscat-
tered signal captured from the rf receiving antenna. Further
details of each of these elements can be found throughout the
present specification and more particularly below.

[0009] The above examples and implementations are not
necessarily inclusive or exclusive of each other and may be
combined in any manner that is non-conflicting and other-
wise possible, whether they be presented in association with
a same, or a different, embodiment or example or imple-
mentation. The description of one embodiment or imple-
mentation is not intended to be limiting with respect to other
embodiments and/or implementations. Also, any one or
more function, step, operation, or technique described else-
where in this specification may, in alternative implementa-
tions, be combined with any one or more function, step,
operation, or technique described in the summary. Thus, the
above examples implementations are illustrative, rather than
limiting.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a simplified diagram of a radar/wireless
backscattering sensor system according to an example of the
present invention.

[0011] FIG. 2 is a simplified diagram of a sensor array
according to an example of the present invention.

[0012] FIG. 3 is a simplified diagram of a system accord-
ing to an example of the present invention.

[0013] FIG. 4 is a detailed diagram of hardware apparatus
according to an example of the present invention.

[0014] FIG. 5 is a simplified diagram of a hub according
to an example of the present invention.

[0015] FIG. 6 is a simplified diagram of a hub in a spatial
region according to an example of the present invention.
[0016] FIG. 7 is a simplified diagram of a mini node
according to an example of the present invention.

[0017] FIG. 8 is a simplified diagram of a mini mode in a
spatial region according to an example of the present inven-
tion.

[0018] FIG. 9 is a simplified diagram of a mobile node
according to an example of the present invention.

[0019] FIG. 10 is a simplified diagram of a mobile mode
in a spatial region according to an example of the present
invention.

[0020] FIG. 11 is a simplified diagram illustrating senor
ADL categories in an example.

[0021] FIG. 12 is a simplified diagram illustrating an
activity list according to an example.

DETAILED DESCRIPTION OF THE EXAMPLES

[0022] According to the present invention, techniques,
including a method, and system, for processing signals using
artificial intelligence techniques to monitor, detect, and act
on activities are provided. In an example, the signals can be
from both active and passive sensors, among others. Merely
by way of examples, various applications can include daily
life, and others.

[0023] FIG. 1 is a simplified diagram of a radar/wireless
backscattering sensor system 100 according to an example
of the present invention. This diagram is merely an example,
which should not unduly limit the scope of the claims herein.
In an example, the system is a wireless backscattering
detection system. The system has a control line 110 coupled
to a processing device 120, the control line being configured
with a switch to trigger an initiation of a wireless signal. In
an example, the system has a waveform pattern generator
130 coupled to the control line 110. The system has an rf
transmitter 140 coupled to the waveform pattern generator
130. The system has transmitting 150 and receiving 160
antennas. In an example, the system has a transmitting
antenna 150 coupled to the rf transmitter 140 and an rf
receiver 140, which is coupled to an rf receiving antenna
160. In an example, the system has an analog front end 170
comprising a filter. An analog to digital converter 180
coupled to the analog front end 170. The system has a
signal-processing device 120 coupled to the analog to digital
converter 180. In a preferred example, the system has an
artificial intelligence module coupled to the signal-process-
ing device 120. The module is configured to process infor-
mation associated with a backscattered signal captured from
the rf receiving antenna. Further details of the present
system can be found through out the specification and more
particularly below.
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[0024] Antenna

[0025] In an example, multiple aspects of antenna design
can improve the performance of the activities of daily life
(“ADL”) system. For example, in scanning mode the present
technique continuously looks for moving human targets (or
user) to extract ADL or fall. Since these can happen any-
where in the spatial region of a home, the present system has
antennas that have wide field of view. Once the human target
is identified, the technique focuses signals coming only from
that particular target and attenuate returns from all other
targets. This can be done by first estimating location of the
target from our technique using wide field of view antennas
and then focusing RF energy on the specific target of interest
once it has been identified. In an example, the technique can
either electronically switch a different antenna that has
narrow field of view or could use beam forming techniques
to simultaneously transmit waves from multiple transmit
antenna and control their phase such that the RF energy
constructively builds around the target of interest where as
it destructively cancels everywhere else. This return will be
much cleaner and can boost the performance of our ADL+
fall+vital sign sensors.

[0026] In another example considers the layout of the
antennas itself. In an example, the technique places transmit
and receive antennas in various physical configurations
(ULA, circular, square, etc.), that can help us establish the
direction from which the radar signal returns, by comparing
phases of the same radar signal at different receiving anten-
nas. The configurations can play a role because different
configurations enable direction of arrival measurement from
different dimensions. For example, when the human target
falls the vertical angle of arrival changes from top to bottom,
therefore a vertical ULA is better suited to capture that
information. Likewise during walking horizontal angle of
arrival of the signal varies more therefore it makes sense to
use horizontal ULA is more sensitive and therefor can
provide additional information for our algorithm. Of course,
there can be other variations, modifications, and alternatives.
[0027] RF Unit

[0028] In an example, the wireless RF unit can be either
pulsed doppler radar or frequency modulated continuous
wave (FMCW) or continuous wave doppler (CW). In an
example, on the transmit side it will have standard RF units
like VCO, PLL, among others. On the receive side it can
have matched filter, LNA, mixer, and other elements. The
multiple antennas can be either driven by a single transmit/
receive chain by sharing it in time or have one each chain for
each of the antennas.

[0029] Waveform Unit

[0030] In an example, waveform pattern generator gener-
ates control signals that define the type of radar signal that
is generated by the radar RF unit. For example, for FMCW,
it can generate triangular wave of specific slope and period,
which will linearly sweep the frequency of the RF unit
according to this parameter. For a pulsed doppler radar, the
technique will hold generate pulse of specific width and
period, which will modulate the RF output accordingly.
[0031] Baseband Unit

[0032] In an example, the gain and filter stage filters the
radar returns to remove any unwanted signals and then
amplifies the remaining signal with different techniques. For
example, the present artificial intelligence or Al technique
can determine what target is desirably tracked and provide
feedback to the Al technique, that will filter out radar return
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from any and all other signals except for the signal that is
desirably tracked. If human target is moving the return
signal will be fluctuating, in that case, the technique applies
automatic gain control (AGC) to find the optimal gain, so
that entire dynamic range of ADC in the subsequent stage is
satisfied. In an example, the return signal is converted to
digital samples by analog-to-digital converters (ADC),
among other front-end elements.

[0033] FIG. 2 is a simplified diagram of a sensor array 200
according to an example of the present invention. This
diagram is merely an example, which should not unduly
limit the scope of the claims herein. Shown is a sensor array.
The sensor array includes a plurality of passive sensors 210.
In an example, the plurality of passive sensors are spatially
disposed in spatial region of a living area. The sensor array
has active sensors, such as one or more radar sensors 220.
Additionally, the array has a feedback interface, such as a
speaker 230 for calling out to a human target in the spatial
region of the living area.

[0034] Inan example, the present technique is provided to
identify various activities in home using non-wearable. In an
example, the technique is at least privacy intrusive as
possible, and will use sensors that are less intrusive.
Examples of sensors can include, without limitation, a
wireless backscatter (e.g., radar, Wi-Fi.), audio (e.g., micro-
phone array, speaker array), video (e.g., PTZ mounted,
stereo), pressure mats, infrared, temperature, ultraviolet,
humidity, pressure, smoke, any combination thereof, and
others.

[0035] Active Sensor for RADAR

[0036] In an example, the technique can use wireless
backscattering to measure motion of human, a location, and
an environmental state, such as door opening/closing, or
other environmental condition. In an example, the wireless
backscattering can also be used to measure a vital sign, such
as a heart rate and respiration rate, among others. In an
example, the wireless techniques can work in non-line of
sight, and is non intrusive compared to camera or micro-
phone, or others. In an example, the technique can use
radar\backscatter sensor for two purposes (1) to find the
location of an action; and (2) sense different activities
associated with the action. Of course, there can be other
variations, modifications, and alternatives.

[0037] In an example, the present technique and system
includes a radar system that operates on multiple frequency
bands, such as below 10 GHz, around 24 GHz, 60 GHz,
77-81 GHz, among others. In an example, different fre-
quency interacts differently with various objects in our
environment. In an example, available signal bandwidth and
permissible signal power are also regulated differently at
different frequency bands. In an example, the present tech-
niques optimally combine reflections coming from a reflec-
tor from multiple frequency bands to achieve large coverage,
and/or improve accuracy. Of course, there can be other
variations, modifications, and alternatives.

[0038] Inan example, each radar is working at a particular
frequency band will be using multiple transmit and receive
antennas, as shown. In an example, using these multiple
transmitters, the technique can perform transmit beam form-
ing to concentrate radar signal on a particular target. In an
example, the technique uses multiple receivers to collect
reflected signals coming from various reflectors (e.g., human
body, walls). After further processing this will allow us to
find the direction of the reflector with respect to the radar. In
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an example, the technique also uses multiple transmitter and
receiver to form virtual array, this will allow emulate the
radar array with large element by using small number of
transmitter and receiver chains. The main benefit is to
improve the angle resolution without using a large array,
saving space and component cost. In an example, different
antenna array configurations to improve coverage (using
beam forming) or add 3D localization capability (using 2-D
array) are included.

[0039] In an example using standard radar signal modu-
lation techniques, such as FMCW/UWB, on MIMO radar,
the technique will first separate signals coming from differ-
ent range and angle. The technique will then identify static
reflectors, such as chairs, walls, or other features, from
moving ones, such as human targets, pets, or the like. For
moving objects that are tracked, the technique will further
process signals for each of the reflectors. As an example, the
technique will use different techniques to extract raw motion
data (e.g., like spectrogram). In an example, the technique
will apply various filtering process to extract periodic sig-
nals generated by vital sigus, such as heart rate, respiration
rate, among others. In an example, both the raw motion data
and extracted vital signs will be passed to a downstream
process, where they are combined with data from other
sensors, such as radar outputs operating at different fre-
quency or completely different sensors to extract higher
insights about the environment. Of course, there can be other
variations, modifications, and alternatives.

[0040] Audio Sensor

[0041] In an example, the present technique uses a sensor
array that has a multiple microphone array 240. In an
example, these microphones 240 will be use to ascertain the
direction of arrival of any audio signal in the environment.
In an example, the microphone 240 in conjunction with
other sensors, such as radar 220, will be vital in performing
two tasks: Ist it will augment radar signal to identify various
activities (walking produces a different sound than sitting),
if the target is watching TV it is much easier to ascertain it
with audio signal; and 2nd in case of emergency like fall, the
technique can use the radar signal to identify the location of
the fall and then beam form microphone array towards that
location, so that any audio signal produced by the target can
be captured. Of course, there can be other variations, modi-
fications, and alternatives.

[0042] Sensor Fusion and Soft Sensors

[0043] In addition to a radar sensor, which is consider as
active sensors the present sensor system (e.g., box, boxes)
will also have additional passive sensors that captures the
sound, chemical signature, environmental conditions. Each
of these of the sensors captures different context about the
home that the human being tracking is living in or occupy-
ing. In an example, the UV 250 sensor can monitor how
often the sunlight comes in the room. In an example, light
sensors determine a lighting condition of the human’s home
or living area.

[0044] In an example, a microphone array 240 can have
many functions, such as use to sense sound in the room, to
figure out how long the human has spent watching TV, or
how many time they went to bathroom by listening to the
sound of toilet flushing or other audio signature. In an
example, the present technique can use creative solutions
where it can use the active sensor to find the location of the
person and then tune the microphone array to enhance the
sound coming from that location only, among other features.
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In an example, the technique can call the sensors that are
derived from the hardware sensors using specific algorithms
as software sensors or soft sensors. So the same hardware
sensors can be used for many different applications by
creating different software sensors. Here the software sen-
sors can combine signals from one or more sensors and then
apply sensor fusion and Al techniques to generate the
desired output. Of course, there can be other variations,
modifications, and alternatives.

[0045] Soft Sensor for Detecting Cooking and Eating
Habits
[0046] In example, radar sensors can determine informa-

tion about a human’s location within a home, like if they are
in kitchen area, or other. In an example, when the human
target turns on the microphone oven, it generates specific RF
signature that can be tracked. In an example, the technique
can combine this information to infer if the human target
walked to the kitchen and turned on the microphone. Like-
wise, when the human target prepares food in kitchen he/she
can make lot of specific noise like utensils clattering, chop-
ping, or other audio signature. So if a human target goes to
kitchen spends sometime time in the kitchen, and the present
microphone pick these sounds, the technique can infer that
food is cooking or other activity.

[0047] Soft Sensor for Detecting Bathroom Habits

[0048] In an example, toileting frequency can be a very
valuable indication of ones wellness. The present technique
can track if a human went to the bathroom using the radar
or other sensing techniques. In an example, additionally, the
technique can pick sound signature of toilet flushing. In an
example, the technique combines these two pieces of infor-
mation, which can be correlated to toileting frequency. In an
example, similarly, bathing is a unique activity that requires
4-5 minutes of specific movements. By learning those pat-
terns, the technique can figure out ones bathing routines.

[0049] Soft Sensor for Detecting Mobile Habits

[0050] In an example, different sensors are triggered by
different motion of a human target. In an example, radar can
detect human fall by looking at micro doppler patterns
generating by different part of the target during falls. In an
example, the technique can also simultaneously hear a fall
from microphone arrays and vibration sensors. In an
example, the technique can also detect how pace of move-
ment changes for an individual over a long duration by
monitoring the location information provided by radar or
other sensing technique. In an example, likewise, the tech-
nique can gather unstable transfers by analyzing the gait of
the target. In an example, the technique can find front door
loitering by analyzing the radar signal pattern. In an
example, the technique can figure out immobility by ana-
lyzing the radar return. In this case, the technique can figure
out the target’s presence by analyzing the target’s vital signs,
such as respiration rate or heart rate or by keeping track of
the bread crumb of the target’s location trace.

[0051] Inany and all of the above cases, the technique can
also learn about the exact environmental condition that
triggered a particular state. For example, the technique can
figure out whether a human target was immobile because the
target was watching TV or a video for long duration or the
target was simply spending a lot of time in their bed. And
these can be used to devise incentives to change the target’s
behavioral pattern for better living.
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[0052] Soft Sensor for Detecting Vital Signs

[0053] In an example, the technique can estimate vital
signs of a person by sensing the vibration of the target’s
body in response to the breathing or heart beat, each of the
actions results in tiny phase change in the radar return
signals, which can be detected. In an example, the technique
will use several signal processing techniques to extract
them. Of course, there can be other variations, modifica-
tions, and alternatives.

[0054] In an example, different frequency radio wave
interact with environment differently. Also phase change due
to vital signs (HR,RR) differs by frequency, for example
phase change for a 77 GHz radar is much higher than for a
10 GHz radar. Thus 77 GHz is more appropriate for esti-
mating heart-beat more accurately. But higher frequency
typically attenuates much more rapidly with distance. There-
fore, lower frequency radar can have much larger range. By
using multi-frequency radar in the present technique can
perform these vital trade-offs.

[0055] Soft Sensor for Detecting Sleeping Habits

[0056] In an example, the present radar sensors can detect
motions that are generated during sleep, such as tossing and
turning. In an example, radar sensors can also sense vital
signs like respiration rate and heart rate as described earlier.
In an example, now combining the pattern of toss and turn
and different breathing and heart beat pattern, the technique
can effectively monitor the target’s sleep. Additionally, the
technique can now combine results from passive sensors,
such as a thermometer, UV, photo diode, among others, to
find correlation between certain sleep pattern and the envi-
ronmental conditions. In an example, the technique can also
use the sleep monitor soft sensor to learn about day/night
reversal of sleep, and the associated environmental condi-
tion by looking at different passive sensors. In an example,
the techniques can be valuable in providing feedback to
improve the human target’s sleep. For example, the tech-
nique can determine or learn that certain environmental
condition results in better sleep and prescribe that to
improve future sleep.

[0057] Soft Sensor for Security Applications

[0058] In an example, the technique can repurpose many
of the sensors described before for security applications. For
a security application, the technique determines where one
or more person is located, which can be detected using a
presence detection sensor that is build on top of radar
signals. In an example, the technique can eliminate one or
many false positive triggered by traditional security systems.
For example, is a window is suddenly opened by a wind the
technique (and system) will look at presence of human in the
vicinity before triggering the alarm. Likewise, combination
of vital signs, movement patterns, among others, can be used
a biometric to identify any human target. If an unknown
human target is detected in the vicinity at certain time of the
day, the technique can trigger an alarm or alert.

[0059] In an example, any one of the above sensing
techniques can be combined, separated, or integrated. In an
example, n addition to radar and audio sensors, other sensors
can be provided in the sensor array. Of course, there can be
other variations, modifications, and alternatives.

[0060] FIG. 3 is a simplified diagram of a system accord-
ing to an example of the present invention. This diagram is
merely an example, which should not unduly limit the scope
of the claims herein. As shown, the system has hardware and
method (e.g., algorithm), cloud computing, personalized
analytics, customer engagement, and an API to various
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partners, such as police, medical, and others. Further details
of the present system can be found throughout the present
specification and more particularly below.

[0061] FIG. 4 is a detailed diagram of hardware apparatus
according to an example of the present invention. This
diagram is merely an example, which should not unduly
limit the scope of the claims herein. As shown, the hardware
units include at least a hub device, node, and mobile node,
each of which will be described in more detail below.

[0062] FIG. 5 is a simplified diagram of a hub according
to an example of the present invention. This diagram is
merely an example, which should not unduly limit the scope
of the claims herein. In an example, the hub includes various
sensing devices. The sensing devices, include, among oth-
ers, a radar, a WiFi, a Bluetooth, a Zigbee sniffer, a micro-
phone and speakers, a smoke detector, a temperature detec-
tor, a humidity detector, a UV detector, a pressure detector,
MEMS (e.g., accelerometer, gyroscope, and compass), a
UWB sensors (for finding locations of all the deployed
elements relative to each other), among others. In an
example, the hub is a gateway to internet via Wi-Fi, GSM,
Ethernet, landline. or other technique. The hub also connects
to other units (Mini Node/Mobile Node) via Bluetooth,
Wi-Fi, Zigbee, UWB and coordinates them with each other.
In an example, certain data processing, such as noise
removal, feature extraction to reduce amount of data
uploaded to cloud is included. In an example, the hub alone
can be sufficient to cover a small living space. In an
example, the hub is deployed as a single device somewhere
in a desirable location (e.g., middle of the living space) so
that it has good connectivity to all other units. An example
of such deployment is provided in the Figure below.

[0063] FIG. 6 is a simplified diagram of a hub in a spatial
region according to an example of the present invention.
This diagram is merely an example, which should not
unduly limit the scope of the claims herein. As shown, the
hub is deployed in the middle of the living space in a house.

[0064] FIG. 7 is a simplified diagram of a mini node
according to an example of the present invention. This
diagram is merely an example, which should not unduly
limit the scope of the claims herein. As shown, the system
has sensors, which is a subset of sensors in the hub. The
sensors are configured to in various spatial locations to
improve coverage area and improve accuracy for detection
of critical events (e.g., fall, someone calling for help). The
sensors also communicate with the hub via Wi-Fi, Blu-
etooth, ZigBee or UWB, or other technique. Additionally,
the sensors or each mini node is deployed in a bathrooms,
where chances of fall is high, a kitchen, where we can learn
about eating habits by listening to sounds, RF waves,
vibrations, or a perimeter of the living space, that will allow
us to learn approximate map of the space under consider-
ation, among other locations. Additionally, each of the mini
modes can save power and costs by adding more complexity
on the hub. This can even enable us to operate on battery for
extended periods. For example, each of the nodes can have
only single antenna Wi-Fi and hub could have multiple
antennas, for WiFi based sensing. Additionally, each of the
nodes use simpler radar (e.g., single antenna doppler) vs
MIMO FMCW in the HUB. Additionally, each node can be
configured with a single microphone whereas the hub can
have array of microphone. Of course, there can be other
variations, modifications, and alternatives.
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[0065] FIG. 8 is a simplified diagram of a mini mode in a
spatial region according to an example of the present inven-
tion. This diagram is merely an example, which should not
unduly limit the scope of the claims herein. As shown, each
node is configured in a kitchen, shower, perimeter, or other
location.

[0066] FIG. 9 is a simplified diagram of a mobile node
according to an example of the present invention. This
diagram is merely an example, which should not unduly
limit the scope of the claims herein. In an example, each
mobile node is a subset of sensors in the hub. The mobile
node sensors include a camera such as RGB or IR. In an
example, each of the nodes and hub collaboratively figure
out interesting events, and pass that information to the
mobile node. The technique then goes to the location and
probes further. In an example, the camera can be useful to
visually find what is going on in the location. In an example,
freewill patrolling can be use to detect anything unusual or
to refine details of the map created based on perimeter
nodes. In an example, onboard UWB can enable precise
localization of the mobile node, which can also enable
wireless tomography, where the precise RGB and wireless
map of the living space is determined.

[0067] FIG. 10 is a simplified diagram of a mobile mode
in a spatial region according to an example of the present
invention. This diagram is merely an example, which should
not unduly limit the scope of the claims herein. As show, the
mobile node, such as a mobile phone or smart phone or other
movable device, can physically move throughout the spatial
location. The mobile node can also be a drone or other
device.

[0068] In an example, the technique transfers learned
information and activity information to third parties. The
technique teaches itself to learn high level behavior that are
indicative of a person’s welfare using artificial intelligence
techniques. In an example, the present technique will then
generate summary of such activities and send it out to the
human’s loved ones, caretaker or even emergency response
team depending on the urgency of the sitvation. For
example, for regular days, the technique can simply send
short summary like “your mom had a routine activity today”,
or “She was much less active today.” In an example, where
the human has a care taker visiting few times a week, the
technique can send a notification to them, “It seems she
struggles more on yesterday”, so that the care taker can pay
a visit to make sure everything is fine. Alternatively, the
technique can be more acute events like fall, shortness of
breathing, or others, that needs quick attention. In these
scenatios, the technique can notify medical response team to
provide immediate help. Of course, there can be other
variations, modifications, and alternatives.

[0069] FIG. 11 is a simplified diagram illustrating senor
ADL categories in an example. As shown, the present
technique can categorize a human target with the listed
ADLs, among others.

[0070] FIG. 12 is a simplified diagram illustrating an
activity list according to an example. As shown, the present
technique can determine activities of a human target with
any one of the activities listed.

[0071] In an example, the present technique can also
identify a rare event. In an example, the technique identifies
when a senior human falls inside a home with no one around.
In an example, the technique is robust, without any false
negatives. In an example, the technique uses looking at
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sequence of events that are before to the potential fall and
after a potential fall. In an example, the technique combines
the contextual information to robustly determine if a fall has
occurred. Of course, there can be other variations, modifi-
cations, and alternatives.

[0072] In an example, the technique also detects and
measures vital signs of each human target by continuous,
non-intrusive method. In an example, the vital signs of
interest include a heart rate and a respiratory rate, which can
provide valuable information about the human’s wellness.
Additionally, the heart rate and respiratory rate can also be
used to identify a particular person, if more than two target
humans living in a home. Of course, there can be other
variations, modifications, and alternatives.

[0073] By understanding the context of how the target
human (e.g., elderly) is doing, the technique can also pro-
vide valuable feedback directly to the elderly using a voice
interface. For example, the technique can sense a mood of
the human based on sequence of activities and vital signs of
the human and then ask, “Hi do you want me to call your
son”. Based upon the feedback from the human, the tech-
nique can help connect to a third party (or loved one) if their
answer is positive. Of course, there can be other alternatives,
variations, and modifications.

[0074] Having described various embodiments, examples,
and implementations, it should be apparent to those skilled
in the relevant art that the foregoing is illustrative only and
not limiting, having been presented by way of example only.
Many other schemes for distributing functions among the
various functional elements of the illustrated embodiment or
example are possible. The functions of any element may be
carried out in various ways in alternative embodiments or
examples.

[0075] Also, the functions of several elements may, in
alternative embodiments or examples, be carried out by
fewer, or a single, element. Similarly, in some embodiments,
any functional element may perform fewer, or different,
operations than those described with respect to the illus-
trated embodiment or example. Also, functional elements
shown as distinct for purposes of illustration may be incor-
porated within other functional elements in a particular
implementation. Also, the sequencing of functions or por-
tions of functions generally may be altered. Certain func-
tional elements, files, data structures, and so one may be
described in the illustrated embodiments as located in sys-
tem memory of a particular or hub. In other embodiments,
however, they may be located on, or distributed across,
systems or other platforms that are co-located and/or remote
from each other. For example, any one or more of data files
or data structures described as co-located on and “local” to
a server or other computer may be located in a computer
system or systems remote from the server. In addition, it will
be understood by those skilled in the relevant art that control
and data flows between and among functional elements and
various data structures may vary in many ways from the
control and data flows described above or in documents
incorporated by reference herein. More particularly, inter-
mediary functional elements may direct control or data
flows, and the functions of various elements may be com-
bined, divided, or otherwise rearranged to allow parallel
processing or for other reasons. Also, intermediate data
structures of files may be used and various described data
structures of files may be combined or otherwise arranged.
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[0076] 1In other examples, combinations or sub-combina-
tions of the above disclosed invention can be advanta-
geously made. Some embodiments may incorporate smart
speaker interface and controls, such as currently provided by
Google Home, Amazon Alexa, Apple HomePod and others.
For example, using the sensor and Al techniques described
above, the device may perform appropriate actions. As
examples of this, if the device determines that the user has
fallen down and cannot get up, the device may call for help,
turn on all the lights, and/or unlock the doors; if the device
determines that the user is cooking, the device may turn on
an exhaust fan, increase sensitivity for a smoke detector,
and/or turn on the lights in the kitchen; if the device
determines that the user is alone watching television, the
device may turn off lights in other rooms; turn down the light
in the room the user is in; and turn off music playing in other
rooms; and the like. In light of the present disclosure, one of
ordinary skill in the art should recognize many other types
of actions that may be performed based upon the user sensed
activity.
[0077] The block diagrams of the architecture and flow
charts are grouped for ease of understanding. However it
should be understood that combinations of blocks, additions
of new blocks, re-arrangement of blocks, and the like are
contemplated in alternative embodiments of the present
invention. Further examples of embodiments of the present
invention are provided in the attached appendix.
[0078] Examples of processing techniques can be found in
Exhibit 1, which is incorporated by reference herein.
[0079] The specification and drawings are, accordingly, to
be regarded in an illustrative rather than a restrictive sense.
It will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.
1. A method of detecting a status of a human being, the
method comprising:
transferring, using a wireless transmitter, a wireless signal
being selected from one or more of a frequency being
less than about 10 G Hz, 24 G Hz, 60 G Hz, or 77 G
Hz and greater,
capturing a back scattered signal from the wireless signal;
processing the back scattered signal to extract one or more
of a direction, signal strength, distance, and other
information over a time period;
extracting, using a signal processing process, received
vital signs of a human, the vital signs including a heart
rate, or a respiration rate;
creating a baseline for each of the received vital signs;
extracting, using an Al process, a physical activity of the
human being;
creating a physical activity base line for the physical
activity;
determining a confidence level of each of the received
vital signals and each of the physical activities;
transferring an alert to another target upon a triggering
even based upon the confidence level of each of the
received vital signals and each of the physical activi-
ties; and
correlating each received vital sign, using an artificial
intelligence process, with one or more patterns or the
base line for each of the received vital signs.
2. The method of claim 1 further comprising initiating a
process to transfer inquiry information to the human based
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upon the alert, the process including a voice initiated process
to ask the human about the alert.

3. The method of claim 1 further comprising:

capturing a captured signal associated with a MEMS

device; and

processing the captured signal.

4. The method of claim 1 further comprising capturing a
signal associated with an electromagnetic wave associated
with a frequency ranging from 2.4 GHz to 6 GHz.

5. The method of claim 1 further comprising capturing a
signal associated with a sensor selected from a group
consisting of: an chemical sensor and a radio frequency
sensot.

6. The method of claim 1 further comprising capturing a
signal with a passive sensor selected from a group consisting
of: a microphone array, a photo diode, a UV sensor, a carbon
monoxide sensor, smoke detector, and a pollen sensor.

7. The method of claim 1 further comprising capturing a
signal with a passive sensor selected from a group consisting
of: a temperature sensor, a microwave sensor, a humidity
sensor, a vibration sensor, an acceleration sensor, a rotation
sensor, a magnetic sensor.

8. A system for monitoring and detecting an activity of a
human target, the system comprising:

a sensor array, the sensor array comprising:

a plurality of passive sensors, the plurality of passive
sensors being spatially disposed in spatial region of
a living area;
a wireless backscattering detection system comprising:
a control line coupled to a processing device, the control
line being configured with a switch to trigger an
initiation of a wireless signal;

a waveform pattern generator coupled to the control line;

an rf transmitter coupled to the waveform pattern genera-

tor;

a transmiftting antenna coupled to the rf transmitter;

an rf receiver;

an rf receiving antenna coupled to the rf receiver;

an analog front end comprising a filter;

an analog to digital converter coupled to the analog front

end;

a signal processing device coupled to the analog to digital

converter;

an artificial intelligence module coupled to the signal

processing device, and configured to process informa-
tion associated with a backscattered signal captured
from the rf receiving antenna.

9. The system of claim 8 wherein the plurality of passive
sensors are selected from a group consisting of: a micro-
phone array, a photo diode, a UV sensor, a carbon monoxide
sensor, smoke detector and a pollen sensor.

10. The system of claim 8 wherein the plurality of passive
sensors are selected from a group consisting of: a tempera-
ture sensor, a microwave sensor, a humidity sensor, a
vibration sensor, an acceleration sensor, a rotation sensor,
and a magnetic sensor.

11. The system of claim 8 further comprising a feedback
interface comprising a speaker to communicate with the
human target.
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12. The system of claim 8 wherein the rf transmitter emits
an rf signal having an rf frequency of 10 GzHz and below,
around 24 GHz, and 77 GHz and above.

13. The system of claim 8 wherein the information is
associated with a status factor selected from a group con-
sisting of: motion of the human target, a location of the
human target, an environmental status, an open door, a
closed door, an open window, or other environmental char-
acteristic.

14. The system of claim 13 wherein the information is
selected from a group consisting of: a vital sign, a heart rate,
a respiration rate, a location of the human target, and an
activity of the human target.

15. A system for monitoring and detecting an activity of
a human target, the system comprising:

a hub comprising a sensor array, the sensor array com-
prising: a plurality of passive sensors, the plurality of
passive sensors being spatially disposed in spatial
region of a living area; a wireless backscattering detec-
tion system comprising:

a control line coupled to a processing device, the control
line being configured with a switch to trigger an
initiation of a wireless signal;

a waveform pattern generator coupled to the control line;

an rf transmitter coupled to the waveform pattern genera-
tor;

a transmitting antenna coupled to the rf transmitter;

an rf receiver;

an rf receiving antenna coupled to the rf receiver;

an analog front end comprising a filter;

an analog to digital converter coupled to the analog front
end;

a signal processing device coupled to the analog to digital
converter;

an artificial intelligence module coupled to the signal
processing device, and configured to process informa-
tion associated with a backscattered signal captured
from the rf receiving antenna;

a mobile node coupled to the hub and configured to
communicate to the hub;

a plurality of mini nodes coupled to the hub and each of
the mini nodes configured to communicate to the hub.

16. The system of claim 15 wherein the plurality of
passive sensors are selected from a group consisting of: a
microphone array, a photo diode, a UV sensor, a carbon
monoxide sensor, smoke detector and a pollen sensor.

17. The system of claim 15 wherein the plurality of
passive sensors are selected from a group consisting of: a
temperature sensor, a microwave sensor, a humidity sensor,
a vibration sensor, an acceleration sensor, a rotation sensor,
and a magnetic sensor.

18. The system of claim 15 further comprising a feedback
interface comprising a speaker to communicate to the human
target.

19. The system of claim 15 wherein the rf transmitter
emits an rf signal having an rf frequency of 10 GzHz and
below, around 24 GHz, and 77 GHz and above.

20. The system of claim 15 wherein the information is
associated with an activity selected from a group consisting
of: motion of the human target, a location of the human
target, an environmental status, an open door, a closed door,
an open window, a heart rate or a respiration rate.
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21. The system of claim 15 wherein the transmitting
antenna comprises a plurality of rf transmitting antenna, and
the rf receiving antenna comprises a plurality of rf receiving
antenna.
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