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LOCALIZED MONITORING

TECHNICAL FIELD

[0001] This document relates to receiving and processing
signals during cardio-pulmonary resuscitation (CPR) treat-
ment. This document further relates to establishing a local-
ized, patient-specific network for communication of informa-
tion from one or more sensors to a computing device.

BACKGROUND

[0002] Sudden cardiac arrest (colloquially “heart attack™)
is a frequent cause of death. One treatment for cardiac arrest
is quick and competent chest compressions to keep blood
flowing through a patient’s heart. Along with chest compres-
sions, a rescuer may ventilate the patient by either exhaling
into the patient’s mouth or nose or utilizing a device that
pushes air into the patient’s lungs. Rescuers, in particular
untrained rescuers, may benefit from feedback about perfor-
mance of the CPR. Additionally, doctors or other healthcare
workers such as emergency medical technicians (EMTs) may
benefit from information about the patient’s medical status
during a rescue attempt. As such, it can be beneficial to gather
information related to the patient status and/or performance
of CPR from sensors.

SUMMARY

[0003] This document describes a system and method in
which physiological monitors (e.g., sensors) associated with
a patient use local communication for high speed low power
communications. The monitors form a mesh network and
communicate with a central computing device such as a
defibrillator to gather information about the patient and/or the
rescue attempt. In order to protect patient privacy and ensure
the correct patient-specific wireless network is joined, joining
the mesh network is restricted to authorized devices. In some
examples, access to the wireless network can be provided
only after successful completion of an authentication process
in which one or more signals are transmitted via human body
communication (HBC) where the patient’s body is used as a
transmission medium. Using the patient’s body as a transmis-
sion medium ensures that various sensors joining the network
are associated with the same patient.

[0004] Inoneaspect,a system includes a sensor configured
to be placed in contact with the skin of a patient, an ECG lead
configured to be placed in contact with the skin of the patient,
and a computing device. The computing device is configured
to establish a localized, patient-specific wireless network,
perform an authentication process by sending multiple sig-
nals between the sensor and the computing device with at
least one of the signals being transmitted between the sensor
and the ECG lead using the patient’s body as the conductive
medium, and subsequent to the authentication process, enable
the sensor to send and receive signals via the wireless net-
work.

[0005] In another aspect, a medical system for providing
electromagnetic stimulation of a patient includes an elec-
tronic interface configured to receive data from one or more
sensors, an ECG lead configured to be placed in contact with
the skin of the patient, and a computing device. The comput-
ing device is configured to establish a localized, patient-
specific wireless network, perform an authentication process
by sending one or more signals to the sensor and receiving
one or more signals from the sensor, with at least one of the
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signals being transmitted between the sensor and the ECG
lead using the patient’s body as the conductive medium, and
subsequent to the authentication process, enable the sensor to
send and receive signals via the wireless network.

[0006] Embodiments can include one or more of the fol-
lowing.
[0007] The computing device can be further configured to

initiate the authentication process based on a request to join
the wireless network received from the sensor.

[0008] The configurations to perform the authentication
process can include configurations to perform a handshaking
routine during which at least one of the signals is transmitted
using the patient’s body as the conductive medium.

[0009] The wireless network can be a body area network.
[0010] The wireless network can be a mesh network.
[0011] In some additional aspects, a sensor device include

awireless transceiver configured to communicate with acom-
puting device via a localized, patient-specific wireless net-
work, a contact configured to be placed in contact with the
skin of a patient, and a device configured to perform an
authentication process by sending one or more signals to a
computing device and receiving one or more signals from the
computing device, with at least one of the signals being trans-
mitted between the contact of the sensor and an ECG lead
using the patient’s body as the conductive medium. The
device is further configured to join the patient-specific wire-
less network subsequent to the authentication process.

[0012] Embodiments can include one or more of the fol-
lowing.
[0013] The sensor can be further configured to initiate the

authentication process by sending to the computing device a
request to join the wireless network.

[0014] The configurations to perform the authentication
process can include configurations to perform a handshaking
routine during which at least one of the signals is transmitted
using the patient’s body as the conductive medium.

[0015] The wireless network can be a body area network.
[0016] The wireless network can be a mesh network.
[0017] The sensor can be configured to monitor at least one

of blood pressure, temperature, respiration rate, blood oxy-
gen level, end tidal carbon dioxide level, pulmonary function,
and blood glucose level.

[0018] Insome additional aspects, a method for providing a
patient-specific wireless network includes establishing, by a
computing device associated with a defibrillator, a wireless
network, performing an authentication process that includes
sending multiple signals between a sensor and the computing
device with at least one of the signals being transmitted using
the patient’s body as the conductive medium, and subsequent
to the authentication process, enabling the sensor to send and
receive signals via the wireless network.

[0019] Embodiments can include one or more of the fol-
lowing.
[0020] The method can also include, prior to performing

the authentication process, receiving, at the computing device
from the sensor, a request to join the wireless network.
[0021] Performing the authentication process can include
performing a handshaking routine during which at least one
of the signals is transmitted using the patient’s body as the
conductive medium.

[0022] Performing the authentication process can include
confirming that the sensor is in contact with the patient.
[0023] Sending the multiple signals with at least one of the
signals being transmitted using the patient’s body as the con-
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ductive medium can include sending at least one signal from
the sensor, through the patient’s body, and to an ECG lead.

[0024] The wireless network can be a body area network.
[0025] The wireless network can be a mesh network.
[0026] The wireless network can be a localized, patient-

specific network.

[0027] The sensors can include one or more sensors con-
figured to monitor at least one of blood pressure, temperature,
respiration rate, blood oxygen level, end tidal carbon dioxide
level, pulmonary function, and blood glucose level.

[0028] The method can also include securing one or more
ECG leads to the body of the patient and securing the sensor
to the body of the patient.

[0029] The details of one or more embodiments are set
forth in the accompanying drawings and the description
below. Other features and advantages will be apparent from
the description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

[0030] FIG. 1 illustrates caregivers using a system for
responding to an emergency medical condition.

[0031] FIG. 2 illustrates multiple caregivers responding to
a mass casualty event.

[0032] FIGS. 3A and 3B show communication paths
between a sensor and computing device.

[0033] FIG. 4 is a flow chart of a process to join a patient-
specific network.

[0034] FIGS. 5 and 6 show exemplary authentication pro-
cesses.
[0035] Like reference symbols in the various drawings

indicate like elements.

DETAILED DESCRIPTION

[0036] Referring to FIG. 1, at a rescue scene 100, a car-
egiver 104 performs cardiopulmonary resuscitation (CPR) on
a victim or patient 102 (the terms are used interchangeably
here to indicate a person who is the subject of intended or
actual CPR and related treatment, or other medical treat-
ment), such as an individual who has apparently undergone
sudden cardiac arrest. The caregiver 104 may be, for instance,
a civilian responder with limited or no training in lifesaving
techniques; a first responder, such as an emergency medical
technician (EMT), police officer, or firefighter; or a medical
professional, such as a physician or nurse. The caregiver 104
may be acting alone or may be acting with assistance from
one or more other caregivers, such as a partner EMT 106.
[0037] In this illustration, the caregivers 104 and 106 can
deploy a defibrillator (such as an automated external defibril-
lator (AED) 108, a professional defibrillator, or another type
of defibrillating apparatus) and multiple sensors 120, 122,
124, 126 for monitoring the patient and/or the rescuer. The
sensors 120, 122, 124, 126 communicate wirelessly with the
defibrillator 108 (or other computing device) over a patient-
specific, localized network.

[0038] Exemplary sensors can include sensors to monitor
heart rate and/or to generate electrocardiographs (“EGG’s”).
Heart rate and ECG sensors can be included in pads 110 of the
defibrillator. Additional sensors gather other information
about the patient’s status and communicate wirelessly with
the defibrillator 108. Such sensors may monitor, detect, treat
and/or derive or calculate blood pressure, temperature, respi-
ration rate, blood oxygen level, end-tidal carbon dioxide
level, pulmonary function, blood glucose level, and/or
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weight. Since the sensors (e.g., sensors 120, 122, 124, 126)
communicate wirelessly with the defibrillator 108, the num-
ber of wires surrounding the patient can be reduced. Reducing
the number of wires can be advantageous, for example, when
transporting or moving the patient. Additionally, it can be
quicker and/or easier to deploy multiple sensors when the
caregiver does not have to untangle or route wiring to the
defibrillator 108.

[0039] In order to provide wireless communication
between the multiple sensors and the central computing
device (e.g., defibrillator 108 or another computing device
such as a portable computer), a local area network is estab-
lished. The network is designed to be patient-specific, such
that only devices/sensors involved in the monitoring and
treatment of the patient are included in the wireless network.
The network can take the form of an ad hoc, self-configuring,
self-healing network such as a mesh network. Wireless mesh
networks are multi-hop systems in which devices assist each
other in transmitting packets through the network, especially
in adverse conditions. Such ad hoc networks may be imple-
mented with minimal preparation, and they can provide a
reliable, flexible system that can be extended to many devices
(e.g., the network can support multiple sensors associated
with the patient and the caregivers).

[0040] Inawireless mesh network, multiple nodes cooper-
ate to relay a message to its destination. The mesh topology
enhances the overall reliability of the network, which is par-
ticularly important when operating in harsh industrial envi-
ronments. Like the Internet and other peer-to-peer router-
based networks, a mesh network offers multiple redundant
communications paths throughout the network. If one link
fails for any reason (including the introduction of strong RF
interference), the network automatically routes messages
through alternate paths. In a mesh network, the distance
between nodes can be shortened, which dramatically
increases the link quality. A network may be a self-configur-
ing and self-healing network. A network may not require a
system administrator to tell it how to get a message to its
destination. A mesh network can be self-organizing and does
not require manual configuration. Because of this, adding
new sensors or relocating existing sensors is as simple as
turning the sensor on. The network can discover the new node
and automatically incorporate it into the existing system/
network.

[0041] In systems such as those described herein where
various sensors communicate wirelessly with a central com-
puting device, such as the defibrillator, it is important to
ensure that the sensors are paired with the correct central
computing device. For example, as shown in FIG. 2, at the
scene of a mass casualty or mass rescue event, there can be
multiple different patients 202, 250. It is essential that the
sensors for a particular patient are correctly paired with the
computing device or defibrillator associated with that patient.
For example, sensors, 204 and 208, which are used to monitor
the status of patient 202 should be wirelessly connected with
the central computing element in defibrillator 210 while the
sensors 254 and 264 used to monitor the status of patient 250
should be wirelessly connected to the central computing ele-
ment in defibrillator 260. If, for example, the sensors 204 and
208 associated with patient 202 were instead mistakenly
wirelessly connected to defibrillator 260, the information
used to analyze the status of victim 250 could be compro-
mised. In an extreme case, if patient 202 regained blood
circulation and breathing and the sensors were mistakenly
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connected to the defibrillator 260, defibrillator 260 could
erroneously instruct the rescuer 256 to discontinue adminis-
tration of CPR on victim 250. In another example, if ECG
information were erroneously transmitted to an incorrectly
matched defibrillator, the defibrillator could erroneously
shock a victim whose heart rhythm was non-shockable. In
order to prevent such detrimental situations, it is important to
ensure that the sensors are paired with the correct central
computing device.

[0042] Additionally, it is important that the sensors are
correctly paired with an appropriate central computing device
to ensure that confidential patient data is not disseminated to
an unintentional recipient. Correct pairing of the sensors and
the computing device ensures that patient-specific data is only
received by those authorized to view and use such informa-
tion.

[0043] Correct pairing of a sensor with the patient-specific,
localized network occurs when the sensor is connected to the
wireless network. More particularly, the pairing occurs dur-
ing an initialization process includes authentication of the
sensor to join the network. This authentication process is
designed to ensure that a sensor s, in fact, associated with the
patient prior to enabling the sensor to join the wireless net-
work for the patient.

[0044] FIGS.3A and 3B show signal paths used to establish
and provide a signal transmission path between a sensor and
a computing device. After initialization, the sensor 304 com-
municates with the computing device 314 wirelessly (FIG.
3B). As described above, is important to ensure that the sensor
304 is associated with the correct patient (and thereby asso-
ciated with the correct computing device 314). In some
examples, network membership can be based at least in part
on signals that are sent across the body of the patient 306 (e.g.,
FIG. 3A). Sending signals across the body of the patient 306,
e.g., using the patient’s body as the conductor, ensures that
the sensor is in contact with the same patient as the pads of the
defibrillator, thereby confirming that they sensor is connect-
ing to the correct patient-specific network.

[0045] More particularly, a sensor 304 is in contact with the
surface of a patient’s body 306 and ECG pads 310 are also in
contact with the surface of the patient’s body 306. The ECG
pads 310 are connected via a wired connection 312 to the
computing device 314 such as a defibrillator, which provides
a wireless network. Thus, sending an authentication signal
across the patient’s body 306 along signal path 308 estab-
lishes that the sensor 304 is associated with the same patient
as the ECG pads 310 which are connected to computing
device 314.

[0046] The authentication signal can be any signal used
during the process of confirming that the sensor should be
granted access to the wireless network 330 established for the
patient. It is not necessary that all signals used during authen-
tication process be sent via the patient’s body. Rather, send-
ing/receiving at least one signal over the patient’s body is
sufficient to confirm that the sensor is in contact with the
patient and should be allowed to access the patient-specific
network. Once the authentication signal has been sent using
the body as the conductor, then other signals can be sent
wirelessly via a wireless network 330 using transmitters/
receivers in wireless modules 302 and 316 of sensor 304 and
computing device 314, respectively (FIG. 3B).

[0047] FIG. 4 shows an exemplary process for establishing
a wireless network associated with a patient and enabling
sensors or other devices capable of wireless communication
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to join the wireless network for the patient. The process
includes securing ECG leads to a patient and connecting the
leads to a computing device such as a computing device
included in a defibrillator (400).

[0048] Subsequent to attaching the ECG leads, a wireless
network is established to provide a local or body area network
in the vicinity of the patient (401). The network can take the
form of an ad hoc, self-configuring, self-healing network
such as a MESH network.

[0049] Sensors or other monitoring devices associated with
the patient are subsequently deployed (402). These sensors
and monitoring devices are configured to communicate using
a wireless protocol with the computing device. However,
prior to communicating wirelessly with the computing device
the sensors and monitoring devices must join the established
wireless network associated with the patient.

[0050] The sensors and other monitoring devices can join
the wireless network by completing an authentication process
such as a handshake process. In general, handshaking is an
automated process of negotiation that dynamically sets
parameters of a communications channel established
between two entities before normal communication over the
channel begins. It follows the physical establishment of the
channel and precedes normal information transfer. Hand-
shaking makes it possible to connect relatively heterogeneous
systems or equipment over a communication channel without
the need for human intervention to set parameters. While such
handshaking could occur via the wireless communication
channel, and the methods described herein, at least a portion
ofthe handshaking signals are sent using the patient’s body as
the transmission medium (404). Sending at least one of the
handshaking signals using the patient’s body has the trans-
mission medium confirms that the sensor is joining the cor-
rect wireless network, i.e. the wireless network associated
with the patient that the sensor is monitoring.

[0051] The sensor or other monitoring device joins the
wireless network based at least in part on the information
received during the handshaking procedure (406). After join-
ing the wireless network, additional exchange of data
between the sensor or monitoring device and the computing
device occurs via the wireless network (408).

[0052] FIG. 5 shows an exemplary signaling process used
to authenticate a sensor for a particular wireless network and
to send and receive data between the sensor and the comput-
ing device. The exemplary signaling process utilizes a three-
way handshake to perform the authentication. At least a por-
tion of the three-way handshake occurs using the human body
as the transmission medium to authenticate the sensor. After
authentication, data is sent between the sensor and the com-
puting device via a wireless network.

[0053] More particularly, in order to establish the connec-
tion, the sensor sends the computing device a “synchronize”
(SYN) message 502 with its own sequence number. The
computing device receives the synchronize message using the
body transmission medium. Thus, the computing device will
only receive the synchronize message if the sensor is in physi-
cal contact with the patient.

[0054] Next, the computing device which provides the
wireless network replies with a synchronize-acknowledg-
ment (SYN-ACK) message with its own sequence number
and acknowledgement number which the sensor receives. In
the example shown in FIG. 5, this signal is also sent using the
body as a transmission medium. In other examples, since at
least one signal has already been received using the body as a
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transmission medium, the synchronize-acknowledgment sig-
nal can be sent over the wireless transmission medium.
[0055] Upon receiving the synchronize-acknowledgment
signal, the sensor replies with an acknowledgment message
with acknowledgement number (506). The computing device
receives acknowledgment message with the acknowledge-
ment number (to which the computing device doesn’t need to
reply). The acknowledgment message with the acknowledge-
ment number is sent using the body as a transmission
medium. In other examples, since at least one signal has
already been received using the body as a transmission
medium. The acknowledgement number can be sent over the
wireless transmission medium.

[0056] After the handshaking procedure has been com-
pleted, further signals are sent and received between the sen-
sor and the computing device via the wireless network (e.g.,
signals 508, 510). Thus, the data collected by the sensor
during a rescue attempt is sent via the wireless network.
Additionally, data sent to the sensor during the rescue attempt
is sent via the wireless network.

[0057] In the example described above, the signals for the
handshake are each sent using the body as a transmission
medium. However, it is not necessary for all of the signals
during a handshake procedure to be sent using the body as the
transmission medium. Rather, it is only necessary for one of
the signals in the handshake process to be sent using the body
as atransmission medium in order to establish that the sensor
is connected to the same patient as the patient for which the
wireless network is associated. For example, the sensor could
always send signals via the wireless transmission medium
(which may require a lower voltage for transmission) and the
acknowledgment signal from the computing device could be
sent via the body.

[0058] FIG. 6 shows another exemplary signaling process
used to authenticate a sensor for a particular wireless network
and to send and receive data between the sensor and the
computing device. The authentication relies on at the Exten-
sible Authentication Protocol, or EAP, which is an authenti-
cation framework frequently used in wireless networks and
Point-to-Point connections. Examples of EAP protocols
include the IEEE 802.11 (WiFi) the WPA and WPA?2 stan-
dards which have adopted IEEE 802.1X with five EAP types
as the official authentication mechanisms. In the methods
described herein, at least one of the signals transmitted during
the EAP authentication process used to access a network
associated with a particular patient is transmitted using the
patient’s body as the conductive medium over which the
signal travels to confirm that the sensor should be associated
with the patient.

[0059] To initiate authentication the computing device
periodically transmits EAP-Request Identity frames to a spe-
cial Layer 2 address on the local network segment using the
patient’s body as the transmission medium (602). The sensor
which has been placed in contact with the patient’s skin
listens on this address, and on receipt of the EAP-Request
Identity frame (602) it responds with an EAP-Response Iden-
tity frame containing an identifier for the supplicant such as a
User 1D (604). This signal can be sent via the wireless net-
work. A negotiation then begins (e.g., an EAP negotiation),
EAP Requests and Responses are sent between the comput-
ing device and the sensor (606, 608) until the computing
device responds with either an EAP-Success message (610),
or an EAP-Failure message (not shown). If authentication is
successful, the computing device allows access for the sensor
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to the wireless network (e.g., a port to the “authorized” state
and normal traffic is allowed).

[0060] A number of embodiments have been described.
Nevertheless, it will be understood that various modifications
can be made without departing from the spirit and scope of the
processes and techniques described herein. In addition, the
logic flows depicted in the figures do not require the particular
order shown, or sequential order, to achieve desirable results.
In addition, other steps can be provided, or steps can be
eliminated, from the described flows, and other components
can be added to, or removed from, the described systems.
Accordingly, other embodiments are within the scope of the
following claims.

What is claimed is:
1. A system comprising:
a sensor configured to be placed in contact with the skin of
a patient;
an ECG lead configured to be placed in contact with the
skin of the patient; and
a computing device connected to the ECG lead and con-
figured to:
establish a localized, patient-specific wireless network;
perform an authentication process by sending multiple
signals between the sensor and the computing device
with at least one of the signals being transmitted
between the sensor and the ECG lead using the
patient’s body as the conductive medium; and
subsequent to the authentication process, enable the sen-
sor to send and receive signals via the patient-specific
wireless network.
2. A medical system for providing electromagnetic stimu-
lation of a patient, comprising:
an electronic interface configured to receive data from one
Or more sensors;
an ECG lead configured to be placed in contact with the
skin of the patient; and
a computing device connected to the ECG lead and con-
figured to:

establish a localized, patient-specific wireless network;

perform an authentication process by sending one or
more signals to the sensor and receiving one or nore
signals from the sensor, with at least one of the signals
being transmitted between the sensor and the ECG
lead using the patient’s body as the conductive
medium; and

subsequent to the authentication process, enable the sen-
sor to send and receive signals via the patient-specific
wireless network.

3. The system of claim 2, wherein the computing device is
further configured to initiate the authentication process based
on a request to join the wireless network received from the
Sensor.

4. The system of claim 2, wherein the configurations to
perform the authentication process comprise configurations
to perform a handshaking routine during which at least one of
the signals is transmitted using the patient’s body as the
conductive medium.

5. The system of claim 2, wherein the wireless network
comprises a body area network.

6. The system of claim 2, wherein the wireless network
comprises a mesh network.
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7. A sensor, comprising:
a wireless transceiver configured to communicate with a
computing device via a localized, patient-specific wire-
less network;
acontact configured to be placed in contact with the skin of
a patient; and
amodule configured to:
perform an authentication process by sending one or
more signals to a computing device and receiving one
or more signals from the computing device, with at
least one of the signals being transmitted between the
contact of the sensor and an ECG lead connected to
the computing device using the patient’s body as the
conductive medium; and

subsequent to the authentication process, join the
patient-specific wireless network.

8. The sensor of claim 7, wherein the sensor is further
configured to initiate the authentication process by sending,
to the computing device, a request to join the wireless net-
work.

9. The sensor of claim 7, wherein the configurations to
perform the authentication process comprise configurations
to perform a handshaking routine during which at least one of
the signals is transmitted using the patient’s body as the
conductive medium.

10. The sensor of claim 7, wherein the wireless network
comprises a body area network.

11. The sensor of claim 7, wherein the wireless network
comprises a mesh network.

12. The sensor of claim 7, wherein the sensor is configured
to monitor at least one of blood pressure, temperature, respi-
rationrate, blood oxygen level, end tidal carbon dioxide level,
pulmonary function, and blood glucose level.

13. A method for providing a patient-specific wireless net-
work, the method comprising:

establishing, by a computing device associated with a
medical system for providing electromagnetic stimula-
tion of a patient, the patient-specific wireless network;

performing an authentication process that includes sending
multiple signals between a sensor and the computing
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device with at least one of the signals being transmitted
using the patient’s body as the conductive medium; and
subsequent to the authentication process, enabling the sen-
sor to send and receive signals via the wireless network.

14. The method of claim 13, further comprising, prior to
performing the authentication process receiving, at the com-
puting device from the sensor, a request to join the wireless
network.

15. The method of claim 13, wherein performing the
authentication process comprises performing a handshaking
routine during which at least one of the signals is transmitted
using the patient’s body as the conductive medium.

16. The method of claim 13, wherein performing the
authentication process comprises confirming physical con-
tact between the sensor and the patient.

17. The method of claim 13, wherein sending the multiple
signals with at least one of the signals being transmitted using
the patient’s body as the conductive medium comprises send-
ing at least one signal from the sensor, through the patient’s
body, and to an ECG lead.

18. The method of claim 13, wherein the wireless network
comprises a body area network.

19. The method of claim 13, wherein the wireless network
comprises a mesh network.

20. The method of claim 13, wherein the wireless network
comprises a localized, patient-specific network.

21. The method of claim 13, wherein the sensors comprise
one or more sensors configured to monitor at least one of
blood pressure, temperature, respiration rate, blood oxygen
level, end tidal carbon dioxide level, pulmonary function, and
blood glucose level.

22. The method of claim 13, further comprising:

securing one or more ECG leads to the body of the patient;

and

securing the sensor to the body of the patient.

23. The method of claim 13, wherein the medical system
for providing electromagnetic stimulation of a patient com-
prises a defibrillator.
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