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(7) ABSTRACT

A self-administered tamper-evident drug detection system.
The system includes a biometric detection surface for each
of a user’s right and left hands, configured to identify the
user and prevent tamper by continuously capturing biomet-
ric information from each of the user’s right and left hands
while the system is administering a drug detection test. The
system further includes a collection device to administer the
drug detection test by exposing a sample collection device to
a user’s mouth to collect a saliva sample.
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SELF-ADMINISTERED TAMPER-EVIDENT
DRUG DETECTION

TECHNICAL FIELD

[0001] The present disclosure relates to the field of self-
administered drug detection systems and methods. More
specifically, the present disclosure relates to self-adminis-
tered drug detection systems that are tamper evident.

BACKGROUND

[0002] Drug detection plays an important role in law
enforcement or criminal justice, employment and other
settings. For example, many companies require new
employees to successfully complete drug screening prior to
beginning work at a particular place of employment. Some
employers require successful drug screening on an ongoing
basis.

[0003] In aspects of law enforcement and criminal justice,
drug or alcohol monitoring or detection systems are used in
a variety of contexts. In some contexts, individuals are
required to complete drug testing prior to being checked into
a prison or other detainment location. In other contexts,
individuals who were arrested for violations related to drugs
or alcohol, such as driving while inebriated, possession and
use of narcotics, or other illegal substances, are required to
complete a probationary period after being released from
prison or confinement. The probationary period will often
have requirements related to the prohibition of drug and
alcohol use. Recurrent drug screening or monitoring are
often required to enforce the restrictions during the proba-
tion period.

[0004] While there are a variety of alcohol testing devices
available commercially, and fewer available drug-testing
systems, in order to reduce cost of administering drug tests,
it is important to have a system that can monitor whether or
not the individual providing a test sample is the individual
being monitored. Improvements in options for self-admin-
istered drug-detection systems would be welcomed.

SUMMARY

[0005] The present disclosure provides a variety of advan-
tages over existing technical solutions. For example, a
device consistent with the present disclosure can be self-
administered and does not require supervision by a test
administrator or law enforcement official during administra-
tion. The present disclosure allows for local analysis and
data capture, and transmission to a remote server or storage
mechanism, which provides a system that is self-contained,
mobile and portable.

[0006] In one aspect, the present disclosure includes a
self-administered tamper evident drug detection system. The
system includes a biometric detection surface, for each of a
user’s right and left hands, configured to identify the user
and prevent tamper by continuously capturing biometric
information from each of the user’s right and left hands
while the system is administering a drug detection test. The
system further includes a collection device to administer the
drug detection test by exposing a sample collection device to
a user’s mouth to collect a saliva sample.

[0007] In another aspect, the present disclosure includes a
method of administering a drug detection test. The method
includes providing a self-administered tamper-evident drug
detection system, the system comprising a biometric detec-
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tion surface for each of a user’s right and left hands and a
collection device. The method further includes requiring a
user to place each of their right and left hands on the
biometric detection surfaces and continuously capturing
biometric information from each of the user’s right and left
hands. The method also includes administering a drug
detection test by exposing a sample collection device to a
user’s mouth to collect a saliva sample while the biometric
information is being continuously captured.

BRIEF DESCRIPTION OF DRAWINGS

[0008] The following figures provide illustrations of the
present disclosure. They are intended to further describe and
clarify the disclosure, but not to limit the scope of the
disclosure to the illustrated configurations.

[0009] FIG. 1 is an exemplary self-administered tamper-
evident drug detection system.

[0010] FIG. 2 is an exemplary self-administered tamper-
evident drug detection system showing a sample collection
device.

[0011] FIG. 3 is a block diagram of components within a
tamper-evident drug-detection system.

[0012] FIG. 4 is a flow chart illustrating a test process for
the drug detection system.

[0013] FIG. 5 is a flow chart illustrating the steps of
administering a test.

[0014] FIG. 6 is a flow chart illustrating a continuous
biometrics validation process.

[0015] FIG. 7 is a flow chart illustrating a standby process
prior to beginning the test process.

[0016] Like numbers are generally used to refer to like
components. The figures are not to scale and are for illus-
trative purposes only.

DETAILED DESCRIPTION

[0017] FIG. 1 is an exemplary self-administered tamper-
evident drug detection system 10. System 10 includes a
biometric detection surface 14a, 145 for each of user’s right
and left hands, housing 11, camera 12, display 13, collection
device mechanism 16, collection device 20 and stand 17.
[0018] In some configurations, housing 11 contains bio-
metric detection surfaces 14q, 145, camera 12, display 13,
collection device mechanism 16, collection device 20 and
stand 17 in a single, self-supporting structure. This allows
system 10 to be portable and easily relocated and used in a
variety of locations and contexts.

[0019] Camera 12 can be used to capture or record an
image of the user’s face while the system is administering
the drug detection test. In some configurations, the image of
the user’s face can be used to confirm the user’s identity. In
other configurations, the image of the user’s face can be
stored and used as a secondary indicator of tamper if the
biometric detection surfaces show any primary tamper indi-
cation. Camera 12 may be Charge Coupled Device (CCD) or
Complementary Metal-Oxide Semiconductor (CMOS) vari-
eties, color sensing devices or the like.

[0020] Display 13 can be used to display a variety of
information. It can be used to provide step by step instruc-
tions to a user during a registration process. Display 13 can
display instructions to guide a user through a drug detection
testing process. Additionally, display 13 can be used to
display the image collected by camera 12 so that a user
completing a drug detection is able to see the image that is
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captured and associated with that particular test. Display 13
may be Liquid Crystal Display (LCD), Light Emitting Diode
(LED), Plasma Display Panel (PDP), Digital Light Projec-
tion (DLP) varieties, quantum dot, OLED, bi-stable displays
or the like.

[0021] The biometric detection surfaces 14a, 14b can
include a pad on which a user can place a thumb, finger or
hand. The system 10 then captures biometric identification
information, such as the fingerprint, handprint or vein pat-
tern associated with each of the right and left fingers or
hands placed on biometric detection surfaces 14a, 14b.
Additional biometric information that can be captured by
biometric detection surfaces 14a, 145 includes, for example,
galvanic skin response, skin conductivity, pulse and tem-
perature.

[0022] System 10 can be configured to continuously cap-
ture biometric information. The information may be cap-
tured at a range of rates, such as one sample per second, ten
samples per second, 100 samples per second, or any rate
in-between or higher.

[0023] System 10, through biometric detection surfaces
14a, 14b may continuously capture biometric information
during a single or multiple sample periods. For example, the
information may be captured before the user begins to
provide a saliva sample to the device, during the time that
the user provides a saliva sample to the device, after the
completion of the saliva sample collection or during any
other sample period or combination of sample periods.
[0024] Auser’s palm, finger or thumb can be placed on the
surface 14a and 14b. The captured print can be compared
with a print stored in the system 10 or stored remotely and
associated with a particular user. The biometric detection
surfaces 14a, 145 can be configured to identify the user and
prevent tamper by continuously capturing biometric infor-
mation from each of the user’s right and left hands while the
system 10 is administering a drug detection test.

[0025] Biometric information captured by system 10 can
be used to confirm a user’s identity based on pre-registered
information for the user.

[0026] System 10 further includes a collection device 20
to administer the drug detection test by exposing a sample
collection device 20 to a user’s mouth to collect a saliva
sample. Collection device 20 can be normally housed within
housing 11 of system 10 such that a collection device is
exposed to a user during a time period where a user is
instructed or intended to provide a saliva sample. After the
time period or collection of the saliva sample, collection
device 20 can be withdrawn into system 10 to be tested for
indications of drugs or illegal substances. Collection device
20 may be a strip, a vacuum pump or a breath collection
device.

[0027] Collection device mechanism 16 can store multiple
collection devices 20 such that the machine can perform
multiple drug detection tests for a single or multiple indi-
viduals and store the used collection devices until system 10
is restocked. System 10 can be periodically restocked so that
used collection devices 20 are removed and the stock of
collection devices 20 in system 10 is replenished.

[0028] System 10 may also include an integrated process-
ing component configured to confirm the user’s identity
during a time period over which biometric information is
continuously collected and to analyze the saliva sample for
the presence of drugs. An integrated processing component
may also be configured to only confirm the user’s identity
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based on an initial sample or shortened sample period, and
after confirming identity based on initial sample period, the
processing component may then detect a continuous sample,
such that the collected biometric information does not
change beyond predefined parameters during the remainder
of the sample period.

[0029] A user’s identity can be confirmed based on pre-
registered information for the user, such that there is a match
between stored identification information associated with
the user and the identification information collected by
system 10. Identification information can be stored locally
on system 10 or remotely on a remote server or processor.
[0030] FIG. 2 is an exemplary self-administered tamper-
evident drug detection system 10 showing a sample collec-
tion device mechanism 16. System 10 includes a biometric
detection surface 14a, 145 for each of user’s right and left
hands, housing 11, camera 12, display 13, and collection
device mechanism 16. As shown in FIG. 2, collection device
mechanism 16 can be accessed through an opening created
by removing an exterior portion of housing 11. Collection
device mechanism 16 can store a cartridge 22 of individual
collection devices 20 that can be exposed to a user by
ejecting the collection device 20 through an opening in
housing 11. Collection device mechanism 16 can then
mechanically retract the individual collection device to
perform an initial test on the saliva collected by the indi-
vidual collection device.

[0031] In some configurations where a strip is used as a
collection device, each strip may be preprinted with a unique
barcode to allow tracking of samples collected and further
analysis of specific samples if required.

[0032] FIG. 3 is a block diagram of components within a
tamper-evident drug-detection system 30. System 30
includes a number of components, including biometric unit
31, sample unit 35, processor 34 and communication unit 38.
Biometric unit 31 includes a biometric detection device 32
and biometric analysis device 33. Biometric detection
device 32 collects identifying biometric information from a
user. For example, biometric detection device 32 may collect
identifying biometric information such as a vein pattern,
palm or finger print. It may also collect information such as
temperature, pulse and liveness. Biometric analysis device
33 can analyze the identifying biometric information col-
lected. Analysis can include matching for purposes of iden-
tification, verification of liveness, and/or sensing of anoma-
lies in any of the detected items.

[0033] Sample unit 35 includes sample collection device
36 and sample analysis 37. Sample collection device 36 can
be a variety of devices including a collection material
attached to lateral flow strips, swab, pump or any other
desired devices. Sample analysis device 37 analyzes the
collected sample. The analysis performed by sample analy-
sis device 37 can be either a preliminary or final analysis.
For example, sample analysis device 37 may analyze
whether there are any prohibited substance indicators in the
collected sample. If there are prohibited substance indica-
tors, then the collected sample may be subjected to further
analysis inside system 30 or may be analyzed further exter-
nally.

[0034] Processor 34 controls system 30. It can store infor-
mation related to individuals who are registered to use
system 30, such as a user profile. A user profile may include
information such as reference facial scans, finger or palm
prints, vein patterns, previous drug test results, baseline
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pulse and temperature data and contact or other demo-
graphic information for the user. Processor 34 also controls
sample unit 35 and biometric unit 31, and may perform the
processing required by sample unit 35 or biometric unit 31.
Processor 34 can authenticate identification based on facial
scans or biometric identification information. Processor 34
can perform an enrollment process for a new user. Processor
34 can communicate with an external system or server via
communication unit 38. Processor may be configured to
send an alarm to an external system based on input from
tamper evident intrusion devices in the system. Communi-
cation unit 38 may enable a variety of types of communi-
cation including wired and wireless connections, including
WiFi, Bluetooth, cellular, or through a traditional landline
connection.

[0035] FIG. 4 is a flow chart 40 illustrating a test process
for the drug detection system. While the test process shown
is one exemplary process for a system consistent with the
present disclosure to perform, a variety of other processes or
a modification of the described process are within the scope
of the present invention and will be apparent to one of skill
in the art upon reading the present disclosure. Test process
40 begins with facial scan 41. Facial scan 41 can be
conducted by a camera as shown in FIG. 1. After the facial
scan 41 is complete, the system determines whether the
subject is in the local database 42 by comparing and match-
ing the facial scan to any stored image. In step 42, if the
subject is not in the local database, the system launches an
enrollment process 43. The enrollment process 43 results in
an invalidated test result,

[0036] If the subject is in the local database, then in step
44, the device gathers biometric information, including
identifying biometric information. In some instances, this
may be vein patterns, fingerprints or palm prints.

[0037] In step 45, the system compares the collected
identifying biometric information, such as a fingerprints or
palm prints, and to locally stored biometric information of
the same type. If the collected and stored biometric infor-
mation do not match, the system registers a validation failure
in step 47. In the case of a validation failure due to a
mismatch of collected and stored identifying biometric
information, the system initiates an alert process in step 49.
The alert process includes providing a local alert to the
subject, including an audible or visible alert, and providing
a remote alert by wired or wireless means to a remote server
or other responsible individual such as a parole officer.
[0038] Ifthe collected and stored biometric information do
match in step 45, the system then administers the test in step
46. Administering the test is discussed in greater detail in
FIG. 5. If the results of the test are positive, the user may be
instructed or required to complete additional testing at
another location, such as at a drug testing agency. In other
instances, the user may be instructed to complete a second
test with the system. The system may also initiate the alert
process in step 49. If the results of the test are not positive,
the system completes or ends the test. The system also ends
the test upon completion of the alert process in step 49. After
the test is completed, the user profile may be updated and
results are transmitted back to an external system. In some
instances, the results may be displayed to the user.

[0039] FIG. 5 is a flow chart 50 illustrating the steps of
administering a test as mentioned in step 46 in FIG. 4. In step
51, the system begins a continuous test and verification
subprocess. While the subprocess in step 51 is running, the
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system moves to step 52 where it provides access to a saliva
strip to a user. The system does this by exposing a portion
of the saliva strip to the user while the strip is being secured
in place by the system. A user cannot pick up or move the
strip because their hands are required to be in contact with
the biometric detection surfaces during the test. After access
to a saliva strip is provided to a user, the systems collects a
saliva sample by receiving a sample deposited on the strip by
a user by the user placing their mouth over the strip, and
most preferably placing the strip under their tongue. The
display can instruct the user in the steps of providing a
sample. In some instances, the user may have to leave the
strip in their mouth for a minimum period of time. The
period of time can be displayed by the display to provide
guidance to the user. In another configuration, the device
may use sensors to determine when sufficient saliva has been
collected for testing, and the user may be notified that they
may release the strip from their mouth when enough saliva
has been collected. In step 54, the system retracts the saliva
strip. This ends a user’s access to the saliva strip by
containing the strip within the system. After the strip is
retracted, in step 55, the system ends the continuous test and
verification subprocess. The continuous test and verification
subprocess is running during the entire time the saliva strip
is exposed to a user. In step 56, the system terminates the test
and provides results. The results are provided to the system
processor, which then queries whether the results are posi-
tive, as described in step 48 of FIG. 4.

[0040] The saliva sample may be analyzed to produce
results through a variety of methods. These methods include
configurations such as sensing the presence of a drug or drug
metabolite using a chemical reaction colorimetrically, fluo-
rimetrically, luminetrically, or a combination thereof. The
presence of drugs may also be identified by sensing the
presence of the drug or drug metabolite coupled to a
compound having an affinity to the drug. More specifically,
the system may sense the presence of the drug or a drug
metabolite coupled to a compound by an antigen-antibody
interaction. In some configurations, the antigen-antibody
interaction may be an immunoassay. In some configurations,
the system may sense the presence of at least two different
drugs in the saliva. And in other instances, a lateral flow
device may be used to collect saliva and a sensor for sensing
the presence of drugs or alcohol may be part of the lateral
flow device. Details of drug detection are discussed, for
example, US Published Patent Application 20130006068,
incorporated herein by reference.

[0041] While FIG. 5 shows a particular sequence of steps
for administering the test based on use of a saliva strip to
collect a saliva sample, other types of collection devices and
variations in the process described in FIG. 5 are within the
scope of the present disclosure and will be apparent to an
individual of skill in the art upon reading the present
disclosure.

[0042] FIG. 6 is a flow chart 60 illustrating a continuous
biometrics validation process that can be used for verifying
identity through fingerprints or palm prints. In step 61, the
system determines whether a test is in progress. If there is no
test in progress, the system reverts to a standby process as
shown in step 62 and illustrated in further detail in FIG. 7.
If there is a test in progress, the system moves to step 63,
where it begins to continuously capture biometric informa-
tion from both biometric detection surfaces. Continuously
capturing information includes sampling the biometric
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information. Details of a technique to capture and compare
biometric information are described, for example, in U.S.
Pat. No. 7,616,788 to Hsieh et al incorporated herein by
reference. The sampling rate may vary depending on the
configuration, but may be in the range of 10-100 samples per
second. The continuous monitoring of both biometric detec-
tion surfaces ensures that a user must maintain contact
between both hands and these surfaces. This prevents a user
from using their hands to tamper or otherwise alter or
substitute the saliva sample or test results.

[0043] After the system begins continuously monitoring
both biometric detection surfaces in step 63, the system
validates the detected biometrics in step 64. Validating the
biometrics can include a variety of checks, including con-
firming that the user’s fingers or palms are present without
a discontinuity on either biometric detection surface. It can
include checking to see if there is an abnormality in the
image frames. It can monitor for anomaly in temperature,
pulse and liveness. It can also include other checks to ensure
that the biometric information detected on the reader and
used to confirm a user’s identity has not changed.

[0044] In the case that the biometrics are validated in step
64, and the test is still in progress, the system loops to
continuously monitor and validate the biometrics. In the
case that the biometrics are not validated in step 64, the
system invalidates the current test in step 65.

[0045] FIG. 7 is a flow chart 70 illustrating a standby
process prior to beginning the test process. When the system
is in a standby mode 71 during the standby process as shown
in step 62 in FIG. 6, the system checks to see whether it
detects the presence of a user by detecting a finger or palm
on the biometric detection surface in step 72. If no finger or
palm is detected, the system reverts to standby mode 71
where it periodically makes the same check. If a finger or
palm is detected, the system enters the test process 73. The
test process is shown in further detail in FIG. 4.

[0046] The techniques of this disclosure may be imple-
mented in a wide variety of computer devices, such as
servers, laptop computers, desktop computers, notebook
computers, tablet computers, hand-held computers, smart
phones, and the like. Any components, modules or units
have been described to emphasize functional aspects and do
not necessarily require realization by different hardware
units. The techniques described herein may also be imple-
mented in hardware, software, firmware, or any combination
thereof. Any features described as modules, units or com-
ponents may be implemented together in an integrated logic
device or separately as discrete but interoperable logic
devices. In some cases, various features may be imple-
mented as an integrated circuit device, such as an integrated
circuit chip or chipset. Additionally, although a number of
distinct modules have been described throughout this
description, many of which perform unique functions, all the
functions of all of the modules may be combined into a
single module, or even split into further additional modules.
The modules described herein are only exemplary and have
been described as such for better ease of understanding.
[0047] Ifimplemented in software, the techniques may be
realized at least in part by a computer-readable medium
comprising instructions that, when executed in a processor,
performs one or more of the methods described above. The
computer-readable medium may comprise a tangible com-
puter-readable storage medium and may form part of a
computer program product, which may include packaging
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materials. The computer-readable storage medium may
comprise random access memory (RAM) such as synchro-
nous dynamic random access memory (SDRAM), read-only
memory (ROM), non-volatile random access memory
(NVRAM), electrically erasable programmable read-only
memory (EEPROM), FLASH memory, magnetic or optical
data storage media, and the like. The computer-readable
storage medium may also comprise a non-volatile storage
device, such as a hard-disk, magnetic tape, a compact disk
(CD), digital versatile disk (DVD), Blu-ray disk, holo-
graphic data storage media, or other non-volatile storage
device.

[0048] The term “processor,” as used herein may refer to
any of the foregoing structure or any other structure suitable
for implementation of the techniques described herein. In
addition, in some aspects, the functionality described herein
may be provided within dedicated software modules or
hardware modules configured for performing the techniques
of this disclosure. Even if implemented in software, the
techniques may use hardware such as a processor to execute
the software, and a memory to store the software. In any
such cases, the computers described herein may define a
specific machine that is capable of executing the specific
functions described herein. Also, the techniques could be
fully implemented in one or more circuits or logic elements,
which could also be considered a processor.

[0049] Variations on the present disclosure will be appar-
ent to one of skill in the art upon reading the present
disclosure, and are intended to be included within the scope
of the present disclosure. For example, a variety of elec-
tronic components may be used as a controlled switching
module or microcontroller.

What is claimed is:

1. A self-administered tamper-evident drug detection sys-
tem comprising:

a biometric detection surface for each of a user’s right and
left hands, configured to identify the user and prevent
tamper by continuously capturing biometric informa-
tion from each of the user’s right and left hands while
the system is administering a drug detection test;

a collection device to administer the drug detection test by
exposing a sample collection device to a user’s mouth
to collect a saliva sample.

2. The drug detection system of claim 1, wherein the

system is contained in a single housing.

3. The drug detection system of claim 1, wherein the
continuously captured biometric information is captured at a
rate of 10-100 samples per second.

4. The drug detection system of claim 1, wherein the
biometric information is biometric identification informa-
tion.

5. The drug detection system of claim 4, wherein the
biometric identification information includes at least one of:
a fingerprint, a handprint, and a vein pattern.

6. The drug detection system of claim 1, wherein the
biometric information includes at least one of a galvanic
skin response, skin conductivity, pulse, temperature, and
liveness.

7. The drug detection system of claim 1, further compris-
ing a camera to record an image of the user’s face while the
system is administering the drug detection test.

8. The drug detection system of claim 1, further compris-
ing an integrated processing component configured to con-
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firm the user’s identity during the time period and to analyze
the saliva sample for the presence of drugs.
9. The drug detection system of claim 1, wherein the
biometric detection surface continuously captures biometric
information during two sample periods.
10. The drug detection system of claim 1, wherein the
sample collection device is at least one of a strip, a vacuum
pump, and a breath collection device.
11. The drug detection system of claim 1, wherein a user’s
identity is confirmed based on pre-registered information for
the user.
12. A method of administering a drug detection test
comprising:
providing a self-administered tamper-evident drug detec-
tion system, the system comprising a biometric detec-
tion surface for each of a user’s right and left hands and
a collection device;

requiring a user to place each of his right and left hand on
the biometric detection surfaces and continuously cap-
turing biometric information from each of the user’s
right and left hands;

administering a drug by exposing a sample collection

device to a user’s mouth to collect a saliva sample
while the biometric information is being continuously
captured.
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13. The method of claim 12, wherein the continuously
captured biometric information is captured at a rate of
10-100 samples per second.

14. The method of claim 12, wherein the biometric
information is biometric identification information.

15. The method of claim 14, wherein the biometric
identification information includes at least one of: a finger-
print, a handprint, and a vein pattern.

16. The method of claim 12, wherein the biometric
information includes at least one of pulse, temperature, and
liveness.

17. The method of claim 12, further comprising recording
an image of the user’s face while administering the drug
detection test.

18. The method of claim 12, further comprising confirm-
ing the user’s identity during a sample time period during
which the saliva sample is being collected and the analyzed
for the presence of drugs.

19. The method of claim 12, wherein the sample collec-
tion device is at least one of a strip, a vacuum pump and a
saliva detection device.

20. The method of claim 12, further comprising confirm-
ing that a user is a pre-registered user.
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