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/- 101

ACQUIRE PPG SIGNALS FROM ONE OR MORE LIVING BEINGS

/ 102

PERFORM ONE OR MORE BIOMETRIC AUTHENTICATION
ALGORITHMS THAT INCLUDE AN ALGORITHM THAT REMOVES
MOTION ARTIFACTS FROM THE ACQUIRED PPG SIGNALS

FIG. 10
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PERFORM A PEAK DETECTION ALGORITHM THAT DETECTS PEAKS IN
THE ACQUIRED PPG SIGNALS

Y

PERFORM AN OUTLIER ELIMINATION ALGORITHM THAT REMOVES
OUTLIER PEAKS

DETERMINES THE SIZE OF THE WINDOW TO BE USED FOR
SAMPLING

v

PERFORM A TEMPLATE EXTRACTION ALGORITHM THAT EXTRACTS
TEMPLATES USING THE SAMPLING WINDOW

Y

PERFORM TEMPLATE LENGTH NORMALIZATION ALGORITHM TO
NORMALIZE THE EXTRACTED TEMPLATES TO A PRESELECTED
LENGTH

Y

PERFORM TEMPLATE AVERAGING ALGORITHM THAT AVERAGES THE
NORMALIZED EXTRACTED TEMPLATES TO OBTAIN RESPECTIVE
ENSEMBLE AVERAGED TEMPLATES FOR EACH LIVING BEING TO BE
AUTHENTICATED

* 113
PERFORM A WINDOW-SIZE DETERMINATION ALGORITHM THAT /_

* /— 117
PERFORM FEATURE EXTRACTION ALGORITHM TO EXTRACT
FEATURES FROM THE RESPECTIVE ENSEMBLE AVERAGED
TEMPLATES

* 118
PERFORM AN AUTOENCODER ALGORITHM TO ASSOCIATE THE /-
FEATURES WITH THE RESPECTIVE LIVING BEINGS TO BE
AUTHENTICATED

FIG. 11
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SYSTEMS AND METHODS FOR
PERFORMING BIOMETRIC
AUTHENTICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a U.S. nonprovisional applica-
tion that claims priority to, and the benefit of the filing date
of, U.S provisional application Ser. No. 62/753,581, filed on
Oct. 31, 2018, entitled “SYSTEMS AND METHODS FOR
PERFORMING  BIOMETRIC AUTHENTICATION,”
which is hereby incorporated by reference herein in its
entirety.

TECHNICAL FIELD

[0002] The present invention generally relates to biomet-
rics, and more particularly, to systems and methods for
performing biometric authentication.

BACKGROUND

[0003] A variety of approaches exist for performing bio-
metric authentication, which is authentication based on
images of human biometric features, such as fingerprints, the
iris and palm veins, for example. Each of the known
approaches has distinct advantages, but also significant
defects. Authentication methods based on fingerprint images
are the most widely adopted methods of biometric authen-
tication, and are employed in most smart phones. Such
methods utilize scanned images of fingerprints, which can
be acquired using many different types of equipment, and
features that are extracted from the scanned images. The
extracted features are encoded into unique sequences for
different users.

[0004] One problem associated with fingerprint authenti-
cation systems is that, because they are based on image
recognition, live-tissue verification is a major drawback. In
other words, with only a small amount of tampering to the
system, one can use an image (e.g., a photograph) of an
authorized user’s fingerprint for the authentication proce-
dure. There is no way for the system to distinguish between
a real fingerprint and an image of the fingerprint. The second
problem is that fingerprints are easy to duplicate. Software
exists that can extract fingerprints from an image of the
finger acquired from a particular viewpoint. This largely
undermines the security of the authentication system.
Another problem is that the system may not recognize the
authorized user’s fingerprint if the finger is wet or stained,
which can lead to the need for regular submissions of new
data.

[0005] Iris image authentication systems and methods are
very accurate compared to other biometric authentication
systems and methods. Such systems and methods involve
the use of specific feature extraction algorithms to extract
features from images of the iris. During the authentication
process, unique patterns in a scanned iris image are com-
pared to features extracted from the authorized user’s iris.
One of the problems associated with such systems is that the
processing time for the comparison is longer than that of
other authentication methods due to the complex nature of
the image feature patterns. Another problem associated with
such systems is that they are very expensive. Yet another
problem associated with such systems is the aforementioned
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live-tissue verification problem, i.e., the system cannot dis-
cern the difference between a real iris and an image of an
iris.

[0006] Palm vein image authentication is a relatively new
type of biometric authentication. The image is captured
using a near-infrared (NIR) camera. The features are
extracted from the acquired images and then compared to
the stored features of the authorized users. The main prob-
lem with this approach is the aforementioned live-tissue
verification problem.

[0007] Biometric authentication techniques based on pho-
toplethysmogram (PPG) signals have been proposed for
many years. PPG signals are signals acquired using non-
invasive methods such as pulse oximetry. A pulse oximeter
illuminates the skin and measures a change in light absorp-
tion between the emitted light and the reflected light. Com-
pared to the other biometric authentication approaches
described above, PPG signals are relatively easy to acquire,
relatively difficult to duplicate, and can be adaptively
updated. These qualities make PPG signals well suited for
biometric authentication. However, most of the proposed
PPG authentication techniques utilize fiducial features,
which are time-domain-based features, resulting in perfor-
mance that is less than ideal and not very robust.

[0008] A need exists for a biometric authentication system
that overcomes the problems associated with the known
biometric authentication methods and systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The example embodiments are best understood
from the following detailed description when read with the
accompanying drawing figures. It is emphasized that the
various features are not necessarily drawn to scale. In fact,
the dimensions may be arbitrarily increased or decreased for
clarity of discussion. Wherever applicable and practical, like
reference numerals refer to like elements.

[0010] FIG. 1 is a block diagram of the PPG signal-based
authentication system in accordance with a representative
embodiment.

[0011] FIG. 2 is a plot of signal amplitude as a function of
number of samples that shows an example of detected peaks
12-22 of a segment of a signal.

[0012] FIG. 3 is a plot of signal amplitude as a function of
number of samples for a plurality of templates obtained for
user k (top portion) and a plot of the ensemble averaged
template for user k (bottom portion).

[0013] FIGS. 4A and 4B graphically illustrate the scaling
functions at time t=0.5 and 1.0, respectively, and FIGS. 4C
and 4D graphically illustrate the wavelet functions of GHM
multiwavelets at t=0.5 and 1.0, respectively.

[0014] FIG. 5 is a block diagram of an example of a level
2 discrete multiwavelet decomposition process represented
by the multiwavelet decomposition block shown in FIG. 1.
[0015] FIG. 6 is a block diagram of an example of the
MLP block shown in FIG. 1 with one hidden layer.

[0016] FIG. 7 is a graph of FRR/FAR as a function of
threshold value that shows the results for the average
FAR/FRR plot over 100 random epochs.

[0017] FIG. 8 is a graph of false positive rate vs. true
positive rate and shows the receiver operation characteristics
(ROC) curve for the user identification over 100 epochs.
[0018] FIG. 9 is a graph of the identification accuracy vs.
training signal length for the system 1 shown in FIG. 1.
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[0019] FIG. 10 is a flow diagram that illustrates the
method for performing biometric authentication in accot-
dance with a representative embodiment.

[0020] FIG. 11 is a flow diagram that illustrates the steps
represented by block 102 of FIG. 10 in accordance with a
representative embodiment.

DETAILED DESCRIPTION

[0021] Representative embodiments described herein are
directed to a biometric authentication system and method
that are based on PPG signals acquired using non-invasive
methods, such as pulse oximetry, for example. As indicated
above, compared to the other biometric authentication
approaches described above, PPG signals are relatively easy
to acquire, relatively difficult to duplicate, and can be
adaptively updated, which are qualities that make them well
suited for biometric authentication. However, PPG signals
are often corrupted by motion artifacts (MAs) due to the
unique measurement technique, i.e., placement of a sensor
close to the skin. Embodiments described herein overcome
the MA issue to provide a PPG-based biometric authentica-
tion solution that is robust and that can be implemented
relatively easily and cost effectively.

[0022] In accordance with a representative embodiment,
PPG signals are acquired, filtered by a relatively simple
filtering algorithm and then processed by an MA removal
algorithm that tailors the PPG signals to remove MA from
the PPG signals prior to using them for authentication.
[0023] In accordance with a representative embodiment,
after the MA removal algorithm has been performed, a
number of templates of the same length are extracted for
each individual, or subject, to be authenticated. The
extracted templates for each individual are then combined
into one single template, which results in one template for
each authorized user. Subsequent to generating the tem-
plates, a multiwavelet decomposition algorithm is per-
formed on the templates to convert them into a sequence of
feature numbers. The feature numbers are used as an input
for a machine learning architecture. The training data for
each individual is measured in a relatively short period of
time, while the testing data is measured in an even shorter
period of time, which makes it comparable in authentication
speed with other biometric systems and methods.

[0024] Experiments were carried out using publicly-avail-
able data on forty-two subjects and using data on three
subjects measured by the inventors with an oximeter. The
overall performance was found to be comparable to other
biometric authentication systems and superb (less than 1%
of false rejection and false acceptance rate) compared to the
existing methods and systems for PPG-based authentication
in terms of both the accuracy of the authentication and the
length of data required.

[0025] Besides the relatively ease of implementation and
the robustness of the authentication system and method
disclosed herein, PPG signals can be used to simultaneously
achieve continuous authentication and health status moni-
toring. These features are not available with any other
biometric authentication systems and methods.

[0026] A few representative embodiments of the system
and method that provide such an EA solution will now be
described with reference to FIGS. 1-9, in which like refer-
ence numerals represent like components, elements or fea-
tures. It should be noted that features, elements or compo-
nents in the figures are not intended to be drawn to scale,
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emphasis being placed instead on demonstrating inventive
principles and concepts. It should be noted that the inventive
principles and concepts are not limited to the representative
embodiments described herein, as will be understood by
those of skill in the art in view of the description provided
herein.

[0027] In the following detailed description, for purposes
of explanation and not limitation, exemplary, or represen-
tative, embodiments disclosing specific details are set forth
in order to provide a thorough understanding of inventive
principles and concepts. However, it will be apparent to one
of ordinary skill in the art having the benefit of the present
disclosure that other embodiments according to the present
teachings that are not explicitly described or shown herein
are within the scope of the appended claims. Moreover,
descriptions of well-known apparatuses and methods may be
omitted so as not to obscure the description of the exemplary
embodiments. Such methods and apparatuses are clearly
within the scope of the present teachings, as will be under-
stood by those of skill in the art. It should also be understood
that the word “example,” as used herein, is intended to be
non-exclusionary and non-limiting in nature.

[0028] The terminology used herein is for purposes of
describing particular embodiments only, and is not intended
to be limiting. The defined terms are in addition to the
technical, scientific, or ordinary meanings of the defined
terms as commonly understood and accepted in the relevant
context.

[0029] Theterms “a,” “an” and “the” include both singular
and plural referents, unless the context clearly dictates
otherwise. Thus, for example, “a device” includes one
device and plural devices. The terms “substantial” or “sub-
stantially” mean to within acceptable limits or degrees
acceptable to those of skill in the art. For example, the term
“substantially parallel to” means that a structure or device
may not be made perfectly parallel to some other structure
or device due to tolerances or imperfections in the process
by which the structures or devices are made. The term
“approximately” means to within an acceptable limit or
amount to one of ordinary skill in the art. Relative terms,
such as “over,” “above,” “below,” “top,” “bottom,” “upper”
and “lower” may be used to describe the various elements’
relationships to one another, as illustrated in the accompa-
nying drawings. These relative terms are intended to encom-
pass different orientations of the device and/or elements in
addition to the orientation depicted in the drawings. For
example, if the device were inverted with respect to the view
in the drawings, an element desctibed as “above” another
element, for example, would now be below that element.

[0030] Relative terms may be used to describe the various
elements’ relationships to one another, as illustrated in the
accompanying drawings. These relative terms are intended
to encompass different orientations of the device and/or
elements in addition to the orientation depicted in the
drawings.

[0031] The term “memory” or “memory device”, as those
terms are used herein, are intended to denote a non-transi-
tory computer-readable storage medium that is capable of
storing computer instructions, or computer code, for execu-
tion by one or more processors. References herein to
“memory” or “memory device” should be interpreted as one
or more memories or memory devices. The memory may, for
example, be multiple memories within the same computer
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system. The memory may also be multiple memories dis-
tributed amongst multiple computer systems or computing
devices.

[0032] A “processor,” “processing device,” or “processing
logic,” as those terms are used herein, encompass at least
one electronic device that is configured to perform one or
more processing algorithms that process signals. The elec-
tronic device(s) may perform the algorithm(s) in hardware,
software or firmware, or a combination thereof. References
herein to a system comprising “a processor” or “a processing
device” or “processing logic” should be interpreted as one or
more processors or processing cores. The processor may, for
instance, be a multi-core processor. A processor may also
refer to a collection of processors within a single computer
system or distributed amongst multiple computer systems.
The term “computer,” as that term is used herein, should be
interpreted as possibly referring to a single computer or
computing device or to a collection or network of computers
or computing devices, each comprising a processor or pro-
cessors. Instructions of a computer program can be pet-
formed by a single computer or processor or by multiple
processors that may be within the same computer or that
may be distributed across multiple computers.

[0033] Because motion artifacts (MAs) can cause serious
problems in PPG signal processing, the detection and elimi-
nation (or mitigation) of MAs are important when PPG
signals are used to measure biological information. In accor-
dance with a representative embodiment, the method
includes an MA detection method having three major stages:
(i) optimal window-size determination, (ii) short-time vari-
ance extraction, and (iii) transition detection.

[0034] Usually the PPG signal waveforms appear to be
very different across subjects. Therefore, using a subject-
independent window-size (constant short-time window-
length) is non-optimal when one needs to subsequently
acquire robust variance features. In fact, the optimal win-
dow-size should be “subject-dependent,” which means it
should depend on the individual subject’s signal character-
istics. In accordance with a representative embodiment, an
unsupervised (no training is necessary) subject-dependent
window-size determination technique is used to search for
the “optimal” window-size. In accordance with a represen-
tative embodiment, a robustness feature, referred to herein
as a short-time variance, is utilized for MA detection
because the associated computational burden is very light.
The transition points (at which there appears to be a change
from the regular signal to the motion artifact, or vice versa)
can thus be located by comparing the short-time variances
with an appropriate threshold.

[0035] Once the artifact intervals are spotted accordingly,
the corresponding artifact signal data can be tailored (miti-
gated or eliminated completely from the original (raw)
signal waveform by employing the aforementioned MA
removal algorithm. In accordance with a representative
embodiment, the MA removal algorithm comprises the
following. The short-time variance is the underlying feature
for motion-artifact detection. The short-time variance, which
is a function of window-size, M, can be formulated as the
result from a mapping from the original PPG signal
sequence x(n), n=0, 1, 2. .. . :

<

yietds
) Ty Mm), me0, 1,2, .., o)
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where

e+ M—1 )

Yﬁl (m)E —— [x{rn) - }Z[ (m)}z’

—M-1

n=my

n denotes the original signal sample index, m denotes the
sliding-window index, p denotes the window forward size,
and

[0036] The manner in which the optimal window size M
may be determined will be presented next. According to
previous experience of the inventors in ultrasonic signal
processing, a nonlinear program can be facilitated to find the
optimal window size M. The “smoothness” of the variance
sequence YPM(m) is the objective function while the “com-
pact-support” requirement corresponds to the nonlinear con-
straint. The compact-support requirement implies a steep-
transitioned variance sequence YHM(m). A kurtosis function
%[YHM(m)] can be used to define such a constrained optimi-
zation problem. Define

Y “)
=S XV’

ML) lom= D+ 1p. ©)

[0n = D+ 1 =0T ps k=2, 4. ©

m

AL
=

The kurtosis of the short-time variances YPM(m) can be
formulated as:
JAL. ™

wly, M) =

Note that p,, sequence in Eq. (4) can satisfy the probability
axioms. It has been proved that %[YHM(m)] is p-multiple-shift
invariant. That is, one can start a sliding window to sample
data at any time instant and the optimal window-size will
remain the same. In other words, the present method is
resilient against the onset ambiguity.

[0037] Define the kurtosis-sensitivity with respect to M as
Y () = Y2M ()| ®)
fis " "
S(M)émwelix 7Yﬁ/l =
[0038] According to Egs. (1)-(8), the optimal window-size

M can thus be determined from the following nonlinear
program:

MPP'=max(M)
subject to
S0)<0, ©)

where @ is a pre-set upper-bound for the kurtosis-sensitivity
constraint function. After the optimal window-size is deter-
mined according to Eq. (9), the detection of motion artifacts
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can take place thereby. After the detection of segments
pertinent to motion artifacts is carried out throughout the
entire PPG signal sequence, we denote the collection of the
detected transition-points (the occasions of the transitions
from the regular signal to a motion artifact and vice versa)
by {[t,, T, ] [ty T, - - -5 [t T]s - - - }- Thus, we can represent
the 1”’ detected motlon amfact 51gnal segment Q(n) by

Q_(n)det{ x(n), r=n=<T, (10

0, elsewhere

Note that when Q,(n)=x(n), the corresponding signal
samples carry “useless” information (or no measurement
should be taken at the corresponding time instant n). There-
fore, the “tailored” signal sequence x'(n) can be expressed as

©(n) E x01)-2,Q,(n). an

[0039] If we convert (tailor) x(n) to x'(n), the original
waveform of the PPG signal can be preserved, but other
existing spectrum-based methods fail to do so. When x'(n)
=0, the PPG signal is tailored or eliminated, such zero-
valued signal samples x'(n) should be thrown out without
any further use. That is, one should “stop” sampling the
motion-artifact segments because no accurate information
can be extracted from those data. Henceforth, the tailored
signal sequence x'(n) can be further processed for the fast
SpO, computation in addition to the heart-beat rate tracking
and other relevant physiological information-retrieval.

PPG Signal Based Authentication

[0040] FIG. 1 is a block diagram of the PPG signal-based
authentication system 1 in accordance with a representative
embodiment. The system 1 comprises a simple filter block 2,
a template extraction block 3, a multiwavelet decomposition
block 5, a training data block 6, a testing data block 7. an
autoencoder block 9 and a user label block 11. The blocks
2-11 represent respective algorithms that may be performed
in hardware, software, firmware, or a combination thereof.
For illustrative purposes, it will be assumed that the algo-
rithms are implemented in software, firmware, or a combi-
nation thereof, executed by one or more computers or
processors. The computer code for such algorithms may be
stored in one or more suitable non-transitory computer-
readable mediums, such as solid state memory, magnetic
storage, optical storage, or a combination thereof.

[0041] Sub-block 3a of block 3 represents the aforemen-
tioned MA removal algorithm. As indicated above, in accor-
dance with this representative embodiment, after the MAs
have been removed or at least mitigated in the manner
described above, the signal is further processed to extract
templates for the machine learning algorithm. In accordance
with a representative embodiment, the template extraction
process includes five parts, namely, peak detection 3b,
outlier elimination 3¢, window-size determination 34, tem-
plate extraction 3e and template length normalization 3f. It
should be noted, however, that a variety of configurations
other than what is shown in block 3 may be used to perform
MA removal and template extraction, as will be understood
by one of skill in the art in view of the description provided
herein.

[0042] After the template extraction processing has been
performed, a multiwavelet decomposition algorithm, repre-

Apr. 30,2020

sented by block 5, preferably is performed on the extracted
templates to obtain extracted multiwavelet coeflicients. The
extracted multiwavelet coeflicients are used as the input
feature for an autoencoder, which is a multilayer perceptron
(MLP) in accordance with a representative embodiment. It
should be noted, however, that autoencoders other than an
MLP are suitable for use in the system 1.

[0043] Denoting the set of all authorized users as K ={1,
2,3, ,k ..., K} and the tailored signal for each
authorized user as X (n) the ' can be dropped from Eq. (11)
for the simplicity of expression. In accordance with an
embodiment, the peak detection algorithm 34 is performed
using the derivative-based method, although a variety of
peak detection algorithms may be used for this purpose. A
peak for the tailored signal of authorized user k, denoted as
p5i=1,2,3,. .., is defined as the point where the sign of
the derlvatlve of the signal changes from positive to nega-
tive. The derivative-based method usually performs well
when the noise level of the signal is relatively low. Other-
wise, many spurious peaks may be found. PPG signals are
less noisy compared to other real-life signals because the
noise can be easily removed by a bandpass filter with
passband frequency from 5 Hz to 40 Hz, which may be
employed in the filtering block 2. Thus, derivative-based
peak finding fits very well in this situation. Though the
employed peak finding is rather accurate, in order to elimi-
nate any possible outliers, an outlier elimination algorithm
preferably is carried out by block 3¢ to remove the undesired
peaks caused by various factors. An outlier is a spurious
peak having a value that is significantly larger than the
median absolute deviation (MAD), which is defined as:

MAD=median(lp/-median(P")), i=1, 2,3 . . ., p, (12)

where P*<{p,*, p,*, .. ., p,*} and p is the total number of
peaks. FIG. 2 is a plot of signal amplitude as a function of
number of samples that shows an example of detected peaks
12-22 of a segment of a signal.

[0044] After the true peaks are detected, one needs to
extract the template, which is the signal segment that con-
tains each pulsatile waveform. The extraction window size
for authorized user k, W¥, is calculated as the average of the
difference between successive peaks, which can be
expressed as follows

p
Z p;+1

i=1

,i=1,2.....p,

‘t:l>—-

where [-] is the round up operation. Since the window size
AF varies from individual to individual, the templates are
normalized by interpolation (sub-block 3f) to have a uniform
input for the multiwavelet feature extraction. A linear inter-
polation strategy preferably is employed here to normalize
all the templates to have a length of 512.

[0045] Now one can extract many templates for authorized
user k, denoted as T*={T % T, ..., T,}}, from the
corresponding tailored signal x*(n). The ensemble average
of all the templates is calculated using Eq. (14).
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[0046] The ensemble averaged template T% is used as the
final input data for the multiwavelet feature extraction that
is input to block 5 of FIG. 1. FIG. 3 shows a plot of signal
amplitude as a function of number of samples for a plurality
of templates obtained for user k (top portion 31) and a plot
of the ensemble averaged template for user k (bottom
portion 32). For exemplary purposes, all of the templates
have been normalized to the length 512 by linear interpo-
lation.

[0047] After the templates are successfully extracted, the
multiwavelet decomposition algorithm 5 (FIG. 1) is
employed to extract the features from the input ensemble
averaged templates. Wavelet decomposition is a popular
technique for feature extraction in biomedical signals since
it is easy to implement and capable of providing good
time-frequency information. In accordance with a represen-
tative embodiment, Geronimo-Hardin-Massopust (GHM)
multiwavelets are used as the mother wavelets. Compared to
conventional scalar wavelets, the multiwavelet system offers
more superior performance in both approximation and
reconstruction, compared to the conventional scalar wavelet
systems. In the present case, the multiwavelet decomposi-
tion does not require the signal length to be power of 2 while
it is a necessity in the wavelet decomposition. Besides, the
multiwavelet decomposes the signal into two sets of coef-
ficients, which provides more features and more refined
approximation of the original signal.

[0048] FIGS. 4A and 4B graphically illustrate the scaling
functions at time t=0.5 and t=1.0, respectively, and FIGS. 4C
and 4D graphically illustrate the wavelet functions of GHM
multiwavelets at t=0.5 and 1.0, respectively. The scaling
functions are denoted by ¢ and the wavelet functions are
denoted by w. Similar to the scalar wavelet, the multiwave-
lets have to satisfy the dilation equations expressed as
follow:

PO=Z,CIRIO-k), (19

Wy=2,DIkIp(2t-k), (16)

where ¢(t)=[o, (1), $,(1), . . ., §,(1)] are the scaling function,
W()=[w, (), . ... w. ()] are the wavelet functions, and the
rxr matrices C[k] and D[k] are the lowpass and highpass
filters coeflicients, respectively, for the multiwavelet filter
banks, respectively.

[0049] FIG. 5 is a block diagram of an example of a level
2 discrete multiwavelet decomposition process 5. In FIG. 5,
C and D are the lowpass and highpass filter coeflicients,
respectively, cA; is the level j approximation coefficient
while cD, is the level j detail coeflicients. To get more
decomposition levels, one can repeat the process with the
approximation coeflicients from the previous level. Since in
the multiwavelet scenarios, C and D are matrices instead of
scalars, the input signals are preprocessed. In accordance
with a representative embodiment, repeat sampling is per-
formed, which duplicates the input signal to be a Nxr matrix,
where N is the total length of the original input signal. The
approximation and detail coeflicients are the ultimate input
for the MLP block 9 (FIG. 1).

[0050] The MLP block 9 is used as the machine learning
structure in this representative embodiment. It is a static feed
forward neural network with one or more hidden layers. The
input layer of the MLP block 9 contains the extracted
features, which are the multiwavelet decomposition coefli-
cients. The hidden/output layers contain sets of weights and
bias and an activation function. The weights are updated by
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minimizing the cross-entropy. FIG. 6 is a block diagram of
an example of the MLP block 9 with one hidden layer.

Experiment Setup and Results

[0051] The dataset used to evaluate the performance of the
system 1 shown in FIG. 1 and the associated method is the
IEEE Transactions on Biomedical Engineering (TMBE)
multiparameter respiratory rate dataset, which contains PPG
signals of forty-two subjects from various ages and three
subjects’ data acquired with the system 1. Each of the PPG
signals is eight minutes long and the sample rate used is 300
Hz. The dataset is first separated into authorized users and
unauthorized users, where five subjects are assigned as
authorized while the other forty are the unauthorized users.
For the authorized users, 80% of the data is used for training
while the other 20% is used as the testing set. Level 3
multiwavelet decomposition is employed. Each template
will yield feature vectors with length of 1024.

[0052] The false rejection rate (FRR), false acceptance
rate (FAR) and equal error rate (ERR), which is the point
where FRR is equal to FAR, are used as the criterion for
evaluating the performance of the authentication system 1.
In this experiment, 100 random authorized/unauthorized
split is adpoted and the final result is the average of all 100
epochs. The result is compared with the same strategy, but
using Daubechies wavelet instead of the GHM multiwave-
lets.

[0053] FIG. 7 is a graph of FRR/FAR as a function of
threshold value that shows the results for the average
FAR/FRR plot over 100 random epochs. The best EER is
around 18%. Curves 71 and 72 correspond to the FRR GHM
multiwavelet and Daubechies wavelet results, respectively.
Curves 73 and 74 correspond to the FAR GHM multiwavelet
and Daubechies wavelet results, respectively.

[0054] The system 1 can successfully recognize the autho-
rized user from the unauthorized users. The next step is to
identify each authorized user. FIG. 8 is a graph of false
positive rate vs. true positive rate and shows the receiver
operation characteristics (ROC) curve for the user identifi-
cation over 100 epochs. Curves 81, 82 and 83 are the ROC
curves for the GHM multiwavelet decomposition in accor-
dance with an embodiment, the Daubechies wavelet decom-
position and the known fiducial features method, respec-
tively. FIG. 8 demonstrates the effectiveness of the system 1
and the method, which can reach almost 100% accuracy
even with a small number of training data and even fewer
segments for template averaging.

[0055] Another advantage of the system 1 is that it
requires fewer samples for the training set to achieve accept-
able identification results. FIG. 9 is a graph of the identifi-
cation accuracy vs. training signal length for the system 1
shown in FIG. 1. Curves 91, 92 and 93 correspond the GHM
multiwavelet decomposition approach of the exemplary
embodiment, the Daubechies wavelet approach and the
fiducial features approach, respectively. It can be seen from
FIG. 9 that the method performed by system 1 greatly
outperforms the best existing method when the training data
length is less than 1 minute.

[0056] From the above results, it can be seen that the
system 1 and method are superb compared to the existing
PPG based method (fiducial features) and is comparable
with other biometric authentication systems.

[0057] FIG. 10 is a flow diagram that illustrates the
method for performing biometric authentication in accor-
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dance with a representative embodiment. As indicated by
block 101, PPG signals from one or more living beings. As
indicated by block 102, in processing logic configured to
perform one or more biometric authentication algorithms,
the acquired PPG signals are processed to perform biometric
authentication of the living being(s), where at least one of
the algorithm(s) is an MA removal algorithm that removes
or at least mitigates MAs from the acquired PPG signals
when performing biometric authentication.
[0058] FIG. 11 is a flow diagram that illustrates the steps
represented by block 102 of FIG. 10 in accordance with a
representative embodiment. As indicated by block 111, a
peak detection algorithm that detects peaks in the acquired
PPG signals is performed after the MA removal algorithm
has removed or at least mitigated MAs from the acquired
PPG signals. As indicated by block 112, an outlier elimina-
tion algorithm is then performed that removes outlier peaks
from the peaks detected by the peak detection algorithm. As
indicated by block 113, a window-size determination algo-
rithm is performed that determines a size of a window to be
used to sample the acquired PPG signals” peak amplitudes.
As indicated by block 114, a template extraction algorithm
is performed that extracts templates from the acquired PPG
signals using the window size determined by the window-
size determination algorithm. As indicated above, the tem-
plate extraction algorithm extracts a plurality of templates
for each living being to be authenticated. As indicated by
block 115, a template length normalization algorithm is
performed that normalizes the extracted templates to a
preselected length. As indicated by block 116, a template
averaging algorithm is performed that averages the normal-
ized extracted templates associated with each living being to
be authenticated to obtain a respective ensemble averaged
template for each respective living being to be authenticated.
[0059] After the ensemble averaged templates have been
obtained, a feature extraction algorithm is performed that
extracts at least one respective feature from each respective
ensemble averaged template, as indicated by block 117. As
indicated above, the feature extraction algorithm preferably
comprises a multiwavelet decomposition algorithm. As indi-
cated by block 118, an autoencoder algorithm is performed
that processes the features to associate each feature with a
respective living being to be authenticated. As indicated
above, the autoencoder algorithm preferably comprises an
MLP algorithm.
[0060] It should be noted that many variations may be
made to the system and method within the scope of the
inventive principles and concepts. For example, although
FIG. 1 shows particular algorithms being used for particular
purposes, other algorithms may be used for these purposes.
In other words, the inventive principles and concepts are not
limited to the representative embodiments described herein
with reference to the figures. Although inventive principles
and concepts have been illustrated and described in detail in
the drawings and in the foregoing description, such illustra-
tion and description are to be considered illustrative or
exemplary and not restrictive. The invention is not limited to
the disclosed embodiments. Other variations to the disclosed
embodiments can be understood and effected by those
skilled in the art, from a study of the drawings, the disclo-
sure, and the appended claims.

What is claimed is:

1. A system for performing biometric authentication com-
prising:
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a signal acquisition device configured to acquire photop-
lethysmogram (PPG) signals from one or more living
beings; and

processing logic configured to perform one or more
algorithms that process the acquired PPG signals to
perform biometric authentication of said one or more
living beings, said one or more algorithms including a
motion artifact (MA) removal algorithm that removes
or at least mitigates MAs from the acquired PPG
signals when performing biometric authentication.

2. The system of claim 1, wherein said one or more
algorithms includes at least a peak detection algorithm that
detects peaks in the acquired PPG signals after the MA
removal algorithm has removed or at least mitigated MAs
from the acquired PPG signals.

3. The system of claim 2, wherein said one or more
algorithms includes at least an outlier elimination algorithm
that removes outlier peaks from the peaks detected by the
peak detection algorithm.

4. The system of claim 3, wherein said one or more
algorithms includes at least a window-size determination
algorithm that determines a size of a window to be used to
sample the acquired PPG signals.

5. The system of claim 4, wherein said one or more
algorithms includes at least a template extraction algorithm
that extracts a template from the acquired PPG signals using
the window size determined by the window-size determi-
nation algorithm.

6. The system of claim 5, wherein said one or more
algorithms includes at least a template extraction algorithm
that extracts a plurality of templates from the acquired PPG
signals for each living being to be authenticated.

7. The system of claim 6, wherein said one or more
algorithms includes at least a template length normalization
algorithm that normalizes the extracted templates to a pre-
selected length.

8. The system of claim 7, wherein said one or more
algorithms includes a template averaging algorithm that
averages the normalized extracted templates associated with
each living being to be authenticated to obtain a respective
ensemble averaged template for each respective living being
to be authenticated.

9. The system of claim 8, wherein said one or more
algorithms includes a feature extraction algorithm that
extracts at least one respective feature from each respective
ensemble averaged template.

10. The system of claim 9, wherein said one or more
algorithms includes an autoencoder algorithm that processes
said at least one respective extracted from the respective
ensemble averaged template with a respective living being
to be authenticated.

11. The system of claim 10, wherein the feature extraction
algorithm comprises a multiwavelet decomposition algo-
rithm.

12. The system of claim 11, wherein the autoencoder
algorithm comprises a multilayer perceptron (MLP) algo-
rithm.

13. A method for performing biometric authentication
comprising:

acquiring photoplethysmogram (PPG) signals from one or
more living beings; and

in processing logic configured to perform one or more
algorithms, processing the acquired PPG signals to
perform biometric authentication of said one or more
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living beings, said one or more algorithms including a
motion artifact (MA) removal algorithm that removes
or at least mitigates MAs from the acquired PPG
signals when performing biometric authentication.

14. The method of claim 13, wherein said one or more
algorithms includes at least a peak detection algorithm that
detects peaks in the acquired PPG signals after the MA
removal algorithm has removed or at least mitigated MAs
from the acquired PPG signals.

15. The method of claim 14, wherein said one or more
algorithms includes at least an outlier elimination algorithm
that removes outlier peaks from the peaks detected by the
peak detection algorithm.

16. The method of claim 15, wherein said one or more
algorithms includes at least a window-size determination
algorithm that determines a size of a window to be used to
sample the acquired PPG signals.

17. The method of claim 16, wherein said one or more
algorithms includes at least a template extraction algorithm
that extracts a template from the acquired PPG signals using
the window size determined by the window-size determi-
nation algorithm.

18. The method of claim 17, wherein said one or more
algorithms includes at least a template extraction algorithm
that extracts a plurality of templates from the acquired PPG
signals for each living being to be authenticated.
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19. The method of claim 18, wherein said one or more
algorithms includes at least a template length normalization
algorithm that normalizes the extracted templates to a pre-
selected length.

20. The method of claim 19, wherein said one or more
algorithms includes a template averaging algorithm that
averages the normalized extracted templates associated with
each living being to be authenticated to obtain a respective
ensemble averaged template for each respective living being
to be authenticated.

21. The method of claim 20, wherein said one or more
algorithms includes a feature extraction algorithm that
extracts a respective set of features from each respective
ensemble averaged template.

22. The method of claim 21, wherein said one or more
algorithms includes an autoencoder algorithm that processes
the sets of features to associate each set of features with a
respective living being to be authenticated.

23. The method of claim 22, wherein the feature extrac-
tion algorithm comptises a multiwavelet decomposition
algorithm.

24. The method of claim 23, wherein the autoencoder
algorithm comprises a multilayer perceptron (MLP) algo-
rithm.
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