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(57) ABSTRACT

Embodiments of the present application provide a vital sign
information determination method, and an identity authen-
tication method and apparatus. The vital sign information
determination method includes: acquiring first biological
feature data collected when an object presses on a biological
feature sensor, the first biological feature data being used to
reflect a body texture feature of the object; parsing a
plurality of pieces of first biological feature data of the
object to acquire second biological feature data, the second
biological feature data being used to reflect a vital sign of a
body of the object; and determining vital sign information of
the body of the object according to the second biological
feature data.
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Acquire one frame of fingerprint feature data collected
according to a predetermined collection rule when a
finger presses on a biological feature sensor, and S51
perform identity authentication according to the
fingerprint feature data /\/

Parse one frame of fingerprint feature data of the finger
to acquire heart rate data of a body of the finger, S52
determine heart rate information of the body of the finger /\/
according to the heart rate data, and perform aliveness
identification for the finger according to the heart rate
information

l S33

Judge whether the identity authentication is successful
according to a result of the identity authentication and a
result of the aliveness identification
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METHOD FOR DETERMINING VITAL SIGN
INFORMATION, IDENTITY
AUTHENTICATION METHOD AND
APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of inter-
national application No. PCT/CN2017/082917, filed on May
3, 2017, which is hereby incorporated by reference in its
entirety.

TECHNICAL FIELD

[0002] Embodiments of the present application relate to
the technical field of identity authentication, and in particu-
lar, relate to a method for determining vital sign information,
an identity authentication method and apparatus.

BACKGROUND

[0003] With introduction of the fingerprint identification
technology to mobile terminals, fingerprint-based unlocking
has replaced password-based unlocking, slide-unlocking
and the like. In this way, unlocking does not need other
operations, but may be simply implemented by a finger in
contact with a sensor. This greatly improves use conve-
nience of the mobile terminals while ensuring security of the
mobile terminals.

[0004] However, mobile terminals generally store a large
amount of personal information, which involves security of
properties and privacies of users. After the mobile terminals
employ fingerprint identification, unauthorized users may
steal fingerprints of the users to fabricate spoof fingerprints,
and crack security systems of the users to obtain user
information in the mobile terminals. This adversely
increases the probability that the fingerprint passwords of
the mobile terminals are cracked, and causes greater threat-
ens to information security of the mobile terminals.

[0005] Accordingly, in the related art, aliveness identifi-
cation is performed by configuring an independent aliveness
identification sensor, that is, the aliveness identification
sensor is provided in addition to the fingerprint sensor.
However, this solution needs two independent sensors,
which increases the implementation cost.

SUMMARY

[0006] Embodiments of the present application are
intended to provide a vital sign information determination
method, an identity authentication method and apparatus, to
at least solve the above technical problem in the related art.
[0007] Embodiments of the present application provide a
vital sign information determination method. The method
includes:

[0008] acquiring first biological feature data collected
when an object presses on a biological feature sensor, the
first biological feature data being used to reflect a body
texture feature of the object;

[0009] parsing a plurality of pieces of first biological
feature data of the object to acquire second biological
feature data, the second biological feature data being used to
reflect a vital sign of a body of the object; and

[0010] determining vital sign information of the body of
the object according to the second biological feature data.
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[0011] Embodiments of the present application provide an
identity authentication method. The method includes:
[0012] acquiring first biological feature data collected
when an object presses on a biological feature sensor, and
performing identity authentication for the object according
to the first biological feature data, the first biological feature
data being used to reflect a body texture feature of the object;
[0013] parsing a plurality of pieces of first biological
feature data of the object to acquire second biological
feature data, determining vital sign information of the body
of the object according to the second biological feature data,
and performing aliveness identification for the object
according to the vital sign information, the second biological
feature data being used to reflect a vital sign of a body of the
object; and

[0014] judging whether the identity authentication is suc-
cessful according to a result of the identity authentication
and a result of the aliveness identification.

[0015] Embodiments of the present application provide a
biological feature sensor. The biological feature sensor
includes: a light source, a sensing array, a biological feature
chip. Light emitted by the light source is reflected by an
object and received by the sensing array to generate first
biological feature data; the biological feature chip is con-
figured to acquire the first biological feature data collected
when the object presses on the biological feature sensor; the
first biological feature data is parsed to determine vital
signal information of a body of the object; where the first
biological feature data is used to reflect a body texture
feature of the object, and the second biological feature data
is used to reflect a vital sign of the body of the object.
[0016] Embodiments of the present application provide an
electronic terminal. The electronic terminal includes the
biological feature sensor as described in any of the above
embodiments.

[0017] In embodiments of the present application, first
biological feature data collected when an object presses on
a biological feature sensor is acquired, where the first
biological feature data is used to reflect a body texture
feature of the object; a plurality of pieces of first biological
feature data of the object is parsed to acquire second
biological feature data, where the second biological feature
data is used to reflect a vital sign of a body of the object; and
vital sign information of the body of the object is determined
according to the second biological feature data. On the
prerequisite of not changing the structure of a conventional
biological feature sensor and configuring an additional alive-
ness identification sensor, the vital sign information may be
conveniently identified by using the same biological feature
sensor, which solves the problem that the implementation
cost is high due to additional configuration of the aliveness
identification sensor when the aliveness identification func-
tion is added, and further implements identity authentication
based on aliveness identification.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 is a schematic flowchart of a method for
determining vital sign information according to an embodi-
ment of the present application;

[0019] FIG. 2a is a schematic structural diagram of a
biological feature sensor according to an embodiment of the
present application;

[0020] FIG. 2b is a schematic structural diagram of a
sensing unit in the biological feature sensor in FIG. 2a;



US 2018/0322328 Al

[0021] FIG. 3 is a waveform diagram obtained according
to fingerprint feature data according to an embodiment of the
present application;

[0022] FIG. 4 is a waveform diagram obtained according
to fingerprint feature data according to an embodiment of the
present application;

[0023] FIG. 5a is a schematic flowchart of an identity
authentication method according to an embodiment of the
present application;

[0024] FIG. 55 is a schematic diagram of a sequence of
scanning sensing units in the identity authentication method
in FIG. Sa;

[0025] FIG. 6a is a schematic flowchart of a method for
determining heart rate information according to an embodi-
ment of the present application; and

[0026] FIG. 65 is a schematic diagram of a scanning
region of sensing units in the heart rate information deter-
mination method in FIG. 6a.

DETAILED DESCRIPTION

[0027] Practice of the present application is described in
detail with reference to drawings and specific embodiments,
such that the practice of addressing the technical problem
using the technical means according to the present applica-
tion and achieving the technical effects may be better
understood and conducted.

[0028] In the embodiments of the present application
hereinafter, description is given using a case that a biological
feature sensor is a fingerprint feature sensor for collecting
fingerprint feature data, second biological feature data is
heart rate data and vital sign information is heart rate
information as an example. It should be noted that, in other
embodiments, the vital sign information may also be other
biological feature data, such as blood oxygen, blood pres-
sure, or the like.

[0029] FIG. 1 is a schematic flowchart of a method for
determining vital sign information according to an embodi-
ment of the present application. As illustrated in FIG. 1, the
method includes the following steps:

[0030] S11: First biological feature data, which is col-
lected when an object presses on a biological feature sensor,
is acquired, where the first biological feature data is used to
reflect a body texture feature of the object.

[0031] In this embodiment, the object may be specifically
a finger, a palm or the like. The biological feature sensor
may be a sensor which operates based on light reflection
principle. As illustrated in FIG. 2a and FIG. 25, the biologi-
cal feature sensor may specifically include a light source 21,
a sensing array (not illustrated in the drawings) and a
biological feature chip 22; the sensing array may include a
plurality of sensing units 23. When the object presses on the
biological feature sensor, light emitted by the light source is
reflected by the object (for example, a finger 24) and then
received by the sensing units 23 in the sensing array. Each
sensing unit in the sensing array may generate a piece of first
biological feature data, and thus a plurality of pieces of first
biological feature data are generated. The biological feature
chip acquires the plurality of pieces of first biological feature
data of the object, which are collected when the object
presses on the biological feature sensor, and parses the
plurality of pieces of first biological feature data of the
object to determine vital sign information of the object. As
illustrated in FIG. 2a, the biological feature sensor may
further include an optical filter 25. The optical filter has a
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filter function, for example, a function of filtering interfer-
ence light contained in the light reflected by the object.
[0032] Specifically, the light emitted by the light source is
irradiated on the object, reflected by the object and then
received by the sensing array; the sensing array converts a
reflected optical signal into an electrical signal. Valley and
ridge textures of a fingerprint or a palmprint result in
different reflections for the light. For example, an optical
signal reflected by the valley has a greater strength and the
corresponding electrical signal is also greater, and an optical
reflected by the ridge has a smaller strength and the corre-
sponding electrical signal is also smaller. Therefore, based
on formation of such differentiated electrical signals, the
plurality of pieces of first biological feature data, which
reflects a texture feature of the object, may be acquired.
[0033] In this embodiment, specifically, the light source
may share an organic light-emitting diode (OLED) light
source of an OLED display screen 26, such that the bio-
logical feature sensor may be directly applied to the OLED
display screen, thereby forming an in-display structure. In
other embodiments, the light source may also be an inde-
pendent light source.

[0034] In addition, the sensing array may be arranged
below the OLED display screen to form an under-display
structure.

[0035] In this embodiment, the plurality of pieces of first
biological feature data collected when the object presses on
the biological feature sensor, which reflects a texture feature
of the object, may be specifically a plurality of pieces of first
biological feature data of the object that are collected when
the object presses on a predetermined region of the biologi-
cal feature sensor. The size of the predetermined region may
be flexibly defined according to actual needs. For example,
the position of the predetermined region may be defined in
a setting option of an electronic terminal.

[0036] In this embodiment, the acquiring the plurality of
pieces of first biological feature data collected when the
object presses on the biological feature sensor, which
reflects the texture feature of the object, may specifically
include: when the object presses on the biological feature
sensor, acquiring the plurality of pieces of first biological
feature data that are collected according to a predetermined
collection rule.

[0037] In this embodiment, the predetermined collection
rule may be determined according to an arrangement manner
of sensing arrays on the biological feature sensor. For
example, as illustrated in FIG. 25, if the sensing array
includes a plurality of sensing units that are arranged in row
and column directions, the predetermined collection rule
may be scanning the sensing units in the row direction or in
the column direction to collect the plurality of pieces of first
biological feature data.

[0038] S12: The plurality of pieces of first biological
feature data of the object are parsed to acquire second
biological feature data, where the second biological feature
data is used to reflect a vital sign of a body of the object.
[0039] In this embodiment, as described above, if an
object presses on the sensing array, a plurality of first
biological feature data may be generated. However, if the
object is a live body, when the light emitted by the light
source is irradiated on the object, a portion of the emitted
light may be directly reflected, and another portion of the
emitted light may be transmitted through the skin tissue and
then be reflected. Therefore, in this course, some light may
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be absorbed by the skin tissue, thus the optical signal
obtained upon reflection may be subjected to attenuation.
Absorption of the light by the muscles, bones and the like in
the skin tissue is fixed, and absorption of the light by the
blood is variable due to blood flowing. Specifically, different
flowing speeds of the blood cause different flow volumes of
the blood tissue, and thus absorption of the light by the blood
is variable. As such, the optical signal obtained via reflection
after the optical signal is transmitted through the skin tissue
is subjected to different attenuations, and the optical signals
received by the sensing array are also subjected to different
attenuations, such that the plurality of pieces of first bio-
logical feature data not only includes information reflecting
blood flow volume variations, but also includes the texture
information reflecting the object. Therefore, the second
biological feature data reflecting the vital sign of the body of
the object may be determined by parsing the plurality of
pieces of first biological feature data of the object, for
example, heartbeat data (that is, the heart rate data) affecting
the blood flow volume may be determined.

[0040] Specifically, in this embodiment, the plurality of
pieces of first biological feature data of the object may be
parsed to remove the texture information therefrom, such
that the second biological feature data of the body of the
object is obtained and the vital signal information of the
body of the object is acquired.

[0041] In this embodiment, when the plurality of pieces of
first biological feature data are acquired, the plurality of
pieces of first biological feature data of the object may be
grouped according to the predetermined collection rule, and
then the grouped pieces of first biological feature data are
parsed to acquire the second biological feature data of the
body of the object.

[0042] Exemplarily, as described above, assume that the
object is a finger, the first biological feature data is finger-
print data, the second biological feature data is heart rate
data, and the vital sign information is heart rate information;
the biological feature sensor includes m rows*n columns of
sensing units, During data collection, the sensing units may
be scanned according to a predetermined scanning rule to
acquire a plurality of pieces of fingerprint feature data of the
finger. For example, the sensing units are scanned in the row
direction or in the column direction to collect the fingerprint
feature data. During grouping, the fingerprint feature data
may be grouped according to the predetermined collection
rule in the row direction or column direction.

[0043] Exemplary grouping is described as follow. If the
fingerprint feature data is one frame of fingerprint feature
data collected within one cycle on the sensing array of the
biological feature sensor, grouping the fingerprint feature
data of the finger according to the predetermined collection
rule (for example, scanning in the row direction or in the
column direction) includes: grouping the fingerprint feature
data of the finger according to a collection rule predeter-
mined within one cycle. For example, the fingerprint feature
data is grouped into m groups (grouping based on row) or n
groups (grouping based on column), that is, a plurality of
pieces of first biological feature data obtained by performing
one row scanning cycle for the sensing array or performing
one column scanning cycle for the sensing array are used as
a group of first biological feature data.

[0044] In another embodiment, if the fingerprint feature
data is multiple frames of fingerprint feature data collected
within multiple cycles on the sensing array of the biological
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feature sensor, grouping the fingerprint feature data
includes: using one frame of fingerprint feature data as a
group of fingerprint feature data.

[0045] As compared with the one-frame circumstance, in
the multi-frame circumstance, since the sample amount of
the fingerprint feature data is great, the accuracy of the heart
rate data determined in the multi-frame circumstance is
higher.

[0046] Specifically, step S12 includes the predetermined
collection rule; if the first biological feature data is finger-
print feature data, in this step, the fingerprint feature data is
parsed upon grouping to remove the texture information
from the fingerprint feature data to acquire the heart rate
data, which may specifically include: calculating an average
value of the plurality of pieces of fingerprint feature data in
different groups to remove the texture information therefrom
respectively, to acquire a plurality of pieces of heart rate
data. Each group of fingerprint feature data corresponds to
a respective piece of heart rate data.

[0047] Specifically, in this embodiment or other embodi-
ments, if the sensing array includes m rows * n columns of
sensing units, the fingerprint feature data may be collected
by scanning the sensing units in the row direction. In this
case, the obtained plurality of pieces of fingerprint feature
data may be grouped according to rows, and the plurality of
pieces of fingerprint feature data obtained by performing one
scanning cycle for the sensing array are used as a group of
fingerprint feature data. That is, upon grouping, m groups of
fingerprint feature data in total may be obtained, and each
group of fingerprint feature data includes n pieces of fin-
gerprint feature data. An average value of each group of
fingerprint feature data may be calculated using the method
shown in formula (1) as follows:

ey)

[0048] Dr,e represents fingerprint feature data in the rth
row and the eth column, n represents the total number of
columns in the sensing array, and Ar represents an average
value of the fingerprint feature data in the rth row, 1<r=m,
I=e=n.

[0049] In other embodiments, if the fingerprint feature
data is grouped according to columns, the method for
calculating an average is the same as the method for calcu-
lating the average of the fingerprint feature data upon
grouping according to rows, which is not described herein
any further.

[0050] Alternatively, in this embodiment or other embodi-
ments, if data collection is performed for the predetermined
region of the sensing array, assuming that the predetermined
region includes a rows and b columns of sensing units of the
sensing array, one frame of fingerprint feature data is formed
after the a rows and b columns of sensing array are scanned,
and ¢ frames of fingerprint feature data are obtained by
performing scanning for multiple times for the a rows and b
columns of sensing units. In this case, each frame of first
biological feature data may be used as a respective group of
first biological feature data, and upon grouping ¢ groups of
fingerprint feature data in total may be obtained. Each group
of fingerprint feature data includes a*b pieces of fingerprint
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feature data. An average value of each group of fingerprint
feature data is calculated using the method shown in formula
(2) as follows:

g+a hib 2

S,

=% oh
Ar= axb

[0051] Dr,e represents fingerprint feature data in the rth
row and the eth column, g and g+a respectively represent a
starting row and an ending row in the predetermined region,
h and h+b respectively represent a starting column and an
ending column in the predetermined region (corresponding
to a portion of or all of the sensing arrays), and Af represents
an average value of the fth frame of fingerprint feature data,
g=rsg+a, h=e<h+b, 1=f=c.

[0052] It should be noted that the predetermined region
may correspond to a portion of the sensing array, or may
correspond to the entire sensing array. S13: Vital sign
information of the body of the object is determined accord-
ing to the second biological feature data.

[0053] In this embodiment, considering that the acquired
heart rate data may include noise, step S13 further includes
filtering the heart rate data, and then determining the heart
rate information of the body of the finger according to the
heart rate data upon filtering. Specifically, the filtering may
include average value filtering, Gaussian filtering and the
like, and the method for filtering the heart rate data to
remove noise included in the data may be specifically
referenced to other known methods.

[0054] In this embodiment, when the heart rate informa-
tion of the body of the finger is determined according to the
heart rate data, a waveform peak statistical collection or
spectrum analysis may be performed for the heart rate data
of the body of the finger to determine the heart rate infor-
mation of the body of the finger. Specifically, in case that the
fingerprint feature data is grouped, the waveform peak value
statistical collection or spectrum analysis may be performed
for average values of the different groups of fingerprint
feature data, to determine the heart rate information of the
body of the finger.

[0055] Specifically, when the fingerprint feature data is
one frame of fingerprint feature data collected within one
cycle on the sensing array of the biological feature sensor,
performing the waveform peak statistical collection or spec-
trum analysis for the data to determine the heart rate
information of the body of the finger includes: performing
the waveform peak statistical collection or spectrum analysis
for a plurality of pieces of heart rate data, which are obtained
by respectively parsing several groups of fingerprint feature
data formed by grouping one frame of fingerprint feature
data, to determine the heart rate information of the body of
the finger.

[0056] Alternatively, in other embodiments, when the fin-
gerprint feature data of the finger is multiple frames of
fingerprint feature data collected within multiple cycles on
the sensing array of the biological feature sensor, performing
waveform peak statistical collection or spectrum analysis for
the heart rate data to determine the heart rate information of
the body of the finger includes: performing the waveform
peak statistical collection or spectrum analysis for a plurality
of pieces of heart rate data, which are obtained by respec-
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tively parsing several groups of fingerprint feature data
formed by grouping multiple frames of fingerprint feature
data, to determine the heart rate information of the body of
the finger.

[0057] Specifically, hereinafter performing the waveform
peak statistical collection for the heart rate data to determine
the heart rate information of the body of the finger is
described. Firstly, a schematic waveform is drawn according
to the average value of each group of fingerprint feature
data, and then the heart rate information (that is, the heart
rate value) is determined according to formula (3) as fol-
lows:

H=MT, (©)

[0058] M represents the number of peaks in the waveform,
T represents a total scanning time elapsed when one frame
or multiple frames of fingerprint feature data are obtained, H
represents a frequency corresponding to the peak, that is, the
heart rate information (the heart rate value). A schematic
waveform is as illustrated in FIG. 3. FIG. 3 is a waveform
obtained by processing the fingerprint feature data after one
frame of fingerprint feature is collected by scanning in the
row direction.

[0059] Hereinafter description is given using performing
spectrum analysis to determine heart rate information of a
body of the finger as an example. An average value of each
group of fingerprint feature data is subjected to a Fourier
transformation to obtain the corresponding spectrum data. In
combination with the fact that in normal circumstances the
heart rate range of the human body is 60 to 100 beats/minute
(which may be approximately equal to 1 Hz), the frequency
corresponding to a maximum amplitude in the vicinity of the
frequency of 1 Hz in the spectrum data is determined as the
heart rate information. An exemplary waveform is as illus-
trated in FIG. 4.

[0060] FIG. 5 is a schematic flowchart of an identity
authentication method according to an embodiment of the
present application. As illustrated in FIG. 5, in this embodi-
ment, description is given hereinafter still using the case that
the object is a finger, the first biological feature data is
fingerprint feature data, the biological feature sensor is an
optical fingerprint sensor, the second biological feature data
is heart rate data, and the vital sign information is heart rate
information as an example. After identity authentication is
implemented using one frame of fingerprint feature data, the
vital sign information is acquired, which specifically
includes the following steps.

[0061] S51: One frame of fingerprint feature data collected
according to a predetermined collection rule when a finger
press on a biological feature sensor is acquired, and identity
authentication is performed according to the fingerprint
feature data.

[0062] The predetermined collection rule may be scanning
all the sensing units according to rows (which may also be
based on columns). As illustrated in FIG. 5b, the sensor
firstly scans row 1, then scans row 2, etc., and finally scans
row m. The frequency for scanning the sensing units is a
predetermined scanning frequency, such that any two neigh-
boring rows are scanned with a same time interval. This time
interval may be flexibly defined. Specifically, assuming that
the heart rate has a maximum value of 2.6 Hz, the prede-
termined scanning frequency is greater than 2*2.6 Hz
according to the sampling theory; that is, the time interval is
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less than 1/(2*2.6 Hz)s. Therefore, the less the time interval
is, the more accurate the obtained data is.

[0063] Upon completion of data collection, the obtained
fingerprint feature data is processed to obtain texture infor-
mation of the fingerprint, and thus the identity authentication
may be performed according to the texture information of
the fingerprint. The specific method for performing identity
authentication according to the texture information of the
fingerprint may be referenced to other known methods.
[0064] S52: One frame of fingerprint feature data of the
finger is parsed to acquire heart rate data of a body of the
finger, heart rate information of the body of the finger is
determined according to the heart rate data, and hence
aliveness identification is performed for the finger according
to the heart rate information.

[0065] The specific heart rate information determination
method may be referenced to the above embodiment, which
is not described herein any further.

[0066] Specifically, after the heart rate information is
determined, the heart rate information may be compared
with pre-stored reference heart rate information to perform
aliveness identification to the object.

[0067] Specifically, in a specific application environment,
when the finger with a fingerprint glove is contact with and
pressed on the biological feature sensor, since the fingerprint
glove between the finger and the biological feature sensor
may hinder transmission of the light, the light transmitted to
skin tissue and the light reflected by the skin tissue are both
reduced, such that data corresponding to the vital sign
information in the obtained fingerprint feature data of the
finger is less. As a result, the determined heart rate infor-
mation is not within the range of the pre-stored reference
heart rate information. Therefore, in this step, by the com-
parison of the determined heart rate information and the
pre-stored reference heart rate information, if the determined
heart rate information is within the range of the pre-stored
reference heart rate information, it may be determined that
the collected fingerprint feature data is from a live body, and
otherwise, it may be determined that the fingerprint feature
data is not collected from a live body. The range of the
pre-stored reference heart rate information may be custom-
ized according to individual differences.

[0068] S53: Whether the identity authentication is suc-
cessful is judged according to a result of the identity
authentication and a result of the aliveness identification.
[0069] Specifically, if the identity authentication is suc-
cessful, that is, the texture information included in the
collected fingerprint feature data is consistent with pre-
stored texture information, and in addition, if the aliveness
identification is successful, that is, the heart rate information
included in the collected fingerprint feature data is within the
range of the pre-stored reference heart information, it may
be determined that the identity authentication is successful,
and otherwise, it may be determined that the identity authen-
tication is unsuccessful.

[0070] During the aliveness identification, a requirement
of the accuracy of the vital sign information is low, and it is
only required that the vital sign information is within the
range of pre-stored reference vital sign information. There-
fore, in this embodiment, a sample amount of the fingerprint
feature data obtained by scanning one frame of fingerprint
feature data is small, and thus the speed of collecting
fingerprint feature data may be improved. In addition, it is
not required that the finger is in contact with and pressed on
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the optical fingerprint sensor for long time. In this way, on
the prerequisite of not affecting user experience, an aliveness
identification function is added to the conventional biologi-
cal feature sensor, and security of the identity authentication
is improved.

[0071] It may be understood that, in the embodiment of the
present application, performing identity authentication
according to the fingerprint feature data and performing
aliveness identification according to the heart rate informa-
tion are not subjected to a fixed sequence, and the sequence
of performing identity authentication and performing alive-
ness identification is not limited in this embodiment.
[0072] In another practice of this embodiment, the identity
authentication may be performed for the finger according to
all or a part of the fingerprint feature data when the heart rate
data of the body of the finger is acquired. Specifically,
multiple frames of fingerprint feature data may be collected
by scanning all the sensing units, for example, m rows and
n columns of sensing units, of the optical sensor. In this case,
the heart rate information may be determined according to
the collected multiple frames of fingerprint feature data, and
the identity authentication may be performed for the object
according to all or a part of the fingerprint feature data
collected when the object presses on the biological feature
sensor. For example, the identity authentication is performed
according to one frame of fingerprint feature data in the
collected multiple frames of fingerprint feature data; or the
identity authentication is performed according to the col-
lected multiple frames of fingerprint feature data. If it is
determined that the heart rate information uses the multiple
frames of fingerprint feature data, as compared with collect-
ing only one frame of fingerprint feature data, the sample
amount of the fingerprint feature data is increased, and thus
the determined heart rate information is more accurate.
[0073] FIG. 6a is a schematic flowchart of a method for
determining heart rate information according to an embodi-
ment of the present application. In this embodiment, as
illustrated in FIG. 6a, the method includes the following
steps:

[0074] S61: A finger under test press on a fingerprint
identification region of an optical fingerprint sensor.
[0075] S62: A predetermined region of an optical finger-
print sensor array is scanned for multiple times for data
collection in multiple cycles, to acquire multiple frames of
fingerprint feature data corresponding to a plurality of
sensing units in the predetermined region.

[0076] In this embodiment, the sensing units correspond-
ing to the predetermined region are a portion of all the
sensing units. The sensing units in the predetermined region
are scanned, rather than all the sensing units in the sensing
array, such that a sample amount of the acquired first
biological feature data is reduced.

[0077] Specifically, in this embodiment, as illustrated in
FIG. 64, the predetermined region may be a small region in
the middle of the sensing array. During scanning of the
sensing array, to ensure accuracy of the heart rate informa-
tion, the sensing units may be scanned at a predetermined
scanning frequency, such that any two neighboring frames
are scanned with a same time interval. This time interval
may be defined. Specifically, assuming that the heart rate has
a maximum value of 2.6 Hz, the predetermined scanning
frequency is greater than 2*2.6 Hz based on the sampling
theory; that is, the time interval between scanning of two
neighboring frames is less than 1/(2*2.6 Hz)s.
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[0078] S63: The heart rate data is determined according to
the multiple frames of fingerprint feature data corresponding
to the predetermined region, and the heart rate information
is determined according to the heart rate data.

[0079] Specifically, an average value of each frame of
fingerprint feature data may be firstly calculated to obtain
the heart rate data, then a filtering operation is performed on
the obtained heart rate data to remove noise, and finally the
heart rate information is determined according to the heart
rate data upon filtering. The details may be referenced to
related disclosure in the above embodiment.

[0080] In addition, this embodiment may be incorporated
with the above embodiment. For example, all the sensing
units of the sensing array may be firstly scanned to collect
one frame of fingerprint feature data for identity authenti-
cation, and then the sensing units in the predetermined
region of the sensing array are scanned for multiple times to
quickly collect multiple frames of fingerprint feature data for
determination of accurate heart rate information.

[0081] It should be noted that, in the embodiments of the
present application, the heart rate information is only
described as an example, and when the vital sign informa-
tion is other feature information, for example, blood oxygen
or the like, adaptive modifications may be made to the
specific calculation method in the embodiments of the
present application to achieve the corresponding objective.
[0082] Embodiments of the present application further
provide an electronic terminal. The electronic terminal
includes the biological feature sensor as described above.
The electronic terminal may be a mobile phone, a tablet
computer, a computer or the like having the above biological
feature sensor.

[0083] The apparatus according to the embodiments of the
present application may be practiced by a computer pro-
gram. A person skilled in the art should understand the above
division of units and modules is only an exemplary one, and
if the apparatus is divided into other units or modules or not
divided, the technical solution shall also fall within the
protection scope of the present application as long as the
information object has the above functions.

[0084] A person skilled in the art shall understand that the
embodiments of the present application may be described to
illustrate methods, apparatuses (devices), or computer pro-
gram products. Therefore, hardware embodiments, software
embodiments, or hardware-plus-software embodiments may
be used to illustrate the present application. In addition, the
present application may further employ a computer program
product which may be implemented by at least one non-
transitory computer-readable storage medium with an
executable program code stored thereon. The non-transitory
computer-readable storage medium comprises but not lim-
ited to a disk memory, a CD-ROM, and an optical memory.
[0085] The present disclosure is described based on the
flowcharts and/or block diagrams of the method, apparatus
(device), and computer program product. It should be under-
stood that each process and/or block in the flowcharts and/or
block diagrams, and any combination of the processes
and/or blocks in the flowcharts and/or block diagrams may
be implemented using computer program instructions. These
computer program instructions may be issued to a computer,
a dedicated computer, an embedded processor, or processors
of other programmable data processing device to generate a
machine, which enables the computer or the processors of
other programmable data processing devices to execute the
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instructions to implement an apparatus for implementing
specific functions in at least one process in the flowcharts
and/or at least one block in the block diagrams.

[0086] These computer program instructions may also be
stored a non-transitory computer-readable memory capable
of causing a computer or other programmable data process-
ing devices to work in a specific mode, such that the
instructions stored on the non-transitory computer-readable
memory implement a product comprising an instruction
apparatus, where the instruction apparatus implements spe-
cific functions in at least one process in the flowcharts and/or
at least one block in the block diagrams.

[0087] These computer program instructions may also be
stored on a computer or other programmable data processing
devices, such that the computer or the other programmable
data processing devices execute a series of operations or
steps to implement processing of the computer. In this way,
the instructions, when executed on the computer or the other
programmable data processing devices, implement the spe-
cific functions in at least one process in the flowcharts and/or
at least one block in the block diagrams.

[0088] Although the preferred embodiments of the present
application are described above, once knowing the basic
creative concept, a person skilled in the art can make other
modifications and variations to these embodiments. There-
fore, the appended claims are intended to be construed as
covering the preferred embodiments and all the modifica-
tions and variations falling within the scope of the present
application. Obviously, a person skilled in the art can make
various modifications and variations to the present applica-
tion without departing from the spirit and scope of the
present application. In this way, the present application is
intended to cover the modifications and variations if they fall
within the scope of the appended claims of the present
application and equivalent technologies thereof.

What is claimed is:
1. A vital sign information determination method, com-
prising:
acquiring first biological feature data collected when an
object presses on a biological feature sensor, the first
biological feature data being used to reflect a body
texture feature of the object;
parsing a plurality of pieces of first biological feature data
of the object to acquire second biological feature data,
the second biological feature data being used to reflect
a vital sign of a body of the object; and
determining vital sign information of the body of the
object according to the second biological feature data.
2. The method according to claim 1, wherein the acquiring
first biological feature data collected when an object presses
on a biological feature sensor comprises:
acquiring the first biological feature data collected accord-
ing to a predetermined collection rule when the object
presses on the biological feature sensor, the predeter-
mined collection rule being determined according to an
arrangement manner of sensing arrays on the biological
feature sensor.
3. The method according to claim 1, wherein the parsing
a plurality of pieces of first biological feature data of the
object to acquire second biological feature data comprises:
parsing the plurality of pieces of first biological feature
data to remove texture information therefrom and
acquire the second biological feature data.
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4. The method according to claim 3, further comprising:

grouping the plurality of pieces of first biological feature
data according to a predetermined collection rule to
obtain several groups of first biological feature data;
and correspondingly, the parsing the plurality of pieces
of first biological feature data to remove texture infor-
mation therefrom and acquire the second biological
feature data comprises:

averaging a plurality of pieces of first biological feature
data in different groups to remove the texture informa-
tion therefrom and acquire a plurality of second bio-
logical feature data, wherein one group of first biologi-
cal feature data corresponds to one second biological
feature data.

5. The method according to claim 4, wherein the first
biological feature data is one frame of the first biological
feature data collected by performing collection for the
sensing arrays on the biological feature sensor; the grouping
the plurality of pieces of first biological feature data accord-
ing to the predetermined collection rule comprises: using a
plurality of pieces of first biological feature data obtained by
performing a row scanning or a column scanning for the
sensing arrays as a group of first biological feature data; or

when first biological feature data is multiple frames of the
first biological feature data collected by performing
scanning for the sensing arrays on the biological feature
sensor, the grouping the plurality of pieces of first
biological feature data comprises: using one frame of
first biological feature data as a group of first biological
feature data.

6. The method according to claim 5, wherein the deter-
mining vital sign information of the body of the object
according to the second biological feature data comprises:

performing waveform peak statistical collection or spec-
trum analysis for a plurality of pieces of second bio-
logical feature data to determine the vital sign infor-
mation of the body of the object.

7. The method according to claim 6, wherein the perform-
ing waveform peak statistical collection or spectrum analy-
sis for a plurality of pieces of second biological feature data
to determine the vital sign information of the body of the
object comprises:

parsing the several groups of first biological feature data
obtained by grouping one frame of the first biological
feature data respectively to acquire the plurality of
pieces of second biological feature data, and perform-
ing the waveform peak statistical collection or the
spectrum analysis for the plurality of pieces of second
biological feature data to determine the vital sign
information of the body of the object; or

parsing the several groups of first biological feature data
obtained by grouping multiple frames of the first bio-
logical feature data respectively to acquire the plurality
of pieces of second biological feature data, and per-
forming the waveform peak statistical collection or the
spectrum analysis for the plurality of pieces of second
biological feature data to determine the vital sign
information of the body of the object.

8. The method according to claim 1, wherein the deter-
mining vital sign information of the body of the object
according to the second biological feature data comprises:
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performing filtering for the second biological feature data,
and determine the vital sign information of the body of
the object according to the second biological feature
data upon the filtering.

9. The method according to claim 8, wherein the object is
a finger or a palm, the first biological feature data is
correspondingly fingerprint feature data or palmprint feature
data, and the vital sign information is heart rate information.

10. The method according to claim 9, wherein the bio-
logical feature sensor comprises a light source, the light
source shares an OLED light source in an OLED display
screen of an electronic terminal where the biological feature
sensor is configured.

11. An identity authentication method, comprising;

acquiring first biological feature data collected when an

object presses on a biological feature sensor, and pet-
forming identity authentication for the object according
to the first biological feature data, the first biological
feature data being used to reflect a body texture feature
of the object;

parsing a plurality of pieces of first biological feature data

of the object to acquire second biological feature data,
determining vital sign information of the body of the
object according to the second biological feature data,
and performing aliveness identification for the object
according to the vital sign information, the second
biological feature data being used to reflect a vital sign
of a body of the object; and

judging whether the identity authentication is successful

according to a result of the identity authentication and
a result of the aliveness identification.

12. The method according to claim 11, wherein the
performing aliveness identification for the object according
to the vital sign information comprises:

comparing the vital sign information with reference vital

sign information to perform aliveness identification for
the object.

13. The method according to claim 11, wherein the
parsing a plurality of pieces of first biological feature data of
the object to acquire second biological feature data com-
prises:

parsing the plurality of pieces of first biological feature

data to remove texture information therefrom and
acquire the second biological feature data.

14. The method according to claim 13, further compris-
ing:

grouping the plurality of pieces of first biological feature

data according to a predetermined collection rule to
obtain several groups of first biological feature data;
and correspondingly, the parsing the plurality of pieces
of first biological feature data to remove texture infor-
mation therefrom and acquire the second biological
feature data comprises:

averaging a plurality of pieces of first biological feature

data in different groups to remove the texture informa-
tion therefrom and acquire a plurality of second bio-
logical feature data, wherein one group of the first
biological feature data corresponds to one second bio-
logical feature data.

15. The method according to claim 14, wherein the first
biological feature data is one frame of the first biological
feature data collected from the sensing arrays on the bio-
logical feature sensor; the grouping the plurality of pieces of
first biological feature data according to the predetermined
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collection rule comprises: using a plurality of pieces of first
biological feature data obtained by performing a row scan-
ning or a column scanning for the sensing arrays as a group
of first biological feature data; or

the first biological feature data is multiple frames of the

first biological feature data collected by performing
scanning for the sensing arrays on the biological feature
sensor, the grouping the plurality of pieces of first
biological feature data comprises: using one frame of
the biological feature data as a group of first biological
feature data.

16. The method according to claim 15, wherein the
determining vital sign information of the body of the object
according to the second biological feature data comprises:

performing waveform peak statistical collection or spec-

trum analysis for a plurality of pieces of second bio-
logical feature data to determine the vital sign infor-
mation of the body of the object.

17. A biological feature sensor, comprising:

a light source,

a sensing array, and
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a biological feature chip;

wherein light emitted by the light source is reflected by an
object and received by the sensing array to generate
first biological feature data; the biological feature chip
is configured to acquire the first biological feature data
collected when the object presses on the biological
feature sensor; the first biological feature data is parsed
to determine vital signal information of a body of the
object; wherein the first biological feature data is used
to reflect a body texture feature of the object, and the
second biological feature data is used to reflect a vital
sign of the body of the object.

18. The biological feature sensor according to claim 17,
wherein the light source shares an OLED light source of an
OLED display screen of an electronic terminal where the
biological feature sensor is configured.

19. The biological feature sensor according to claim 17,
wherein the sensing array is arranged below the OLED
display screen.
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