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MULTI-BIOMETRIC-FACTOR, INTERNET
OF THINGS (10T), SECURED NETWORK

FIELD OF TECHNOLOGY

[0001] Aspects of the invention relate to network security.
More specifically, aspects of the invention relate to securing
Internet of Things (TIoT) device networks using biometric,
multifactor security measures.

BACKGROUND OF THE DISCLOSURE

[0002] Multi-biometric-factor security measures are well
known. These security measures are used in many different
fields of science and industry.

[0003] However, many uses of multi-biometric-factor
security measures fail to include systems and/or methods for
resolving conflicts in systems that involve multi-biometric-
factor security measures. Furthermore, many uses of multi-
biometric-factor security measures fail to include systems
and/or methods for analyzing the effects of conflicts in
systems that involve multi-biometric-factor security mea-
sures. Yet fewer systems using multi-biometric-factor secu-
rity measures fail to provide systems and/or methods for
resolving conflicts in systems that involve multi-biometric-
factor security measures. It would yet further desirable to
provide systems and/or methods for mitigating the effects of
conflicts in IoT device network systems that involve multi-
biometric-factor security measures.

[0004] It is an objective of the present embodiments to
provide systems and methods for providing biometric, mul-
tifactor security measures for use with an IoT device net-
work.

[0005] Itis a further objective of the present embodiments
to provide systems and/or methods for analyzing the effects
of conflicts in IoT device network systems that involve
multi-biometric-factor security measures.

[0006] Itis a still further objective of the present embodi-
ments to provide systems and/or methods for resolving
conflicts in IoT device network systems that involve multi-
biometric-factor security measures.

[0007] It is a yet further objective of the present embodi-
ments to provide systems and/or methods for mitigating the
effects of conflicts in IoT device network systems that
involve multi-biometric-factor security measures.

SUMMARY OF THE DISCLOSURE

[0008] Methods and apparatus for verifying an individual
using the various IoT devices that are worn by the individual
are provided.

[0009] In some embodiments, the methods and apparatus
may relate to an Automated Teller Machine (“ATM”). In
such embodiments, an ATM can recognize that a customer
is wearing six devices. Upon receipt of a biometrics multi-
factor authentication in addition to the determination of the
wearable devices, the ATM can determine that the customer
is who he says he is.

[0010] In certain embodiments, natural language process-
ing can be used to identify voice, and/or a digital signature
associated with voice, as part of another level of the authen-
tication process. In certain instances, multiple disparate
levels of authentication increase assurance in the authenti-
cation process.

[0011] One further aspect that combines the foregoing
embodiments may involve the following feature. In order to
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make the system more resilient to failures occurring within
component system parts, the system may monitor the indi-
vidual devices for overall device health such as power level,
etc. Then, upon detection of an overall device health alert
condition, such as a lower power condition, the system could
appropriately weight the contribution of the low power
device to the authentication determination.
[0012] For example, if someone’s electronic fitness watch
exhibits a low battery level, the system may preferably send
asignal regarding the low battery level to an ATM. The ATM
could then respond to the signal by selecting an authentica-
tion path that omits, or reduces the importance of the
contribution of, the electronic fitness watch. Then the ATM
could preferably authenticate based substantially on the
input from voice information retrieved from a tablet device
and from gait information from a mobile phone device. In
this way, the ATM user and the ATM operator could pref-
erably both benefit from the system flexibility in authenti-
cating a transaction that was not fraudulent, but, because of
technical difficulties, may exhibit behavior that appears to be
fraudulent.
[0013] Moreover, artificial intelligence (“Al”) can be
included to provide anomaly and/or outlier detection. Al can
be used to develop signatures. The signatures can be com-
pared with known factors affecting biometric markers and/or
historical performance of biometric markers. In certain
embodiments, a central Al system can monitor for outliers.
Significant compression of information can be used by
transmitting categories instead of raw data.
[0014] When it is determined that a device, or a device
system, has been compromised, the procedure may include:
[0015] 1. determining whether the system is critical for
a particular scenario;
[0016] 2. shutting down a non-critical system or per-
forming a staged shutdown of a critical system; and/or
[0017] 3. if a compromised system is shut down, deter-
mining a security confidence level at a point in time
following the shutdown. If the confidence level is
sufficiently high to continue operation, then continue
operation. Ifthe confidence level is not sufficiently high
to continue operation, halt operation unless there is
some other overriding concern, such as, for example,
an immediate threat to life.
[0018] In a somewhat-related embodiment, another fea-
ture relates to increasing the assurance level associated with
authenticating high-assurance applications. In this case, an
emergency, high-assurance, protocol may require more
immediate, and more difficult to spoof, responses. As such,
a higher level of authentication can operate in the face of
some error by checking down to additional forms of bio-
metric authentication without having to lock someone out.
[0019] In certain exemplary networks, each loT device
may include its own Al. Some embodiments may link the Al
of each device together, either by providing a link or
leveraging the linking mechanisms and communications
protocols available in each device, in order to create a linked
Al system. In some embodiments, a user can authenticate
himself over the normal course of operation of the network
using a combination of devices to authenticate.
[0020] As part of certain embodiments, systems and/or
methods may identify an immediate threat to life for the
various systems inside a human body. In these or other
embodiments, if one of the IoT devices receives a user’s
pulse, then the system may access cardiac, or cardiac device
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irregularities and may be able to respond to or communicate
regarding same. For example if a device detects a pacemaker
irregularity or detects that the battery of the pacemaker goes
low, it may communicate a trigger to an emergency system
(911) or perform some other suitable remedial or alarm
action.

[0021] Some embodiments may also leverage the biomet-
ric markers to determine risk with regards to insurance. For
example, such data may used to formulate and/or adjust
actuarial data for use in providing capital for loans, under-
writing auto insurance, underwriting life insurance, etc.
[0022] This data could also be leveraged to determine
likelihood for purchasing products and services. For
example, biometric markers can indicate life stage and life
style. If the person’s data indicates they travel a certain
pre-determined distance to work each day, a company could
provide instruction to the person to move to a closer location
and, pursuant thereto, provide amenable terms on a loan.
Similarly, if the data indicates activity has reduced over
time, one could suggest a personal trainer that is in the
vicinity of the person with an easy payment method via a
suitable method processing system.

[0023] A federated identifier may be based on information
retrieved using an individual’s wearable IoT devices. The
identifier may include separate and individual information
relating to at least one of a wearer’s pulse, body temperature,
voice, gait and/or other suitable biorhythmic indicator. The
wearable IoT devices may confirm that a watch or other
suitable wearable IoT device is being worn by the correct
person based on his or her biorhythmic manner.

[0024] In some embodiments, the federated identifier may
be connected to an appliance’s network, such as to deter-
mine when milk is out, or past its due date. In other
embodiments, the appliances may monitor the odors in a
refrigerator to determine whether some food is no longer
sanitary, or has become rotten.

[0025] The federated identifier can authenticate a person
in real time using Bluetooth, low power, Beacon, etc.
[0026] In certain embodiments, the federated identifier can
be used to speed up a mortgage process. In these embodi-
ments, a trusted financial institution (FI) can act as the
validator of the federated identifier. For example, each of the
biometric markers can be transmitted for validation to the FI.
The FI stores historical values for the biometric markers and,
in response to receipt of current biometric markers, can
validate the identity of the user and speed a mortgage
process or other suitable financial process.

[0027] A secure loT network according to certain embodi-
ments, may leverage devices in order to speed up a real
estate transaction process as follows. For example, each
contributor in the real estate process may be equipped with
a hardware token(s) and the contributors can communicate
with each other via the token. This improved process can
reduce the 45-60 day mortgage process to 7 days.

[0028] In certain embodiments, a federated identifier gen-
erated by a secure loT network can server as a platform
trigger. For example, the federated identifier can be used to
authenticate, unlock, and/or set the internal settings of, a car.
In some embodiments, the identifier can run in transaction
mode. The identifier can be used to register devices as a part
of a transaction component. It should be appreciated that
customer consent should preferably be required at each
transaction to minimize unwanted, or unauthorized, connec-
tions.
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[0029] Biometric information, retrieved as information
corresponding to one or more biometric markers, should
preferably be combined with possession of the ToT devices
in order to secure the communication with the devices. Such
biometric information may include pace of steps, referred to
commonly as gait. A historic review of any predetermined
biometric behavior may be used to build a baseline of
biometric behavior.

[0030] Upon determination that a device may be in anoth-
er’s possession, an ATM or other financial service may
question a user for an under duress code, perform a picture
match, or other suitable security evaluation to enable an
override of in-place security systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] The objects and advantages of the invention will be
apparent upon consideration of the following detailed
description, taken in conjunction with the accompanying
drawings, in which like reference characters refer to like
parts throughout, and in which:

[0032] FIG. 1 shows a system according to certain
embodiments with three exemplary user-worn electronic
devices or apparatuses;

[0033] FIG. 2 shows an illustrative flow diagram of an
exemplary method according to certain embodiments;
[0034] FIG. 3 shows another illustrative flow diagram of
an exemplary method according to certain embodiments;
[0035] FIG. 4 shows a communication coupling according
to certain embodiments;

[0036] FIG. 5 shows one example of an exemplary deter-
mination of an outlying biometric marker according to
certain embodiments;

[0037] FIG. 6 shows an embodiment of an illustrative
system architecture; and

[0038] FIG. 7 shows embodiments of illustrative sensors
for use with embodiments of the invention.

DETAILED DESCRIPTION OF THE
DISCLOSURE

[0039] A method for authenticated to a network where the
network includes multiple Internet of Things (IoT) devices
is provided. The method may include using a mobile tele-
phone apparatus to monitor a first biometric marker. The first
biometric marker may indicate the level of at least one of a
wearer’s pulse, body temperature, voice, gait and/or other
biorhythmic indicator.

[0040] The method may include using an electronic wrist-
worn apparatus to monitor a second biometric marker. The
second biometric marker may indicate the level of at least
one of a wearer’s pulse, body temperature, voice, gait and/or
other biorhythmic indicator.

[0041] The method may also include using an electronic
head-worn apparatus to monitor a third biometric marker.
The third biometric marker may indicate the level of at least
one of a wearer’s pulse, body temperature, voice, gait and/or
other biorhythmic indicator.

[0042] Insome embodiments, one of the mobile telephone
apparatus, the electronic wrist-worn apparatus, and the elec-
tronic head-worn apparatus may operate as a hub apparatus.
The mobile telephone apparatus may be configured to trans-
mit the first biometric marker to the hub apparatus, the
electronic wrist-worn apparatus may be configured to trans-
mit the second biometric marker to the hub apparatus and the
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electronic head-worn apparatus may be configured to trans-
mit the third biometric marker to the hub apparatus.
[0043] The hub apparatus may assign a federated biomet-
ric marker based at least in part on the first, second and third
biometric markers. The federated biometric marker may
preferably presenting a multifactor authorization signal. The
multifactor authorization signal may be used to compare a
measured level of at least one of a wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indicator
from the first biometric marker with a measured level of at
least one of a wearer’s pulse, body temperature, voice, gait
and/or other biorhythmic indicator from the second biomet-
ric marker. When the comparison reveals that at least one of
a wearer’s pulse, body temperature, voice, gait and/or other
biorhythmic indicator from the first biometric marker fails to
match a measured level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator from the second biometric marker, then the method
may determine whether the failure to match exceeds a
security threshold.

[0044] When a magnitude of a value assigned to the
failure to match exceeds a security threshold, the method
may further include comparing each of the measured levels
of the non-matched item of the mobile telephone apparatus
and the wrist-worn apparatus to a measured level of the
non-matched item as measured by the electronic-head worn
apparatus. When one of the measured levels of the non-
matched item is matched by the electronic-head worn appa-
ratus then the method may include quarantining the one of
the mobile telephone apparatus and the electronic wrist-
worn apparatus that measured the non-matched item.
[0045] In certain embodiments, the first biometric marker
may be restricted to one of the of wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indicator.
[0046] In certain embodiments, the second biometric
marker may be restricted to one of the of wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator.

[0047] In certain embodiments, the third biometric marker
may be restricted to one of the of wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indicator.
[0048] When any one of the first biometric marker, the
second biometric marker and the third biometric marker
indicates a voice signature of a user, the voice signature
being obtained using natural language processing.

[0049] Certain embodiments may involve using artificial
intelligence to monitor at least one of the first biometric
marker, the second biometric marker and the third biometric
marker for one or more outliers. A marker may be deter-
mined as an outlier when it is compared to values derived
from historical monitoring of at least one of the first bio-
metric marker, the second biometric marker and the third
biometric marker. Fach of the one or more outliers may
include a value that includes a magnitude that exceeds a
security threshold difference between the current magnitude
and the historically monitored magnitude.

[0050] The method may also include performing renewed
monitoring of the first, second and third biometric markers
following the shutting down the non-critical aspect. Based
on the renewed monitoring, for the one or more outliers, the
method may determine whether a difference in a value
associated with the one or more outliers from prior to the
shutting down to after the shutting down was recognized.
When a pre-determined change in a value was recognized,
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the method may further shut down the device associated
with the one or more outliers.

[0051] Quarantining may preferably include determining
whether ramifications associated with the non-matched item
relate to a life-threatening scenario. If the ramifications
associated with the non-matched item do not relate to a
life-threatening scenario, then the method may shut down a
non-critical aspect of the one of the mobile telephone
apparatus and the electronic wrist-worn apparatus that mea-
sured the non-matched item. It should be noted, however,
that quarantining may include any suitable process for
restricting communication, or other limitation of communi-
cation, between the apparatus that detected the non-matched
item and the remainder of the network.

[0052] Certain embodiments may include a multi-biomet-
ric-factor, internet of things (“IoT”), secured network sys-
tem. The network may include a plurality of Internet of
Things IoT devices. The devices may include a first elec-
tronic, body-worn apparatus for monitoring a first biometric
marker, said first biometric marker indicating the level of at
least one of a wearer’s pulse, body temperature, voice, gait
and/or other biorhythmic indicator; a second electronic,
body-worn, apparatus to monitor a second biometric marker,
said second biometric marker indicating the level of at least
one of a wearer’s pulse, body temperature, voice, gait and/or
other biorhythmic indicator, and a third electronic body-
worn apparatus to monitor a third biometric marker, said
third biometric marker indicating the level of at least one of
a wearer’s pulse, body temperature, voice, gait and/or other
biorhythmic indicator.

[0053] In such a system, the hub apparatus may be con-
figured to assign a federated biometric marker based at least
in part on the first, second and third biometric markers.
When a failure to match between a marker detected on two
apparatuses exceeds a security threshold, then the hub
compares the measured levels of the non-matched item of
the first body-worn apparatus and the second body-worn
apparatus to a level as measured by the third body-worn
apparatus. When one of the measured levels of the non-
matched item of the first body-worn apparatus and the
second body-worn apparatus is matched by the third body-
worn apparatus then the system may be configured to
quarantine a non-matching one of the first body-worn appa-
ratus and the second body-worn apparatus.

[0054] Apparatus and methods described herein are illus-
trative. Apparatus and methods in accordance with this
disclosure will now be described in connection with the
figures, which form a part hereof. The figures show illus-
trative features of apparatus and method steps in accordance
with the principles of this disclosure. It is to be understood
that other embodiments may be utilized and that structural,
functional and procedural modifications may be made with-
out departing from the scope and spirit of the present
disclosure.

[0055] The steps of methods may be performed in an order
other than the order shown or described herein. Embodi-
ments may omit steps shown or described in connection with
illustrative methods. Embodiments may include steps that
are neither shown nor described in connection with illustra-
tive methods.

[0056] Illustrative method steps may be combined. For
example, an illustrative method may include steps shown in
connection with another illustrative method.
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[0057] Apparatus may omit features shown or described in
connection with illustrative apparatus. Embodiments may
include features that are neither shown nor described in
connection with the illustrative apparatus. Features of illus-
trative apparatus may be combined. For example, an illus-
trative embodiment may include features shown in connec-
tion with another illustrative embodiment.

[0058] FIG. 6 shows illustrative system architecture 600.
Architecture 600 may represent an interne of things (“ToT”).
The foregoing multi-biometric-factor disclosure, when used
in conjunction with IoT devices, may increase security
associated with an IoT user-network formed from the
devices.

[0059] A relevant differentiator between IoT networks and
conventional networks is a traffic profile. In an IoT, nodes
may not have defined or known network positions, commu-
nication protocols or security services. Solutions that allow
architecture 600 to function seamlessly and leverage such
disparate components are disclosed herein.

[0060] Architecture 600 may include nodes. Each node
may represent an IoT device for which providence is known.
Each node may include two or more nodes. FIG. 6 shows
exemplary nodes 601, 603, 605, 607 and 609. The architec-
ture includes sensors 603. Sensors 603 may include devices
that detect changes in a physical or virtual environment. For
example sensors may measure audio, rainfall, temperature or
water levels. Sensors may measure electronic network traf-
fic, electronic signals (e.g., input or output) or frequency of
user logins from within a predefined geographic area. With
respect to the current multi-biometric-factor disclosure,
nodes may measure biometric indicators such as pulse, body
temperature, voice, gait and/or other biorhythmic indicator.
[0061] Sensors may be any suitable size. For example,
sensors may be a few millimeters in size. Sensors may be
deployed in a wide variety of locations. For example,
sensors may be deployed in military battlefields, industrial
plants, in orchards, in clothing, automobiles, smart phones,
jewelry or refrigerators. Sensors may be relatively inexpen-
sive and have low energy consumption. Sensors may
“sense” two or more stimuli or environmental changes.
[0062] Captured data may be transmitted using any suit-
able transmission method. For example, data captured by a
sensor may be extracted by a mobile phone. Sensors may
leverage a communication link provided by a mobile phone
to communicate captured data to another node. Sensors may
leverage an independent communication link to communi-
cate with another node and/or a network hub.

[0063] Each sensor may be a node and each sensor may be
assigned a unique identifier (ID). For example, sensors may
be identified by one or more radio frequency identification
(“RFID™) tags. The RFID tag may be stimulated to transmit
identity information about the sensor or any other informa-
tion stored on the RFID tag.

[0064] Captured data may be transmitted by the sensor and
processed far from the location of the sensor that captured
the data. For example, captured data may be transmitted
from one node to another node until the captured data
reaches data repository 601.

[0065] Sensors may be positioned and capture data from
diverse locations. Locations may include geographic loca-
tions or virtual locations on electronic networks. Captured
data may be transmitted to a location where information is
needed for decisioning or consumption, which may not be
the same place the data was captured or generated. Data

Oct. 3, 2019

synchronization protocols and caching techniques may be
deployed to ensure availability of information at, or delivery
to, a desired node. For example, a location where data is
captured may not have continuous reliable network connec-
tivity. Accordingly, captured data may be stored locally on
the sensor for an amount of time prior to transmission or
broadcast to another node.

[0066] Contextually, captured data may provide informa-
tion not only about the physical environment surrounding a
sensor, but the capturing of data from multiple sensors may
provide data that signifies an event. Sensors may be
grouped. Sensors may be grouped based on physical prox-
imity or based on the content (or expected content) of data
captured. Sensors may be grouped virtually. Other nodes,
such as data analysis engine 109 may create and/or be
included in such groups. In some embodiments, the captured
data may be organized by data repository 601.

[0067] Based on data captured from sensors 603, actuators
607 may respond to a detected event. Based on the capture
and analysis of multiple sources of data, actuators 607 may
be instructed to take action without human intervention.

[0068] Generally, sensors and other nodes that form part of
architecture 600 may include a processor circuit. The pro-
cessor circuit may control overall operation of a node and its
associated components. A processor circuit may include
hardware, such as one or more integrated circuits that form
a chipset. The hardware may include digital or analog logic
circuitry configured to perform any suitable operation.

[0069] A processor circuit may include one or more of the
following components: I/O circuitry, which may include a
transmitter device and a receiver device and may interface
with fiber optic cable, coaxial cable, telephone lines, wire-
less devices, PHY layer hardware, a keypad/display control
device or any other suitable encoded media or devices;
peripheral devices, which may include counter timers, real-
time timers, power-on reset generators or any other suitable
peripheral devices; a logical processing device, which may
compute data structural information, structural parameters
of the data, quantify indices; and machine-readable memory.

[0070] Machine-readable memory may be configured to
store, in machine-readable data structures: captured data,
electronic signatures of biometric features or any other
suitable information or data structures. Components of a
processor circuit may be coupled together by a system bus,
wirelessly or by other interconnections and may be present
on one or more circuit boards. In some embodiments, the
components may be integrated into a single chip. The chip
may be silicon-based.

[0071] The node may include RAM, ROM, an input/
output (“I/0”) module and a non-transitory or non-volatile
memory. The /O module may include a microphone, button
and/or touch screen which may accept user-provided input.
The I/O module may include one or more of a speaker for
providing audio output and a video display for providing
textual, audiovisual and/or graphical output.

[0072] Software applications may be stored within the
non-transitory memory and/or other storage medium. Sofi-
ware applications may provide instructions to the processor
for enabling a node to perform various functions. For
example, the non-transitory memory may store software
applications used by a node, such as an operating system,
application programs, and an associated database. Alterna-
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tively, some or all of computer executable instructions of a
node may be embodied in hardware or firmware components
of the node.

[0073] Software application programs, which may be used
by a node, may include computer executable instructions for
invoking user functionality related to communication, such
as email, short message service (“SMS”), and voice input
and speech recognition applications. Software application
programs may utilize one or more algorithms that request
alerts, process received executable instructions, perform
power management routines or other suitable tasks.

[0074] FIG. 1 shows user 100 with three exemplary user-
worn electronic devices or apparatuses. These devices
include a mobile telephone communications hub device 102,
a pair of eyeglasses including a communications module 108
for communication, in certain embodiments with device
102, and a wrist-watch device 106. Wrist-watch device 106
preferably includes a communications module 110 for com-
munication with hub 102.

[0075] It should be noted, in some embodiments, each of
communications modules 108 and 110 may preferably be
used to communicate with hub device 102.

[0076] In other embodiments, each of communications
modules 108 and 110 may preferably be used to communi-
cate directly with the internet and/or the cloud via a separate
connection. Thereafter, such communications may prefer-
ably be rerouted, if necessary, from the internet or the cloud
back into the hub for network communications that traverse
the internet. FIG. 4 shows the communication coupling to
the cloud in detail. Coupling 412, from the hub 402 to cloud
401, is shown as required. Couplings 414 and 416 are shown
as optional.

[0077] FIG. 2 shows an illustrative flow diagram of an
exemplary method according to certain embodiments. Step
202 shows receiving voice information on a first biometric
marker. Step 204 shows receiving voice information on a
second biometric marker.

[0078] Step 206 shows comparing the voice information in
the first biometric marker to the voice information in the
second biometric marker. Step 210 shows that, if the differ-
ence between the voice information in the first biometric
marker to the voice information in the second biometric
marker is below a pre-determined threshold magnitude, then
the system preferably maintains the status quo operation.
[0079] Step 208 shows that if the difference is greater than
a pre-determined threshold magnitude, then retrieving voice
information contained in the third biometric marker. Step
212 shows using the voice information in the third biometric
marker to confirm which of the first and second biometric
marker voice information is accurate. Step 214 shows quar-
antining the device associated with the inaccurate biometric
marker.

[0080] FIG. 3 shows another illustrative flow diagram of
an exemplary method according to certain embodiments.
Step 302 shows monitoring for outlying biometric values on
of the three biometric markers. For the purpose of certain
embodiments in this application, an outlying marker may be
considered a marker that provides values that are greater, by
a pre-determined threshold, than historically measured
markers. Alternatively, an outlying marker may be consid-
ered a marker that provides information that is different, by
a threshold amount, from information regarding the same
underlying biometric information as derived by one or more
other apparatus.
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[0081] Step 304 shows, in response to retrieving outlying
information biometric values, using remaining biometric
marker(s) to validate non-outlying biometric values. Upon
validation of non-outlying values, step 306 quarantining
biometric marker associated with outlying biometric values.
Finally, step 308 shows quarantining the biometric device
associated with quarantined biometric marker.

[0082] FIG. 5 shows one example of an exemplary deter-
mination of an outlying biometric marker. Specifically, FIG.
5 shows determining outlying voice signals. Specifically, at
502, the wrist-watch determines that a person is identified at
between 16-32 words per minute (wpm), the eyeglasses
determines that a person is identified at between 32-48
words per minute (wpm), and the mobile phone determines
that a person is identified at between 16-32 words per minute
(wpm). Accordingly, step 504 shows quarantining the
glasses pending further review of other biometric signals.

[0083] As shown in FIG. 6, a node may operate in a
networked environment. A node may be part of two or more
networks. A node may support establishing network con-
nections to one or more remote nodes. Such remote nodes
may be sensors, actuators or other computing devices.
Nodes may be personal computers or servers. Network
connections may include a local area network (“LAN”) and
a wide area network (“WAN™), and may also include other
networks. When used in a LAN networking environment, a
node may be connected to the LAN through a network
interface or adapter. The communication circuit may include
the network interface or adapter.

[0084] When used in a WAN networking environment, a
node may include a modem or other circuitry for establish-
ing communications over a WAN, such as the Internet. The
communication circuit may include the modem.

[0085] The existence of any of various well-known pro-
tocols such as TCP/IP, Ethernet, FTP, HTTP and the like is
presumed, and a node can be operated in a client-server
configuration to permit a user to retrieve web pages from a
web-based server. Web browsers can be used to display and
manipulate data on web pages.

[0086] Nodes may include various other components, such
as a battery, speaker, and antennas. Network nodes may be
portable devices such as a laptop, tablet, smartphone,
“smart” devices (e.g., watches, eyeglasses, clothing, or other
body-worn apparatus having embedded electronic circuitry)
or any other suitable device for receiving, storing, transmit-
ting and/or displaying relevant information. Blockchains
according to certain embodiments may include providence
information for the components and/or for the IoT units
themselves.

[0087] A node may include a display constructed using
organic light emitting diode (“OLED”) technology. OLED
technology may enhance functionality of anode. OLEDs are
typically solid-state semiconductors constructed from a thin
film of organic material. OLEDs emit light when electricity
is applied across the thin film of organic material. Because
OLEDs are constructed using organic materials, OLEDs
may be safely disposed without excessive harm to the
etvironment.

[0088] Furthermore, OLEDs may be used to construct a
display that consumes less power compared to other display
technologies. For example, in a Liquid Crystal Display
power must be supplied to the entire backlight, even to
illuminate just one pixel in the display. In contrast, an OLED
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display does not necessarily include a backlight. Further-
more, in an OLED display, preferably, only the illuminated
pixel draws power.

[0089] The power efficiency of OLED technology pres-
ents a possibility for designing nodes that provide enhanced
security and functionality. Illustrative devices that may be
constructed using OLED technology are disclosed in U.S.
Pat. No. 9,665,818, which is hereby incorporated by refer-
ence herein in its entirety.

[0090] A node may be operational with numerous other
general purpose or special purpose computing system envi-
ronments or configurations. Examples of well-known com-
puting systems, environments, and/or configurations that
may be suitable for use with the invention include, but are
not limited to, personal computers, server computers, hand-
held or laptop devices, tablets, “smart” devices (e.g.,
watches, eyeglasses, clothing having embedded electronic
circuitry) mobile phones and/or other personal digital assis-
tants (“PDAs”), multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputers, mainframe
computers, distributed computing environments that include
any of the above systems or devices, and the like.

[0091] Nodes may utilize computer-executable instruc-
tions, such as program modules, being executed by a com-
puter. Generally, program modules include routines, pro-
grams, objects, components, data structures, etc. that
perform particular tasks or implement particular abstract
data types. A node may be operational with distributed
computing environments where tasks are performed by
remote processing devices that are linked through a com-
munications network. In a distributed computing environ-
ment, program modules may be located in both local and
remote computer storage media including memory storage
devices. Nodes may rely on a network of remote servers
hosted on the Internet to store, manage, and process data
(e.g., “cloud computing.

[0092] Nodes may include a battery. The battery may be a
power source for electronic components of the node. For
example, the battery may supply power to the display, the
communication circuit and the processor circuit. In some
embodiments, a node may include a plurality of batteries.
Nodes may include solar panels that convert solar energy
into electricity that powers one or more components of a
node.

[0093] Sensors in a single architecture or other grouping
may be produced by different manufacturers. Sensors may
capture data in different formats. For example, sensors may
use different data structures to package captured data. Sen-
sors 603 may utilize different communication protocols to
transmit captured data or communicate with other nodes.
Despite such operational differences, sensors 603 may oper-
ate substantially seamlessly together. Interoperability may
allow captured data to be substantially seamlessly captured
and interpreted by data analysis engine 609. Based on
interpreting the captured data, data analysis engine 609 may
issue instructions to actuators 607.

[0094] Interoperability may be implemented across any
suitable nodes of architecture 600. Interoperability may
enable communication between sensors 603 and other
nodes. Interoperability may enable architecture 600 to pro-
vide services and applications via actuators 607. Interoper-
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ability may allow services and content to be provided
anywhere, anytime and based on input/output of different
nodes.

[0095] Data gathering by one or more of sensors 603 may
be controlled by one or more other nodes of architecture
600. For example, data analysis engine 609 may control a
quantity of data captured by sensors 603. Alternatively, data
repository 601 and/or analysis engine 609 may filter or
otherwise intelligently process data captured by sensors 603.
Interoperability, in view of the data architecture, may also
provide for analyzing data and using the data analysis to
quarantine one or more of the nodes as set forth herein.
[0096] Timing of when data is captured by sensors 603
may be controlled by any suitable node on architecture 600.
For example, data may be captured in real-time or at
pre-defined intervals such as once a day. Data may also be
captured in response to a detected environmental status
change.

[0097] Data analysis engine 609 may filter data captured
by sensors 603. Data analysis engine 603 may repackage or
reformat captured data. Data conversion may include trans-
formation of low level raw data (possibly from multiple
sensors or groups of sensors) into meaningful information
for a target audience or for a target analysis.

[0098] For example, captured data intended for human
consumption or interaction may be converted into a human
understandable format. Captured data intended for machine
consumption may be converted into a format readable by a
particular machine or node.

[0099] Data analysis engine 609 may perform pattern
recognition to identify correlations and trends in captured
data. Data analysis engine 609 may also evaluate a cost of
obtaining data. “Costs” may be monetary (e.g., labor costs or
infrastructure costs), time-related or related to a level of
intrusion needed to obtain desired data. “Costs” may be
bandwidth-related.

[0100] For example, a communication link may be asso-
ciated with a fixed bandwidth. The bandwidth may limit an
amount of information or a rate of transmission over the
communication link.

[0101] For example, a sensor may respond slowly to a
request from another node if there is a large amount of
informational traffic traveling on a communication link
shared with other nodes. The large amount of informational
traffic may not leave sufficient bandwidth for the transmit-
ting node to timely communicate with the requesting node.
[0102] As a further example, a sensor may respond slowly
if the sensor transmits a large amount of captured data. The
large amount of information transmitted by the sensor,
together with other informational traffic traveling on the
shared communication link, may be close to, or exceed the
bandwidth of the communication link. As a result, sensors
may be unable to transmit captured date in a timely manner.
[0103] Data travelling within architecture 600 to/from
nodes may be routed along multiple communication links
until the transmitted information reaches a desired destina-
tion node (e.g., data analysis engine 609). Each communi-
cation link may service a number of connected nodes and a
respective volume of informational traffic.

[0104] It may be difficult to ascertain available bandwidth
on a particular communication link. It may be difficult to
ascertain which communication links are being utilized to
transmit information between nodes. Nodes attempting to
transmit information over a communication link may not be
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aware of a number of connected nodes, a volume of traffic
on a particular communication link or a bandwidth capacity
of a communication link.

[0105] Furthermore, a communication link may be con-
trolled by a different entity from an entity responsible for
operation of a particular node. The entity responsible for
operation of the node may be unable to monitor a number of
nodes that share a communication link, a bandwidth capac-
ity of a communication link or a volume of traffic transmit-
ted on a communication link. Despite difficult to predict
conditions on a communication link, it would be desirable
for a node to timely respond to a request for information or
timely receive desired information.

[0106] Sensors 603 may belong to, or operated by, differ-
ent administrative/management domains. Sensors 603 may
be operated by different domains without expressly-defined
relationships among such domains. The absence of express
relationships enables preferably key-based access to data
captured by sensors 603 by one or more architectures having
one or more features in common with architecture 600.
Groups of sensors may include sensors from two or more
administrative domains.

[0107] Data repository 601 may receive data captured by
sensors 603. In some embodiments, data captured by sensors
603 may be transmitted directly to data analysis engine 609.
Data stored in repository 601 may be sorted and analyzed by
data analysis engine 609. Data stored in data repository 601
may be so voluminous and complex (e.g., structured/un-
structured and/or constantly changing) that traditional data
processing application software may be inadequate to mean-
ingfully process the data (e.g., “big data”). Data analysis
engine 609 may include software applications specially
designed to process large volumes of data (“big data ana-
lytics™).

[0108] Based on captured data, data analysis engine 609
may optimize processes, reduce loss (e.g., fraud), improve
customer understanding and targeting, increase automation,
decrease latency in products and/or services provided by
actuators 607 and identify new analytical models that may
utilize data captured by sensors 603.

[0109] Architecture 600 may include one or more layers of
software applications. Software applications may implement
a variety of functions and provide varied services to nodes
of architecture 600. Software applications running on data
analysis engine 609 may submit requests to sensors 603 for
retrieval of specific data to achieve a functional goal pro-
vided by actuators 607. Software applications may control
data captured by sensors 603 or actions taken by actuators
607. Software applications may control a flow of informa-
tion within architecture 600.

[0110] Software applications may be implemented on a
node. A node may be an enterprise system or a “cloud” of
computing devices. On device applications may be depen-
dent on a specific hardware configuration. Such hardware
requirements may preferably be minimal, such as an exten-
sion of the OS/firmware of the device. For example, illus-
trative software applications for sensors may include
TinyOS, Linux, Contiki and RIOT.

[0111] Software applications may include middleware.
Middleware may connect an operating system or database to
other software applications. Middleware may configure and
manage hardware such as sensors (e.g., to achieve a target
functionality). Middleware may be responsible for aggre-
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gating data captured by sensors 603 and passing captured
data to data repository 601 and/or data analysis engine 609.
[0112] Software applications may provide security ser-
vices that mitigate threats to the integrity of data captured by
sensors 603 or architecture 600 generally.

[0113] Actuators 607 may respond to data transmitted or
processed by other nodes such as data analysis engine 609.
Actuators 607 may include devices that modify the physical
state of a physical entity. Actuators 607 may include devices
that modify a virtual state of information. For example,
actuators 607 may move (translate, rotate, etc.) physical
objects or activate/deactivate functionalities of more com-
plex ones. An actuator may dim a light bulb, open a door,
change a temperature setting, authorize access to an auto-
mated-teller-machine (“ATM”) and/or any other suitable
functionality. Actuators 607 may verify identities, trigger
electronic payments, extend credit or debit accounts.
[0114] Within an intelligent networked system such as
architecture 600, sensors 603 perform the functions of input
devices—they serve as, for example, “eyes,” collecting
information about their environment. In contrast, actuators
607 act as “hands,” implementing decisions based on data
captured by sensors 603. A single node may include the
functions of sensors and actuators.

[0115] Actuators 607 may communicate with data analysis
engine 609 and sensors 603. Actuators 607 may include an
application programming interface (“API”) for communi-
cating with other nodes. Actuators 607 may communicate
directly with other nodes using machine-to-machine
(“M2M”) protocols. Ilustrative M2M protocols may include
MQ Telemetry Transport (“MQTT”). M2M includes com-
munication between two or more objects without requiring
direct human intervention. M2M communications may auto-
mate decision-making and communication processes for
actuators 607.

[0116] In the absence of express relationships between
sensors and the devices that access data captured by the
sensors, traditional approaches for managing trust, security
naming, discovery, or other traditional network services may
not be applicable or available. In one particular embodiment,
the system disclosed herein for identifying, maintaining and
providing information regarding an IoT device, may be used
for managing trust and/or resolving discrepancies or other
information mismatches of the IoT devices in the network.
[0117] Generally, nodes of architecture 600 may interact
and cooperate using one or more interaction paradigms.
Exemplary interaction paradigms include client-server and
peer-to-peer interactions.

[0118] As a result of the disparate nature of sensors 603,
an architecture, such as architecture 600 incorporating sen-
sors 603 may support a variety of communication protocols.
Nustrative supported protocols may include HyperText
Transfer Protocol (“HTTP”), Simple Object Access Protocol
(“SOAP”), REpresentational State Transfer (“REST”) Con-
strained Application Protocol (“CoAP”), SensorML, Insti-
tute of Electrical and Electronic Engineers (“IEEE”) 802.
15.4 (“ZigBee”) based protocols, TEEE 802.11 based
protocols. For example, ZigBee is particularly useful for
low-power transmission and requires approximately 20 to 60
mW for 1 mW transmission power over a range of 10 to 100
meters and a data transmission rate of 250 kbit/s.

[0119] To further conserve energy, a sensor may commu-
nicate wirelessly for short periods of time. Utilizing this
approach, one or more standard size single cell cylindrical
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dry battery batteries (e.g., AA size) may provide requisite
computing power and wireless communication for many
months.

[0120] Communication protocols used by nodes (e.g.,
sensors or actuators) may not have, or may not be capable
of having, security capabilities. A security layer or buffer
may be implemented by nodes that receive or rely on data
captured by insecure sensors. Sensors or other nodes may be
dynamically connected or disconnected from a group or
architecture. A security layer or buffer may be modular and
quickly scalable meet growth/contraction requirements.

[0121] A physical layer may physically link nodes of
architecture 600. The physical layer may provide commu-
nication pathways or links to move data between multiple
sub-networks and nodes. Such communication links may be
wired or wireless. Exemplary wireless communication links
may include Bluetooth, Wi-Fi, 3G, 4G, 5G and LTE.

[0122] FIG. 7 shows illustrative sensors 700. Sensors 700
may include or more features of sensors 603 (shown in FIG.
6). Sensors 700 include biometric sensors 703 that sense
biometric attributes. For example, biometric sensors may be
embedded in ToT devices such as “smart” clothing 709, or
other body-worn apparatus, that monitors a wearer’s physi-
cal condition. Such clothing may capture biometric data,
such as pulse rate, temperature, perspiration levels, muscle
contraction, heart rhythm and/or physical movement. Smart
clothing may be linked to smart phone 719 such as via a
Bluetooth® communication link. Smart phone 719 may
transmit data captured by smart clothing 709 to one or more
other network nodes.

[0123] Biometric sensors 703 may include other illustra-
tive sensors such as heart monitor 711, sleep monitor 713,
smart watch 719, smart phone 719 and automobile 715.

[0124] Sensors 700 may include personal use devices 705.
Personal use devices 705 may include sensors embedded in
home appliances 721, productivity devices 723 or entertain-
ment devices 725. Productivity devices 723 may include
tablets, laptops or other personal computing devices. Enter-
tainment devices may include gaming consoles and the like.

[0125] Sensors 700 also include third-party devices 707.
Third-party devices may include devices that are not under
the direct or exclusive control of a user or whose use is
monitored by a third-party. A user may interact with third-
party devices 707 to obtain a desired service provided by the
third-party.

[0126] Exemplary third party devices include smart card
727. Smart card 727 may function as a purchasing instru-
ment. [lustrative purchasing instruments may conform to
specifications published by the International Organization
for Standardization. Such specifications may include: ISO/
IEC 7810, ISO/IEC 7811 and ISO/IEC 7816, which are
hereby incorporated herein by reference in their entireties.
Suitable purchasing instruments may include a credit card,
debit card and other electronic purchasing devices. Such
purchasing instruments may sense a location or frequency of
use.

[0127] Purchasing instruments may include “EMV”’ chips.
EMYV is a technology that derives its name from the com-
panies (Europay, MasterCard, and Visa) that helped develop
the technology. When the credit card and its associated EMV
chip are inserted into a specialized card reader such as
point-of-sale terminal (“POS”) 731, the reader powers the
EMYV chip and the EMV chip generates a new authorization

Oct. 3, 2019

code each time the credit card is used. The EMV chip may
capture transaction data such as amounts, location or iden-
tity of the POS.

[0128] Third-party sensors 707 may include ATM 729 and
POS 731. ATM 729 and POS 731 may also be actuators.
Third-party devices may also include software applications
733. Applications 733 may be used to access services, such
as an online banking portal (“OLB”). Such applications may
detect biometric features submitted to authorize access to an
OLB. Third-party devices may include sensors that capture
data associated with power consumption (e.g., smart grids),
electronic communication traffic, logistics (package move-
ment) or any other suitable environmental condition.

[0129] FIG. 700 shows that sensors may categorically
overlap. For example, an application used to access an OLB
may capture a biometric feature (e.g., fingerprint) to authen-
ticate a user. Automobile 715 may be in regular communi-
cation with a third-party.

[0130] Each of the sensors shown in FIG. 700 may include
different and possibly incompatible hardware. For example,
sensors may each have different operating systems (or none
at all), processor types and memory requirements. Sensors
700 may be inexpensive, single-function devices with rudi-
mentary network connectivity. Sensors 700 may be posi-
tioned in remote and/or inaccessible locations where human
intervention or configuration is difficult.

[0131] To conserve power, sensors 700 may utilize 16-bit
microcontrollers. Such microcontrollers may use less than
400 pW per MIPS (“million instructions per second”) yet
may be capable of operating TCP/IPv6 stacks with 4 kB
RAM and 24 kB flash memory. As outlined in proposed
Internet standard RFC 4944, which is hereby incorporated
by reference in its entirety, [IPv6 may be implemented over
IEEE 802.15 4 (e.g., ZigBee) based wireless communication
protocols or other suitable communication protocols.

[0132] Furthermore, because of potentially disparate fea-
tures and characteristics of sensors 700, security solutions
disclosed herein may be used to verify an authenticity of a
sensor and/or data transmitted by the sensor.

[0133] Thus, apparatus and methods for providing multi-
biometric-factor, IoT, secured network are provided. Persons
skilled in the art will appreciate that the present invention
can be practiced by other than the described embodiments,
which are presented for purposes of illustration rather than
of limitation. The present invention is limited only by the
claims that follow.

What is claimed is:

1. A method for authenticating to a network comprising a
plurality of Internet of Things (IoT) devices, the method
comprising:

using a mobile telephone apparatus to monitor a first

biometric marker, said first biometric marker indicating
a level of at least one of a wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indi-
cator;

using an electronic wrist-worn apparatus to monitor a
second biometric marker, said second biometric marker
indicating the level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator;

using an electronic head-worn apparatus to monitor a
third biometric marker, said third biometric marker
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indicating the level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator;

using one of the mobile telephone apparatus, the elec-

tronic wrist-worn apparatus, and the electronic head-

worn apparatus to operate as a hub apparatus, wherein:

the mobile telephone apparatus is configured to trans-
mit the first biometric marker to the hub apparatus;

the electronic wrist-worn apparatus is configured to
transmit the second biometric marker to the hub
apparatus; and

the electronic head-worn apparatus is configured to
transmit the third biometric marker to the hub appa-
ratus;

using the hub apparatus to assign a federated biometric

marker based at least in part on the first, second and
third biometric markers, said federated biometric
marker presenting a multifactor authorization signal;

using said multifactor authorization signal to compare a

measured level of at least one of a wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indi-
cator from the first biometric marker with a measured
level of at least one of a wearer’s pulse, body tempera-
ture, voice, gait and/or other biorhythmic indicator
from the second biometric marker and, when the com-
parison reveals that at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator from the first biometric marker fails to match
a measured level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator from the second biometric marker, then deter-
mining whether the failure to match exceeds a security
threshold; and

when a magnitude of a value assigned to the failure to

match exceeds a security threshold, comparing each of
measured levels of the non-matched item of the mobile
telephone apparatus and the wrist-worn apparatus to a
measured level of the non-matched item as measured
by the electronic head-worn apparatus, and, when one
of the measured levels of the non-matched item is
matched by the electronic head-worn apparatus then the
method may include quarantining the one of the mobile
telephone apparatus and the electronic wrist-worn
apparatus associated with the measured level the non-
matched item.

2. The method of claim 1, wherein the first biometric
marker consists of voice.

3. The method of claim 1, wherein the second biometric
marker consists wearer’s pulse.

4. The method of claim 1, wherein the third biometric
marker consists of user’s body temperature.

5. The method of claim 1, wherein when any one of the
first biometric marker, the second biometric marker and the
third biometric marker indicates a voice signature of a user,
the voice signature being obtained using natural language
processing,

6. The method of claim 1, further comprising using
artificial intelligence to monitor at least one of the first
biometric marker, the second biometric marker and the third
biometric marker for one or more outliers with respect to
historical monitoring of at least one of the first biometric
marker, the second biometric marker and the third biometric
marker, each of said one or more outliers comprising a value
that includes a magnitude that exceeds a security threshold
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difference between a currently-monitored value magnitude
and a historically-monitored value magnitude.

7. The method of claim 6 wherein the quarantining further
comprises determining whether ramifications associated
with the non-matched item relate to a life-threatening sce-
nario and, if the ramifications associated with the non-
matched item do not relate to a life-threatening scenario,
then shutting down a non-critical aspect of the one of the
mobile telephone apparatus and the electronic wrist-worn
apparatus that measured the non-matched item.

8. The method of claim 7 further comprising a renewing
monitoring of the first, second and third biometric markers
following the shutting down the non-critical aspect, and,
based on the renewing monitoring, for the one or more
outliers, determining whether a pre-determined change in a
value associated with the one or more outliers from prior to
the shutting down occurred.

9. The method of claim 8 further comprising, when the
pre-determined change in a value associated with the one or
more outliers from prior to the shutting down occurred
shutting down the apparatus associated with the value asso-
ciated with the one or more outliers.

10. A method for authenticating to network comprising a
plurality of Internet of Things (“IoT”) devices, the method
comprising:

using a mobile telephone apparatus to monitor a first

biometric marker, said first biometric marker indicating
a level of at least one of a wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indi-
cator;

using an electronic wrist-worn apparatus to monitor a

second biometric marker, said second biometric marker
indicating the level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator;

using an electronic head-worn apparatus to monitor a

third biometric marker, said third biometric marker
indicating the level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator;

using one of the mobile telephone apparatus, the elec-

tronic wrist-worn apparatus, and the electronic head-

worn apparatus to operate as a hub apparatus, wherein:

the mobile telephone apparatus is configured to trans-
mit the first biometric marker to the hub apparatus;

the electronic wrist-worn apparatus is configured to
transmit the second biometric marker to the hub
apparatus; and

the electronic head-worn apparatus is configured to
transmit the third biometric marker to the hub appa-
ratus;

using the hub apparatus to assign a federated biometric

marker based at least in part on the first, second and
third biometric markers, said federated biometric
marker presenting a multifactor authorization signal;
and

using artificial intelligence to monitor at least one of the

first biometric marker, the second biometric marker and
the third biometric marker for one or more outliers with
respect to historical monitoring of at least one of the
first biometric marker, the second biometric marker and
the third biometric marker, each of said one or more
outliers comprising a value that includes a magnitude
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that exceeds a security threshold difference between a
current magnitude and a historically monitored mag-
nitude; and,

when the value that includes a magnitude exceeds a
security threshold difference between the current mag-
nitude and the historically monitored magnitude the
method may quarantine the apparatus associated with
the outlier.

11. The method of claim 10, wherein the first biometric

marker consists of the voice.
12. The method of claim 10, wherein the second biometric
marker consists of a wearer’s pulse.
13. The method of claim 10, wherein the third biometric
marker consists of a user’s body temperature.
14. The method of claim 10, wherein when any one of the
first biometric marker, the second biometric marker and the
third biometric marker indicates a voice signature of a user,
the voice signature being obtained using natural language
processing.
15. A multi-biometric-factor, intemet of things (“IoT”),
secured network system, the secured network system com-
prising a plurality of IoT devices, the secured network
system comprising:
a first electronic, body-worn apparatus for monitoring a
first biometric marker, said first biometric marker indi-
cating a level of at least one of a wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indi-
cator;
a second electronic, body-worn, apparatus to monitor a
second biometric marker, said second biometric marker
indicating the level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator;
a third electronic body-worn apparatus to monitor a third
biometric marker, said third biometric marker indicat-
ing the level of at least one of a wearer’s pulse, body
temperature, voice, gait and/or other biorhythmic indi-
cator,
wherein one of the first, second and third body-worn
apparatus is configured to operate as a hub apparatus,
and wherein:
the first electronic body-worn apparatus is configured
to transmit the first biometric marker to the hub
apparatus;

the second electronic body-worn apparatus is config-
ured to transmit the second biometric marker to the
hub apparatus; and

the third electronic body-worn apparatus is configured
to transmit the third biometric marker to the hub
apparatus;

wherein the hub apparatus is configured to assign a
federated biometric marker based at least in part on the
first, second and third biometric markers, said federated
biometric marker presenting a multifactor authorization
signal, said multifactor authorization signal for com-
paring a measured level of at least one of a wearer’s
pulse, body temperature, voice, gait and/or other bio-
rhythmic indicator from the first biometric marker with
a measured level of at least one of a wearer’s pulse,
body temperature, voice, gait and/or other biorhythmic
indicator from the second biometric marker and, when
the comparison reveals that at least one of a wearer’s
pulse, body temperature, voice, gait and/or other bio-
rhythmic indicator from the first biometric marker fails
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to match a measured level of at least one of a wearer’s
pulse, body temperature, voice, gait and/or other bio-
rhythmic indicator from the second biometric marker,
then the hub apparatus determines whether the failure
to match exceeds a security threshold; and

when the failure to match exceeds a security threshold,

then the hub apparatus compares the measured level of
the non-matched item of the first electronic body-worn
apparatus and the second electronic body-worn appa-
ratus to a level as measured by the third electronic
body-worn apparatus, and, wherein, when one of the
measured levels of the non-matched item of the first
electronic body-wormn apparatus and the second elec-
tronic body-worn apparatus is matched by the third
electronic body-worn apparatus, the system is config-
ured to quarantine a non-matching one of the first
electronic body-womn apparatus and the second elec-
tronic body-worn apparatus.

16. The secured network system of claim 15, wherein the
first biometric marker consists of the voice.

17. The secured network system of claim 15, wherein the
second biometric marker consists of a wearer’s pulse.

18. The secured network system of claim 15, wherein the
third biometric marker consists of a user’s body temperature.

19. The secured network system of claim 15, wherein
when any one of the first biometric marker, the second
biometric marker and the third biometric marker indicates a
voice signature of a user, the voice signature being obtained
using natural language processing.

20. The secured network system of claim 15, further
comprising using artificial intelligence to monitor at least
one of the first biometric marker, the second biometric
marker and the third biometric marker for one or more
outliers with respect to historical monitoring of at least one
of the first biometric marker, the second biometric marker
and the third biometric marker, each of said one or more
outliers comprising a value that includes a magnitude that
exceeds a security threshold difference between the current
magnitude and the historically monitored magnitude.

21. The secured network system of claim 15 wherein the
quarantining further comprises determining whether rami-
fications associated with the non-matched item relate to a
life-threatening scenario and, if the ramifications associated
with the non-matched item do not relate to a life-threatening
scenario, then shutting down a non-critical aspect of the one
of the first body-worn apparatus and the second body-worn
apparatus that measured the non-matched item.

22. The secured network system of claim 21 further
comprising renewing monitoring of the first, second and
third biometric markers following the shutting down the
non-critical aspect of the one of the first body-worn appa-
ratus and the second body-worn apparatus that measured the
non-matched item, and, based on the renewing monitoring,
for the one or more outliers, determining whether a pre-
determined change in a value associated with the one or
more outliers from prior to the shutting down occurred.

23. The secured network system of claim 22 further
comprising, when the pre-determined change in a value
associated with the one or more outliers from prior to the
shutting down occurred shutting down the apparatus asso-
ciated with the value associated with the one or more
outliers.
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