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USER HEALTH MANAGEMENT FOR
MOBILE DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a Utility Patent application
based on a previously filed U.S. Provisional Patent Appli-
cation U.S. Ser. No. 62/554,498 filed on Sep. 5, 2017,
entitled “OPERATIONS HEALTH MANAGEMENT,” the
benefit of the filing date of which is hereby claimed under 35
U.S.C. § 119(e) and which is further incorporated by refer-
ence in its entirety.

TECHNICAL FIELD

[0002] The present invention relates generally to computer
operations and more particularly, but not exclusively to
providing real-time information for management the health
of the users of connected devices.

BACKGROUND

[0003] As individuals increasingly turn to network con-
nected devices or computers for managing and enhancing
their daily lives, they may develop a dependence on these
devices or computers. In some cases, extreme use of con-
nected devices or computers can negatively affect the ability
of some individuals to think, function, and socially engage
in the world outside of their connected devices or computers.
In some cases, connected devices or computers may provide
benefits, such as, creating a surplus of resources, productiv-
ity, time, or the like. However, in some cases, individual
users and society as a whole, may still be learning how to use
connect devices or computers in healthy ways. Accordingly,
in some cases, interactions with connected devices or com-
puters may create one or more unexpected deficits. Further,
in some cases, it may be difficult to obtain information that
may be useful for discovering usage patterns of connected
devices or computers. Such information may enable
increased visibility or understanding that may be used to
better evaluate the detrimental effects associated with the
use of connection devices or computers. Thus, it is with
respect to these considerations and others that the present
invention has been made.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Non-limiting and non-exhaustive embodiments of
the present innovations are described with reference to the
following drawings. In the drawings, like reference numet-
als refer to like parts throughout the various figures unless
otherwise specified. For a better understanding of the
described innovations, reference will be made to the fol-
lowing Detailed Description of Various Embodiments,
which is to be read in association with the accompanying
drawings, wherein:

[0005] FIG. 1 shows components of one embodiment of
an environment in which embodiments of the invention may
be practiced,

[0006] FIG. 2 shows one embodiment of a client computer
that may be included in a system in accordance with at least
one of the various embodiments;

[0007] FIG. 3 shows one embodiment of a network com-
puter, in accordance with at least one of the various embodi-
ments;
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[0008] FIG. 4 illustrates a logical architecture of a system
that provides health management in accordance with at least
one of the various embodiments;

[0009] FIG. 5 illustrates a logical architecture of a system
that provides user health management in accordance with at
least one of the various embodiments;

[0010] FIG. 6 illustrates a functional architecture of a
system for providing model inputs to a scoring engine in
accordance with one or more the various embodiments;
[0011] FIG. 7 illustrates a logical representation of an
interactive report that enables organizations to manage user
health in accordance with one or more of the various
embodiments;

[0012] FIG. 8 illustrates a logical representation of an
interactive report that enables users or others to review how
different activities may impact user health in accordance
with one or more of the various embodiments;

[0013] FIG. 9 illustrates a logical representation of an
interactive report that shows contributing sources of
unhealthy actions the may be associated with users in
accordance with one or more of the various embodiments;
[0014] FIG. 10 illustrates a logical representation of an
interactive report that shows a health score timeline that
correlated activity or recovery period with health scores in
accordance with one or more of the various embodiments;
[0015] FIG. 11 illustrates an overview flowchart for a
process for user health management in accordance with one
or more the various embodiments;

[0016] FIG. 12 illustrates a flowchart for a process for user
health management in accordance with one or more of the
various embodiments;

[0017] FIG. 13 illustrates a flowchart for a process for
health management in accordance with one or more the
various embodiments; and

[0018] FIG. 14 illustrates a flowchart for a process for
generating individual user health profiles in accordance with
one or more the various embodiments.

DETAILED DESCRIPTION OF VARIOUS
EMBODIMENTS

[0019] Various embodiments now will be described more
fully hereinafter with reference to the accompanying draw-
ings, which form a part hereof, and which show, by way of
illustration, specific exemplary embodiments by which the
invention may be practiced. The embodiments may, how-
ever, be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclo-
sure will be thorough and complete, and will fully convey
the scope of the embodiments to those skilled in the art.
Among other things, the various embodiments may be
methods, systems, media or devices. Accordingly, the vari-
ous embodiments may take the form of an entirely hardware
embodiment, an entirely software embodiment or an
embodiment combining software and hardware aspects. The
following detailed description is, therefore, not to be taken
in a limiting sense.

[0020] Throughout the specification and claims, the fol-
lowing terms take the meanings explicitly associated herein,
unless the context clearly dictates otherwise. The phrase “in
one embodiment™ as used herein does not necessarily refer
to the same embodiment, though it may. Furthermore, the
phrase “in another embodiment” as used herein does not
necessarily refer to a different embodiment, although it may.
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Thus, as described below, various embodiments may be
readily combined, without departing from the scope or spirit
of the invention.

[0021] In addition, as used herein, the term “or” is an
inclusive “or” operator, and is equivalent to the term “and/
or,” unless the context clearly dictates otherwise. The term
“based on” is not exclusive and allows for being based on
additional factors not described, unless the context clearly
dictates otherwise. In addition, throughout the specification,
the meaning of “a,” “an,” and “the” include plural refer-
ences. The meaning of “in” includes “in” and “on.”

[0022] For example, in some embodiments, the following
terms are also used herein according to the corresponding
meaning, unless the context clearly dictates otherwise.
[0023] As used herein the term, “engine” refers to logic
embodied in hardware or software instructions, which can
be written in a programming language, such as C, C++,
Objective-C, COBOL, Java™, PHP, Perl, JavaScript, Ruby,
VBScript, Microsoft NET™ languages such as C#, and/or
the like. An engine may be compiled into executable pro-
grams or written in interpreted programming languages.
Software engines may be callable from other engines or
from themselves. Engines described herein refer to one or
more logical modules that can be merged with other engines
or applications, or can be divided into sub-engines. The
engines can be stored in non-transitory computer-readable
medium or computer storage devices and be stored on and
executed by one or more general purpose computers, thus
creating a special purpose computer configured to provide
the engine.

[0024] The term “operations management system” as used
herein is computer system that may be arranged to monitor,
manage, and compare, the operations of one or more orga-
nizations. Operations management system may be arranged
to accept various operations events that indicate events or
incidents occurring in the managed organizations. Opera-
tions management systems may be arranged to manage
several separate organizations at the same time. These
separate organizations may be considered a community of
organizations. In some cases, operations management sys-
tems may be arranged to monitor, manage, and compare
metrics associated with the activity associated with users of
connected devices, such as, mobile phones, tablet comput-
ers, wearable computers, or the like.

[0025] The term “user” as used herein refers to a person
that is a user of a monitored connected device or computer.
[0026] The term “activity,” or “user activity” as used
herein refers to the various measurable interactions that a
user may perform or experience on their connected device.
Activities include actions performed or initiated by the user,
such as, lifting the device, unlocking the device, launching
applications, configuration settings, adjusting volume,
adjust screen brightness, sending messages, interacting with
applications, or the like. Activities also include events or
notifications generated by one or more applications or
services that may be running on (or otherwise associated)
with the connected device.

[0027] The term “interrupt event” as used herein refers to
an event that is of a type or format that requires a user to
actively address. Typically, interrupt events are events deliv-
ered using methods that either intentionally or unintention-
ally cause or require the receiving party (e.g., the user) to
stop or interrupt what they are doing to review the interrupt
event.
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[0028] The term “health sub-score” as used herein may
refer to a numerical value that represent one or more
dimensions of the health of a user. Sub-scores may be based
on one or more health metrics or computations of health
metrics. The health metrics associated with health sub-
scores may represent continuous data or discrete data,
including: measure of mean hour of day notifications are
received; proportion of interrupting events during sleep
hours; proportion of interrupt events during dinner hours;
notification variation throughout the day (in hours); propor-
tion of email notifications; proportion of interrupt events
during weekends; proportion of days across time period with
non-email notifications during sleep hours; proportion of
days across time period with non-email notifications during
dinner hours; proportion of days across time period with
non-email notifications during evening hours; proportion of
days across time period with non-email notifications during
weekends; measure of successive days across time period
with non-email notifications during sleep hours; measure of
successive days across time period with non-email notifica-
tions during dinner hours; measure of successive days across
time period with non-email notifications during evening
hours; measure of successive days across time period with
non-email notifications during weekend; measure of notifi-
cation count with respect to distribution of notification
counts as compared to other users; percentage of time spent
on utility applications; percentage of time spend on non-
utility applications; user demographic information: user
based telemetry (e.g., heart rate, physical movement, body
temperature, or the like); or the like or combination thereof.
Further, one of ordinary skill in the art will appreciate that
there are other relevant metrics that may be generated,
measured, or collected to use in sub-scores. It is in the
interest of clarity and brevity that the description of addi-
tional metrics is omitted.

[0029] The term “health score” as used herein may be a
value comprised of weighted values of the one or more
health sub-scores. Different health sub-scores may have
different weights depending on their contributions to the
health of user. In some cases, the health score may be
arranged to be a single value that represents the health of a
user. Since the score may be generated consistently across
multiple users, the score may be useful for comparing the
health of one user to other users. Likewise, health scores
may be associated with groups of users based on demo-
graphics, such as, parents, children, teenagers, male, female,
geographic regions, economic class, age, or the like.

[0030] The term “health sub-score model” as used herein
may refer to one or more data structures or computer
readable instructions that may be generated to model one or
more health sub-scores. A model may be generated based on
various methods, such as, machine learning, linear regres-
sion, heuristics, other statistical modeling, or the like, or
combination thereof. Accordingly, health metrics may be
provided to one or more health sub-score models to evaluate
health of users.

[0031] The term “health model” as used herein may refer
to one or more data structures or computer readable instruc-
tions that may be generated to model a user’s digital health.
A health model may be generated based on various methods,
such as, machine learning, linear regression, heuristics, other
statistical modeling, or the like, or combination thereof.
Also, health models may be composed of one or more
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sub-score models. Accordingly, health models may be used
to evaluate digital health for users.

[0032] The following briefly describes the embodiments
of the invention in order to provide a basic understanding of
some aspects of the invention. This brief description is not
intended as an extensive overview. It is not intended to
identify key or critical elements, or to delineate or otherwise
narrow the scope. Its purpose is merely to present some
concepts in a simplified form as a prelude to the more
detailed description that is presented later.

[0033] Briefly stated, various embodiments are directed
towards managing operations over a network using one or
more network computers.

[0034] In one or more of the various embodiments, one or
more user management engines may be instantiated to
perform actions to monitor or predict user health with
respect their use of connected computers, such as, mobile
phones, tablets, or the like.

[0035] Inoneor more of the various embodiments, the one
or more user health management engines may be arranged to
monitor one or more activities associated with a user and a
computing device to determine one or more activity events
such that the one or more activity events include one or more
interrupt events.

[0036] Inoneor more of the various embodiments, the one
or more user health management engines may be arranged to
determine one or more sub-scores in real time based on one
or more metrics being provided as input to one or more
provided sub-score models such that the one or more metrics
are associated with the one or more activity events. In one
or more of the various embodiments, the one or more
metrics may include one or more values that represent one
or more of a measure of mean hour of day notifications
received, a proportion of interrupting events during user
sleep hours, a proportion of interrupt events during user
meal hours, a measure of notification variation throughout a
time period, a proportion of email notifications, an amount
of time the user spends on non-utility applications, an
amount of user interaction with the computing device that
occurs before user sleep hours, or a proportion of interrupt
events that occur during weekends, wherein the one or more
values may be provided from continuous data or discrete
data.

[0037] Inoneormore of the various embodiments, the one
or more user health management engines may be arranged to
provide a health score that may be associated with a prob-
ability of an occurrence of one or more adverse user out-
comes based on a health model that uses the one or more
sub-scores. In one or more of the various embodiments, the
one or more adverse outcomes may include one or more of
cognitive degradation, sleeplessness, internet addiction,
reduced productivity by the user, or the like.

[0038] Inoneor more of the various embodiments, the one
or more user health management engines may be arranged to
provide telemetry information that may be associated with
the user based on one or more sensors such that the telemetry
information includes one or more of pulse rate information,
physical activity levels, gyroscopic data, accelerometer data,
or the like. In one or more of the various embodiments, the
one or more user health management engine may be
arranged to providing one or more additional metrics based
on the telemetry information. And, in one or more of the
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various embodiments, the analysis engine may be arranged
to modify the one or more sub scores based on the one or
more additional metrics.

[0039] In one or more of the various embodiments, the one
or more user health management engines may be arranged to
determine one or more activities that may be associated with
the one or more adverse outcomes. In one or more of the
various embodiments, the one or more user health manage-
ment engines may be arranged to determine an amount of
harm contributed by the one or more activities. And, in one
or more of the various embodiments, the one or more user
health management engines may be arranged to communi-
cate the amount of harm contributed by the one or more
activities to one or more services or organizations that
manage or manufacture the computing device.

[0040] In one or more of the various embodiments, the one
or more user health management engines may be arranged to
predict a health score based on the one or more metrics and
the one or more sub-score models and the health model.
[0041] In one or more of the various embodiments, the one
or more user health management engines may be arranged to
provide health scores that are associated with one or more of
applications, services, or one or more types of the computing
device.

[0042] In one or more of the various embodiments, an
analysis engine may be instantiated to perform further
actions. In one or more of the various embodiments, the
analysis engine may be arranged to compare the health score
to one or more other health scores such that the comparison
may be employed to reduce an amount of computing
resources used to predict in real time the one or more
adverse outcomies.

[0043] In one or more of the various embodiments, the
analysis engine may be arranged to update one or more
coefficients of the one or more sub-score models if a result
of the comparison exceeds a threshold.

[0044] In one or more of the various embodiments, the
analysis engine may be arranged to recommend one or more
actions to decrease the probability of the occurrence of the
one or more adverse outcomes based on the result such that
the one or more recommended actions may be provided in
a report.

[0045] In one or more of the various embodiments, a
modeling engine may be instantiated to provide the one or
more sub-score models based on the metrics and to provide
the health model based on the one or more sub-score models.

Nlustrated Operating Environment

[0046] FIG. 1 shows components of one embodiment of
an environment in which the invention may be practiced.
Not all the components may be required to practice various
embodiments, and variations in the arrangement and type of
the components may be made. As shown, system 100 of
FIG. 1 includes local area networks (“LANs”)/wide area
networks (“WANs”)—(network) 111, wireless network 110,
client computers 101-104, application server 112, monitor-
ing server 114, and operations management server computer
116.

[0047] Generally, client computers 102-104 may include
virtually any portable computing device capable of receiving
and sending a message over a network, such as network 111,
wireless network 110, or the like. Client computers 102-104
may also be described generally as client computers that are
configured to be portable. Thus, client computers 102-104
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may include virtually any portable computing device
capable of connecting to another computing device and
receiving information. Such devices include portable
devices such as, cellular telephones, smart phones, display
pagers, radio frequency (RF) devices, infrared (IR) devices,
Personal Digital Assistants (PDA’s), handheld computers,
laptop computers, wearable computers, tablet computers,
integrated devices combining one or more of the preceding
devices, or the like. Likewise, client computers 102-104
may include Internet-of-Things (JOT) devices as well.
Accordingly, client computers 102-104 typically range
widely in terms of capabilities and features. For example, a
cell phone may have a numeric keypad and a few lines of
monochrome Liquid Crystal Display (LCD) on which only
text may be displayed. In another example, a mobile device
may have a touch sensitive screen, a stylus, and several lines
of color LCD in which both text and graphics may be
displayed.

[0048] Client computer 101 may include virtually any
computing device capable of communicating over a network
to send and receive information, including messaging, pet-
forming various online actions, or the like. The set of such
devices may include devices that typically connect using a
wired or wireless communications medium such as personal
computers, multiprocessor systenis, microprocessor-based
or programmable consumer electronics, network Personal
Computers (PCs), or the like. In one embodiment, at least
some of client computers 102-104 may operate over wired
and/or wireless network. Today, many of these devices
include a capability to access and/or otherwise communicate
over a network such as network 111 and/or even wireless
network 110. Moreover, client computers 102-104 may
access various computing applications, including a browser,
or other web-based application.

[0049] In one embodiment, one or more of client comput-
ers 101-104 may be configured to operate within a business
or other entity to perform a variety of services for the
business or other entity. For example, client computers
101-104 may be configured to operate as a web server, an
accounting server, a production server, an inventory server,
or the like. However, client computers 101-104 are not
constrained to these services and may also be employed, for
example, as an end-user computing node, in other embodi-
ments. Further, it should be recognized that more or less
client computers may be included within a system such as
described herein, and embodiments are therefore not con-
strained by the number or type of client computers
employed.

[0050] A web-enabled client computer may include a
browser application that is configured to receive and to send
web pages, web-based messages, or the like. The browser
application may be configured to receive and display graph-
ics, text, multimedia, or the like, employing virtually any
web-based language, including a wireless application pro-
tocol messages (WAP), or the like. In one embodiment, the
browser application is enabled to employ Handheld Device
Markup Language (HDML), Wireless Markup Language
(WML), WMLScript, JavaScript, Standard Generalized
Markup Language (SGML), HyperText Markup Language
(HTML), eXtensible Markup Language (XML), HTMLS, or
the like, to display and send a message. In one embodiment,
a user of the client computer may employ the browser
application to perform various actions over a network.
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[0051] Client computers 101-104 also may include at least
one other client application that is configured to receive
and/or send data, operations information, between another
computing device. The client application may include a
capability to provide requests and/or receive data relating to
managing, operating, or configuring the operations manage-
ment server computer 116.

[0052] Wireless network 110 is configured to couple client
computers 102-104 and its components with network 111.
Wireless network 110 may include any of a variety of
wireless sub-networks that may further overlay stand-alone
ad-hoc networks, or the like, to provide an infrastructure-
oriented connection for client computers 102-104. Such
sub-networks may include mesh networks, Wireless LAN
(WLAN) networks, cellular networks, or the like.

[0053] Wireless network 110 may further include an
autonomous system of terminals, gateways, routers, or the
like connected by wireless radio links, or the like. These
connectors may be configured to move freely and randomly
and organize themselves arbitrarily, such that the topology
of wireless network 110 may change rapidly.

[0054] Wireless network 110 may further employ a plu-
rality of access technologies including 2nd (2G), 3rd (3G),
4th (4G), 5th (5G) generation radio access for cellular
systems, WLAN, Wireless Router (WR) mesh, or the like.
Access technologies such as 2G, 3G, 4G, and future access
networks may enable wide area coverage for mobile devices,
such as client computers 102-104 with various degrees of
mobility. For example, wireless network 110 may enable a
radio connection through a radio network access such as
Global System for Mobil communication (GSM), General
Packet Radio Services (GPRS), Enhanced Data GSM Envi-
ronment (EDGE), Wideband Code Division Multiple Access
(WCDMA), or the like. In essence, wireless network 110
may include virtually any wireless communication mecha-
nism by which information may travel between client com-
puters 102-104 and another computing device, network, or
the like.

[0055] Network 111 is configured to couple network
devices with other computing devices, including, schedule
manager server 116, monitoring server 114, application
server 112, client computer(s) 101, and through wireless
network 110 to client computers 102-104. Network 111 is
enabled to employ any form of computer readable media for
communicating information from one electronic device to
another. Also, network 111 can include the internet in
addition to local area networks (LANs), wide area networks
(WANS), direct connections, such as through a universal
serial bus (USB) port, other forms of computer-readable
media, or any combination thereof. On an interconnected set
of LANs, including those based on differing architectures
and protocols, a router acts as a link between LANS,
enabling messages to be sent from one to another. In
addition, communication links within LANs typically
include twisted wire pair or coaxial cable, while communi-
cation links between networks may utilize analog telephone
lines, full or fractional dedicated digital lines including T1,
T2, T3, and T4, Integrated Services Digital Networks (IS-
DNs), Digital Subscriber Lines (DSLs), wireless links
including satellite links, or other communications links
known to those skilled in the art. For example, various
Internet Protocols (IP), Open Systems Interconnection (OSI)
architectures, and/or other communication protocols, archi-
tectures, models, and/or standards, may also be employed
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within network 111 and wireless network 110. Furthermore,
remote computers and other related electronic devices could
be remotely connected to either LANs or WANs via a
modem and temporary telephone link. In essence, network
111 includes any communication method by which infor-
mation may travel between computing devices.

[0056] Additionally, communication media typically
embodies computer-readable instructions, data structures,
program modules, or other transport mechanism and
includes any information delivery media. By way of
example, communication media includes wired media such
as twisted pair, coaxial cable, fiber optics, wave guides, and
other wired media and wireless media such as acoustic, RF,
infrared, and other wireless media. Such communication
media is distinct from, however, computer-readable devices
described in more detail below.

[0057] Operations management server computer 116 may
include virtually any network computer usable to provide
computer operations management services, such as network
computer 300 of FIG. 3. In one embodiment, operations
management server computer 116 employs various tech-
niques for managing the operations of computer operations,
networking performance, customer service, customer sup-
port, resource schedules and notification policies, event
management, user health management, or the like. Also,
operations management server computer 116 may be
arranged to interface/integrate with one or more external
systems such as telephony carriers, email systems, web
services, or the like, to perform computer operations man-
agement. Further, operations management server computer
116 may obtain various events and/or performance metrics
collected by other systems, such as, monitoring server
computer 114.

[0058] In at least one of the various embodiments, moni-
toring server computer 114 represents various computers
that may be arranged to monitor the performance of com-
puter operations for an entity (e.g., company or enterprise).
For example, monitoring server computer 114 may be
arranged to monitor whether applications/systems are opera-
tional, network performance, trouble tickets and/or their
resolution, or the like. In some embodiments, one or more of
the functions of monitoring server computer 114 may be
performed by operations management server computer 116.

[0059] Devices that may operate as operations manage-
ment server computer 116 include various network comput-
ers, including, but not limited to personal computers, desk-
top computers, multiprocessor systems, Mmicroprocessor-
based or programmable consumer electronics, network PCs,
server devices, network appliances, or the like. It should be
noted that while operations management server computer
116 is illustrated as a single network computer, the invention
is not so limited. Thus, operations management server
computer 116 may represent a plurality of network comput-
ers. For example, in one embodiment, operations manage-
ment server computer 116 may be distributed over a plural-
ity of network computers and/or implemented using cloud
architecture.

[0060] Moreover, operations management server com-
puter 116 is not limited to a particular configuration. Thus,
operations management server computer 116 may operate
using a master/slave approach over a plurality of network
computers, within a cluster, a peer-to-peer architecture,
and/or any of a variety of other architectures.
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[0061] In some embodiments, one or more data centers,
such as, data center 118 may be communicatively coupled to
network 111 and/or network 108. In at least one of the
various embodiments, data center 118 may be a portion of a
private data center, public data center, public cloud envi-
ronment, or private cloud environment. In some embodi-
ments, data center 118 may be a server room/data center that
is physically under the control of an organization. Data
center 118 may include one or more enclosures of network
computers, such as, enclosure 120 and enclosure 122.

[0062] Enclosure 120 and enclosure 122 may be enclo-
sures (e.g., racks, cabinets, or the like) of network computers
and/or blade servers in data center 118. In some embodi-
ments, enclosure 120 and enclosure 122 may be arranged to
include one or more network computers arranged to operate
as operations management server computers, monitoring
server computers (e.g., operations management service com-
puter 116, monitoring server computer 114, or the like),
storage computers, or the like, or combination thereof.
Further, one or more cloud instances may be operative on
one or more network computers included in enclosure 120
and enclosure 122.

[0063] Also, data center 118 may include one or more
public or private cloud networks. Accordingly, data center
118 may comprise multiple physical network computers,
interconnected by one or more networks, such as, networks
similar to or including network 108 or wireless network 110.
Data center 118 may enable and/or provide one or more
cloud instances (not shown). The number and composition
of cloud instances may be vary depending on the demands
of individual users, cloud network arrangement, operational
loads, performance considerations, application needs, opera-
tional policy, or the like. In at least one of the various
embodiments, data center 118 may be arranged as a hybrid
network that includes a combination of hardware resources,
private cloud resources, public cloud resources, or the like.

[0064] Thus, operations management server computer 116
is not to be construed as being limited to a single environ-
ment, and other configurations, and architectures are also
contemplated. Operations management server computer 116
may employ processes such as described below in conjunc-
tion with at some of the figures discussed below to perform
at least some of its actions.

Nustrative Client Computer

[0065] FIG. 2 shows one embodiment of client computer
200 that may include many more or less components than
those shown. Client computer 200 may represent, for
example, at least one embodiment of mobile computers or
client computers shown in FIG. 1.

[0066] Client computer 200 may include processor 202 in
communication with memory 204 via bus 228. Client com-
puter 200 may also include power supply 230, network
interface 232, audio interface 256, display 250, keypad 252,
illuminator 254, video interface 242, input/output interface
238, haptic interface 264, global positioning systems (GPS)
receiver 258, open air gesture interface 260, temperature
interface 262, camera(s) 240, projector 246, pointing device
interface 266, processor-readable stationary storage device
234, and processor-readable removable storage device 236.
Client computer 200 may optionally communicate with a
base station (not shown), or directly with another computer.
And in one embodiment, although not shown, a gyroscope
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may be employed within client computer 200 to measuring
or maintaining an orientation of client computer 200.
[0067] Power supply 230 may provide power to client
computer 200. A rechargeable or non-rechargeable battery
may be used to provide power. The power may also be
provided by an external power source, such as an AC adapter
or a powered docking cradle that supplements or recharges
the battery.

[0068] Network interface 232 includes circuitry for cou-
pling client computer 200 to one or more networks, and is
constructed for use with one or more communication pro-
tocols and technologies including, but not limited to, pro-
tocols and technologies that implement any portion of the
OSI model for mobile communication (GSM), CDMA, time
division multiple access (TDMA), UDP, TCPF/IP, SMS,
MMS, GPRS, WAP, UWB, WiMax, SIP/RTP, GPRS,
EDGE, WCDMA, LTE, UMTS, OFDM, CDMA2000, EV-
DO, HSDPA, or any of a variety of other wireless commu-
nication protocols. Network interface 232 is sometimes
known as a transceiver, transceiving device, or network
interface card (MC).

[0069] Audio interface 256 may be arranged to produce
and receive audio signals such as the sound of a human
voice. For example, audio interface 256 may be coupled to
a speaker and microphone (not shown) to enable telecom-
munication with others or generate an audio acknowledge-
ment for some action. A microphone in audio interface 256
can also be used for input to or control of client computer
200, e.g., using voice recognition, detecting touch based on
sound, and the like.

[0070] Display 250 may be a liquid crystal display (LCD),
gas plasma, electronic ink, light emitting diode (LED),
Organic LED (OLED) or any other type of light reflective or
light transmissive display that can be used with a computer.
Display 250 may also include a touch interface 244 arranged
to receive input from an object such as a stylus or a digit
from a human hand, and may use resistive, capacitive,
surface acoustic wave (SAW), infrared, radar, or other
technologies to sense touch or gestures.

[0071] Projector 246 may be a remote handheld projector
or an integrated projector that is capable of projecting an
image on a remote wall or any other reflective object such
as a remote screen.

[0072] Video interface 242 may be arranged to capture
video images, such as a still photo, a video segment, an
infrared video, or the like. For example, video interface 242
may be coupled to a digital video camera, a web-camera, or
the like. Video interface 242 may comprise a lens, an image
sensor, and other electronics. Image sensors may include a
complementary metal-oxide-semiconductor (CMOS) inte-
grated circuit, charge-coupled device (CCD), or any other
integrated circuit for sensing light.

[0073] Keypad 252 may comprise any input device
arranged to receive input from a user. For example, keypad
252 may include a push button numeric dial, or a keyboard.
Keypad 252 may also include command buttons that are
associated with selecting and sending images.

[0074] TIlluminator 254 may provide a status indication or
provide light. [lluminator 254 may remain active for specific
periods of time or in response to event messages. For
example, when illuminator 254 is active, it may backlight
the buttons on keypad 252 and stay on while the client
computer is powered. Also, illuminator 254 may backlight
these buttons in various patterns when particular actions are
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performed, such as dialing another client computer. Illumi-
nator 254 may also cause light sources positioned within a
transparent or translucent case of the client computer to
illuminate in response to actions.

[0075] Further, client computer 200 may also comprise
hardware security module (HSM) 268 for providing addi-
tional tamper resistant safeguards for generating, storing or
using security/cryptographic information such as, keys, digi-
tal certificates, passwords, passphrases, two-factor authen-
tication information, or the like. In some embodiments,
hardware security module may be employed to support one
or more standard public key infrastructures (PKI), and may
be employed to generate, manage, or store keys pairs, or the
like. In some embodiments, HSM 268 may be a stand-alone
computer, in other cases, HSM 268 may be arranged as a
hardware card that may be added to a client computer.

[0076] Client computer 200 may also comprise input/
output interface 238 for communicating with external
peripheral devices or other computers such as other client
computers and network computers. The peripheral devices
may include an audio headset, display screen glasses, remote
speaker system, remote speaker and microphone system, and
the like. Input/output interface 238 can utilize one or more
technologies, such as Universal Serial Bus (USB), Infrared,
WiF1, WiMax, Bluetooth™, and the like.

[0077] Input/output interface 238 may also include one or
more sensors for determining geolocation information (e.g.,
GPS), monitoring electrical power conditions (e.g., voltage
sensors, current sensors, frequency sensors, and so on),
monitoring weather (e.g., thermostats, barometers, anemom-
eters, humidity detectors, precipitation scales, or the like), or
the like. Sensors may be one or more hardware sensors that
collect or measure data that is external to client computer
200.

[0078] Haptic interface 264 may be arranged to provide
tactile feedback to a user of the client computer. For
example, the haptic interface 264 may be employed to
vibrate client computer 200 in a particular way when another
user of a computer is calling. Temperature interface 262 may
be used to provide a temperature measurement input or a
temperature changing output to a user of client computer
200. Open air gesture interface 260 may sense physical
gestures of a user of client computer 200, for example, by
using single or stereo video cameras, radar, a gyroscopic
sensor inside a computer held or worn by the user, or the
like. Camera 240 may be used to track physical eye move-
ments of a user of client computer 200.

[0079] GPS transceiver 258 can determine the physical
coordinates of client computer 200 on the surface of the
Earth, which typically outputs a location as latitude and
longitude values. GPS transceiver 258 can also employ other
geo-positioning mechanisms, including, but not limited to,
triangulation, assisted GPS (AGPS), Enhanced Observed
Time Difference (E-OTD), Cell Identifier (CI), Service Area
Identifier (SAI), Enhanced Timing Advance (ETA), Base
Station Subsystem (BSS), or the like, to further determine
the physical location of client computer 200 on the surface
of the Earth. It is understood that under different conditions,
GPS transceiver 258 can determine a physical location for
client computer 200. In at least one embodiment, however,
client computer 200 may, through other components, pro-
vide other information that may be employed to determine



US 2019/0074090 A1

a physical location of the client computer, including for
example, a Media Access Control (MAC) address, IP
address, and the like.

[0080] Human interface components can be peripheral
devices that are physically separate from client computer
200, allowing for remote input or output to client computer
200. For example, information routed as described here
through human interface components such as display 250 or
keyboard 252 can instead be routed through network inter-
face 232 to appropriate human interface components located
remotely. Examples of human interface peripheral compo-
nents that may be remote include, but are not limited to,
audio devices, pointing devices, keypads, displays, cameras,
projectors, and the like. These peripheral components may
communicate over a Pico Network such as Bluetooth™,
Bluetooth LE, Zighee™ and the like. One non-limiting
example of a client computer with such peripheral human
interface components is a wearable computer, which might
include a remote pico projector along with one or more
cameras that remotely communicate with a separately
located client computer to sense a user’s gestures toward
portions of an image projected by the pico projector onto a
reflected surface such as a wall or the user’s hand.

[0081] A client computer may include web browser appli-
cation 226 that is configured to receive and to send web
pages, web-based messages, graphics, text, multimedia, and
the like. The client computer’s browser application may
employ virtually any programming langnage, including a
wireless application protocol messages (WAP), and the like.
In at least one embodiment, the browser application is
enabled to employ Handheld Device Markup Language
(HDML), Wireless Markup Language (WML), WML Script,
JavaScript, Standard Generalized Markup Language
(SGML), HyperText Markup Language (HTML), eXten-
sible Markup Language (XML), HTMLS, and the like.
[0082] Memory 204 may include RAM, ROM, or other
types of memory. Memory 204 illustrates an example of
computer-readable storage media (devices) for storage of
information such as computer-readable instructions, data
structures, program modules or other data. Memory 204 may
store BIOS 208 for controlling low-level operation of client
computer 200. The memory may also store operating system
206 for controlling the operation of client computer 200. It
will be appreciated that this component may include a
general-purpose operating system such as a version of
UNIX, or LINUX™ or a specialized client computer com-
munication operating system such as Windows Phone™, or
IOS® operating system. The operating system may include,
or interface with a Java virtual machine module that enables
control of hardware components or operating system opera-
tions via Java application programs.

[0083] Memory 204 may further include one or more data
storage 210, which can be utilized by client computer 200 to
store, among other things, applications 220 or other data. For
example, data storage 210 may also be employed to store
information that describes various capabilities of client
computer 200. The information may then be provided to
another device or computer based on any of a variety of
methods, including being sent as part of a header during a
communication, sent upon request, or the like. Data storage
210 may also be employed to store social networking
information including address books, buddy lists, aliases,
user profile information, or the like. Data storage 210 may
further include program code, data, algorithms, and the like,
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for use by a processor, such as processor 202 to execute and
perform actions. In one embodiment, at least some of data
storage 210 might also be stored on another component of
client computer 200, including, but not limited to, non-
transitory processor-readable removable storage device 236,
processor-readable stationary storage device 234, or even
external to the client computer.

[0084] Applications 220 may include computer executable
instructions which, when executed by client computer 200,
transmit, receive, or otherwise process instructions and data.
Applications 220 may include, for example, user manage-
ment client application 222. In at least one of the various
embodiments, user management client application 222 may
be used to exchange communications to and from operations
management server computer 116, monitoring server com-
puter 114, application server computer 112, or the like.
Exchanged communications may include, but are not limited
to, queries, searches, messages, activity information, noti-
fication messages, event messages, alerts, performance met-
rics, user health score information, log data, API calls, or the
like, combination thereof.

[0085] Other examples of application programs include
calendars, search programs, email client applications, IM
applications, SMS applications, Voice Over Internet Proto-
col (VOIP) applications, contact managers, task managers,
transcoders, database programs, word processing programs,
security applications, spreadsheet programs, games, search
programs, and so forth.

[0086] Additionally, in one or more embodiments (not
shown in the figures), client computer 200 may include an
embedded logic hardware device instead of a CPU, such as,
an Application Specific Integrated Circuit (ASIC), Field
Programmable Gate Array (FPGA), Programmable Array
Logic (PAL), or the like, or combination thereof. The
embedded logic hardware device may directly execute its
embedded logic to perform actions. Also, in one or more
embodiments (not shown in the figures), client computer
200 may include a hardware microcontroller instead of a
CPU. In at least one embodiment, the microcontroller may
directly execute its own embedded logic to perform actions
and access its own internal memory and its own external
Input and Output Interfaces (e.g., hardware pins or wireless
transceivers) to perform actions, such as System On a Chip
(SOC), or the like.

NMustrative Network Computer

[0087] FIG. 3 shows one embodiment of network com-
puter 300 that may be included in a system implementing at
least one of the various embodiments. Network computer
300 may include many more or less components than those
shown in FIG. 3. However, the components shown are
sufficient to disclose an illustrative embodiment for practic-
ing these innovations. Network computer 300 may repre-
sent, for example, one embodiment of at least one of
operations management server computer 116, monitoring
server computer(s) 114, or application server computer(s)
112 of FIG. 1. Further, in some embodiments, network
computer 300 may represent one or more network comput-
ers included in a data center, such as, data center 118,
enclosure 120, enclosure 122, or the like,

[0088] As shown in the figure, network computer 300
includes a processor 302 in communication with a memory
304 via a bus 328. Network computer 300 also includes a
power supply 330, network interface 332, audio interface
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356, display 350, keyboard 352, input/output interface 338,
processor-readable stationary storage device 334, and pro-
cessor-readable removable storage device 336. Power sup-
ply 330 provides power to network computer 300.

[0089] Network interface 332 includes circuitry for cou-
pling network computer 300 to one or more networks, and
is constructed for use with one or more communication
protocols and technologies including, but not limited to,
protocols and technologies that implement any portion of the
Open Systems Interconnection model (OSI model), global
system for mobile communication (GSM), code division
multiple access (CDMA), time division multiple access
(TDMA), user datagram protocol (UDP), transmission con-
trol protocol/Internet protocol (TCP/IP), Short Message
Service (SMS), Multimedia Messaging Service (MMS),
general packet radio service (GPRS), WAP, ultra wide band
(UWB), IEEE 802.16 Worldwide Interoperability for Micro-
wave Access (WiMax), Session Initiation Protocol/Real-
time Transport Protocol (SIP/RTP), or any of a variety of
other wired and wireless communication protocols. Network
interface 332 is sometimes known as a transceiver, trans-
ceiving device, or network interface card (NIC). Network
computer 300 may optionally communicate with a base
station (not shown), or directly with another computer.
[0090] Audio interface 356 is arranged to produce and
receive audio signals such as the sound of a human voice.
For example, audio interface 356 may be coupled to a
speaker and microphone (not shown) to enable telecommu-
nication with others or generate an audio acknowledgement
for some action. A microphone in audio interface 356 can
also be used for input to or control of network computer 300,
for example, using voice recognition.

[0091] Display 350 may be a liquid crystal display (LCD),
gas plasma, electronic ink, light emitting diode (LED),
Organic LED (OLED) or any other type of light reflective or
light transmissive display that can be used with a computer.
Display 350 may be a handheld projector or pico projector
capable of projecting an image on a wall or other object.
[0092] Network computer 300 may also comprise input/
output interface 338 for communicating with external
devices or computers not shown in FIG. 3. Input/output
interface 338 can utilize one or more wired or wireless
communication technologies, such as USB™, Firewire™,
WiFi, WiMax, Thunderbolt™, Infrared, Bluetooth™, Zig-
bee™, serial port, parallel port, and the like.

[0093] Also, input/output interface 338 may also include
one or more sensors for determining geolocation informa-
tion (e.g., GPS), monitoring electrical power conditions
(e.g., voltage sensors, current sensors, frequency sensors,
and so on), monitoring weather (e.g., thermostats, barom-
eters, anemometers, humidity detectors, precipitation scales,
or the like), or the like. Sensors may be one or more
hardware sensors that collect or measure data that is external
to network computer 300. Human interface components can
be physically separate from network computer 300, allowing
for remote input or output to network computer 300. For
example, information routed as described here through
human interface components such as display 350 or key-
board 352 can instead be routed through the network inter-
face 332 to appropriate human interface components located
elsewhere on the network. Human interface components
include any component that allows the computer to take
input from, or send output to, a human user of a computer.
Accordingly, pointing devices such as mice, styluses, track
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balls, or the like, may communicate through pointing device
interface 358 to receive user input.

[0094] GPS transceiver 340 can determine the physical
coordinates of network computer 300 on the surface of the
Earth, which typically outputs a location as latitude and
longitude values. GPS transceiver 340 can also employ other
geo-positioning mechanisms, including, but not limited to,
triangulation, assisted GPS (AGPS), Enhanced Observed
Time Difference (E-OTD), Cell Identifier (CI), Service Area
Identifier (SAI), Enhanced Timing Advance (ETA), Base
Station Subsystem (BSS), or the like, to further determine
the physical location of network computer 300 on the
surface of the Earth. It is understood that under different
conditions, GPS transceiver 340 can determine a physical
location for network computer 300. In at least one embodi-
ment, however, network computer 300 may, through other
components, provide other information that may be
employed to determine a physical location of the client
computer, including for example, a Media Access Control
(MAC) address, IP address, and the like.

[0095] Memory 304 may include Random Access
Memory (RAM), Read-Only Memory (ROM), or other
types of memory. Memory 304 illustrates an example of
computer-readable storage media (devices) for storage of
information such as computer-readable instructions, data
structures, program modules or other data. Memory 304
stores a basic input/output system (BIOS) 308 for control-
ling low-level operation of network computer 300. The
memory also stores an operating system 306 for controlling
the operation of network computer 300. It will be appreci-
ated that this component may include a general-purpose
operating system such as a version of UNIX, or LINUX™,
or a specialized operating system such as Microsoft Corpo-
ration’s Windows® operating system, or the Apple Corpo-
ration’s IOS® operating system. The operating system may
include, or interface with a Java virtual machine module that
enables control of hardware components or operating system
operations via Java application programs. Likewise, other
runtime environments may be included.

[0096] Memory 304 may further include one or more data
storage 310, which can be utilized by network computer 300
to store, among other things, applications 320 or other data.
For example, data storage 310 may also be employed to
store information that describes various capabilities of net-
work computer 300. The information may then be provided
to another device or computer based on any of a variety of
methods, including being sent as part of a header during a
communication, sent upon request, or the like. Data storage
310 may also be employed to store social networking
information including address books, buddy lists, aliases,
user profile information, or the like. Data storage 310 may
further include program code, instructions, data, algorithms,
and the like, for use by a processor, such as processor 302
to execute and perform actions such as those actions
described below. In one embodiment, at least some of data
storage 310 might also be stored on another component of
network computer 300, including, but not limited to, non-
transitory media inside processor-readable removable stor-
age device 336, processor-readable stationary storage device
334, or any other computer-readable storage device within
network computer 300, or even external to network com-
puter 300. Data storage 310 may include, for example,
models 312 (e.g., heath score models or health sub-score),
activity metrics 314, or the like.
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[0097] Applications 320 may include computer executable
instructions which, when executed by network computer
300, transmit, receive, or otherwise process messages (€.g.,
SMS, Multimedia Messaging Service (MMS), Instant Mes-
sage (IM), email, or other messages), audio, video, and
enable telecommunication with another user of another
mobile computer. Other examples of application programs
include calendars, search programs, email client applica-
tions, IM applications, SMS applications, Voice Over Inter-
net Protocol (VOIP) applications, contact managers, task
managers, transcoders, database programs, word processing
programs, security applications, spreadsheet programs,
games, search programs, and so forth. Applications 320 may
include ingestion engine 322, modeling engine 324, user
management engine 325, analysis engine 326, other appli-
cations 327 that perform actions further described below. In
at least one of the various embodiments, one or more of the
applications may be implemented as modules or components
of another application. Further, in at least one of the various
embodiments, applications may be implemented as operat-
ing system extensions, modules, plugins, or the like.

[0098] Furthermore, in at least one of the various embodi-
ments, ingestion engine 322, modeling engine 324, user
management engine 325, analysis engine 326, other appli-
cations 327, or the like, may be operative in a cloud-based
computing environment. In at least one of the various
embodiments, these applications, and others, that comprise
the management platform may be executing within virtual
machines or virtual servers that may be managed in a
cloud-based based computing environment. In at least one of
the various embodiments, in this context the applications
may flow from one physical network computer within the
cloud-based environment to another depending on perfor-
mance and scaling considerations automatically managed by
the cloud computing environment. Likewise, in at least one
of the various embodiments, virtual machines or virtual
servers dedicated to ingestion engine 322, modeling engine
324, user management engine 325, analysis engine 326,
other applications 327, may be provisioned and de-commis-
sioned automatically.

[0099] In at least one of the various embodiments, appli-
cations, such as, ingestion engine 322, modeling engine 324,
user management engine 325, analysis engine 326, other
applications 327, or the like, may be arranged to employ
geo-location information to select one or more localization
features, such as, time zones, languages, currencies, calen-
dar formatting, or the like. Localization features may be
used in user-interfaces and well as internal processes or
databases. Further, in some embodiments, localization fea-
tures may include information regarding culturally signifi-
cant events or customs (e.g., local holidays, political events,
or the like) In at least one of the various embodiments,
geo-location information used for selecting localization
information may be provided by GPS 340. Also, in some
embodiments, geolocation information may include infor-
mation providing using one or more geolocation protocol
over the networks, such as, wireless network 108 or network
111.

[0100] Also, in at least one of the various embodiments,
ingestion engine 322, modeling engine 324, user manage-
ment engine 325, analysis engine 326, other applications
327, or the like, may be in virtual servers running in a
cloud-based computing environment rather than being tied
to one or more specific physical network computers.
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[0101] Further, network computer 300 may also comprise
hardware security module (HSM) 360 for providing addi-
tional tamper resistant safeguards for generating, storing or
using security/cryptographic information such as, keys, digi-
tal certificates, passwords, passphrases, two-factor authen-
tication information, or the like. In some embodiments,
hardware security module may be employed to support one
or more standard public key infrastructures (PKI), and may
be employed to generate, manage, or store keys pairs, or the
like. In some embodiments, HSM 360 may be a stand-alone
network computer, in other cases, HSM 360 may be
arranged as a hardware card that may be installed in a
network computer.

[0102] Additionally, in one or more embodiments (not
shown in the figures), network computer 300 may include an
embedded logic hardware device instead of a CPU, such as,
an Application Specific Integrated Circuit (ASIC), Field
Programmable Gate Array (FPGA), Programmable Array
Logic (PAL), or the like, or combination thereof. The
embedded logic hardware device may directly execute its
embedded logic to perform actions. Also, in one or more
embodiments (not shown in the figures), the network com-
puter may include a hardware microcontroller instead of a
CPU. In at least one embodiment, the microcontroller may
directly execute its own embedded logic to perform actions
and access its own internal memory and its own external
Input and Output Interfaces (e.g., hardware pins or wireless
transceivers) to perform actions, such as System On a Chip
(SOC), or the like.

lustrative Logical System Architecture

[0103] FIG. 4 illustrates a logical architecture of system
400 that provides health management in accordance with at
least one of the various embodiments. In at least one of the
various embodiments, a system for providing health man-
agement for users may comprise various components. In this
example, system 400 includes, ingestion engine 402, reso-
lution tracker 404, user metrics 406, database 408, modeling
engine 410, clustering engine 420, user management engine
422, health data 424, user health control center 426, or the
like.

[0104] In one or more of the various embodiments, the
health of users and healthfulness of a service or connected
device may be measured based on the occurrence of
unhealthy things like lack of sleep, inconsistent sleep cycles,
alert fatigue, or the like, as measured by the data provided
to ingestion engine 402 may negatively impact cognitive
performance (e.g. processing speed, focus, memory func-
tion, processing accuracy, attention to detail, task comple-
tion or the like) as well as mental and psychological effects
such as stress, anxiety, sleeplessness, social isolation, or the
like.

[0105] In some embodiments, external conditions such as
weather and other such environmental data collected via
sensors (e.g., GPS 258 or GPS 340, or the like) may be
represented in health models (which may account for factors
such as weekly schedule, daily schedule, holidays, or the
like) may be used as input sources for the computation of
health scores specifically, but not necessarily performance.
[0106] In at least one of the various embodiments, an
ingestion engine such as ingestion engine 402 may be
arranged to receive or obtain one or more different types of
events provided by various sources, here represented by
activity event 412, activity event 414, and activity event 416.
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In at least one of the various embodiments, activity events
may be variously formatted messages that reflect the occur-
rence of events or incidents that may be associated with a
users” connected device. Such activity events may be asso-
ciated with actions, such as, a messaging activity (email,
texting, or the like), game notifications, social media noti-
fication, user interaction with event or devices, or the like.
In some embodiments, one or more activity events may be
collected by one or more external services and provided to
system 400. In one or more of the various embodiments,
events may include associated information, such as, source,
time stamps, status indicators, device identifiers, device
type, associated applications, or the like, that may be
tracked.

[0107] Accordingly, ingestion engine 402 may be
arranged to receive the various events and perform various
actions, including, filtering, reformatting, information
extraction, data normalizing, or the like, or combination
thereof, to enable the events to be stored and processed. In
at least one of the various embodiments, events may be
stored in database 408.

[0108] In at least one of the various embodiments, events
may be provided by one or more organizations, such as,
wireless carriers, service providers, application providers, or
the like. In some embodiments, there may be several orga-
nizations (e.g., 100’s, 1000’s, or the like) that provide events
to the system. Events from different organizations may be
segregated from each other so that an organization may only
interact with events that are owned by it. However, in some
embodiments, system 400 may be arranged to have visibility
to all of the events enabling community wide analysis to be
performed.

[0109] In at least one of the various embodiments, inges-
tion engine 402 may be arranged to normalize incoming
events into a unified common event format. Accordingly, in
some embodiments, ingestion engine 402 may be arranged
to employ configuration information, including, rules, tem-
plates, maps, dictionaries, or the like, or combination
thereof, to normalize the fields and values of incoming
events to the common event format.

[0110] In at least one of the various embodiments, clus-
tering engine 420, may be arranged to execute one or more
clustering processes to provide one or more event clusters
based on the normalized events. Clustering engine 420 may
be arranged to group events into event clusters based on one
or more characteristics of the events.

[0111] In at least one of the various embodiments, mod-
eling engine 410 may be arranged to use the various metrics
associated with activity events, incidents, user activity met-
rics, and so on, to produce one or more models that reflect
the behavior of users of connected devices. In at least one of
the various embodiments, modeling engine 410 may be used
to generate one or more health models that may be managed
by system 400. Models for individual users may be provided
as well as models for organizations or various groups (or
categories) of users.

[0112] Also, in one or more of the various embodiments,
user management engine 422 may be arranged to consume
data from user metrics 406 or database 408 to provide
various metrics that may be used to measure and monitor the
health of users. Accordingly, in one or more of the various
embodiments, user management engine 422 may be
arranged to provide various health scores that model the
mental or physical health factors that may be associated with
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the users of connected devices monitored or measured by
system 400. In one or more of the various embodiments,
health scores may be provided based on an analysis of
various measures of user pain or user activity associated
with a number of issues that are known to impact emotional,
physical, or mental health of humans.

[0113] In one or more of the various embodiments, user
management engine 422 may be arranged to transform
activity metrics or other information (e.g., events) into
objects that may be analyzed to provide health scores. In
some embodiments, health scores may be associated with
different scopes or pivots that may be associated users,
devices, applications, services or the like. Each application
or service may be individually evaluated by user manage-
ment engine 422 to provide one or more reports that indicate
digital health. Health scores may be comprised of informa-
tion that may measure the personal discomfort experienced
by users that respond to events as well as health risks that
may be associated with user activity. Briefly, in some
embodiments, events that may cause increased discomfort
may include late night interruptions, dinner-time interrup-
tions, weekend interruptions, or the like. Thus, in one or
more of the various embodiments, users that experience
more of such event may have lower health scores than users
that have less of these types of uncomfortable interruptions.
Similarly, in some embodiments, users the are discovered to
spend more time pursuing unhealthful activities may also
have a lower health score than otherwise similarly situated
users.

[0114] Further, in one or more of the various embodi-
ments, user management engine 422 may be arranged to
provide health scores that may be segmented in various
dimensions such as, device type, application, operating
system, activity levels, demographics, or the like, that enable
the digital health of users to be quickly and accurately
compared.

[0115] Also, in one or more of the various embodiments,
modeling engine 410 may be arranged to generate one or
more health score models or health sub-score models based
on one or more health metrics associated with one or more
events that may be associated with device users. In one or
more of the various embodiments, health score models or
health sub-score models may enable user management
engines or analysis engines to generate health scores or
health sub-scores. Also, in some embodiments, health score
models or health sub-score models may enable the early
prediction of adverse outcomes (e.g., sleepless, poor school
performance, or the like) that may be associated with low
health scores.

[0116] In one or more of the various embodiments, user
health control center 426 may be arranged to provide
user-interfaces that provide interactive reports that enable
users or organizations to view health scores. In some
embodiments, one or more of the interactive reports pro-
vided by user health control center 426 may enable users to
explore the relationships between their digital activity and
individual health sub-scores that contribute to an overall
personal health score.

[0117] Furthermore, in at least one of the various embodi-
ments, client computer 200 or network computer 300 may be
arranged to include one or more sensors for determining
geolocation information (e.g., GPS), monitoring electrical
power conditions (e.g., voltage sensors, current sensors,
frequency sensors, and so on), monitoring weather (e.g.,
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thermostats, barometers, anemometers, humidity detectors,
precipitation scales, or the like), or the like.

[0118] Accordingly, in at least one embodiment, geoloca-
tion information (such as latitude and longitude coordinates,
or the like) may be collected by a hardware GPS sensor and
subsequently employed in the computing of activity metrics,
health models, health scores, or the like. Similarly, in at least
one embodiment, weather information (such as temperature,
atmospheric pressure, wind speed, humidity, or the like) may
be collected by a hardware weather sensor and subsequently
employed in the computing of activity metrics, health mod-
els, health score, or the like. Also, events may be modified
to include geolocation or sensor information. Accordingly,
activity metrics, health models, or health scores may be
categorized or compared across different conditions or loca-
tions. For example, hot and cold weather extremes may
impact the values of one or more metrics or models. Like-
wise, in at least one of the various embodiments, system 400
may be arranged to determine one or more localization
features based on the geolocation information collected from
its GPS systems, sensors, networks, network interfaces, or
the like, or combination thereof.

[0119] Also, in at least one of the various embodiments,
sensing geolocation information provided by one or more
geolocation devices may be employed to perform one or
more actions, such as: providing a modification of the one or
more metrics or models based at least on the sensed infor-
mation; or localizing the one or more recommendations
based at least on the sensed information. For example,
geolocation information may be used to account for local
holidays, or the like, that result in events causing more pain
for users in different geographic locations. In some embodi-
ments, some or all geolocation information may be provided
or supplemented based on user input, configuration infor-
mation, policy rules, or the like.

[0120] Further, in one or more of the various embodi-
ments, one or more health metrics may be linked directly to
the affected users. Also, in one or more of the various
embodiments, the events that may be associated with the one
or more health metrics may be linked or associated with the
events or activities they are derived from.

[0121] In one or more of the various embodiments, a user
management engine may be arranged to perform actions,
including industry benchmarking. In one or more of the
various embodiments, industry benchmarking may enable
an organization, such as, application developers, mobile
phone companies, device operating system providers, or the
like, to compare the health trends of its own users against
other organizations of similar type, size, revenue, and indus-
try segment. In some embodiments, this type of information
could show how an organization’s application may be caus-
ing or contributing to activities that may reduce the health of
its users as compared to other organizations or applications.
[0122] In one or more of the various embodiments, user
management engines may be arranged to describe health in
various contexts, including: users, services, applications,
device types, or the like. In some embodiments, for users,
applications, services, or device types, user managemnient
engines may be arranged to aggregate of the overall health
scores for defined time periods and display them in inter-
active reports.

[0123] In one or more of the various embodiments, user
management engines may be arranged to compile informa-
tion from a variety of sources to provide health scores. In
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one or more of the various embodiments, user health may be
analyzed across various parameters, including, sleep intet-
ruptions, dinner interruptions, successive days of notifica-
tions, push vs. email notifications, weekday vs weekends,
activity, application usage, or the like, or combination
thereof.

[0124] 1In one or more of the various embodiments, health
scores may be considered statistical representations that
model how and when users may be interrupted across a
statistical distribution providing a holistic view of their
interruption trends. Accordingly, in some embodiments, if
user health scores are aggregated, they may provide orga-
nizations (e.g., mobile phone providers, application devel-
opers, or the like) a profound understanding of what is
happening across their user base.

[0125] In one or more of the various embodiments, user
management engines may be arranged to provide health
scores that model user health based on a variety of statistical
features, including: measure of mean hour of day notifica-
tions or events are received; proportion of interrupting (e.g.
non-email) notifications during sleep hours; proportion of
interrupt notifications during dinner hours; notification or
interrupt variation throughout the day (in hours); proportion
of email notifications; proportion of interrupt notifications
during weekends; proportion of days across time period with
non-email notifications during sleep hours; proportion of
days across time period with non-email notifications during
dinner hours; proportion of days across time period with
non-email notifications during evening hours; proportion of
days across time period with non-email notifications during
weekends; measure of successive days across time period
with non-email notifications during sleep hours; measure of
successive days across time period with non-email notifica-
tions during dinner hours; measure of successive days across
time period with non-email notifications during evening
hours; measure of successive days across time period with
non-email notifications during weekend; measure of notifi-
cation count with respect to distribution of notification
counts across other users or organizations; or the like, or
combination thereof.

[0126] In one or more of the various embodiments, user
management engines may be arranged to collect parameters
or metrics that may be combined to provide user health
models. In one or more of the various embodiments, the
weights (e.g., coeflicients) associated with the various
parameters may be adjusted based on configuration infor-
mation. In some embodiments, user management engine
may include a plurality of models, with different models
directed or tailored to different devices, demographics,
application types, operating systems, or the like. Likewise,
in one or more of the various embodiments, user manage-
ment engines may be arranged to enable organizations to
employ or derive models that are customized to their needs
or their users. In some embodiments, health scores may be
normalized to range from 0 to 100 and may be computed for
each user.

[0127] In one or more of the various embodiments, user
management engines may be arranged to employ feedback
from machine-learning or classification systems, or the like,
that correlate user activities with one or more health param-
eters. Accordingly, in some embodiments, user management
engines may be arranged to dynamically modify health score
models in real-time to automatically adapt one or more
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health score models to changes discovered by the machine-
learning or classification systems.

[0128] FIG. 5 illustrates a logical architecture of system
500 that provides user health management in accordance
with at least one of the various embodiments. System 500
represents how user 502 may be interacting with one or more
connected devices, such as, connected device 504. Metrics
associated with some or all of the user activity may be
provided to an user management system 506 for collection,
assessment, analysis, or the like. Accordingly, in some
embodiments, the user management system may communi-
cate report information or analysis information to mobile
services provider 506 which apply one or more updates or
notification to the user based on the user activity assessment.
[0129] As society increasingly turn to connected devices
for managing and enhancing their daily lives, more and more
evidence suggests that dependence on these devices and
extreme use can negatively affect the ability of users to
think, function, and socially engage in the world outside of
the connected devices. When used as tools connected
devices may create a surplus of resources, productivity, or
time. However, in some cases, users are still learning how to
use connected device in responsible or healthy ways. One
reason may be a lack of visibility of current use patterns
from day-to-day and week-to-week. As a result, user inter-
actions with connected devices may create unexpected defi-
cits associated with overuse.

[0130] Accordingly, innovations described herein may
provide a way for users of connected devices to visualize,
understand, or manage their digital health to reduce the
cognitive load and risk of mental and physiological issues
that may be caused by unsafe activity behavior, such as
notifications emitted by apps, operating systems, notification
delivery systems, time on apps, or the like.

[0131] In some embodiments, a user management system
may be arranged to collect or analyze user activity metrics
to evaluate their impacts or contribution to the associated
known mental health and physical health risks of connect
device overuse. In some embodiments, the user management
system may be arranged to synthesize these activity metrics
or related information to produce a unique, holistic, and
realistic health score for each device user. This information
may be used to measurably improve usage behavior until
one or more health factors may be restored. As a result, users
may be encouraged or required to temporarily update their
behavior during or after high risk usage to restore their
short-term digital health. Through this process users may
also gain an understanding over time about:

[0132] 1. Identifying activities and combinations of activi-
ties may be commonly performed by the user to helping
them learn their unique device usage proclivities based on
interaction reported provided by a user management system;
[0133] 2. Identifying activities that may be the riskiest and
which activities may be more benign; and

[0134] 3. How to develop a healthy, balanced, and rea-
sonable digital lifestyle wherein their connected devices are
used primarily as tools that extend human capacity rather the
cause personal harm, including teaching users how moderate
the usage of the device for non-utility purposes.

[0135] In one or more of the various embodiments, these
results may be accomplished first by measuring, monitoring,
or reducing meaningful user behavior statistics from the user
activity or device activity. Accordingly, in one or more of the
various embodiments, a digital health score may be provided
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based on these statistical measures. In some embodiments,
the digital health score may relate to a variety of health risks
associated with the use connected devices. The score may be
used to holistically represent the overall device usage expe-
rienced by a user.

[0136] In one or more of the various embodiments, each
activity metric or a combination of activity metrics may
relate to an individual users’ particular health risk or risks.
In some embodiments, activity metrics may be correlated
with health risks. In some embodiments, one or more models
may be provided based on clinical studies in medicine and
psychology to identify potential health risks that may be
associated with user or connection device activity. Accord-
ingly, in some embodiments, a user management system
may identify one or more actions that may result in healthier
use of connected devices, such as, parental guidance, rec-
ommended usage, application grading/scoring, or the like.

[0137] FIG. 6 illustrates a functional architecture of sys-
tem 600 for providing model inputs to a scoring engine in
accordance with one or more the various embodiments. In
one or more of the various embodiments, metrics 602
associated with application events or user activity (e.g.,
activity) may be statistical representations associated with
one or more health sub scores 604. Accordingly, in one or
more of the various embodiments, health sub-scores 604
may be provided to an analysis engine, such as, analysis
engine 606 the may be arranged to provide a health score
based on health sub-scores 604.

[0138] In one or more of the various embodiments, health
scores may be provided based on a feed-forward multi-
dimensional parametric algorithm that accepts the one or
more health sub-scores. In one or more of the various
embodiments, health scores are designed to be a measure of
unhealthy user activity or the impact of unhealthy behavior
of applications, services, operating systems, or the like. In
some embodiments, the analysis engine may be arranged to
account for one or more user health issues. Also, in some
embodiments, analysis engines may be arranged to distin-
guish health related events that occur over different periods
of time. Note, the method disclosed herein includes a
descriptive summary statistical approach. However, one of
ordinary skill in the art will appreciate that these innovations
contemplate other possible and viable methods to compute
user health, such as inferential statistical modeling, maxi-
mum likelihood estimation, Fisher scoring, or the like.

[0139] In one or more of the various embodiments, some
non-limiting examples of activity metrics having known
modeled relationships with health risks may include:

[0140] Frequent notifications which are distractions that
occur at inopportune times, e.g., sleep hours, dinner
time, or weekends;

[0141] Alert volume which inundates a user, and is
anomalous with respect to other users;

[0142] Notification variation throughout a typical day
as a measure of how irregular and spread out notifica-
tions are across the day;

[0143] Proportion of days across a period with interrupt
notifications;
[0144] Successive days with notifications during off-

work hours or weekends;

[0145] Percentage of user time spent, such as, time
spent/available time across a period such as day, week,
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month, or the like, on utility apps, such as, paying bills,
maps, paying parking meter, booking reservations,
ordering a car, or the like;

[0146] Percentage of user time spent, such as, time
spent/available time across a period such as day, week,
month, or the like, on non-utility apps, such as, enter-
tainment, news, gaming, social media, or the like;

[0147] Volume and frequency (volume/time) of notifi-
cations from single sources, such as, text, email, push,
voice calls, or the like;

[0148] Volume and frequency (volume/time) of notifi-
cations from unique multiple sources, such as, text,
email, push, voice calls, or the like;

[0149] Volume and frequency (volume/time) of
response actions to notifications emitted by text, email,
push, voice calls, or the like;

[0150] User-device interactions prior to user’s normal
bedtime;
[0151] Volume and frequency of a variety of additional

active user-device interactions;
[0152] Basic user daily schedule, such as, typical bed
time, wake time, working hours, or the like;
[0153] User demographic metadata, such as, gender,
age, profession, nationality, or the like; and
[0154] Other user telemetry sources, such as, pulse,
physical activity levels, gyro/accelerometer data, or the
like.
[0155] In one or more of the various embodiments, the
analysis engine may provide one or more model outputs
(human health response variables) that have known relation-
ships to the inputs indicators by way of medical, psycho-
logical, and psychometric clinical studies as recognized by
standards such as ICD-10, DSM-IV, and GPIUS (General-
ized Problematic Internet Use Scale) may include:

[0156] Stress level,

[0157] Likelihood of anxiety and depression;

[0158] Attention residue;

[0159] Productivity measures;

[0160] Short-term physiological risk levels, such as,

backache, headache, tendinitis, weight gain or loss,
sleeplessness, blurred or strained vision, or the like

[0161] Carpal Tunnel Syndrome;
[0162] Immune system disruption;
[0163] Social behavior factors, such as, internet-com-

munication disorder, FOMO, withdrawal, isolation, tol-
erance, impulsivity, low self-esteem, or the like; and
[0164] Brain and cognitive capabilities, such as, those
that may affect academic performance. social interac-
tion, occupational interest and behavioral problems,
preoccupation, mood, modification, tolerance, with-
drawal, distress and functional impairments, or the like.
[0165] In one or more of the various embodiments, user
management engines may be arranged to characterize some
events as interrupt events. Interrupt events may be associ-
ated with notifications triggered by events or alerts that are
configured to alert users and shift the focus of the user away
from whatever they are doing. In other words, interrupt
events are notification events that may be or appear to
important for a user to address immediately. Accordingly,
for example, interrupt events may include SMS, phone calls,
push notifications, or the like. In comparison, an example of
non-interrupt notifications may include email messages or
other notifications provided for information purposes rather
than requiring immediate response from a user.
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[0166] In one or more of the various embodiments, an
health score model may be arranged to consider these
notification statistics (e.g., health sub-scores) which may
have varying implications on the health of a user. In one or
more of the various embodiments, health score models may
operate to transform each health sub-score into a normalized
parameter. In some embodiments, each health sub-score may
be weighted according to its relevance as it relates to user
health. The combination of the normalized or weighted
health sub-scores may provide a single health score for a
given user, application, service, device type, operating sys-
tem, or organization.

[0167] In some embodiments, where a user receives inter-
rupt notifications on a regular basis, health may be measured
as a rise in stress levels, blood pressure, anxiety, or the like.
[0168] Forexample, to determine a users’ health score for
a particular service across a given period of time (e.g.
day/week/month/year) event or activity data for the user
may be captured and reduced to statistical features that may
be combined to produce a user health score.

[0169] In one or more of the various embodiments, a user
management engine or analysis engine may be arranged to
provide a user health score model that provides a health
score (H) as shown below:

=
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i
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[0170] In one or more of the various embodiments, the
relevance of each health sub-score may be determined by
means of a second model that approximates the relationship
between the health sub-score and various human factors, for
example, consider:

Y=f(X)

Xy

X2

XN

[0171] where:

[0172] Y=the human factor output response target being
modeled, e.g., measure or stress anxiety, depression,
sleep, brain and cognitive capabilities, or the like;

[0173] X=input vector of activity metrics derived from
the raw activity data; and

[0174] {(X) may be a model that approximates the
relationship between X and Y, which includes infor-
mation about how each input of X relates to Y.

[0175] Examples of model f may include parametric and
structured models such as linear regression, nonlinear
regression, logistic regression, or the like, or combination
thereof. In some embodiments, health models or health
sub-score models may also include other forms of models
that fit to numerically varying response targets, such as
artificial neural networks, support vector transforms, or the
like.

[0176] In one or more of the various embodiments, if the
health factor can be classified into categories, the model may
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include Bayesian classifications, nearest neighbors, dis-
criminant analysis, or the like. In any case, internal model
parameters such as weighting coefficients or classification
boundaries can be leveraged for insertion into the health
score model since the health sub-scores provided by health
sub-score models, such as, f may be proportional to the
relevance of each notification parameter. Accordingly, in
some embodiments, the health score may be used to provide
health score timelines and benchmarks that may be corre-
lated with one or more tangible health factors.

[0177] In one or more of the various embodiments, user
management engines may be arranged to provide health
scores by executing actions to produce a holistic measure of
user health that may be based on several different connected
device issues.

[0178] In some embodiments, psychometric models pro-
vided by the user management system may be leveraged to
produce an estimate of health risk factors when given one or
a combination of activity metrics as inputs to the model.
Accordingly, if one or more activity metrics fit a pattern that
matches known health risks, this information may be made
known to the user. In addition, the models may be employed
to predict the resulting outlook on health if the user makes
changes to his or her usage behaviors (e.g., activity).
[0179] Some examples of issues may include: frequent
notifications which are distractions that occur at inopportune
time (e.g., sleep hours. dinner time, weekends, or the like);
alert volume (or rate) which may inundate users, and may be
anomalous with respect to other users across an organiza-
tion; notification variation throughout a typical day; holiday
notification trends; or the like,

[0180] In one or more of the various embodiments, user
management engines may be arranged to provide health
scores based these various metrics. In some embodiments,
user management engines may be arranged to perform
actions, including transforming the one or more metrics into
normalized parameters. In some embodiments, each param-
eter may be weighted according to their relevance as it
relates to user health and combined to provide a single user
health score.

[0181] In one or more of the various embodiments, the
relevance of each parameter may be determined using one or
more statistical models that may approximate the relation-
ships between the health score parameters and user health.
In one or more of the various embodiments, user manage-
ment engines may be arranged to employ one or more
statistical models, based on regression, Bayesian classifica-
tion, discriminant analysis, or the like. In some embodi-
ments, coeflicients employed in the one or more statistical
models may be proportional to the relevance of each param-
eter.

[0182] FIG. 7 illustrates a logical representation of inter-
active report 700 that enables organizations to manage user
health in accordance with one or more of the various
embodiments. In one or more of the various embodiments,
user management engines may be arranged to provide
various interactive reports that display aspects user health.
One of ordinary skill in the art will appreciate that interac-
tive reports may be provided using various arrangements,
visualizations, or formats. Also, one of ordinary skill in the
art will appreciate that additional visualizations using or
representing a variety of health information, activity infor-
mation, monitored metrics, or the like, may be included in
interactive reports provided by user management engines.
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Accordingly, for brevity and clarity, interactive reports, such
as, interactive report 700 are presented herein as non-
limiting illustrative examples to represent the plurality of
interactive reports that may be provided by user manage-
ment engines.

[0183] In some embodiments, meaningful user behaviors
are activities that can be represented by statistical measure-
ments of usage and notification patterns known by research-
ers and practitioners alike to be harmful to humans. As
discussed above, mounting evidence shows device addiction
and overuse may cause alarming trends in health degrada-
tion. In some cases, connected devices are always-con-
nected. Email, messaging, shopping, banking, social activ-
ity, gaming and entertainment apps have become integrated
into normal ways of life so much so the users may be
unaware of the extent of the integration.

[0184] Accordingly, in one or more of the various embodi-
ments, user management systems may be arranged to inform
the user of the meaningful statistics associated with the
harmful ways the an individual may be using their device by
reporting a digital health score along with associated health
risks which are produced by one or more medical and
psychometric models.

[0185] In some embodiments, activity metrics, a digital
health score, health risks, or the like, may be surfaced to the
user. This enables the user to change their behavior before
degraded health symptoms manifest. Absent this insight,
users of digital devices may suffer health risks because they
may be unaware that their usage is harmful.

[0186] In one or more of the various embodiments, user
management systems may be arranged to inform users of
leading indicators that may be associated with a variety of
known health risks based on their particular device usage as
measured by activity metrics:

[0187] 1. Personal connected device activity may be mea-
sured (e.g., push notifications, emails, texts, calls, time on
utility apps, time on entertainment apps, social media apps,
or the like) across all time frames (hour, day, week, month).
[0188] 2. This data may be statistically reduced and
applied to a structured parametric algorithm to produce a
health score from 0 to 100.

[0189] 3. Thehealth score and the input usage statistics are
weighed against statistical models that are trained based
statistical relationships between user activity and known
psychological and physiological risks (e.g. symptoms of
depression, anxiety, stress, sleeplessness, addiction, or the
like.)

[0190] 4. Health score, activity metrics, and health risks (if
any) may be stored so they may be displayed on-demand by
the user.

[0191] 5. Ifacross any period (hour, day, week, month, or
the like) the health score measures an elevated health risk or
one or more activity metrics show an elevated health risk,
additional information may be provided to the user, includ-
ing: a) the health score; b) reasons why the health score is
low and which usage statistics are extreme or unhealthy; c)
the potential health risks that are correlated with these usage
statistics; d) recommended recovery method(s) (measurable
improvement in usage behavior and timeline) in order for
the user to reduce this risk before the symptoms become an
actual problem

[0192] 6. The user can choose to accept the recommended
corrective method(s) and they apply automatically.



US 2019/0074090 A1

[0193] In this example, connected device 702 represents
one or more connected devices that may be used by a user.
In this case, connected device 702 may be considered to be
mobile telephone. An interactive report that include screen
704 and screen 706 may be provided. Accordingly, in this
example, for some embodiments, screens, such as, screen
704 may be arranged to display a user’s current health score
and enable navigation to other in relevant report screens. In
this example, screen 704 is reporting the users current score
and that there is additional information to review including,
one or more recommended behavior changes. Thus, in this
example, screen 706 represents a report screen that shows a
list of health issues that may have an elevated risk of
occurring and some recommended activities or activity
modifications that may mitigate or remedy the elevated
risks.

[0194] In this example, the user may be notified when one
or more models produce estimated health risks with respect
to the given usage behavior inputs. In other forms, this
information can also be viewed on-demand by the user. This
information can be represented across varying time periods
(day, week, month, or the like) as well as on a timeline plot
for viewing day trends.

[0195] In one or more of the various embodiments, user
health information provided by a user management system
may be provided for use with parental controls. As described
above, the user management system may provide an inclu-
sive representation of the whole of the device-user interac-
tion. Accordingly, in some embodiments, the user manage-
ment system may be arranged to produce information about
increased likelihood of screen addiction in children and
teenagers. In some embodiments, user management system
may be arranged to produce information to enable other
mechanisms like parental controls to be used to reduce risky
device activity.

[0196] In some embodiments, the health scores are dis-
played in user, device type, application, or service contexts.
In one or more of the various embodiments, health scores
may be provided for each user (individual), each device
type, each application, each service, or the like. For each of
these pivots, the user management engine may be arranged
to use the same notification event statistics or activity
metrics to compute health scores that represent the health
impact of the connect device experiences.

[0197] In addition, in one or more of the various embodi-
ments, patterns of user health may be viewed across different
timelines, such as, days, weeks, months, quarters, years, or
the like. In one or more of the various embodiments, the
longer the period, the more statistically representative the
health score. Also, in some embodiments, linear trends may
be tracked across each timeline, and the user can view the
percentage change in health scores from the previous period.
[0198] Also, in some embodiments, benchmark data may
be provided to illustrate how the health of any user, device,
device type, application, service, or the like, compares to
industry peers as defined by category, segment, user demo-
graphics, or the like.

[0199] In one or more of the various embodiments, user
management engines may be arranged to display or repre-
sent user health score timelines or benchmarks contexts
associated with users, devices, device types, applications,
services, or the like.

[0200] FIG. 8 illustrates a logical representation of inter-
active report 800 that enables users or others to review how
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different activities may impact user health in accordance
with one or more of the various embodiments. Interactive
report 800 represents an embodiment of an interactive report
that shows health score trends for a user. As described above
for report 700, user management engines may be arranged to
provide interactive reports comprised of various visualiza-
tions. In this example, interactive report 800 includes a
visualization that provides that enables the user may under-
stand what particular usage aspects contribute to health risks
or degradation. In this example, an interactive report, such
as, report 800 may represent the contribution of various
unhealthful activities to the degradation of a users’ health
score. In some embodiments, each section of report 800 may
be associated with a different unhealthful activity. The report
may be arranged to provide a user friendly description of the
unhealthy activity, such as: “you are receiving too many
push notification during evening hours” (section §02); “your
time spend on entertainment apps has exceeded the risk
threshold” (section 804); “you receive an anomalous number
of SMS notification” (section 806); “your average nightly
screen-on-time exceeds the acceptable limit” (section 808);
“your time spent on social media app XYZ’ has exceeded
the risk threshold” (section 810); “your manual refresh rate
for applications is too high, suggesting risk of internet
communication disorder” (section 812); “you have too many
occurrences of active use across long spans of time” (section
814); “your average daily number of visits on news app is
high” (section 816); “your use of this device prior to your
normal bedtime is elevating your risk of ineffective sleep”
(section 818); and “your average daily notifications are
emitted by too many sources” (section 820).

[0201] In one or more of the various embodiments, the
particular descriptive text used in an interactive report may
be set using default values, configuration information, user
preference options, or the like, or combination thereof. In
some embodiments, the descriptive text may be provided
using different languages. In some embodiments, the
descriptive text that is selected to use in an interactive report
may be selected based on other factors, such as, geolocation
information, user demographic information, or the like.
[0202] Further in some embodiments, interactive reports
may be subject one or more supervisor controls (e.g.,
parental controls) that limit or otherwise manage if a user
may view a given report. For example. In one or more of the
various embodiments, parents may be authorized to view
interactive reports associated with their children.

[0203] In one or more of the various embodiments, inter-
active report 800 may enable users to select a section, such
as, section 808, and drill down to review the source or
composition of activity associated with the section.

[0204] FIG. 9 illustrates a logical representation of inter-
active report 900 that shows contributing sources of
unhealthy actions the may be associated with users in
accordance with one or more of the various embodiments. In
one or more of the various embodiments, user management
engines may be arranged to enable users to inspect the
breakdown of contributing sources of pain as they relate to
their health score.

[0205] Accordingly, in one or more of the various embodi-
ments, these interactive reports may help organizations
understand what aspects of their behavior or activity may
impact the health of their users and why. Also, the detailed
reports may enable organizations to discover how or which
services or applications may be contributing to pain expe-



US 2019/0074090 A1

rienced by their users. The health score also allows organi-
zations to view the contributing sources of health impacts
for individual users.
[0206] FIG. 10 illustrates a logical representation of inter-
active report 1000 that shows health score timeline that
correlated activity or recovery period with health scores in
accordance with one or more of the various embodiments. In
this example, interactive report 1000 illustrates how health-
ful activities (e.g., activity 1002) performed by user volun-
tarily or in response recommendations/enforcement pro-
vided by the user management system or voluntarily may
increase a users’ health score. Likewise, unhealthful activi-
ties, indicated by activity 1004, may correspond with a
reduction in the users’ health score. The activity metrics
associated with a user may produce a trend line, such as,
trend line 1006, that shows the health score trend for a user
over a period of time.
[0207] In one or more of the various embodiments, user
management system may provide output information (health
scores and associated health risks) that may be surfaced to
the user at the very moment when his or her usage causes the
user to be at risk (as shown in the figures above), or
displayed in a dashboard so the user may visualize this
information on-demand, or used in parental control mecha-
nisms. This information may be used to inform the user’s
health recovery plan.
[0208] In one or more of the various embodiments, health
recovery may occur if a user changes his or her usage
behavior upon learning that their health is at risk so as to
measurably improve their health. In some embodiments, the
severity of the user’s connected device usage (e.g., activity)
may determine how health may be restored, the rate of
restoration, the time-to-recover, or the like. Accordingly, in
one or more of the various embodiments, recovery actions or
effects may look different for different users across different
time periods based on the activities associated with that
specific user. For example, if extreme usage occurs and over
a long period of time, then extreme measures may be
employed such as long breaks entirely from the connected
device.
[0209] In some embodiments, hourly usage statistics may
roll up into each respective day to provide inputs to the
analysis engine or user management system to produce
outputs that represent the day.
[0210] Also, in one or more of the various embodiments,
daily usage statistics may roll up into each respective week
and month, or the like, to represent the user digital health
across each week and month, or the like. In this way, in some
embodiments, the user may be provided insight into their
unique user-device activity across short or long periods of
time.
[0211] In one or more of the various embodiments, health
remediation may be recommend one or more actions until
the user’s particular activity statistics fall within the healthy
range, as understood by the health models. In some embodi-
ments, remediation may include one or more of:

[0212] User-device non-activity is a natural and inher-

ent recovery

[0213] Pro-actively locking out apps causing low health

[0214] Pro-actively blocking notifications and send out
auto-reply

[0215] Physical exercise (e.g. as measured using by

telemetry from devices such as wearable fitness moni-
tors)
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[0216] Pro-actively locking out all non-utility apps
(e.g., allowing only utility apps)

[0217] Pro-actively locking out device access (e.g. lim-
iting voice or SMS to emergency only)

[0218] Physical separation from the device altogether

Generalized Operations

[0219] FIGS. 11-14 represent the generalized operations
for user health management in accordance with at least one
of the various embodiments. In at least one of the various
embodiments, processes 1100, 1200, 1300, and 1400
described in conjunction with FIGS. 11-14 may be imple-
mented by or executed on an user management server
computer, a network computer, or the like, such as, network
computer 300 of FIG. 3. In other embodiments, these
systems, operations, processes, or portions thereof, may be
implemented by or executed on a plurality of network
computers, such as network computer 300 of FIG. 3. In yet
other embodiments, these systems, processes, or portions
thereof, may be implemented by or executed on one or more
virtualized computers, such as, those in a cloud-based envi-
ronment. However, embodiments are not so limited and
various combinations of network computers, client comput-
ers, or the like may be utilized. Further, in at least one of the
various embodiments, some or all of the actions performed
by processes 1100, 1200, 1300, and 1400 may be executed
in part by ingestion engine 322, modeling engine 324, user
management engine 325, analysis engine 326, or the like, or
combination thereof.

[0220] FIG. 11 illustrates an overview flowchart for pro-
cess 1100 for user health management in accordance with
one or more the various embodiments. After a start block, at
block 1102, in at least one of the various embodiments,
activity associated with users and their connected devices
may be monitored by a user management system. Activity
may include notification events associated with the users of
one or more organizations may be monitored. The types or
formats of the notification events may vary depending on the
organization as well as the device type, application, or
service associated with the events. However, in most cases,
notification events may comprise description information,
time stamps, source, destination, or the like, or combination
thereof, that are associated with one or more events or user
activity. In one or more of the various embodiments, noti-
fication events may correspond to one or more actual
notifications provided to users. As described above, notifi-
cation events may include, email messages, SMS texts,
telephone calls (live or automated), user-interface alarms,
mobile phone push-notifications, or the like, or combination
thereof.

[0221] In one or more of the various embodiments, events
may be parsed or processed by the user management system
to determine one or more characteristics, such as, time-
stamps, source, user identity, device type, application, ser-
vice, or the like. In at least one of the various embodiments,
various metrics that may be associated with the events may
be determined or collected by the user management system.
In at least one of the various embodiments, events may be
associated with specific applications, services, device types,
operating systems, or the like.

[0222] In at least one of the various embodiments, con-
figuration information may associate one or more events
with device types, applications, services, or the like. In at
least one of the various embodiments, the configuration
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information may include rules or instructions that may be
written in one or more programming languages.

[0223] In addition to events, activity monitoring may
include monitoring how a user may be using their connected
devices. In some embodiments, monitored activity may
include, picking up a device, unlocking device lock-screens,
responding to alerts or notifications, application usage met-
rics, or the like, or combination thereof.

[0224] In some embodiments, monitoring may include
receiving activity information or activity metrics from the
connected devices. For example, a connected device may
include one or more agents that passively monitor user
activity. In some embodiments, one or more applications
may be integrated with libraries or system services the
enable the one or more applications to provide activity
metrics. Also, in some embodiments, one or more external
monitoring systems, including application backend servers
may be arranged to collect activity information or activity
metrics that may be provided to the user management
system.

[0225] In at least one of the various embodiments, the user
resource management engine may be arranged to determine
one or more interrupt events from among the one or more
events or activity. In this context, for some embodiments,
interrupt events represent events that are arranged to imme-
diately alert users and shift their focus away from whatever
they are doing. Accordingly, in some embodiments, interrupt
events may include SMS message, phone calls, push noti-
fications, popup banners, device screen activation, audio
alerts, or the like. For some embodiments, examples of
non-interrupt notifications may include emails provided to
the user for information purposes only.

[0226] At block 1104, in at least one of the various
embodiments, a user management engine may be arranged
to generate one or more health metrics based on the events.
In one or more of the various embodiments, as described
above, health metrics may include metrics associated with
interrupt events or user activity that may be associated or
generated by an application, service, device type, or the like.
In some embodiments, metrics may include the rates,
counts, averages, time-bucket aggregations, or the like, as
described above in more detail.

[0227] Insome embodiments, one or more metrics may be
collected or generated in real-time. Likewise, in some
embodiments, one or more metrics may be generated from
event log data after the fact.

[0228] In one or more of the various embodiments, an
ingestion engine, such as, ingestion engine 322, may be
arranged to employ information provided by configuration
information, rules, user-input, or the like, for determining
the specific event characteristics to log. Likewise, in one or
more of the various embodiments, a user management
engine or an analysis engine, such as, user management
engine 325, or analysis engine 326 may be arranged to
employ information provided by configuration information,
rules, user-input, or the like, for determining the specific
health metrics to provide.

[0229] At block 1108, in one or more of the various
embodiments, the user health system may be arranged to
generate one or more health sub-scores based on the col-
lected health metrics. In one or more of the various embodi-
ments, as described above in more detail, a user manage-
ment engine, modeling engine, or analysis engine, such as,
user management engine 325, modeling engine 324, or
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analysis engine 326 may be arranged to generate one or
more health sub-scores based on the collected health met-
rics.

[0230] In one or more of the various embodiments, one or
more health sub-score models may be used to generate one
or more health sub-scores. In some embodiments, one or
more health metric values may be provided to an associated
health sub-score model to provide the relevant health sub-
scores. For example, in some embodiments, a health sub-
score may be defined to represent how far a particular health
metric deviates from its corresponding health sub-score
model. In contrast, one or more health sub-scores may be
generated based on applying statistical methods directly to
one or more associated metrics rather than being generated
using a model. For example, in one or more of the various
embodiments, a health sub-score may be computed by
averaging or normalizing raw health metrics rather than
using a health sub-score model.

[0231] At block 1110, in at least one of the various
embodiments, the user health management system may be
arranged to generate health models based on the health
sub-scores generated in block 1108. As described in greater
detail above, the one or more health sub-scores may be
provided to an health model that provides a health score
based on the provided health sub-scores. Next, control may
be returned to a calling process.

[0232] FIG. 12 illustrates a flowchart for process 1200 for
user health management in accordance with one or more of
the various embodiments. After a start block, at block 1202,
in one or more of the various embodiments, the user health
management system may be arranged to instantiate one or
more user management engines, modeling engines, analysis
engines and provide them health sub-scores and user health
scores for a user or organization.

[0233] At block 1204, in one or more of the various
embodiments, the user management engines may be
arranged to analyze the health score or the one or more
health sub-scores. In one or more of the various embodi-
ments, the analysis may include comparing the health scores
of users that may be associated with one or more organiza-
tions, applications, services, device types, or the like, to one
or more other organizations, applications, services, device
types, or the like, measured or monitored by the user
management system.

[0234] In one or more of the various embodiments, the
health score or the health sub-scores associated with the
organization, application, service, device type, or the like,
that is the subject of analysis may be used for one or more
additional comparisons. In at least one of the various
embodiments, the scores may be used to compare a variety
of different dimensions of user health. As described above in
more detail, one or more of the various embodiments,
different types of comparisons may be generated from
data-mining the health scores or health metrics of organi-
zations, applications, services, device types, or the like. A
few examples are listed below, but one of ordinary skill in
the art will appreciate an user health system may perform
other comparisons as well.

[0235] In one or more of the various embodiments, the
user health system may process the user activity associated
with one or more users or one or more organizations using
various techniques (e.g., data mining, informatics, machine
learning, or the like) to identify and perform relevant com-
parisons.
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[0236] In one or more of the various embodiments, con-
figuration information that may include rules, instructions,
threshold values, conditions, model selection rules, health
metric selection rules, normalization rules, or the like, or
combination thereof, may be provided for consumption by
one or more of the user management engine, modeling
engine, analysis engine, or the like.

[0237] In one or more of the various embodiments, the
health sub-scores or overall health scores for the user may be
compared to the like scores of other users. In some embodi-
ments, users may be compared to other users that are similar
in one or more characteristics to each other. In at least one
of the various embodiments, comparing users that may have
some similarities may produce meaningful apples-to-apples
comparisons. Accordingly, the users may be categorized,
segmented, or bucketed, using a variety of criteria, such as,
age, gender, career, education, age, geographic location, or
the like.

[0238] Also, one or more of the various embodiments, the
health sub-scores may be used to track the health impacts
associated with a user over time. In such cases, the tracked
values may be compared to one or more health sub-score
models as well as previous health scores of the same user.
The comparisons against the health sub-score models or
historical health sub-score values may be used to determine
if the health of the user is improving or degrading.

[0239] Also, one or more of the various embodiments, the
health score or the health sub-scores of the user may be used
to compare different users, applications, services, device
types, or the like. Accordingly, the comparisons may be used
identify organizations, applications, services, device types,
or the like, that are associated with activity that may be
contribute to lowering the health scores of one or more
users.

[0240] At block 1206, one or more of the various embodi-
ments, optionally, previous health sub-score values or the
overall health score may be used to generate one or more
visualizations that may be used for illustrating trends or
predictions for one or more health sub-scores. In one or
more of the various embodiments, various parameters may
be set using a user-interface or configuration information to
control the time windows, visualization formats (e.g., charts,
graphs, scales, and so on) used to generate the visualizations.
In some embodiments, the running averages may also be
included in one or more visualizations. Accordingly, in one
or more of the various embodiments, as shown above, the
one or more visualizations may be included in one or more
interactive reports that enable a user to explore their health
scores or health sub-scores and the associated applications,
services, activities, device types, or the like.

[0241] At block 1208, in one or more of the various
embodiments, the health system may be arranged to deter-
mine one or more recommendations that may improve user
health. In some embodiments, one or more of the recom-
mendations may be based on comparing the health metrics,
health sub-scores, or the like, of the user with other users. In
one or more of the various embodiments, historical records
associated with other users may be used to identify one or
more users that were experiencing health degradation that
may be similar the user being analyzed. Accordingly, one or
more remediation actions that resulted in improved health of
those users may be determined and recommended to a user.
Next, control may be returned to a calling process.
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[0242] FIG. 13 illustrates a flowchart for process 1300 for
health management in accordance with one or more the
various embodiments. After a start block, at block 1302, in
one or more of the various embodiments, the user health
management system may be arranged to determine one or
more healthy users. In some embodiments, healthy users in
this context may be determined based on their health score
exceeding a defined threshold for some period of time. In
some embodiments, the threshold may be a literal score
value. Or, in some embodiments, thresholds may be deter-
mined based on one or more health models, or the like. Also,
in some embodiments, thresholds for determining healthy
users may be based on one or more statistical formulae/
values associated with a set of organizations, such as, mean,
median, score distributions (e.g., n-standard deviations), or
the like, rather than being limited fixed or literal threshold
values.

[0243] At block 1304, in one or more of the various
embodiments, the health management system may be
arranged to determine one or more low health user. In one
or more of the various embodiments, determining low health
users may include actions like those described for block
1302 except with the goal to identify low health users as
defined using one or more threshold values, formulas, mod-
els, or the like.

[0244] At block 1306, in one or more of the various
embodiments, the user health management system may be
arranged to compare events, activities, behaviors, practices,
or the like, of the determined high health users and the
determined low health users.

[0245] At block 1308, in one or more of the various
embodiments, the user health management system may be
arranged to recommend one or more practices or changes to
existing applications, services, processes, or the like, based
on the comparisons or analysis described in block 1306.
Likewise, in some embodiments, the user management
system may provide one or more recommended remediation
actions for a user to take.

[0246] Next, control may be returned to another caller.
[0247] FIG. 14 illustrates a flowchart for process 1400 for
generating individual user health profiles in accordance with
one or more the various embodiments. After a start block, at
block 1402, in one or more of the various embodiments, a
user health management system may be arranged to map
user activity, such as, one or more incoming interrupt events
to individual users to provide health metrics that correspond
to the individual users that are associated with the activity.
[0248] At block 1404, in one or more of the various
embodiments, the user health management system may be
arranged to determine one or more health sub-scores for the
one or more users. In one or more of the various embodi-
ments, the health sub-scores determined for a given user
may be based on the quantity and characteristics of the
interrupt events or activities that may be mapped to the
individual user. As described above, one or more health
sub-score models may be provided health metrics or health
sub-scores that are associated with an individual user to
determine health sub-scores that correspond to that indi-
vidual user. Likewise, in one or more of the various embodi-
ments, an overall user health score may be provided for each
individual user by providing their health sub-scores to an
user health model.

[0249] At block 1406, in one or more of the various
embodiments, the user health management system may be
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arranged to generate health profiles for individual users
based on their health sub-scores or their user health scores.
In one or more of the various embodiments, the user
management engine may be arranged to generate health
profiles by mapping one or more health related user actions
to their health sub-scores or user health score. In one or more
of the various embodiments, the mapping of user actions to
health sub-scores or user health scores may be defined in
information provided from configuration information, rules,
computer readable instructions, user-input, or the like.
Accordingly, in one or more of the various embodiments,
user health profiles may provide tracking or reporting
mechanisms that enable the identification of users that may
be at risk of taking actions that may be detrimental to their
health.

[0250] At block 1408, in one or more of the various
embodiments, the user health management system may be
arranged to determine one or more at risk users based on
their health profile. In one or more of the various embodi-
ments, a user management engine may be arranged to
monitor health profiles of its users to identity at-risk indi-
viduals. In some embodiments, the monitoring may include
comparing health profiles to one or more threshold values,
models, or the like, that may be indicative of risk. In some
embodiments, the risk indication (e.g., threshold values,
models, or the like) may be determined using configuration
information, rule-based policies, rules, computer readable
instructions, user-input, or the like, or combination thereof.

[0251] In one or more of the various embodiments, a
modeling engine may be arranged to provide one or more
risk models that correlate one or more health sub-score or
health scores to adverse user actions. Accordingly, in one or
more of the various embodiments, the risk models may be
employed to predict the potential for adverse user actions
before they occur.

[0252] At block 1410, in one or more of the various
embodiments, the user health management system may be
arranged to generate one or more reports or notifications
regarding the at-risk users. Next, control may be returned to
a calling process.

[0253] It will be understood that each block of the flow-
chart illustration, and combinations of blocks in the flow-
chart illustration, can be implemented by computer program
instructions. These program instructions may be provided to
a processor to produce a machine, such that the instructions,
which execute on the processor, create means for imple-
menting the actions specified in the flowchart block or
blocks. The computer program instructions may be executed
by a processor to cause a series of operational steps to be
performed by the processor to produce a computer-imple-
mented process such that the instructions, which execute on
the processor to provide steps for implementing the actions
specified in the flowchart block or blocks. The computer
program instructions may also cause at least some of the
operational steps shown in the blocks of the flowchart to be
performed in parallel. Moreover, some of the steps may also
be performed across more than one processor, such as might
arise in a multi-processor computer system. In addition, one
or more blocks or combinations of blocks in the flowchart
illustration may also be performed concurrently with other
blocks or combinations of blocks, or even in a different
sequence than illustrated without departing from the scope
or spirit of the invention.
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[0254] Accordingly, blocks of the flowchart illustration
support combinations of means for performing the specified
actions, combinations of steps for performing the specified
actions and program instruction means for performing the
specified actions. Tt will also be understood that each block
of the flowchart illustration, and combinations of blocks in
the flowchart illustration, can be implemented by special
purpose hardware-based systems, which perform the speci-
fied actions or steps, or combinations of special purpose
hardware and computer instructions. The foregoing example
should not be construed as limiting or exhaustive, but rather,
an illustrative use case to show an implementation of at least
one of the various embodiments of the invention.

[0255] Further, in one or more embodiments (not shown in
the figures), the logic in the illustrative flowcharts may be
executed using an embedded logic hardware device instead
of a CPU, such as, an Application Specific Integrated Circuit
(ASIC), Field Programmable Gate Array (FPGA), Program-
mable Array Logic (PAL), or the like, or combination
thereof. The embedded logic hardware device may directly
execute its embedded logic to perform actions. In at least
one embodiment, a microcontroller may be arranged to
directly execute its own embedded logic to perform actions
and access its own internal memory and its own external
Input and Output Interfaces (e.g., hardware pins or wireless
transceivers) to perform actions, such as System on a Chip
(SOC), or the like.

What is claimed as new and desired to be protected by
Letters Patent of the United States is:

1. A method for managing operations over a network
using one or more network computers that include one or
more processors that perform actions, comprising:

instantiating one or more user management engines to

perform actions, including:

monitoring one or more activities associated with a user
and a computing device to determine one or more
activity events, wherein the one or more activity
events include one or more interrupt events;

determining one or more sub-scores in real time based
on one or more metrics being provided as input to
one or more provided sub-score models, wherein the
one or more metrics are associated with the one or
more activity events; and

providing a health score that is associated with a
probability of an occurrence of one or more adverse
user outcomes based on a health model that uses the
one or more sub-scores; and

instantiating an analysis engine to perform actions,

including:

comparing the health score to one or more other health
scores, wherein the comparison is employed to
reduce an amount of computing resources used to
predict in real time the one or more adverse out-
comes; and

updating one or more coeflicients of the one or more
sub-score models when a result of the comparison
exceeds a threshold; and

recommending one or more actions to decrease the
probability of the occurrence of the one or more
adverse outcomes based on the result, wherein the
one or more recommended actions are provided in a
report.

2. The method of claim 1, wherein the one or more user
management engines perform further actions, including:
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providing telemetry information that is associated with
the user based on one or more sensors, wherein the
telemetry information includes one or more of pulse
rate information, physical activity levels, gyroscopic
data, or accelerometer data; and

providing one or more additional metrics based on the

telemetry information; and

modifying the one or more sub scores based on the one or

more additional metrics.

3. The method of claim 1, wherein the one or more user
management engines perform further actions, including:

determining one or more activities that are associated with

the one or more adverse outcomes;

determining an amount of harm contributed by the one or

more activities; and

communicating the amount of harm contributed by the

one or more activities to one or more services or
organizations that manage or manufacture the comput-
ing device.

4. The method of claim 1, further comprising, instantiat-
ing a modeling engine, that performs actions, including:

providing the one or more sub-score models based on the

metrics; and

providing the health model based on the one or more

sub-score models.

5. The method of claim 1, wherein the one or more
metrics, further comprise one or more values that represent
one or more of a measure of mean hour of day notifications
received, a proportion of interrupting events during user
sleep hours, a proportion of interrupt events during user
meal hours, a measure of notification variation throughout a
time period, a proportion of email notifications, an amount
of time the user spends on non-utility applications, an
amount of user interaction with the computing device that
occurs before user sleep hours, or a proportion of interrupt
events that occur during weekends, wherein the one or more
values may be provided from continuous data or discrete
data.

6. The method of claim 1, wherein the one or more
adverse outcomes include one or more of cognitive degra-
dation, sleeplessness, internet addiction, or reduced produc-
tivity by the user.

7. The method of claim 1, wherein the one or more user
management engines perform further actions, including,
predicting a health score based on the one or more metrics
and the one or more sub-score models and the health model.

8. The method of claim 1, wherein the one or more user
management engines perform further actions, including,
providing health scores that are associated with one or more
of applications, services, or one or more types of the
computing device.

9. A system for managing operations over a network,
comprising:

a network computer, comprising:

a transceiver that communicates over the network;
a memory that stores at least instructions; and
one or more processors that execute instructions that
perform actions, including:
instantiating one or more user management engines
to perform actions, including:
monitoring one or more activities associated with
a user and a computing device to determine one
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or more activity events, wherein the one or
more activity events include one or more inter-
rupt events;
determining one or more sub-scores in real time
based on one or more metrics being provided as
input to one or more provided sub-score mod-
els, wherein the one or more metrics are asso-
ciated with the one or more activity events; and
providing a health score that is associated with a
probability of an occurrence of one or more
adverse user outcomes based on a health model
that uses the one or more sub-scores; and
instantiating an analysis engine to perform
actions, including:
comparing the health score to one or more other
health scores, wherein the comparison is
employed to reduce an amount of computing
resources used to predict in real time the one or
more adverse outcomes; and
updating one or more coeflicients of the one or
more sub-score models when a result of the
comparison exceeds a threshold; and
recommending one or more actions to decrease the
probability of the occurrence of the one or more
adverse outcomes based on the result, wherein
the one or more recommended actions are pro-
vided in a report; and
one or more other network computers, comprising;
another transceiver that communicates over the net-
work;
another memory that stores at least instructions; and
one or more processors that execute instructions that
perform actions, including:
providing information associated with one or more
portions of the one or more activities.
10. The system of claim 9, wherein the one or more user
management engines perform further actions, including:
providing telemetry information that is associated with
the user based on one or more sensors, wherein the
telemetry information includes one or more of pulse
rate information, physical activity levels, gyroscopic
data, or accelerometer data; and
providing one or more additional metrics based on the
telemetry information; and
modifying the one or more sub scores based on the one or
more additional metrics.
11. The system of claim 9, wherein the one or more user
management engines perform further actions, including:
determining one or more activities that are associated with
the one or more adverse outcomes;
determining an amount of harm contributed by the one or
more activities; and
communicating the amount of harm contributed by the
one or more activities to one or more services or
organizations that manage or manufacture the comput-
ing device.
12. The system of claim 9, further comprising, instanti-
ating a modeling engine, that performs actions, including:
providing the one or more sub-score models based on the
metrics; and
providing the health model based on the one or more
sub-score models.
13. The system of claim 9, wherein the one or more
metrics, further comprise one or more values that represent
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one or more of a measure of mean hour of day notifications
received, a proportion of interrupting events during user
sleep hours, a proportion of interrupt events during user
meal hours, a measure of notification variation throughout a
time period, a proportion of email notifications, an amount
of time the user spends on non-utility applications, an
amount of user interaction with the computing device that
occurs before user sleep hours, or a proportion of interrupt
events that occur during weekends, wherein the one or more
values may be provided from continuous data or discrete
data.

14. The system of claim 9, wherein the one or more
adverse outcomes include one or more of cognitive degra-
dation, sleeplessness, internet addiction, or reduced produc-
tivity by the user.

15. The system of claim 9, wherein the one or more user
management engines perform further actions, including,
predicting a health score based on the one or more metrics
and the one or more sub-score models and the health model.

16. The system of claim 9, wherein the one or more user
management engines perform further actions, including,
providing health scores that are associated with one or more
of applications, services, or one or more types of the
computing device.

17. A processor readable non-transitory storage media that
includes instructions for managing operations over a net-
work, wherein execution of the instructions by one or more
hardware processors performs actions, comprising:

instantiating one or more user management engines to

perform actions, including:

monitoring one or more activities associated with a user
and a computing device to determine one or more
activity events, wherein the one or more activity
events include one or more interrupt events;

determining one or more sub-scores in real time based
on one or more metrics being provided as input to
one or more provided sub-score models, wherein the
one or more metrics are associated with the one or
more activity events; and

providing a health score that is associated with a
probability of an occurrence of one or more adverse
user outcomes based on a health model that uses the
one or more sub-scores; and

instantiating an analysis engine to perform actions,

including:

comparing the health score to one or more other health
scores, wherein the comparison is employed to
reduce an amount of computing resources used to
predict in real time the one or more adverse out-
comes; and

updating one or more coefficients of the one or more
sub-score models when a result of the comparison
exceeds a threshold; and

recommending one or more actions to decrease the
probability of the occurrence of the one or more
adverse outcomes based on the result, wherein the
one or more recommended actions are provided in a
report.

18. The media of claim 17, wherein the one or more user
management engines perform further actions, including:

providing telemetry information that is associated with

the user based on one or more sensors, wherein the
telemetry information includes one or more of pulse
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rate information, physical activity levels, gyroscopic
data, or accelerometer data; and

providing one or more additional metrics based on the

telemetry information; and

modifying the one or more sub scores based on the one or

more additional metrics.

19. The media of claim 17, wherein the one or more user
management engines perform further actions, including:

determining one or more activities that are associated with

the one or more adverse outcomes;

determining an amount of harm contributed by the one or

more activities; and

communicating the amount of harm contributed by the

one or more activities to one or more services or
organizations that manage or manufacture the comput-
ing device.

20. The media of claim 17, further comprising, instanti-
ating a modeling engine, that performs actions, including:

providing the one or more sub-score models based on the

metrics; and

providing the health model based on the one or more

sub-score models.

21. The media of claim 17, wherein the one or more
metrics, further comprise one or more values that represent
one or more of a measure of mean hour of day notifications
received, a proportion of interrupting events during user
sleep hours, a proportion of interrupt events during user
meal hours, a measure of notification variation throughout a
time period, a proportion of email notifications, an amount
of time the user spends on non-utility applications, an
amount of user interaction with the computing device that
occurs before user sleep hours, or a proportion of interrupt
events that occur during weekends, wherein the one or more
values may be provided from continuous data or discrete
data.

22. The media of claim 17, wherein the one or more
adverse outcomes include one or more of cognitive degra-
dation, sleeplessness, internet addiction, or reduced produc-
tivity by the user.

23. The media of claim 17, wherein the one or more user
management engines perform further actions, including,
predicting a health score based on the one or more metrics
and the one or more sub-score models and the health model.

24. A network computer for managing operations over a
network, comprising:

a transceiver that communicates over the network;

a memory that stores at least instructions; and

one or more processors that execute instructions that

perform actions, including:
instantiating one or more user management engines to
perform actions, including:
monitoring one or more activities associated with a
user and a computing device to determine one or
more activity events, wherein the one or more
activity events include one or more interrupt
events;
determining one or more sub-scores in real time
based on one or more metrics being provided as
input to one or more provided sub-score models,
wherein the one or more metrics are associated
with the one or more activity events; and
providing a health score that is associated with a
probability of an occurrence of one or more
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adverse user outcomes based on a health model
that uses the one or more sub-scores; and
instantiating an analysis engine to perform actions,

including:

comparing the health score to one or more other
health scores, wherein the comparison is
employed to reduce an amount of computing
resources used to predict in real time the one or
more adverse outcomes; and

updating one or more coeflicients of the one or more
sub-score models when a result of the comparison
exceeds a threshold; and

recommending one or more actions to decrease the
probability of the occurrence of the one or more
adverse outcomes based on the result, wherein the
one or more recommended actions are provided in
a report.

25. The network computer of claim 24, wherein the one
or more user management engines perform further actions,
including:

providing telemetry information that is associated with

the user based on one or more sensors, wherein the
telemetry information includes one or more of pulse
rate information, physical activity levels, gyroscopic
data, or accelerometer data; and

providing one or more additional metrics based on the

telemetry information; and

modifying the one or more sub scores based on the one or

more additional metrics.

26. The network computer of claim 24, wherein the one
or more user management engines perform further actions,
including:

determining one or more activities that are associated with

the one or more adverse outcomes;

determining an amount of harm contributed by the one or

more activities; and
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communicating the amount of harm contributed by the
one or more activities to one or more services or
organizations that manage or manufacture the comput-
ing device.

27. The network computer of claim 24, further compris-
ing, instantiating a modeling engine, that performs actions,
including;

providing the one or more sub-score models based on the

metrics; and

providing the health model based on the one or more
sub-score models.

28. The network computer of claim 24, wherein the one
or more metrics, further comprise one or more values that
represent one or more of a measure of mean hour of day
notifications received, a proportion of interrupting events
during user sleep hours, a proportion of interrupt events
during user meal hours, a measure of notification variation
throughout a time period, a proportion of email notifications,
an amount of time the user spends on non-utility applica-
tions, an amount of user interaction with the computing
device that occurs before user sleep hours, or a proportion of
interrupt events that occur during weekends, wherein the
one or more values may be provided from continuous data
or discrete data.

29. The network computer of claim 24, wherein the one
or more adverse outcomes include one or more of cognitive
degradation, sleeplessness, internet addiction, or reduced
productivity by the user.

30. The network computer of claim 24, wherein the one
or more user management engines perform further actions,
including, predicting a health score based on the one or more
metrics and the one or more sub-score models and the health
model.
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