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USER PHYSICAL ATTRIBUTE BASED
DEVICE AND CONTENT MANAGEMENT
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This is a Continuation application to U.S. Utility
Application Ser. No. 15/169,195 filed May 31, 2016, entitled
“USER PHYSICAL ATTRIBUTE BASED DEVICE AND
CONTENT MANAGEMENT SYSTEM,” Attorney Docket
No. 70481.2081US01, the disclosure of which is incorpo-
rated herein by reference in its entirety.

BACKGROUND

[0002] The present disclosure generally relates to device
and content management, and more particularly to a device
and content management system that manages devices and
content displayed on those devices using user physical
attribute information of users of the devices.

[0003] The Internet has allowed users with computing
devices to exchange and utilize a variety of information. For
example, users may receive various content such as course
materials or other educational material using the Internet,
and take educational courses taught online via the Internet.
However, such online courses may be impersonal and un-
stimulating to many users. For example, it may be challeng-
ing for teachers of such online courses to judge the students’
understanding of the course materials in real time. Further-
more, students of online courses are often not proactive, and
as such often do not seek out help or ask questions about
course materials they may not understand. The lack of
student engagement in such online courses compared to
in-person classrooms may negatively affect the online
courses’ effectiveness, and may result in student users
abandoning those online courses. Moreover, while various
technologies in devices (e.g., head-mounted devices such as
virtual reality devices, hand-held devices, etc.) may be used
to enhance a student user’s experience, prolonged use of
such devices may cause discomfort (e.g., eye strain, head-
aches, neck pain, etc.) to the users, and can raise health
concerns for the users as well.

[0004] Thus, there is a need for a device and content
management system that addresses the issues detailed
above.

BRIEF DESCRIPTION OF THE FIGURES

[0005] FIG.11is a flow chart illustrating an embodiment of
a method for device and content management,

[0006] FIG. 2 is a screen shot illustrating an embodiment
of a system provider device displaying a medical history
information screen;

[0007] FIG. 3 is a screen shot illustrating an embodiment
of a user device displaying a user device management
configurations screen;

[0008] FIG. 4 is a screen shot illustrating an embodiment
of a user device displaying a user device management
configurations screen;

[0009] FIG. 5 is a screen shot illustrating an embodiment
of a content provider device displaying a content manage-
ment configurations screen;

[0010] FIG. 6A is a schematic illustrating an embodiment
of a user using one or more user devices;
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[0011] FIG. 6B is a schematic illustrating an embodiment
of a user device;

[0012] FIG. 6C is a schematic illustrating an embodiment
of a user device;

[0013] FIG. 6D is a schematic illustrating an embodiment
of a user using one or more user devices;

[0014] FIG. 7A is a screen shot illustrating an embodiment
of a user device displaying a break reminder screen;
[0015] FIG. 7B is a schematic view illustrating an embodi-
ment of a user device displaying a switch to sleep mode
notification screen;

[0016] FIG. 8A is a screen shot illustrating an embodiment
of a teacher device displaying a user engagement informa-
tion notification screen;

[0017] FIG. 8B is a screen shot illustrating an embodiment
of a teacher device displaying a user engagement informa-
tion notification screen;

[0018] FIG. 9A is a screen shot illustrating an embodiment
of a user device displaying an online course screen;
[0019] FIG. 9B is a screen shot illustrating an embodiment
of a user device displaying an online course screen;
[0020] FIG. 10 is a schematic view illustrating an embodi-
ment of a networked system;

[0021] FIG. 11 is a perspective view illustrating an
embodiment of a user device;

[0022] FIG. 12 is a schematic view illustrating an embodi-
ment of a computer system; and

[0023] FIG. 13 is a schematic view illustrating an embodi-
ment of a system provider device.

[0024] Embodiments of the present disclosure and their
advantages are best understood by referring to the detailed
description that follows. It should be appreciated that like
reference numerals are used to identify like elements illus-
trated in one or more of the figures, wherein showings
therein are for purposes of illustrating embodiments of the
present disclosure and not for purposes of limiting the same.

DETAILED DESCRIPTION

[0025] The present disclosure describes a system and
method for providing device management and content man-
agement to one or more user devices. Various user devices
may be used by the user to perform various tasks such as, for
example, taking an online course, playing computer games,
reading news/blogs, shopping, and/or engaging in online
transactions. Those user devices may be configured to
capture physical attributes or other body information of the
user while the user is performing these tasks. In various
embodiments, the physical attributes or other body infor-
mation may include facial information (e.g., eye redness,
eye dryness, eye size, blinking rate, yawn) of the user,
gesture information (e.g., raising a hand, nodding off),
and/or body measurement data associated with measure-
ments of the user’s physical attributes or body functions
(e.g., heart rate, temperature, perspiration rate). The body
information detected from the user devices may provide
health information (e.g., eye strain, headache, neck pain) of
the user. Such health information, together with medical
history information (e.g., eye prescriptions) of the user, may
be used to determine a variety of recommendations to be
made to the user such as, for example, that the user needs to
take a break from using the user device. In addition to
recommendations, a user device management action for
controlling the user device (e.g., switching to sleep mode,
reducing brightness with one or more images and/or texts,
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increasing brightness with one or more images and/or texts,
increasing or decreasing text and/or image sizes, teducing or
increasing speed of content or image changes or transitions)
may also be performed. Furthermore, the body information
from the user devices may be analyzed to provide user
engagement information (e.g., degree of attention and/or
interest, request for seeking help/asking questions, etc.)
associated with content (e.g., online courses, computer
games, news/blogs, shopping items, online transactions,
etc.) displayed on the user devices, which may be used to
manage the content displayed and/or otherwise provided to
the user via the user device.

[0026] Referring to FIG. 1, an embodiment of a method
100 for providing device and content management is illus-
trated. Referring to FIGS. 1 and 2, the method 100 may
begin at block 102 where a system provider device receives
medical history information associated with a user, and
determines pre-existing health condition information asso-
ciated with the user based on the medical history informa-
tion. Referring to FIG. 2, an embodiment of a system
provider device displaying a medical history information
screen is illustrated. As illustrated in FIG. 2, the system
provider device 200 includes a display 202 displaying a
medical history information screen 204. The medical history
information screen 204 displays medical history information
about the user received by the system provider device 200
(e.g., from a medical history service provider, from a medi-
cal history database coupled to the system provider device
200, and/or from the user or a person (e.g., a parent)
associated with the user). In the example of FIG. 2, the
medical history information includes a lens prescription 206.
The lens prescription 206 may be a contact lens prescription
or an eyeglasses prescription.

[0027] In the example illustrated in FIG. 2, the lens
prescription 206 is an eyeglasses prescription, and is referred
to as the eyeglasses prescription 206 below. The eyeglasses
prescription 206 provides a user identifier 208 (e.g., the
patient “JOHN DOE”), and an expiration date 210 (e.g,,
“Jan. 1, 2018”) of the eyeglasses prescription. At block 102,
the system provider device 200 analyzes the eyeglasses
prescription 206 to generate pre-existing health condition
information 212 associated with the user. In some examples,
the pre-existing health condition information 212 includes
nearsightedness information 214A and 214B. The nearsight-
edness information 214A in FIG. 2 indicates that the right
eye (“OD”) of the user has a nearsightedness that may be
corrected by a lens having a -4.00 diopter spherical power,
while the nearsightedness information 214B indicates that
the left eye (“OS”) of the user has a nearsightedness that
may be corrected by a lens having a -5.00 diopter spherical
power. In some examples, the pre-existing health condition
information 212 may include nearsighted astigmatism infor-
mation 216 indicating that the left eye of the user has
nearsighted astigmatism that may be corrected by a lens
having a -0.50 cylindrical power. In some examples, the
pre-existing health condition information 212 includes near-
addition information 218A and 218B. The near-addition
information 218A may indicate additional correction infor-
mation (e.g., “+2.00”) required for reading for the right eye,
and the near-addition information 218B may indicate addi-
tional correction information (e.g., (“+2.00™) required for
reading for the left eye.

[0028] It is noted that while an eyeglasses prescription is
used as an example of medical history information, it is not
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intended to be limiting. The medical history information
may include various medical records associated with a
variety of pre-existing eye health conditions (e.g., laser-
assisted in situ keratomileusis (LASIK) operation records,
contact lens prescriptions, and/or other eye-health condi-
tions known in the art) and/or other pre-existing health
conditions (e.g., pre-existing balance and coordination con-
ditions, pre-existing ear/hearing health conditions, pre-ex-
isting heart disease conditions, heart disease drug prescrip-
tions, and/or other health conditions known in the art),
which may be received and analyzed by the system provider
device 200 to generate various health condition information
associated with the user.

[0029] Referring to FIGS. 1 and 3, the method 100 may
proceed to block 104 where user device management con-
figurations associated with health condition information are
provided. In some embodiments, the user device manage-
ment configurations may be default configurations provided
by the system provider device 200 and may be applicable to
a plurality of users. In some embodiments, the user device
management configurations may be configured by a user or
a person associated with the user (e.g., a parent of the user),
and thus may be customized for a single user or a group of
users (e.g., users having an age between ten and twelve years
old).

[0030] In some embodiments, the user device manage-
ment configurations may include configurations for manag-
ing different components of the user device. In some
examples, the user device management configurations may
be associated with controlling various graphics and/or dis-
play properties (e.g., brightness, contrast, color depth, and/or
other display properties know in the art) of the user device
based on health conditions (e.g., pre-existing eye health
conditions or other health conditions) of the user. In some
examples, the user device management configurations may
be associated with controlling sound properties (e.g., head-
phone volume, speaker volume, and/or audio properties such
as bass, treble, etc.) of the user device based on the health
conditions (e.g., health conditions associated with the user’s
ears) of the user. In some embodiments, the user device
management configurations may include configurations that
may be used to control a duration of a continuous usage
session (also know as a “session length”) that the user may
use the user device, and/or a duration of a break (also known
as a “break length”) between two continuous usage sessions
that the user may take based on various health conditions of
the user (e.g., by dimming a display of the user device,
putting the user device in a sleep mode, shutting the user
device down, and/or other actions that would be apparent to
one of skill in the art in possession of the present disclosure).
[0031] Referring to FIG. 3, illustrated is an embodiment of
a user device displaying a user device management configu-
rations screen that includes user device management con-
figurations. The user device 300 includes a display 302
displaying a user device management configurations screen
304 provided by the system provider device that includes a
user device management configurations section 306. The
user device management configurations section 306 includes
user device management configurations 316, 318, 320A,
320B, 322A, and 322B associated with different pre-existing
health conditions 308 respectively.

[0032] In some embodiments, the user device manage-
ment configuration may include different configurations
associated with different types of user devices (e.g., head-
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mounted devices such as virtual reality devices, desktop
devices, laptop devices, hand-held devices (e.g., phones,
tablets), and any other types of user devices known in the
art). Various user devices of different types may have
different viewing distance (e.g., distances between displays
of the devices and the users’ eyes) and image characteristics
(e.g., font sizes), and the use of those user devices may affect
the user differently. For example, a viewing distance for a
head-mounted device is about 15 to 30 millimeters, a
viewing distance for a desktop device is between about 400
to 700 millimeters, and a viewing distance for a hand-held
device is between about 170 to 500 millimeters. As such, a
user may experience eye strain more quickly using a head-
mounted device relative to using a desktop device. Accord-
ingly, different user device management configurations for
different types of user devices may be provided. In some
examples, for a user that has no health conditions of concern,
the user device management configuration 316 may include
a head-mounted device management configuration 310 that
provides that, if the user device is a head-mounted device,
the user needs to take at least a ten-minute break after a
continuous usage session of about 35 minutes; a desktop
device management configuration 312 that provides that if
the user device is a desktop device, the user needs to take at
least a five-minute break after a continuous usage session of
about 50 minutes; and a hand-held device management
configuration 314 that provides that if the user device is a
hand-held device, the user needs to take at least a five-
minute break after a continuous usage session of about 40
minutes. The time limit may also be based on the type of
content being displayed, including how fast images are
changing, how bright or intense the images are, and any
other factors that may affect eye health. In some examples,
for a user with a health condition 308 that includes having
received LASIK eye surgery, a user device management
configuration 318 provides that the user needs to take breaks
more often and/or take longer breaks compared to other
users who have not received LASIK eye surgery. For
example, a desktop device management configuration 312 of
the user device management configuration 318 provides that
if the user has received LASIK eye surgery. the user needs
to take at least a ten-minute break for every forty minutes
using a desktop user device.

[0033] In some embodiments, for a user with a pre-
existing health condition 308 of nearsightedness or farsight-
edness, the corresponding user device management configu-
rations 320A, 3208, 322A, and 322B may include different
configurations associated with different degrees of near-
sightedness or farsightedness. For example, a user device
management configuration 320A is associated with a low
degree nearsightedness (e.g., with an eyeglasses prescription
of =-4.00 diopter spherical lens power), and provides user
device management configurations for a user having such a
relatively low degree nearsightedness. For further example,
a user device management configuration 320B is associated
with a higher degree farsightedness (e.g., with an eyeglasses
prescription of less than —4.00 diopter spherical lens power),
and provides user device management configurations for a
user having such a relatively higher degree nearsightedness.
Similarly, user device management configurations 322A and
322B are associated with a relatively low degree of farsight-
edness (e.g., with an eyeglasses prescription of <=+4.00
diopter spherical lens power) and a relatively higher degree
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of farsightedness (e.g., with an eyeglasses prescription of
greater than +4.00 diopter spherical lens power), respec-
tively.

[0034] Referring to FIGS. 1 and 4, the method 100 may
proceed to block 106 where user device management con-
figurations associated with user body information are pro-
vided. For example, the user body information may be
associated with the user’s current health condition such as
pain or discomfort resulted from prolonged use of the user
device. The user device management configurations may be
used to provide various user device management actions to
control the user device usage based on the user’s current
health condition, pre-existing health condition, and/or com-
binations thereof. Referring to FIG. 4, illustrated is an
embodiment of a user device displaying a user device
management configurations screen identifying user device
management configurations associated with body informa-
tion. The user device 300 includes a display 302 displaying
a user device management configurations screen 304 pro-
vided by the system provider device that includes a user
device management configurations section 402. The user
device management configurations section 402 includes user
device management configurations 408, 410, 412, 414, 416,
and 418 associated with different user body information 404
(also referred to as body information 404) and health con-
ditions 308.

[0035] In some embodiments, the body information
includes facial information associated with the user’s current
health conditions. For example, user device management
configurations 408 and 410 are associated with user body
information 404 that includes facial information (e.g.,
“BLINKING/SQUINTING RATE >20 TIMES/MIN”).
Such facial information includes a relatively high blinking
and/or squinting rate (e.g., greater than 20 times/minute),
which may be associated with a current health condition
indicating that the user is experiencing eye discomfort. The
user device management configuration 408 provides that in
response to receiving such body information for a user
associated with no pre-existing health conditions of concern,
the system provider device 200 may cause the user device to
perform a user device action 406 and display a break
reminder. The user device management configuration 410
also provides that in response to receiving such body infor-
mation for a user associated with a pre-existing health
condition 308 indicating that the user received LASIK eye
procedure, the system provider device may cause the user
device to perform a user device action 406 where the user
device automatically switches to a sleep mode and sleeps for
ten minutes.

[0036] In the example of FIG. 4, user device management
configuration 412 is associated with user body information
404 that includes facial information (e.g., “EYE DRYNESS
>DRYNESS THRESHOLD”). The facial information is
associated with a current user health condition indicating
that the user has a relatively high-level of eye dryness (e.g,,
having a dryness level higher than a dryness threshold). In
some examples, the dryness threshold may be determined
during a training period when the user does not experience
any eye discomfort. In some examples, the dryness threshold
may be determined based on eye health conditions of the
user (e.g., a dryness threshold for a user received LASIK eye
procedure may be lower than another user who has not
received LASIK eye procedure). The user device manage-
ment configuration 412 provides that regardless of the user’s
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pre-existing health conditions, for a user with a relatively
high-level of eye dryness, the system provider device 200
may cause the user device to perform a user device action
406 to display a notification indicating that the user is
experiencing a relatively high level of eye dryness.

[0037] In some embodiments, the body information
includes gesture information associated with gestures of the
user. For example, user device management configurations
414 and 416 are associated with user body information 404
that includes gesture information (e.g., “HEADACHE GES-
TURES”). The gesture information is associated with ges-
tures (e.g., using a hand to massage the forehead) associated
with the user’s current health condition, which indicates that
the user may be experiencing a headache. In some embodi-
ments, user device management configurations 414 and 416
include different user device actions 406 for different pre-
existing health conditions 308 associated with the user. For
example, user device management configuration 414 pro-
vides that for a user associated with a health condition 308
that includes a relatively low degree of nearsightedness (e.g.,
with an eyeglasses prescription of greater than or equal to
-4.00 diopter spherical lens power), the system provider
device may cause the user device to perform a user device
action 406 and display a break reminder. For further
example, user device management configuration 416 pro-
vides that for a user associated with a health condition 308
that includes a relatively high degree of nearsightedness
(e.g., with an eyeglasses prescription of less than -4.00
diopter spherical lens power), the system provider device
may cause the user device to perform a user device action
406 where the user device automatically switches to a sleep
mode for five minutes.

[0038] In some embodiments, the body information
includes body measurement data associated with the user.
For example, user device management configuration 418 is
associated with user body information 404 that includes
body measurement data (e.g., “HEART RATE >HEART-
RATE THRESHOLD”) associated with the user’s current
health condition (e.g., the user is getting too excited and may
be subject to an increased heart attack risk) given the user’s
pre-existing health conditions 308 (e.g., “HEART DIS-
EASE”). The user device management configuration 418
provides that in response to receiving such body measure-
ment data, the system provider device may cause the user
device to perform a user device action 406 where the user
device automatically switches to a sleep mode for about 10
minutes.

[0039] In various embodiments, the user device action
may be determined based on the type of content being
displayed, including how fast images are changing, how
bright or intense the images are, image and/or text sizes, and
any other factors that may affect eye health. In an example,
such user device action may include reducing brightness
with one or more images of the content. In another example,
such user device action may include increasing brightness
with one or more images of the content. In yet another
example, such user device action includes increasing or
decreasing text and/or image sizes. In yet another example,
such user device action includes reducing or increasing
speed of content or image changes or transitions.

[0040] Referring to FIGS. 1 and 5, the method 100 may
proceed to block 108 where content management configu-
rations associated with body information are provided. Such
body information may be associated with user engagement
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information (e.g., a content difficulty level, a user interest
level, and/or other user engagement information that would
be apparent to one of skill in the art in possession of the
present disclosure) associated with the content displayed on
the user device. A system provider device may then perform
content management actions to manage the content dis-
played on the user device based on the user engagement
information in order to improve user engagement with that
content.

[0041] Referring to FIG. 5, illustrated is an embodiment of
a content provider device displaying a content management
configurations screen including content management con-
figurations associated with body information. The content
provider device 500 includes a display 512 displaying a
content management configurations screen 502 provided by
the system provider device that includes a content manage-
ment configurations section 504. The content management
configurations section 504 includes content management
configurations 506, 508, and 510 associated with different
user body information 404.

[0042] In some embodiments, a content management con-
figuration is associated with body information including
facial information, gesture information, and/or combinations
thereof. In an example, content management configuration
506 is associated with user body information 404 including
facial information (e.g., “FROWNING, SQUINTING”),
which is associated with user engagement information 516
(e.g., “CONTENT IS DIFFICULT”) and may indicate that
the user may find that the content currently being displayed
is presenting some difficulties to the user. In another
example, content management configuration 508 is associ-
ated with body information 404 including facial information
(e.g., “YAWNING”) and/or gesture information (e.g.,
“NODDING OFF”), which is associated with user engage-
ment information 516 (e.g., “NOT INTERESTED IN CON-
TENT”) indicating that the user is not interested in the
content currently being displayed. In yet another example,
content management configuration 510 is associated with
body information 404 including gesture information (e.g.,
“RAISING ONE HAND”), which is associated with user
engagement information 516 (e.g., “REQUEST FOR ASK-
ING QUESTIONS”) indicating that the user may have
questions to ask about the content currently being displayed.
[0043] In some embodiments, a content management con-
figuration includes different configurations associated with
different types of content (e.g., content provided in live
courses, content provided in recorded courses, news content,
blog content, computer gaming content, shopping item con-
tent, online instruction manual content, and/or other content
known in the art) provided by various content providers, and
provide different content management actions accordingly.
In some examples, as illustrated in FIG. 5, each of the
content management configurations 506, 508, and 510
includes a live course management action 520 associated
with live course content provided by the content provider
device 500 (e.g., live course content provided with a teacher
to users in real-time in a physical classroom and/or an online
classroom), and a recorded course management action 522
associated with a course using recorded material content
provided by the content provider device 500.

[0044] In some embodiments, a content management con-
figuration is associated with body information including
both facial information and gesture information. For
example, content management configuration 508 is associ-
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ated with body information 514 that includes facial infor-
mation (e.g., “YAWNING”) and gesture information (e.g.,
“NODDING OFF”) that may indicate that the user may have
lost interest in the content currently being displayed. In such
examples, a live course management action 520 of the
content management configuration 508 provides that if the
content is associated with live course content and the
particular body information (e.g., “YAWNING” and/or
“NODDING OFF”) associated with the user is detected, a
notification indicating that the user is losing interest in the
content is provided to the teacher provided for the live
course content (e.g., on a teacher device). A recorded course
management action 522 of the content management con-
figuration 508 provides that if the content is associated with
recorded course content, when the particular body informa-
tion (e.g., “YAWNING” and/or “NODDING OFF”) associ-
ated with the user is detected, the content provider device
500 may automatically adapt the content displayed on a
display of the user device based on the particular body
information. For example, the content provider device 500
may increase the volume of the content displayed on the user
device, play music on the user device, and/or perform other
actions to stimulate interest or attention to the content.

[0045] In some embodiments, a content management con-
figuration is associated with body information including
gesture information. For example, content management con-
figuration 510 is associated with body information 514,
which includes gesture information (e.g., “RAISING ONE
HAND?”) that may indicate that the user is requesting to ask
a question. In such examples, a live course management
action 520 of the content management configuration 508
provides that if the content is associated with live course
content and the particular body information (e.g., “RAIS-
ING ONE HAND) associated with the user is detected, a
notification indicating that the user is requesting to ask a
question is provided to the teacher provided for live course
content (e.g., on a teacher device). A recorded course man-
agement action 522 of the content management configura-
tion 508 provides that if the content is associated with
recorded course content and the particular body information
(e.g., “RAISING ONE HAND?”) associated with the user is
detected, the content provider device 500 may automatically
pause the content displayed on a display of the user device,
and provide a submit question screen allowing the user to
submit one or more questions about the content currently
being displayed.

[0046] Referring to FIGS. 1, 6A, 6B, 6C, and 6D, the
method 100 proceeds to block 110, where content is pro-
vided for display on a user device associated with the user.
In various embodiments, the user device may receive the
content from the system provider device, a content provider
device, and/or any third-party service provider device.
[0047] Referring to FIG. 6A, illustrated is an embodiment
of auser 602 viewing content using one or more user devices
300. In an example, the one or more user devices 300
includes a first user device 300A that may be mounted on the
head of the user 602. The first user device 300A may include
a screen for displaying content for the user, and may be used
to collect various body information associated with the user
602, which will be described in detail below with reference
to FIG. 6B. In another example, the one or more user devices
300 may include a second user device 300B that may be
worn on a wrist of the user 602 or any other suitable places
(e.g., hands, arms). The second user device 300B may be

Apr. 19,2018

used to collect various body information associated with the
user 602, which will be described in detail below with
reference to FIG. 6C.

[0048] Referring to FIG. 6B, illustrated is an embodiment
of a user device 300A of FIG. 6A that may be positioned on
the head of the user 602 (e.g., an Oculus Rift® available
from Oculus VR, LLC of Menlo Park, Calif; a Samsung
Gear VR® available from Samsung Electronics Co., Let of
Suwon, South Korea; an HTC Vive® available from HTC
Corp. of New Taipei City, Taiwan, Google Glass® available
from Google Inc. of Mountain View, Calif; etc.). The user
device 300A includes a display 604 that may be used to
display various content to the user, a camera 606 for
capturing images of the user 602’s face, and an infrared
sensor 608 for capturing thermal images of the tear film 612
of the eye 610. In an example, the user device analyzes the
face images to determine facial information including for
example, eye blinking rate and eye redness information,
using a digital image process engine. In another example,
the user device analyzes the eye thermal images to deter-
mine facial information including eye dryness information
by analyzing temperature change and temperature distribu-
tion on the tear film 612. The user device 300B may also
include a Global Positioning System (GPS) device, a micro-
phone, a wireless communications device, and/or any other
subsystems that may be utilized to display content and
capture the body information described herein.

[0049] Referring to FIG. 6C, illustrated is a user device
300B of FIG. 6A that may be worn on the user’s wrist (e.g,.,
a Fitbit Charge HR Wireless Activity Wristband® available
from Fitbit Inc. of San Francisco, Calif.; an Apple Watch®
available from Apple Inc. of Cupertino, Calif., etc.). The
user device 300B includes a camera 640 that may be used to
capture the user 602’s facial information and/or gesture
information, a perspiration sensor 642 that may be used to
capture perspiration data of the user 602, a heart rate sensor
644 that may be used to capture a heart rate of the user 602,
a motion sensor 646 that may be used to capture the user
602’s gesture information, and a display 648 that may be
used to display various content to the user. The user device
300B may also include a Global Positioning System (GPS)
device, a microphone, a wireless communications device,
and/or any other subsystems that may be utilized to capture
the body information described herein.

[0050] Referring to FIG. 6D, illustrated is a user 602
viewing content using one or more user devices 300. In an
example, the one or more user devices 300 include a laptop
computing device 654 including a camera 650 that may be
used to capture the user 602°s facial information and/or
gesture information. In another example, the one or more
user device 300 include a camera 652 installed at a remote
position relative to the laptop computing device 654 (e.g., on
the ceiling of a room) and that is suitable to capture facial
and gesture information of the user 602.

[0051] While the analysis of various images, gesture data,
and body measurement data to recognize that the body
information is associated with particular current health con-
ditions of the user has been discussed as being performed in
the user device 300, in some embodiments, the image file,
the gesture data, and/or body measurement data may be sent
to the system provider device (e.g., through a network) and
then analyzed (e.g., by an imaging processing engine) in the
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system provider device to determine the corresponding
current health conditions while remaining within the scope
of the present disclosure.

[0052] Referring to FIGS. 1, 6A, 6B, 6C, and 6D, the
method 100 may proceed to block 110 where user device
usage information and user body information are sent from
the user device to the system provider device. In some
embodiments, the user device usage information includes a
length of a session that the user has been continuously using
a user device.

[0053] Referring to FIG. 6B, in some examples, the user
body information includes facial information of the user
602, for example, eye dryness information captured by the
infrared sensor 608 of the user device 300A, eye redness
information captured by the camera 606 of the user device
300A, and eye blinking/squinting rate captured by the cam-
era 606 of the user device 300A.

[0054] Referring to FIG. 6C, in some examples, the body
information may include gesture information corresponding
to a gesture of the user 602 that is captured by the user
device 300B. In some examples, the user 602 wears the user
device 300B on the right wrist. In an example, the body
information includes gesture information that is captured by
a motion sensor 646 of the user device 300B and that is
indicative of the user 602 raising their right hand. In another
example, the body information includes gesture information
that 1s captured by the camera 640 of the user device 300B
and that is indicative of the user 602 raising their left hand.
In some examples, the body information may include body
measurement data of the user 602 such as perspiration data,
heart rate data, temperature data, and/or any other body
measurement data known in the art. In an example, the
perspiration data of the user 602 is captured using the
perspiration sensor 642 of the user device 300B. In another
example, the heart rate data of the user 602 is captured using
a heart rate sensor 644 of the user device 300B. In yet
another example, the temperature data of the user 602 is
captured using a temperature sensor of the user device 300B.
[0055] Referring to FIG. 6D, in some examples, the user
body information includes facial information and/or gesture
information of the user 602 captured by one or more cameras
650 and 652 of the one or more user devices 300.

[0056] Referring to FIGS. 1, 7A, and 7B, the method 100
may proceed to block 114 where the system provider device
causes the user device to perform a user device management
action. Various user device management actions may be
performed based on the user device usage information
and/or user body information according to the user device
management configurations.

[0057] Referring to the example of FIG. 7A, an embodi-
ment of a user device management action notification pro-
vided to the user device 300 is illustrated. As illustrated in
the example of FIG. 7A, the user device 300 includes a
display 302 displaying a user device management action
notification screen 702. In the particular example of FIG.
7A, based on the user’s medical history information, the
system provider device 200 may determine that the user has
a health condition indicating that the user received LASIK
eye surgery. The system provider device 200 may then
determine (e.g., by using a user device management con-
figuration database) that user device management configu-
ration 318 is associated with the user based on the health
condition. In the particular example of FIG. 7A, the user
device is a head-mounted device. As such, the head-mounted
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device management configuration 310 of the user device
management configuration 318 applies, which provides a
recommendation that the user may take a ten-minute break
every thirty minutes when using the user device 300. The
system provider device 200 sends a user device management
action notification to the user device 300. As illustrated in
FIG. 7A, the user device management action notification
screen 702 includes a break reminder section 704 that
notifies the user that the user has been using the user device
300 continuously for a prolonged period 706 (e.g.,
“THIRTY MINUTES”). The break reminder section 704
also includes a recommendation of a break of a particular
break time 708 (e.g., “TEN-MINUTE”) according to the
head-mounted device management configuration 310. The
user may select the button 710 (e.g., “TAKE A BREAK™) to
stop viewing the display of the user device 300. In an
example, after the user selects the button 710, the user
device 300 is turned off or switched to a sleep mode for the
particular break time 708. Alternatively, in some examples,
the user chooses to continue using the device but take a
break later, and selects the button 712 (e.g., “REMIND
AGAIN IN FIVE MINUTES”). In an example, after the user
selects the button 712, the user device 300 may continue to
display content to the user, and after five minutes, display a
break reminder to the user again.

[0058] Insome embodiments, as illustrated in FIG. 7B, the
user may not be provided the ability to change or delay the
user device management action. Referring to the example of
FIG. 7B, an embodiment of a user device management
action notification is provided to the user device 300. As
illustrated in the example of FIG. 7B, the user device 300
includes a display 302 displaying a user device management
action notification screen 702. In the particular example of
FIG. 7B, based on the user’s medical history information,
the system provider device 200 may determine that the user
has a health condition indicating that the user received
LASIK eye surgery previously. The system provider device
200 may then determine (e.g., by using a user device
management configuration database) that user device man-
agement configuration 410 is associated with the user based
on the health condition. The user device management con-
figuration 410 provides that the user device will be switched
to sleep mode for ten minutes after the system provider
device receives body information 404 indicating that the
user has a high blinking/squinting rate (e.g., greater than
about 10 times/minute).

[0059] In the particular example of FIG. 7B, the system
provider device 200 receives body information 404 from the
user device 300 indicating that the user has a blinking/
squinting rate of about 15 times/minute. The system pro-
vider device 200 may then determine a user device man-
agement action based on the body information according to
the user device management configuration 410, and send a
user device management action notification to the user
device 300. As illustrated in FIG. 7B, the user device
management action notification screen 702 includes a noti-
fication section 724 (e.g., “SWITCH TO SLEEP MODE
NOTIFICATION"), which includes health information 726
(e.g., “YOUR EYES ARE TIRED”) of the user determined
using the body information, and a user device management
action 728 (e.g., “SWITCHED TO SLEEP MODE”) noti-
fying the user that the user device 300 will be switched to the
sleep mode for a time period 730 (e.g., “10 MINUTES”). In
such example, the user may not be provided the ability to
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change or delay the user device management action, and the
user device 300 will be switched to the sleep mode for about
ten minutes in thirty seconds.

[0060] Referring to FIGS. 1, 8A, 8B, 9A, and 9B, the
method 100 proceeds to block 116, where a content man-
agement action is performed based on the user body infor-
mation according to content management configurations. In
some embodiments, the system provider device determines
that an operator (e.g., a teacher provided for live course
content) associated with a content service provider is avail-
able for managing content. In such embodiments, the system
provider device may determine user engagement informa-
tion based on the user body information, and provide the
user engagement information to an operator device (e.g., a
teacher device). The operator may manage the content for
the user based on the user engagement information. In some
embodiments, the system provider device and/or the content
provider device may automatically make adjustments to the
content displayed to the user based on the user body infor-
mation.

[0061] Referring to FIGS. 8A and 8B, illustrated are
embodiments of an operator device (e.g., a teacher device)
associated with an operator (e.g., a teacher) for managing
content (e.g., live course content) provided to a user based
on user engagement information provided by the system
provider device. In some embodiments, the user engagement
information may include content difficulty level information
that indicates whether the user finds that the content is too
difficult, too easy, or at the right difficulty level. In some
embodiments, the user engagement information may include
user interest level information that indicates whether the
user finds that the content is interesting or has been dis-
tracted.

[0062] Referring to FIG. 84, illustrated is an embodiment
of a teacher device 800 including a display 802 displaying
a live course management screen 804 that includes a user
engagement information notification section 806. In an
example, the system provider device receives body infor-
mation 404 (e.g., frowning facial information) from the user
device, indicating that the user is frowning when viewing the
content. The system provider device may determine user
engagement information (e.g., “CONTENT IS DIFFI-
CULT”) based on the body information 404 according to the
content management configuration 506 as discussed above
with reference to FIG. 5. The system provider device further
may determine that the content is associated with a live
course, perform a live course management action 520 (e.g.,
“PROVIDE  NOTIFICATION INDICATING USER
ENGAGEMENT”) of the content management configura-
tion 506, and send a user engagement information notifica-
tion to a teacher device. As illustrated in FIG. 8A, the user
engagement information notification section 806 includes
user engagement information 810 (e.g., “THE CONTENT
MAY BE DIFFICULT”) associated with a user 808 (e.g.,
“JOHN DOE”). The user engagement information notifica-
tion section 806 may also include an image 816 of the user
so that the teacher may use the image 816 to further
determine the content’s difficulty level for the user. In some
embodiments, the teacher may perform various actions
based on the user engagement information (e.g., user
engagement information 810 received from the system pro-
vider device, and/or user engagement information that the
teacher extracted from the image 816). In an example, the
teacher may select the button 812 (e.g., “REQUEST FEED-
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BACK FROM JOHN”) to request feedback from the user
808 (e.g., confirming the difficulty level of the content,
and/or collecting questions from the user). In another
example, the teacher may select the button 814 (e.g.,
“CHANGE THE CONTENT”) to adapt the content based on
the user’s engagement information (e.g., by providing more
detailed explanation of a particular topic where the user
finds the content difficult). Yet in another example, the
teacher may select the button 818 (e.g., “CONTINUE”)
without making any changes to the content (e.g., after the
teacher determines there is no need to make changes to the
content based on the difficult level shown by the user’s
image 816).

[0063] Referring to FIG. 8B, in some embodiments, the
user engagement information includes user interest level
information. Illustrated in FIG. 8B is an embodiment of a
teacher device 800 that includes a display 802 displaying a
live course management screen 804 that includes a user
engagement information notification section 806. In the
example of FIG. 8B, the system provider device receives
body information 404 (e.g., a nodding off gesture informa-
tion) from the user device that indicates that the user is
nodding off. The system provider device may determine user
engagement information (e.g., “NOT INTERESTED IN
CONTENT”) based on the body information 404 according
to the content management configuration 508 as discussed
above with reference to FIG. 5. In that particular example,
the user engagement information includes user interest level
information indicating that the user shows a low interest in
the content (or a particular section of the content). The
system provider device further may determine that the
content is associated with live course content, perform a live
course management action 520 (e.g., “PROVIDE NOTIFI-
CATION INDICATING USER ENGAGEMENT”) of the
content management configuration 508, and send a user
engagement information notification to a teacher device. As
illustrated in FIG. 8B, the user engagement information
notification section 806 includes user engagement informa-
tion 850 (e.g., “NOT INTERESTED IN THE CONTENT”)
associated with a user 808 (e.g., “JOHN DOE”). The user
engagement information notification section 8§06 may also
include an image 852 of the user (e.g., showing the user’s
gesture), so that the teacher may use the image 852 to further
determine the user’s interest level in the content. In some
embodiments, the teacher may perform various actions
based on the user engagement information (e.g., user
engagement information 850 received from the system pro-
vider device, and/or user engagement information that the
teacher extracted from the image 852). In an example, the
teacher may select the button 854 (e.g., “PLAY AN ANI-
MATED VIDEO”) to play an animated video. In another
example, the teacher may select the button 856 (e.g.,
“INCREASE THE VOLUME”) to increase the volume of
the sound played on the user device. In yet another example,
the teacher may select the button 858 (e.g., “PLAY
MUSIC”) to play music on the user device. In yet another
example, the teacher may select the button 860 (e.g., “TAKE
A QUIZ”) to start a quiz on the user device. In the example
of FIG. 8B, the button 860 includes effectiveness informa-
tion 862 (e.g., “MOST EFFECTIVE FOR JOHN”) associ-
ated with the button 860. The effective information 862 may
be determined based on past responses of the user for
various changes to the content. In the particular example, the
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effectiveness information 862 provides that taking a quiz is
the most effective way to regain the user’s interest.

[0064] In some embodiments, after the teacher selects a
button (e.g., from buttons 854, 856, 858, and 860) and makes
a change to the content, the system provider device receives
body information of the user in response to the change of the
content, and updates the effectiveness information associ-
ated with those buttons based on that body information.

[0065] Referring to FIGS. 9A and 9B, in some embodi-
ments, the system provider device and/or the content pro-
vider device may automatically make changes to the content
based on the body information, the associated user engage-
ment information, and the content management configura-
tions. Illustrated in FIG. 9A is an embodiment of a user
device 300 including a display 302 displaying an online
course screen 902 associated with an online course (e.g.,
“DIGITAL FILTER DESIGN”) that the user is taking. The
system provider device receives body information 404 (e.g.,
a raising a hand gesture information) from the user device,
and determines user engagement information (e.g.,
“REQUEST FOR ASKING QUESTIONS™) based on the
body information 404 according to the content management
configuration 510 as discussed above with reference to FIG.
5. The system provider device further may determine that
the content is associated with recorded course content, and
perform a recorded course management action 522 (e.g.,
“PAUSE THE COURSE; PROVIDE A QUESTION SUB-
MISSION INTERFACE TO THE USER”) of the content
management configuration 510. According to the recorded
course management action 522 of the content management
configuration 510, the system provider device may pause the
recorded course displayed on the user device 300, and cause
the user device 300 to display a question submission inter-
face 904 in the online course screen 902. The question
submission interface 904 includes a message 906 (e.g.,
“PLEASE SUBMIT YOUR QUESTIONS”), and an input
area 908 where the user may type questions. In the particular
example, the user has typed a question 909 (e.g., “WHAT IS
THE DIFFERENCE BETWEEN FIR FILTER AND IR
FILTER?”). In an example, after the user has finished with
the questions, the user chooses the button 910 (e.g., “FIN-
ISH AND SUBMIT”) to submit the questions to the system
provider device and/or the content provider device. In
another example, the user chooses the button 912 (e.g., “I
DO NOT HAVE ANY QUESTIONS”) without providing
any questions. In such examples, the recorded course is
resumed without any changes.

[0066] Referring to FIG. 9B, in some embodiments, after
the system provider device and/or the content provider
device receives the question 909 from the user device 300,
the system provider device and/or the content provider
device automatically update the online course material with
content associated with the question 909, and sends a
content change notification to the user device 300 that
causes the updated online course content to be displayed on
the user device 300. [llustrated in FIG. 9B is an embodiment
of a user device 300 including a display 302 displaying an
online course screen 902 associated with the online course
(e.g., “DIGITAL FILTER DESIGN”). The online course
screen 902 includes an updated online course content section
950 (e.g., “DIFFERENCE BETWEEN FIR FILTERS AND
IR FILTERS”), which displays content 952 addressing the
user’s question 909.
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[0067] Ttis noted that while online course content provid-
ers are used as an example of content providers, it is not
intended to be limiting. A variety of other content providers
(e.g., online news and blogs providers, online game provid-
ers, merchant website providers, social media providers)
may be used in the method 100 without departing from the
scope of the present disclosure. For example, a merchant
website provider may receive user engagement information
associated with particular content (e.g., online instruction
manual content) indicating that the users find that the
particular content are difficult to understand. In response, the
merchant website provider may update the particular content
to boost user engagement, which may lead to more sales of
products.

[0068] Thus, systems and methods for providing device
and content management have been described that operate to
provide users, system providers, and various content pro-
viders a device and content management system that may
adapt device and content management according to needs of
different users. The device and content management may be
configured based on the user’s health conditions, including
pre-existing health conditions, current health conditions,
and/or a combination thereof. For example, the system
provider device may determine pre-existing health condi-
tions of the user using medical history information associ-
ated with user. For further example, the system provider
device may determine current health conditions of the user
based on body information (e.g., facial information, gesture
information, body measurement data, and/or a combination
thereof) captured by the user devices. The system provider
device may control the user device usage (e.g. the length of
a continuous usage session, the length of a break between
two continuous usage sessions, brightness of the display,
volume of the sound) based on those health conditions. This
allows the system provider device to provide personalized
health protection for the user based on the user’s health
conditions.

[0069] In some embodiments, the device and content
management is configured based on user engagement infor-
mation in content displayed on the user device. For example,
the system provider device may determine user engagement
information (e.g., content difficulty level, user interest level,
user request for asking questions) based on body informa-
tion (e.g., facial information, gesture information, body
measurement data) captured by a user device. The system
provider device may control the content displayed on the
user device (e.g., directly or through a content provider
device) based on the user engagement information. This
allows the system provider device to provide personalized
content to the user, and improve user engagement in the
content.

[0070] Referring now to FIG. 10, an embodiment of a
network-based system 1000 for implementing one or more
processes described herein is illustrated. As shown, network-
based system 1000 may comprise or implement a plurality
of servers and/or software components that operate to per-
form various methodologies in accordance with the
described embodiments. Exemplary servers may include, for
example, stand-alone and enterprise-class servers operating
a server OS such as a MICROSOFT® OS, a UNIX® OS, a
LINUX® OS, or other suitable server-based OS. It can be
appreciated that the servers illustrated in FIG. 10 may be
deployed in other ways and that the operations performed
and/or the services provided by such servers may be com-
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bined or separated for a given implementation and may be
performed by a greater number or fewer number of servers.
One or more servers may be operated and/or maintained by
the same or different entities.

[0071] The embodiment of the networked system 1000
illustrated in FIG. 10 includes one or more user devices
1002, one or more teacher devices 1003, one or more
medical history provider devices 1004, one or more content
provider devices 1005, one or more system provider devices
1006, and one or more third party service provider devices
1008 in communication over a network 1010. Any of the
user devices 1002 may be the user devices 300, 300A, and
300B discussed above and used by the user discussed above.
Any of the teacher devices 1003 may be the teacher device
800 associated with the teacher discussed above. Any of the
medical history provider devices 1004 may be the medical
history provider device associated with the medical history
provider discussed above. Any of the content provider
devices 1005 may be the content provider device 500
discussed above and associated with the content provider
discussed above. The system provider device 1006 may be
the system provider device 200 discussed above and may be
operated by a system provider such as, for example, PayPal
Inc. of San Jose, Calif. The third party service provider
device 1008 may be the service provider device discussed
above and may be operated by various service providers
including payment service providers, rewards providers,
discount providers, marketplace providers, and/or any other
service providers.

[0072] The user devices 1002, teacher devices 1003, medi-
cal history provider devices 1004, content provider devices
1005, system provider devices 1006, and third party service
provider devices 1008 may each include one or more
processors, memories, and other appropriate components for
executing instructions such as program code and/or data
stored on one or more computer readable mediums to
implement the various applications, data, and steps
described herein. For example, such instructions may be
stored in one or more computer readable mediums such as
memories or data storage devices internal and/or external to
various components of the system 1000, and/or accessible
over the network 1010.

[0073] The network 1010 may be implemented as a single
network or a combination of multiple networks. For
example, in various embodiments, the network 1010 may
include the Internet and/or one or more intranets, landline
networks, wireless networks, and/or other appropriate types
of networks.

[0074] The user device 1002 may be implemented using
any appropriate combination of hardware and/or software
configured for wired and/or wireless communication over
network 1010. For example, in one embodiment, the user
device 1002 may be implemented as a personal computer of
a user in communication with the Internet. In some embodi-
ments, the user device 1002 may be a wearable device. In
some embodiments, the user device 1002 may be a smart
phone, personal digital assistant (PDA), laptop computer,
and/or other types of computing devices.

[0075] The user device 1002 may include one or more
browser applications which may be used, for example, to
provide a convenient interface to permit the customer to
browse information available over the network 1010. For
example, in one embodiment, the browser application may

Apr. 19,2018

be implemented as a web browser configured to view
information available over the Internet.

[0076] Theuser device 1002 may also include one or more
toolbar applications which may be used, for example, to
provide user-side processing for performing desired tasks in
response to operations selected by the customer. In one
embodiment, the toolbar application may display a user
interface in connection with the browser application.
[0077] The user device 1002 may further include other
applications as may be desired in particular embodiments to
provide desired features to the user device 1002. In particu-
lar, the other applications may include an online course
application provided by an online course provider through
the content provider device 1005. The other applications
may also include security applications for implementing
user-side security features, programmatic user applications
for interfacing with appropriate application programming
interfaces (APIs) over the network 1010, or other types of
applications. Email and/or text applications may also be
included, which allow the customer to send and receive
emails and/or text messages through the network 1010. The
user device 1002 includes one or more user and/or device
identifiers which may be implemented, for example, as
operating system registry entries, cookies associated with
the browser application, identifiers associated with hardware
of the user device 1002, or other appropriate identifiers, such
as a phone number. In one embodiment, the user identifier
may be used by the system provider device 1006, the
medical history provider device 1004, and/or the content
provider device 1005 to associate the user with a particular
account as further described herein.

[0078] Referring now to FIG. 11, an embodiment of a user
device 1100 is illustrated. The user device 1100 may be the
user devices 300, 300A, and 300B. The user device 1100
includes a chassis 1102 having a display 1104 and an input
device including the display 1104 and a plurality of input
buttons 1106. One of skill in the art will recognize that the
user device 1100 is a portable or mobile phone including a
touch screen input device and a plurality of input buttons
that allow the functionality discussed above with reference
to the method 100. However, a variety of other portable/
mobile customer devices may be used in the method 100
without departing from the scope of the present disclosure.
[0079] Referring now to FIG. 12, an embodiment of a
computer system 1200 suitable for implementing, for
example, the system provider device 200, user devices 300,
300A, and 300B, content provider device 500, teacher
device 800, medical history provider device 1004, content
provider device 1005, third party service provider device
1008, is illustrated. It should be appreciated that other
devices utilized by users, teachers, content providers, medi-
cal history providers, third party service providers, and/or
system providers in the system discussed above may be
implemented as the computer system 1200 in a manner as
follows.

[0080] In accordance with various embodiments of the
present disclosure, computer system 1200, such as a com-
puter and/or a network server, includes a bus 1202 or other
communication mechanism for communicating information,
which interconnects subsystems and components, such as a
processing component 1204 (e.g., processor, micro-control-
ler, digital signal processor (DSP), etc.), a system memory
component 1206 (e.g., RAM), a static storage component
1208 (e.g., ROM), a disk drive component 1210 (e.g.,
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magnetic or optical), a network interface component 1212
(e.g., modem or Ethernet card), a display component 1214
(e.g., CRT or LCD), an input component 1218 (e.g., key-
board, keypad, or virtual keyboard), a cursor control com-
ponent 1220 (e.g., mouse, pointer, or trackball), and a
location sensor component 1222 (e.g., a Global Positioning
System (GPS) device as illustrated, a cell tower triangula-
tion device, and/or a variety of other location determination
devices known in the art). In one implementation, the disk
drive component 1210 may comprise a database having one
or more disk drive components.

[0081] In accordance with embodiments of the present
disclosure, the computer system 1200 performs specific
operations by the processor 1204 executing one or more
sequences of instructions contained in the memory compo-
nent 1206, such as described herein with respect to the
system provider device(s) 200, user devices 300, 300A, and
300B, content provider device 500, teacher devices 800,
medical history provider device 1004, content provider
device 1005, and/or third party service provider device
1008. Such instructions may be read into the system memory
component 1206 from another computer readable medium,
such as the static storage component 1208 or the disk drive
component 1210. In other embodiments, hard-wired cir-
cuitry may be used in place of or in combination with
software instructions to implement the present disclosure.
[0082] Logic may be encoded in a computer readable
medium, which may refer to any medium that participates in
providing instructions to the processor 1204 for execution.
Such a medium may take many forms, including but not
limited to, non-volatile media, volatile media, and transmis-
sion media. In one embodiment, the computer readable
medium is non-transitory. In various implementations, non-
volatile media includes optical or magnetic disks, such as the
disk drive component 1210, volatile media includes
dynamic memory, such as the system memory component
1206, and transmission media includes coaxial cables, cop-
per wire, and fiber optics, including wires that comprise the
bus 1202. In one example, transmission media may take the
form of acoustic or light waves, such as those generated
during radio wave and infrared data communications.
[0083] Some common forms of computer readable media
includes, for example, floppy disk, flexible disk, hard disk,
magnetic tape, any other magnetic medium, CD-ROM, any
other optical medium, punch cards, paper tape, any other
physical medium with patterns of holes, RAM, PROM,
EPROM, FLASH-EPROWM, any other memory chip or car-
tridge, carrier wave, or any other medium from which a
computer is adapted to read. In one embodiment, the com-
puter readable media is non-transitory.

[0084] In various embodiments of the present disclosure,
execution of instruction sequences to practice the present
disclosure may be performed by the computer system 1200.
In various other embodiments of the present disclosure, a
plurality of the computer systems 1200 coupled by a com-
munication link 1224 to the network 1010 (e.g., such as a
LAN, WLAN, PTSN, and/or various other wired or wireless
networks, including telecommunications, mobile, and cel-
lular phone networks) may perform instruction sequences to
practice the present disclosure in coordination with one
another.

[0085] The computer system 1200 may transmit and
receive messages, data, information and instructions, includ-
ing one or more programs (i.e., application code) through the
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communication link 1224 and the network interface com-
ponent 1212. The network interface component 1212 may
include an antenna, either separate or integrated, to enable
transmission and reception via the communication link
1224. Received program code may be executed by processor
1204 as received and/or stored in disk drive component 1210
or some other non-volatile storage component for execution.
[0086] Referring now to FIG. 13, an embodiment of a
system provider device 1300 is illustrated. In an embodi-
ment, the system provider device 1300 may be the system
provider devices 200 discussed above. The system provider
device 1300 includes a communication engine 1302 that is
coupled to the network 1010 and to a device and content
management engine 1304 that is coupled to a medical
history database 1306 and a content database 1308. The
communication engine 1302 may be software or instructions
stored on a computer-readable medium that allows the
system provider device 1300 to send and receive informa-
tion over the network 1010. The device and content man-
agement engine 1304 may be software or instructions stored
on a computer-readable medium that is operable to receive
body information from a user device associated with a user,
determine a user device management configuration associ-
ated with the body information, retrieve a user device
management action using the user device management con-
figuration, and send to the user device, a notification asso-
ciated with the user device management action that causes
the user device to perform the user device management
action, and provide any of the other functionality that is
discussed above. While the databases 1306-1308 have been
illustrated as separate from each other and located in the
system provider device 1300, one of skill in the art will
recognize that any or all of the databases 1306-1308 may be
combined and/or may be connected to the device and
content management engine 1304 through the network 1010
without departing from the scope of the present disclosure.
[0087] Where applicable, various embodiments provided
by the present disclosure may be implemented using hard-
ware, software, or combinations of hardware and software.
Also, where applicable, the various hardware components
and/or software components set forth herein may be com-
bined into composite components comprising software,
hardware, and/or both without departing from the scope of
the present disclosure. Where applicable, the various hard-
ware components and/or software components set forth
herein may be separated into sub-components comprising
software, hardware, or both without departing from the
scope of the present disclosure. In addition, where appli-
cable, it is contemplated that software components may be
implemented as hardware components and vice-versa.
[0088] Software, in accordance with the present disclo-
sure, such as program code and/or data, may be stored on
one or more computer readable mediums. It is also contem-
plated that software identified herein may be implemented
using one or more general purpose or specific purpose
computers and/or computer systems, networked and/or oth-
erwise. Where applicable, the ordering of various steps
described herein may be changed, combined into composite
steps, and/or separated into sub-steps to provide features
described herein.

[0089] The foregoing disclosure is not intended to limit
the present disclosure to the precise forms or particular fields
of use disclosed. As such, it is contemplated that various
alternate embodiments and/or modifications to the present
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disclosure, whether explicitly described or implied herein,
are possible in light of the disclosure. Having thus described
embodiments of the present disclosure, persons of ordinary
skill in the art will recognize that changes may be made in
form and detail without departing from the scope of the
present disclosure. Thus, the present disclosure is limited
only by the claims.
[0090] The foregoing disclosure is not intended to limit
the present disclosure to the precise forms or particular fields
of use disclosed. As such, it is contemplated that various
alternate embodiments and/or modifications to the present
disclosure, whether explicitly described or implied herein,
are possible in light of the disclosure. Having thus described
embodiments of the present disclosure, persons of ordinary
skill in the art will recognize that changes may be made in
form and detail without departing from the scope of the
present disclosure. Thus, the present disclosure is limited
only by the claims.
1. (canceled)
2. A system, comprising:
a non-transitory memory; and
one or more hardware processors coupled to the non-
transitory memory and configured to read instructions
from the non-transitory memory to cause the system to
perform operations comprising:
determining a user is performing a first task using a user
device;
receiving, by a system provider device through a net-
work, medical history information associated with
the user;
determining, by the system provider device, a user
device management configuration based on the
medical history information;
receiving, by the system provider device through the
network from the user device, user device usage
information associated with the user;
determining, by the system provider device, a user
device management action based on the user device
usage information and the user device management
configuration, and
sending, through the network to the user device, a
notification associated with the user device manage-
ment action that causes the user device to perform
the user device management action.
3. The system of claim 2, wherein the operations further
comprise:
determining a pre-existing health condition associated
with the user using the medical history information,
wherein the user device management action is further
based on the pre-existing health condition.
4. The system of claim 3, wherein the operations further
comprise:
receiving, by the system provider device through the
network from the user device, body information asso-
ciated with the user; wherein the user device manage-
ment action if further based on the body information.
5. The system of claim 4, wherein the pre-existing health
condition includes a pre-existing heart health condition.
6. The system of claim 5, wherein the body information
includes a heart rate greater than a heart rate threshold.
7. The system of claim 1, wherein the user device man-
agement action includes a user device break action.
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8. A method, comprising:

determining a user is performing a first task using a user

device;
receiving, by a system provider device through a network,
medical history information associated with the user;

determining, by the system provider device, a user device
management configuration based on the medical his-
tory information;

receiving, by the system provider device through the

network from the user device, user device usage infor-
mation associated with the user;

determining, by the system provider device, a user device

management action comprising altering a visual con-
tent on the user device associated with the first task
based on the user device usage information and the user
device management configuration, and

causing the user device management action to be per-

formed on the user device.

9. The method of claim 8, further comprising:

determining a pre-existing health condition associated

with the user based on the medical history information,
wherein the user device management action is further
based on the pre-existing health condition.

10. The method of claim 9, further comprising:

receiving, by the system provider device through the

network from the user device, body information asso-
ciated with the user, wherein the user device manage-
ment action is further based on the body information.

11. The method of claim 9, wherein the pre-existing health
condition includes a pre-existing eye health condition.

12. The method of claim 10, wherein the body informa-
tion includes facial information associated with eye stress.

13. The method of claim 12, wherein the facial informa-
tion is selected from the group consisting of eye blinking
rate information, eye redness information, and eye dryness
information.

14. The method of claim 12, further comprising:

generating thermal images of tear films of the user using

an infrared sensor of the user device; and

generating eye dryness information using the thermal

images.

15. The method of claim 8, wherein the user device
management configuration is associated with a viewing
distance between a display of the user device and an eye of
the user.

16. The method of claim 8, wherein the user device
management action is selected from the group consisting of
switching off a display of the user device, changing bright-
ness with one or more images of content on the display,
changing sizes of texts and images of the content, and
changing a speed of image transitions of the content.

17. A non-transitory machine-readable medium having
stored thereon machine-readable instructions executable to
cause a machine to perform operations coniprising:

determining a user is performing a first task using a user

device;

receiving, by a system provider device through a network

from a medical history provider device associated with
a medical history provider, medical history information
associated with the user;

determining, by the system provider device, a user device

management configuration based on the medical his-
tory information;
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receiving, by the system provider device through the
network from the user device, user device usage infor-
mation associated with the user;

determining, by the system provider device, a user device
management action based on the user device usage
information, the first task, and the user device manage-
ment configuration, and

causing the user device management action to be per-
formed on the user device.

18. The non-transitory machine-readable medium of

claim 17, wherein the operations further comprise:

determining a pre-existing health condition associated
with the user using the medical history information,
wherein the user device management action comprises
a change to content being displayed on or audio played
through the user device and is further based on the
pre-existing health condition.
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19. The non-transitory machine-readable medium of
claim 17, wherein the operations further comprise:
receiving, by the system provider device through the
network from the user device, body information asso-
ciated with the user, wherein the user device manage-
ment action is further based on the body information.
20. The non-transitory machine-readable medium of
claim 17, wherein the user device management action is
selected from the group consisting of switching off a display
of the user device, changing brightness with one or more
images of content on the display, changing sizes of texts and
images of the content, and changing a speed of image
transitions of the content.
21. The non-transitory machine-readable medium of
claim 20, wherein the display is a head-mounted display
configured to be worn on a head of the user.
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