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(57) ABSTRACT

Method and apparatus for processing a biometric measure-
ment signal using a computing device, including receiving
biometric measurement records associated with a first bio-
metric measurement generated by contact with a single
individual, extracting, for each of the biometric measure-
ment records, feature data including periodic features
extracted from the biometric measurement records, detet-
mining, pairing data comprising candidate pairs between the
feature data and defined profiles associated with a known
individual, wherein a candidate pair is associated with one
of the periodic features and one of the defined profiles
associated with the known individual, determining, for the
candidate pair, a similarity value based on the one of the
periodic features and the one of the defined profiles associ-
ated with the known individual, and determining whether a
match exists between the single individual and the known
individual based on a combination of the similarity values
determined for the candidate pairs.
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METHOD, APPARATUS AND SYSTEM FOR
BIOMETRIC IDENTIFICATION

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is a continuation of U.S. patent
application Ser. No. 15/047,140 filed Feb. 18, 2016, which
is a continuation-in-part of U.S. patent application Ser. No.
14/869,088 filed on Sep. 29, 2015, which issued on Oct. 10,
2017 as U.S. Pat. No. 9,787,676, the contents of both of
which are incorporated herein by reference in their entire-
ties.

TECHNICAL FIELD

[0002] This disclosure relates in general to identifying a
unique individual with biometric measurement signals.

BACKGROUND

[0003] Biometric information has been widely used in
identification of individuals in various scenarios, such as
access control. Such information conventionally includes
fingerprints, DNA, eye retinas, facial characteristics, and so
forth.

SUMMARY

[0004] Disclosed herein are implementations of methods,
apparatuses and systems for biometric identification.
[0005] In one aspect, the present disclosure includes a
method for processing biometric measurement data using a
computing device, including receiving at least one biometric
measurement record associated with a first biometric mea-
surement generated by contact with a single individual,
extracting, by the computing device and for each of the at
least one biometric measurement record, feature data includ-
ing at least one periodic feature extracted from the at least
one biometric measurement record, determining, by the
computing device, pairing data comprising a plurality of
candidate pairs between the feature data and defined profiles
associated with a known individual, wherein a candidate
pair is associated with one of the at least one periodic feature
and one of the defined profiles associated with the known
individual, determining, for the candidate pair, a similarity
value based on the one of the at least one periodic feature
and the one of the defined profiles associated with the known
individual, and determining whether a match exists between
the single individual and the known individual based on a
combination of the similarity values determined for the
plurality of candidate pairs.

[0006] In another aspect, the present disclosure includes
an apparatus comprising a non-transitory memory and a
processor. The processor is configured to execute instruc-
tions stored in the non-transitory memory to receive at least
two biometric measurement signals generated by contact
with a single individual, wherein each of the at least two
biometric measurement signals is associated with a different
biometric modality, extract, for each of the at least two
biometric measurement signals, feature data including at
least one periodic feature, determine pairing data comprising
a plurality of candidate pairs between the feature data and
defined profiles associated with a known individual, wherein
a candidate pair is associated with one of the at least one
periodic feature and one of the defined profiles associated
with the known individual, wherein the one of the defined
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profiles associated with the known individual is indicative of
a status of the known individual comprising a movement
condition or a health condition, determine, for the candidate
pair, a matching result based on similarity of the one of the
at least one periodic feature and one of the defined profiles
associated with the known individual, and determine
whether a match exists between the single individual and the
known individual based on a combination of the matching
results determined for the plurality of candidate pairs.
[0007] In another aspect, the present disclosure includes
an apparatus including a body, at least one biometric sensor
coupled to the body to produce a biometric measurement
when activated by contact with a single individual, a non-
transitory memory, a processor, and at least one communi-
cation device coupled to the body. The processor is config-
ured to execute instructions stored in the non-transitory
memory to receive at least one biometric measurement
record associated with the biometric measurement generated
by contact with a single individual, extract, for each of the
at least one biometric measurement record, feature data
including at least one periodic feature extracted from the at
least one biometric measurement record, determine pairing
data comprising a plurality of candidate pairs between the
feature data and defined profiles associated with a known
individual, wherein a candidate pair is associated with one
of the at least one periodic feature and one of the defined
profiles associated with the known individual, determine, for
the candidate pair. a similarity value based on the one of the
at least one periodic feature and the one of the defined
profiles associated with the known individual, and determine
whether a match exists between the single individual and the
known individual based on a combination of the similarity
values determined for the plurality of candidate pairs. The at
least one communication device coupled to the body is
controlled by the processor to transmit data, to a reader
device, indicating that the single individual is the known
individual based on a determination that the match exists.
[0008] The embodiments or implementations can be con-
figured as executable computer program instructions stored
in computer storages such as memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The description here makes reference to the accom-
panying drawings wherein like reference numerals refer to
like parts throughout the several views, and wherein:
[0010] FIG. 1 is a diagram of a system configuration for a
biometric identification device and a computer device
according to implementations of this disclosure;

[0011] FIG. 2 is a block diagram of a hardware configu-
ration for a biometric identification device or a computing
device according to implementations of this disclosure;
[0012] FIG. 3Ais a block diagram of a hardware configu-
ration for a biometric identification device or a computing
device according to implementations of this disclosure;
[0013] FIG. 3B is a block diagram of another hardware
configuration for a biometric identification device or a
computing device according to implementations of this
disclosure;

[0014] FIG. 4 is a diagram of an example biometric
identification device according to implementations of this
disclosure;

[0015] FIG. 5 is a diagram of an example biometric
identification device according to implementations of this
disclosure;
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[0016] FIG. 6 is a flowchart showing an example process
of processing biometric measurement signals according to
implementations of this disclosure;

[0017] FIG. 7 is a flowchart showing another example
process of processing biometric measurement signals
according to implementations of this disclosure;

[0018] FIG. 8 is a flowchart showing an example process
of determining a matching label for a pair of biometric
measurement signals according to implementations of this
disclosure;

[0019] FIG. 9 is a flowchart showing an example process
of training a classification model during a setup process
according to implementations of this disclosure;

[0020] FIG. 10A is a diagram showing an example ECG
signal of a person with Premature Ventricular Contraction
(PVC) according to implementations of this disclosure;
[0021] FIG. 10B is a diagram showing an example status
extracted from the ECG signal in FIG. 10A according to
implementations of this disclosure; and

[0022] FIG. 10C is a diagram showing another example
status extracted from the ECG signal in FIG. 10A according
to implementations of this disclosure.

DETAILED DESCRIPTION

[0023] Example implementations of the present disclosure
will be described below with reference to the accompanying
drawings. The same numbers across the drawings set forth
in the following description represent the same or similar
elements, unless differently expressed. The implementations
set forth in the following description do not represent all
implementations or embodiments consistent with the present
disclosure; on the contrary, they are only examples of
apparatuses and methods in accordance with some aspects of
this disclosure as detailed in the claims.

[0024] A biometric characteristic is applicable as a means
to identify a person, if for any individual the characteristic
is: universal, meaning that any individual possesses one;
easily measured, both technically and procedurally; unique,
meaning that no two individuals share identical measure-
ments; and permanent, meaning that the characteristic of the
individual does not change over time. Further, when imple-
mented by a wearable device, the biometric measurement
signal can have instantaneity that means the measurement
should take a small amount of time; accuracy that means the
measurement should not misidentify the individual as
another person; and security that means the characteristic
should not be easily copied or inappropriately possessed by
other individuals. The biometric measurement signal used in
implementations of this disclosure can be based on, for
example, a voice, a hand-writing, a hand geometry, a fin-
gerprint, a palm print, an iris characteristic, a facial charac-
teristic, a bioimpedance signal, an electrocardiogram (ECG)
signal, an electroencephalography (EEG) signal, a photop-
lethysmography (PPG) signal, an electromyography (EMG)
signal, or a combination of the above.

[0025] A biometric identification is defined as a process of
receiving at least one biometric measurement record of a
person, and deciding whether the biometric measurement
record is an example of that particular person. The biometric
measurement record is associated with a biometric measure-
ment signal generated by contact with the person. For
example, the at least one biometric measurement record can
be determined from an ECG signal. For another example,
the at least one biometric measurement record can be
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determined from more than one modality, for example, an
ECG signal and a PPG signal. In some implementations, the
biometric identification can be done by comparing charac-
teristics of the received biometric measurement record asso-
ciated with the person to previously stored data representing
characteristics of a known individual (e.g., at least one
defined profile), and determining, using a classification
model, that whether a match exists between the person and
the known individual. The input for the classification model
can be, for example, at least one ECG record, and the output
of the classification can be, for example, a label of “match”
or “not match”, or equivalent data.

[0026] According to implementations of this disclosure, a
method for biometric identification is set forth herein. In
some implementations, this method combines both a fiducial
point based method and an appearance based method for
processing biometric measurement records measured from a
user that can include records determined from a multi-
modality measurement signal, and uses an ensemble learn-
ing model on multiple pairs determined between each of the
biometric measurement records measured from the user and
each of multiple defined profiles (e.g., template records)
associated with a known individual to determine whether the
user is the known individual for the purpose of increasing
accuracy. For example, the ensemble learning method can
include operations of firstly determining a matching result
for each of the multiple pairs, and secondly combining the
matching result of each pair for the final determination.
[0027] FIG. 1 is a diagram of a system configuration 100
for a biometric identification device 110 or a computing
device 112 according to implementations of this disclosure.
[0028] Biometric identification device 110 as shown is a
wearable biometric identification device, namely a device
worn around an individual’s wrist. However, other devices
can be used. For example, device 110 could instead be
implemented by another wearable device such as a ring or
necklace. Alternatively, device 110 could be implemented as
another portable device that is configured to travel with an
individual, but not be worn by the individual, such as a
device similar in form to a key fob. Computing device 112
can be implemented by any configuration of one or more
computers, such as a remote server computer, a personal
computer, a laptop computer, a tablet computer, a cell phone,
a personal data assistant (PDA), or a computing service
provided by a computing service provider, e.g., a website,
and cloud computing. For example, certain operations
described herein can be performed by a computer (e.g., a
server computer) in the form of multiple groups of comput-
ers that are at different geographic locations and can or
cannot communicate with one another, such as by way of
network 120. While certain operations can be shared by
multiple computers, in some implementations, different
computers are assigned different operations. For example,
one or more computing devices, such as a cell phone, could
be used to receive and process biometric identification data
as described hereinafter, and transmit a signal to biometric
identification device 110 and/or elsewhere confirming or
denying a match.

[0029] In another implementation, an intermediate device
(not shown in FIG. 1), can be used to establish a connection
to biometric identification device 110 carried or wore by a
user, receive a biometric measurement signal of the user
from device 110, transmit the biometric measurement signal
to computing device 112, such as a remote server, to process
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the biometric measurement signal. The computing device
determines whether the user is a known individual, and
transmits a result signal back to the intermediate device.
Prior to transmitting the biometric measurement signal to
computing device 112, the intermediate device can pre-
process the signal. The result signal transmitted back from
computing device 112 can be used to indicate the user at the
intermediate device, or alternatively, the result signal is
further transmitted to biometric identification device 110 by
the intermediate device and indicate the user at device 110.
The intermediate device can be a computer or part of a
computet, e.g., a cell phone, a PDA, a tablet computer, or a
personal computer.

[0030] In some implementations, one or more computing
devices 112, such as a cell phone, can receive a result signal
from a remote device (not shown in FIG. 1), after an identity
of the user carrying or wearing biometric identification
device 110 is determined. The remote device itself can also
be a computer or part of a computer, e.g., another cell phone
or a remote server.

[0031] Network 150 can be one or more communications
networks of any suitable type in any combination, including
networks using Bluetooth communications, infrared com-
munications, near field connections (NFC), wireless net-
works, wired networks, local area networks (LAN), wide
area networks (WAN), cellular data networks and the Inter-
net. Biometric identification device 110 and computing
device 112 can communicate with each other via network
120. In the implementations described herein, one network
150 is shown. Where more than one computing device 112
is used. In some implementations, each computing device
112 can be connected to the same network or to different
networks.

[0032] FIG. 2 is a block diagram of a hardware configu-
ration for a biometric identification device or a computing
device according to implementations of this disclosure. For
example, biometric identification device 110 and/or com-
puting device 112 can use hardware configuration 200.
[0033] Hardware configuration 200 can include at least
one processor such as central processing unit (CPU) 210.
Alternatively, CPU 210 can be any other type of device, or
multiple devices, capable of manipulating or processing
information now-existing or hereafter developed. Although
the examples herein can be practiced with a single processor
as shown, advantages in speed and efficiency can be
achieved using more than one processor.

[0034] Memory 220, such as a random access memory
device (RAM), a read-only memory device (ROM), an
optical disc, a magnetic disc, or any other suitable type of
storage device, stores code and data that can be accessed by
CPU 210 using a bus 230. The code can include an operating
system and one or more application programs processing
and/or outputting the data. As will be discussed in detail
below, an application program can include software com-
ponents in the form of computer executable program instruc-
tions that cause CPU 210 to perform some or all of the
operations and methods described herein. In some imple-
mentations, hardware configuration 200 is used to imple-
ment computing device 112, in which an application pro-
gram stored by memory 220 can implement some or all of
a process according to FIG. 6 as described in more detail
below.

[0035] Hardware configuration 200 can optionally include
a storage device 240 in the form of any suitable non-
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transitory computer readable medium, such as a hard disc
drive, a memory device, a flash drive or an optical drive.
Storage device 240, when present, can provide additional
memory when high processing requirements exist. Storage
device 240 can also store any form of data, relating or not
relating to biometric identification.

[0036] Hardware configuration 200 can include one or
more input devices 250, such as a keyboard, a numerical
keypad, a mouse, a microphone, a touch screen, a sensor, or
a gesture-sensitive input device. Through input device 250,
data can be input from the user or another device. For
example, a gesture-sensitive input device can receive dif-
ferent gestures to switch between different display modes
(e.g., heart rate, time, ECG). Any other type of input device
250, including an input device not requiring user interven-
tion, is possible. For example, input device 250 can be a
communication device such as a wireless receiver operating
according to any wireless protocol for receiving signals. In
some implementations, when hardware configuration 200 is
used to implement computing device 112, input device 250
can be a wireless receiver for receiving input signals from
biometric identification device 110. In another implementa-
tion, when hardware configuration 200 is used to implement
biometric identification device 110, input device 250 can a
wireless receiver for receiving result signals from computing
device 112. Input device 250 can output signals or data,
indicative of the inputs, to CPU 210, e.g., along bus 230.
[0037] Hardware configuration 200 can include one or
more output devices 260. Qutput device 260 can be any
device transmitting a visual, acoustic, or tactile signal to the
user, such as a display, a touch screen, a speaker, an
earphone, a light-emitting diode (LED) indicator, or a vibra-
tion motor. If output device is a display, for example, it can
be a liquid crystal display (LCD), a cathode-ray tube (CRT),
or any other output device capable of providing visible
output to an individual. In some cases, an output device 260
can also function as an input device 250—a touch screen
display configured to receive touch-based input, for
example. Output device 260 can alternatively or additionally
be formed of a communication device for transmitting
signals. For example, output device 260 can include a
wireless transmitter using a protocol compatible with a
wireless receiver of biometric identification device 110 to
transmit signals from computing device 112 to biometric
identification device 110.

[0038] Although FIG. 2 depicts one hardware configura-
tion 200 that can implement computer device 112, other
configurations can be utilized. The operations of CPU 210
can be distributed across multiple machines or devices (each
machine or device having one or more of processors) that
can be coupled directly or across a local area or other
network. Memories 220 can be distributed across multiple
machines or devices such as network-based memory or
memory in multiple machines performing operations that
can be described herein as being performed using a single
computer or computing device for ease of explanation.
Although a single bus 230 is depicted, multiple buses can be
utilized. Further, storage device 240 can be a component of
hardware configuration 200 or can be a shared device that is
accessed via a network. The hardware configuration of a
computing system as depicted in an example in FIG. 2 thus
can be implemented in a wide variety of configurations.
[0039] As a generalized configuration is represented by
hardware configuration 200, two more specific hardware
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configurations for biometric identification device 110 are
illustrated as a block diagrams in FIG. 3A and FIG. 3B
according to implementations of this disclosure.

[0040] In some implementations, as shown in FIG. 3A,
biometric identification device 110 comprises CPU 210,
memory 220, biometric sensor 330, and communication
device 340. CPU 210 and memory 220 can be any imple-
mentation as set forth in the description of FIG. 2. Biometric
sensor 330 can be configured to be one or more biometric
sensors that measure one or more biometric measurement
signals of the user, or devices that collect biometric data of
the user, e.g., by contacting or interacting with the user. For
example, as shown in FIG. 3B, device 110 can include two
biometric sensors 331 and 332. The biometric measurement
can be a process with or without the user providing indica-
tion of starting the measurement to biometric identification
device 110 and/or inputting data during the measurement
process, in which the indication or data, if incurred, is
transmitted via communication device 340. Biometric sen-
sors 330, 331 and 332 can be a microphone, a camera, a
touch screen, a fingerprint reader, an iris scanner, a
bioimpedance sensor, an ECG sensor, an EEG sensor, a PPG
sensor, an EMG sensor, or a combination of a plurality of the
abovementioned sensors.

[0041] Communication device 340 is configured to input
and/or output signal to biometric identification device 110,
which can be any implementation of input device 250 and/or
output device 260 or a combination thereof. In some imple-
mentations, communication device 340 further includes a
display for presenting output to indicate the successful
identification of the user. In a further implementation, the
display is a touch screen display configured to receive
touch-based input, for example, in manipulating data out-
putted thereto. In another implementation, communication
device 340 can be configured to receive a signal from
computing device 112, an intermediate device, or a remote
device as set forth in aforementioned description.

[0042] A configuration of biometric identification device
110 is described in more detail with reference to FIG. 4 and
FIG. 5.

[0043] FIG. 4 is diagram of an example biometric identi-
fication device according to implementations of this disclo-
sure. In this example, device 110 is shown as a wristband
device 400. Although wristband device 400 is shown as
having a module 420 secured to a wrist band 440, other
devices that can be worn on an individual’s body can be
used, such as wearables on the user’s arms, wrists or fingers.
The module 420 of wristband device 400 can include, for
example, CPU 210, memory 220, one or more biometric
sensors 330 and one or more communication devices 340.
Securing mechanism 460 can also be included to secure
band 440 to the user.

[0044] FIG. 5 is diagram of an example biometric identi-
fication device according to implementations of this disclo-
sure. In this example, device 110 is shown as a “smart”
watch 500.

[0045] Although watch 500 is shown as having a module
520 secured to a wrist band 540, other devices that can be
worn on an individual’s body can be used, such as wearables
on the user’s arms, wrists or fingers. The module 520 of
watch 500 can include, for example, CPU 210, memory 220,
one or more biometric sensors 330 and one or more com-
munication devices 340. Securing mechanism 560 can also
be included to secure band 540 to the user.
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[0046] Insome implementations, securing mechanism 460
and/or 560 is a slot and peg configuration. In other imple-
mentations, securing mechanism 460 and/or 560 can include
a snap-lock configuration. It will be apparent to one skilled
in the art in view of the present disclosure that various
configurations can be contemplated for securing mechanism
460 and/or 560.

[0047] FIG. 6 is a flowchart showing an example process
of processing biometric measurement records according to
implementations of this disclosure. The operations described
in method 600 can be performed at one or more computing
devices, e.g., a computing device 112 such as a remote
server, or an intermediate device such as a cell phone, or at
the biometric identification device 110, or a combination of
the above. When an operation is performed by one or more
such computing devices, it is completed when it is per-
formed by one such computing device. The operations
described in method 600 can be implemented in memory
220 including program instructions executable by CPU 210
that, when executed, cause CPU 210 to perform the opera-
tions.

[0048] It should be understood that method 600 can also
be performed by, for example, biometric identification
device 110, computing device 112, or by multiple devices.
For simplicity of explanation, method 600 is described in the
example below as performed by computing device 112.
Accordingly, biometric measurement records can be
received at computing device 112 from biometric identifi-
cation device 110 through, for example, communication
device 340 at operation 602. For example, the biometric
measurement records can include biometric measurement
signals (e.g., ECG signals or PPG signals) received at the
computing device 112, which can include, for example, data
about the biometric measurement signals or associated with
the biometric measurements. For example, biometric mea-
surement records can include characteristics based on bio-
metric measurements performed in association with the user,
and can be used to identify the user. In some implementa-
tions, the biometric measurement ends after a defined period
of time lapses. In other implementations, the biometric
measurement ends when the contact of the individual with a
sensor ends.

[0049] At operation 602, biometric measurement records
associated with a first biometric measurement, generated by
biometric identification device 110 contacting with a user,
are received. The biometric measurement records can be
determined from any signal measured and generated by any
kind of biometric sensor set forth herein. The receiving is
defined herein as receiving, inputting, acquiring, retrieving,
obtaining, reading, accessing, determining, or in any manner
inputting a biometric measurement record to computing
device 112. In some implementations, a biometric measure-
ment record can be associated with a single biometric
modality, for example, an ECG signal. Accordingly, the
biometric measurement records can include, for example, M
number of ECG signals measured by biometric identification
device 110 by contacting with the user for 30 seconds,
during which each ECG signal measurement lasts for 5
seconds, resulting in 6 ECG signals (i.e., M=6). In some
implementations, the biometric measurement records can
include two or more biometric measurement records, each
biometric measurement record associated with a different
biometric modality. Accordingly, the feature data sets for
multi-modality biometric identification can be determined,
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for example, by combining the feature data determined for
each of the two or more biometric measurement records. The
multi-modality biometric measurement records can include,
for example, an ECG record, a PPG record, and/or a
bioimpedance record.

[0050] In some implementations, the biometric measure-
ment record can be received via biometric sensor 330, 331
or 332, by computing device 112, such as biometric identi-
fication device 500. In some implementations, the biometric
measurement record can be received via communication
device 340 by computing device 112, such as a server or a
personal computer. In some implementations, the biometric
measurement record can be received via communication
device 340 by an intermediate device, such as a cell phone
or a tablet computer, which further can transmit the signal to
computing device 112, such as a server or another cell
phone.

[0051] At operation 604, for each of the biometric mea-
surement records, feature data including periodic features
extracted from the biometric measurement records is
extracted by computing device 112. In some implementa-
tions, the extracted feature data can be aggregated in a form
of a feature data set. For example, as a result of the M
biometric measurement records or signals, a total of M
feature data sets can be extracted. A feature data set is
defined to be a set of feature data that is extracted from and
represents characteristics of each of the received biometric
measurement records. For example, the received biometric
measurement records can present periodical features or
characteristics, such as cycles or periods. Other data repre-
senting other features or characteristics of the received
biometric measurement records can be included in the
extracted feature data sets as well. In some implementations,
the biometric measurement signal can be an ECG signal that
includes one or more complete ECG periodic fragments,
such as PQRST cycles. A PQRST cycle of an ECG signal is
defined as a portion of the ECG signal that represents one
complete heartbeat, which consists of a P-wave, a QRS
complex and a T-wave connected in temporal order. The
peak of a QRS complex is defined as an R-peak. For
example, after detecting R-peaks, PQRST cycles can be
extracted from the signal based on R-peaks by, for example,
directly taking signal data around the R-peaks, or any other
technique that can be used to extract ECG periodic frag-
ments. In some implementations, an extracted periodic frag-
ment can be represented by an image, a vector, or other data
structures.

[0052] Insome implementations, prior to extracting the M
feature data sets, the biometric measurement record can be
pre-processed. For example, the intermediate device can
pre-process the biometric measurement record prior to trans-
mitting the same to computing device 112, at which the M
feature data sets are extracted. In some implementations, the
pre-processing of the biometric measurement record can be
performed at computing device 112 other than the interme-
diate device, such as biometric identification device 110.
[0053] The pre-processing includes a number of manipu-
lations to the biometric measurement record to ensure data
integrity and to prepare the signal for subsequent processing.
The type of pre-processing varies according to type of
signal, but generally involves removing noisy data from raw
signals (e.g., denoising) measured by the sensors. In some
implementations, the pre-processing can include removing
baseline wander in the raw signals (e.g., adjusting the input
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signals during one measurement cycle to a common base-
line). In another implementation, the pre-processing can
include filtering, such as using a band pass filter, which can
remove any undesirable data shifts that occurred while the
raw signals were being measured and to reduce the presence
of data outside of a range to be observed (e.g., outliers).

[0054] In some implementations, the feature data sets can
be extracted from the biometric measurement records using
one or more different techniques. For example, the biometric
measurement records can be one or more PQRST cycles
extracted from an ECG signal, and to obtain features of the
extracted PQRST cycles, various analysis methods can be
applied. In general, a fiducial point based approach (also
called a rule based approach) detects values associated with
various segments of a signal delineation or waveform, such
as durations, intervals, amplitudes, magnitudes, or angle
features, while an appearance based approach detects the
shapes of the signal. It can be the shape in the time domain,
such as a wave fragment, or the shape in the frequency
domain, for example, the output from the combination of an
autocorrelation (AC) and a discrete cosine transform (DCT)
of the signal. Each of those approaches to feature extraction
has its strengths and weaknesses. While the fiducial point
based approach is well-adjusted to changes in heart rate
(e.g., its accuracy does not significantly decrease with heart
rate changes), it requires a good detection algorithm, it is
slow, and it is sensitive to noise. In contrast, the frequency
domain, appearance based approach does not need to detect
various segments of the signal, so it is faster. The appearance
based approach is also less sensitive to noise, but is more
sensitive to arrhythmia fragments.

[0055] In some implementations, for the fiducial point
based approach, feature extraction can be achieved using
calculations including one or more of a spectral based
feature, wavelet, DCT, power density, and ensemble empiri-
cal mode decomposition (EEMD). The features can be, for
example, the amplitude and duration values themselves,
combinations of the amplitude and/or duration values, or
values derived using the amplitude and/or duration values
through, for example, an AC or periodicity transform (PT).
One feature of the fiducial point based approach can be, for
example, heart rate variability (HRV), which is the variation
of beat-to-beat intervals (i.e., the time from R to R per
cycle).

[0056] Insome implementations, for the appearance based
approach, feature extraction can include steps of windowing,
where the pre-processed ECG signal or trace is segmented
into non-overlapping windows so that each window has a
length sufficient to encompass multiple cycles, performing
an AC, where normalized autocorrelation of each window
can be estimated, and performing a DCT. The extracted
features can include, for example, one or more PQRST
cycles, a certain number of the highest DCT coefficients,
how many DCT coeflicients are associated with certain
power values, a fitted curve for the points defining peaks or
valleys in the DCT plot, and so forth. The appearance based
approach can also be a parameterization of the curves
representing the shapes of each period.

[0057] In some implementations, dimensionality of the
features, extracted using either the fiducial point based
approach or the appearance based approach, can be reduced
or encoded using a dimension reduction technique, such as
a principal component analysis (PCA), a linear discriminant
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analysis (LDA) and/or an independent component analysis
(ICA). Other existing techniques of dimensionality reduc-
tion can also be used.

[0058] At operation 606, pairing data, which is based on
the feature data and defined profiles associated with a known
individual, is determined by the computing device. The
pairing data can be determined between the periodic features
and the defined profiles associated with the known indi-
vidual. In some implementations, the known individual can
be associated with more than one defined profiles, for
example, N number of defined profiles. For example, the
pairing data can be one or more candidate pairs determined
between each of the M feature data sets associated with the
user and each of the N defined profiles associated with the
known individual, yielding a total of M*N candidate pairs.

[0059] A defined profile can include data that represents
features or characteristics from past biometric measurement
records associated with the known individual. The data for
the defined profile can include data extracted from the past
biometric measurement records using the same device or
received from a remote database (e.g., database in a cloud).
In some implementations, the defined profiles associated
with the known individual can be of the same structure as the
feature data set associated with the user, which can be
implemented or stored as templates to be used in further
operations as described hereinafter.

[0060] For the reason that signal morphology can change
for each person during different status or health conditions,
multiple defined profiles (e.g., template records) can be
maintained for the known individual. Each status can have
one or multiple profiles. In some implementations, some or
each of the N defined profiles can be associated with
templates collected at different times, but indicating a same
status or health condition for the known individual. In some
implementations, each of the N defined profiles can be
indicative of a different status or a health condition of the
known individual. For example, the different status can be a
motion status of the user, such as running, walking, standing,
or sitting. For example, one or more signals collected from
at least one activity sensor, such as an accelerometer or a
gyroscope, can be used to identify the motion status of the
user. For example, a pattern recognition algorithm can be
used and trained to automatically identify a motion status of
running, walking, standing, etc., before applying a matching
algorithm. In this example, each motion status or health
condition has at least one defined profile. In another
example, the health condition can include having a heart a
heart disease, which can be triggered by a disease event,
such as a Premature Ventricular Contraction (PVC) event or
a Premature Atrial Contraction (PAC) event. For example,
FIG. 10A shows a diagram of an ECG signal of a person
with PVC according to implementations of this disclosure.
In the diagram of FIG. 10A, the ECG is recorded for a
person during occasionally PVC attack while sitting, show-
ing multiple morphologies. The RR in FIG. 10A indicates a
distance between two R-peaks. Between another two
R-peaks with another distance of two times of RR, a pattern
indicative of a PVC event, namely “PVC 17, is shown.
Another PVC event named as “PVC 2” is also shown in
another portion of the ECG record. FIG. 10C is a complete
cycle of “PVC 2” including its surrounding signal portion.
Between “PVC 17 and “PVC 27, another portion of the ECG
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record labeled as “SIT” is shown, which is indicative of a
sitting status of the user, and its complete cycle is further
illustrated in FIG. 10B.

[0061] At operation 608, for each candidate pair, a match-
ing result based on similarity of a periodic feature and a
corresponding defined profile is determined. In some imple-
mentations, the candidate pair can include a feature data set
extracted from the user and a defined profile associated with
the known individual, and the matching result for the
candidate pair can be a text, a numerical value, a symbolic
value, or any other type of data indicative of a meaning of
“match” or “not match” between the feature data set and the
defined profile included in the candidate pair. For example,
if the matching result is “match” or equivalent data, the
feature data set and the defined profile can be considered to
be associated with a same person; otherwise, if the output
label is “not match™ or equivalent data, the feature data set
and the defined profile can be considered to be associated
with different persons.

[0062] In some implementations, the matching result is
determined based on similarity of the corresponding peri-
odic feature and the corresponding defined profile, for
example, a similarity value or a matching score, the process
of which is set forth as two steps in the following descrip-
tion.

[0063] Firstly, for the candidate pair, the similarity value is
determined based on characteristics determined from the
candidate pair. For example, the characteristics can include
a distance (e.g., Fuclidean distance) determined between the
feature data set and the defined profile. In another example,
the characteristics can be one or more parameters deter-
mined from a probability based method. In another example,
the characteristics can be one or more parameters deter-
mined from a learning based method. In another example,
the learning based method can be an LDA. Accordingly, the
similarity value can be, for example, a value determined
from the Euclidean distance between the feature data set and
the defined profile (using a distance measure or parameter),
a value determined from the parameters of the probability
based method (using a probability based measure or param-
eter), or a value determined from the parameters of the
learning based method (using a learning based measure or
parameter), such as a LDA.

[0064] Secondly, for the candidate pair, the matching
result is determined based on the similarity value using a
classification model. In some implementations, the classifi-
cation model can be a threshold model. For example, the
threshold model can include the following steps:

[0065] First, for the candidate pair, it is determined that
whether the similarity value is greater than a predetermined
value, for example, a threshold value.

[0066] Second, if the similarity value is greater than the
threshold value, the matching result is determined for the
candidate pair, for example, a text of “match” or any other
type of data indicative of the same meaning.

[0067] In some implementations, the classification model
can be a machine learning model. For example, the machine
learning model can be a supervised learning model. such as
a support vector machine (SVYM) model, or a random forest
model.

[0068] At operation 610, it is determined whether a match
exists between the user and the known individual based on
a combination of the matching results determined for the
candidate pairs. As previously discussed, the matching
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results can be based on the similarity scores. In some
implementations, if one or more of the candidate pairs has
a very high similarity score, the user can be considered to be
the known individual. In some implementations, an
ensemble learning model can be used. For example, the
ensemble learning model can be a majority voting model, in
which the match between the user and the known individual
is determined to exist if, for example, a percentage of the
candidate pairs having a same matching label indicative of
“matching” between the feature data set and the defined
profile of each candidate pair over a total number of the
candidate pairs is greater than a predetermined value, for
example, 50%. In another example, the ensemble learning
model can be a learning based model trained from the
combined matching results and features extracted from the
candidate pairs. The features extracted from the candidate
pairs used in the learning based model can include, for
example, a distribution of the similarity values associated
with the candidate pairs.

[0069] According to implementations of this disclosure
and foregoing description, the defined profiles associated
with the known individual in operation 606-610 can be
extracted in a process set forth in the following description.
[0070] Biometric measurement records associated with a
second biometric measurement generated by contact with
the known individual are received, for example, prior to
operation 602. The second biometric measurement can be
either the same or difference biometric measurement in
which biometric measurement records associated with the
user are received. The second biometric measurement can
also be performed by either a same computing device or
different computing devices, at a same time or different
times with respect to the biometric measurement for the user.
[0071] Then, by the computing device and for each of the
biometric measurement records associated with the second
biometric measurement, the defined profiles including peri-
odic features are extracted from the biometric measurement
records associated with the second biometric measurement.
The defined profiles can be stored as template records
associated with the known individual. In some implemen-
tations, the extracted defined profiles can be of the same
structure as the feature data extracted from the biometric
measurement associated with the user. In some implemen-
tations, the defined profiles, after extraction, can be stored in
the computing device or transmitted and stored in a different
computing device, in which the computing devices can be
biometric identification device 110 or computing device 112
including an intermediate device.

[0072] As an example according to implementations of
this disclosure, FIG. 7 shows a flowchart of an example
process of processing biometric measurement data for iden-
tifying a user. In this example, multiple (M>1) test records
measured from the user and multiple (N>1) template records
associated with a known individual are used.

[0073] At operation 702, M biometric measurement
records (“test records”) measured from the user are received.
The M test records of the user can be measured during a
biometric identification process, such as when the user is
wearing biometric identification device 110 with biometric
sensors 331 and 332. The test records can be received by
biometric identification device 110, or by another computing
device 112 communicating with device 110 through com-
municating device 340. In the biometric identification pro-
cess, the entire measurement can last, for example, 30
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seconds, and each record (signal) can be determined as a
signal lasting for, for example, 5 seconds, in which case the
number of records M is 6 (i.e., M=6). The M records can also
be measured from, for example, a multi-modality biometric
measurement, in which case M records of different modali-
ties (e.g., ECG, PPG, and other types of measurement
signals) are received.

[0074] At operation 704, N biometric measurement tem-
plate records (“defined profiles”) associated with the known
individual are received. The receiving can be performed at
a time, for example, different from the biometric identifica-
tion process, such as before the biometric identification
process. The N template records associated with the known
individual, also referred to herein as defined profiles asso-
ciated with the known individual, can be pre-stored in, for
example, storage 240 of biometric identification device 110,
or storage 240 of another computing device 112 (including
an intermediate device) communicating with device 110
through communicating device 340. The template records
can be associated with, for example, one or more motion
status (“movement condition™) of the known individual,
such as sitting, walking and running. The template records
can also be associated with one or more health condition of
the known individual, such as a PVC event or a PAC event.
In another example, there can be more than one template
record associated with the same motion status or the same
health condition associated with the known individual.
[0075] At operation 706, N feature data sets (e.g., N
template feature data sets) are extracted for the N received
template records, and M feature data sets (e.g., M test feature
data sets) are extracted for the M received test records. The
extraction process for the N template feature data sets and
the M test feature data sets can use the technique described
in operation 604. In some implementations, the N template
feature data sets and the M test feature data sets can be
extracted at different times. For example, the N template
feature data sets can be extracted and stored in storage 240
of biometric identification device 110 or storage 240 of
another computing device 112 (including an intermediate
device) at a time before the extracting the M test feature data
sets in the biometric identification process. The extraction
process for both feature data sets can be performed by a
same device or different devices, such as biometric identi-
fication device 110 or computing device 112 (including an
intermediate device). As an optional step, dimension reduc-
tion techniques, such as PCA, can be applied to the feature
data sets to reduce dimensionality.

[0076] At operation 708, a candidate pair is determined
between each of the N template feature data sets and each of
the M test feature data sets, yielding M*N candidate pairs.
The candidate pair process can be performed by a same
device or different devices, such as biometric identification
device 110 or computing device 112 (including an interme-
diate device).

[0077] At operation 710, for each candidate pair, a simi-
larity value, such as a matching score, is computed. The
matching score can represent a level of similarity for each
candidate pair. The computing process has been set forth in
the description of operation 608 and can be performed by a
same device or different devices, such as biometric identi-
fication device 110 or computing device 112 (including an
intermediate device).

[0078] At operation 712, for each candidate pair, a clas-
sification model is used to determine a matching label (i.e.,
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a matching result) based on the similarity value. The match-
ing label can represent whether the template feature set
matches the test feature set in the same candidate pair. The
classification model has been set forth in the description of
operation 608 and can be implemented by a same device or
different devices, such as biometric identification device 110
or computing device 112 (including an intermediate device).
For example, the classification model can be a threshold
model.

[0079] At operation 714, the matching labels of the can-
didate pairs are combined to determine a match between the
user and the known individual, using an ensemble decision
model. The ensemble learning model has been set forth in
the description of operation 610 and can be implemented by
a same device or different devices, such as biometric iden-
tification device 110 or computing device 112 (including an
intermediate device). For example, the ensemble learning
model can be a majority voting model. In another example,
the ensemble learning model can be a learning based model,
which can be trained from the matching score distribution
and the matching labels of the candidate pairs.

[0080] According to implementations of this disclosure,
for a plurality of candidate pairs, for example, M*N candi-
date pairs with M and N defined in foregoing description,
operation 608 can be performed for every candidate pair of
a feature data set extracted from the user and a defined
profile associated with a known individual, and a matching
result, or a matching label, is obtained for the candidate pair.
For example, in a testing phase in actual use, a candidate pair
of two signals, for example, ECG signal 1 and ECG signal
2, are input to computer device 112 to determine a matching
label between them.

[0081] As shown in FIG. 8, in some implementations, this
pair matching process can include operations 802-810 as set
forth in the following description. In this example, for
simplicity, only one pair is described. For each input signal,
operations 802-810 can be implemented by process 600 as
previously described.

[0082] At operation 802 and 804, two ECG signals, ECG
signal 1 and ECG signal 2, are received, respectively. For
example, ECG signal 1 can be a template signal measured
from the known individual (“a defined profile” for the
known individual) and ECG signal 2 can be a test signal
measured from the user.

[0083] At operation 806, feature data sets are extracted for
ECG signal 1 and ECG signal 2, respectively. As an optional
step, dimension reduction techniques, such as PCA, can be
applied to the feature data sets to reduce dimensionality.

[0084] At operation 808, a similarity value is determined
between the two ECG signals.

[0085] At operation 810, a matching label is determined
for ECG signal 1 and ECG signal 2 based on a classification
model, also referred to hereinafter as a classifier. The clas-
sification model can be, for example, trained and stored for
use in another biometric identification process set forth in
later description.

[0086] In some implementations according to this disclo-
sure, a trained machine learning model can be used as the
classification model in operations 608, 712 and 810. The
machine learning model can be, for example, a supervised
learning model which can be trained during a setup process
shown as an example flowchart in FIG. 9 according to
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implementations of this disclosure. The setup process can be
performed. for example, prior to the testing phase or prac-
tical use.

[0087] At operation 902, a plurality of ECG signal pairs is
received. For each ECG signal pair including a first signal
and a second signal, both signals can be measured from, for
example, either the same individual or different individuals.
For example, the first signal can be a template signal
measured from the known individual and the second signal
can be a test signal measured from the user.

[0088] At operation 904, for the two signals within each
ECG signal pair, two feature data sets (e.g., two feature
vectors) are respectively extracted and paired, with the two
feature data sets extracted according to the description set
forth in operations 604, 706 and 806. The extracted feature
data sets can include features of, for example, AC-DCT
parameters, PQRST fragments, fiducial points, or other
features set forth herein. As an optional step, dimension
reduction techniques, such as PCA, can be applied to the
feature data sets to reduce dimensionality.

[0089] At operation 906, a similarity value, such as a
matching score, is determined for each pairing data, using a
same technique set forth in operations 608, 710 and 808. For
example, the similarity measure can be a distance measure
of the two feature vectors (e.g., Euclidean distance), or can
be a learning based measure based on the two feature vectors
(e.g., LDA parameters).

[0090] At operation 908, for each candidate pair, a ground
truth label associated with the ECG signal pair is received.
The ground truth label is a predetermined label representing
the true relationship between the two individuals (e.g.,
“match” or “not match”).

[0091] At operation 910, for each candidate pair, the
similarity value and the ground truth label are inputted into
the classification model for training. In some implementa-
tions, the classification model can, for example, determine a
matching label for the pairing data based on the similarity
value. The matching label can be, for example, compared
with the ground truth label of the pairing data and based on
the comparison, parameters of the classification model can
be updated, to the effect that after the update the classifica-
tion model will have a higher probability to determine a
second matching label for the same pairing data the same as
the ground truth label associated with the pairing data (i.e.,
a “correct” classification) in a future training process. The
classification model can be, for example, a threshold model,
or a supervised machine learning model, such as a SYM or
a random forest model.

[0092] Operation 902-910 can be repeated for at least one
time for each ECG signal pairs, until the rate of correct
classifications reaches a pre-determined level, such as, for
example, 90%. In some implementations, this process can be
repeated until a pre-determined running duration is reached
without the rate of correct classification reaching the pre-
determined level. When the repeated process ends, the
classification model completes the setup process and is
ready for practical use. In some implementations, the trained
classification model can be stored for future biometric
identification.

[0093] In some implementations, for processes 700, 800
and 900, either in a training process or in practical use, the
inputted template records in operation 702, test records in
operation 704, ECG signal 1 in operation 802, ECG signal
2 in operation 804, and the ECG signal pairs in operation
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902 are not limited to a single modality, with all other
operations in the abovementioned processes the same. For
example, for a multi-modality measurement, the inputted
signal in the abovementioned processes can include at least
one selected from the group of ECG records, PPG records,
bioimpedance records, EEG records, EMG records, or any
other biometric records. Different feature data can be
extracted from each modality of records and can be further
aggregated or concatenated into a single feature data set for
the records associated with the multi-modality biometric
measurement as, for example, a vector.

[0094] In some implementations, biometric identification
device 110 can be configured to have full capability of
executing the entire of process 600, e.g., a “smart” watch
shown in FIG. 5. In such implementations, at least one
biometric sensor (e.g., biometric sensor 331 or 332) can be
coupled to body 520 to produce biometric measurement
signal (“signal” is used interchangeably with “record” here-
inafter) s when activated by contact with the single indi-
vidual, and at least one communication device (e.g., com-
munication device 330) can be coupled to body 520 and
controlled by CPU 210 to transmit the result data s to a
reader device indicating the biometric identification result.
In such implementations, CPU 210 is configured to execute
instructions stored in memory 220 to receive at least one
biometric measurement record associated with a first bio-
metric measurement generated by contact with a single
individual, extract feature data including at least one peri-
odic feature for each of the at least one biometric measure-
ment record, determine pairing data based on the feature
data and defined profiles associated with a known individual
wherein each candidate pair is between each of the at least
one periodic feature and each of the defined profiles asso-
ciated with the known individual, determine a matching
result based on similarity of a corresponding periodic feature
and a corresponding defined profile, and determine whether
a match exists between the single individual and the known
individual based on a combination of the matching results
determined for the candidate pairs.

[0095] Insome implementations, the at least one biometric
measurement record can include two or more biometric
measurement records, each of the two or more biometric
measurement records associated with a different biometric
modality, in which the two or more biometric measurement
records can include a first biometric measurement record
and a second biometric measurement record, and the first
and second biometric measurement records can be selected
from a group comprising an ECG record, a PPG record, or
a bioimpedance record. In some implementations, if two or
more biometric measurement records associated with dif-
ferent biometric modalities are used for multi-modality
biometric identification, the feature data can be determined
by combining the feature data determined for each of the two
or more biometric measurement records. In some implemen-
tations, the feature data can be a feature data set including
the at least one periodic feature and other data (e.g., match-
ing score distributions) extracted from each of the at least
one biometric measurement record using at least one tech-
nique, such as a fiducial point based approach or an appear-
ance based approach. In some implementations, the extrac-
tion process for the feature data set can further include
removing noisy data and outlier data from each of the at least
one biometric measurement record. In some implementa-
tions, each of the defined profiles associated with the known
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individual can be indicative of a different status or a health
condition of the known individual, in which the different
status can include at least one of running, walking, standing,
and sitting, and the health condition can include a Premature
Ventricular Contraction (PVC) event or a Premature Atrial
Contraction (PAC) event.

[0096] Optionally, in some implementations, the afore-
mentioned biometric identification device 110 can further
have the capability of generating the defined profiles in a
setup process. In such implementations, CPU 210 is con-
figured to execute instructions stored in memory 220 to
receive at least one biometric measurement record associ-
ated with a second biometric measurement generated by
contact with the known individual, and extract, for each of
the at least one biometric measurement record associated
with the second biometric measurement, the defined profiles
including at least one periodic feature extracted from the at
least one biometric measurement record associated with the
second biometric measurement.

[0097] In some implementations, biometric identification
device 110 can be configured to have partial capability of
executing the entire of process 600, e.g., a wristband shown
in FIG. 4. Such device can execute some operation of
process 600, e.g., operation 602, and have the rest of process
600 executed by an external server, being either computing
device 112 or an intermediate device. In such implementa-
tion, biometric sensor 330 can be a biometric sensor coupled
to body 420 to produce at least one biometric measurement
record when activated by contact with a user. Communica-
tion device 340 can be one or more communication device
coupled to body 420 controlled by CPU 210 to wirelessly
transmit the at least one biometric measurement record
received from the at least one biometric sensor to an external
server, wherein feature data including at least one periodic
feature is extracted from the at least one biometric measure-
ment record, wirelessly receive a first signal from the
external server indicative of a biometric identification data
generated from the at least one biometric measurement
record, wherein the first signal is determined based on
candidate pairs determined based on the feature data and
defined profiles associated with a known individual, and a
matching result is determined for each candidate pair based
on similarity of a corresponding periodic feature and a
corresponding defined profile to further determine whether a
match exists indicating the single individual is the known
individual based on a combination of the matching results
determined for the candidate pairs, and wirelessly transmit
a second signal to an identification device in response to a
match indicating that the single individual is the known
individual.

[0098] In some implementations, communication device
340 can include a first wireless communication device
configured to wirelessly transmit the at least one biometric
measurement record from biometric sensor 330 to the exter-
nal server and wirelessly receive the first signal from the
external server indicative of a match exists indicating that
the single individual is the known individual, and a second
wireless communication device configured to wirelessly
transmit the second signal to the identification device in
response to the first signal.

[0099] Technical specialists skilled in the art should
understand that, the implementations in this disclosure may
be implemented as methods, systems, or computer program
products. Therefore, this disclosure may be implemented in
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forms of a complete hardware implementation, a complete
software implementation, and a combination of software and
hardware implementation. Further, this disclosure may be
embodied as a form of one or more computer program
products which are embodied as computer executable pro-
gram codes in computer writable storage media (including
but not limited to disk storage and optical storage).
[0100] This disclosure is described in accordance with the
methods, devices (systems), and flowcharts and/or block
diagrams of computer program products of the implemen-
tations, which should be comprehended as each flow and/or
block of the flowcharts and/or block diagrams implemented
by computer program instructions, and the combinations of
flows and/or blocks in the flowcharts and/or block diagrams.
The computer program instructions therein may be provided
to generic computers, special-purpose coniputers, embedded
computers or other processors of programmable data pro-
cessing devices to produce a machine, wherein the instruc-
tions executed by the computers or the other processors of
programmable data processing devices produce an apparatus
for implementing the functions designated by one or more
flows in the flowcharts and/or one or more blocks in the
block diagrams.
[0101] The computer program instructions may be also
stored in a computer readable storage which is able to boot
a computer or other programmable data processing device to
a specific work mode, wherein the instructions stored in the
computer readable storage produce a manufactured product
containing the instruction devices which implements the
functions designated by one or more flows in the flowcharts
and/or one or more blocks in the block diagrams.
[0102] The computer program instructions may also be
loaded to a computer or another programmable data pro-
cessing device to execute a series of operating procedures in
the computer or the other programmable data processing
device to produce a process implemented by the computer,
whereby the computer program instructions executed in the
computer or the other programmable data processing device
provide the operating procedures for the functions desig-
nated by one or more flows in the flowcharts and/or one or
more blocks in the block diagrams.
[0103] Apparently, the technical specialists skilled in the
art may perform any variation and/or modification to this
disclosure by the principles and within the scope of this
disclosure. Therefore, if the variations and modifications
herein are within the scope of the claims and other equiva-
lent techniques herein, this disclosure intends to include the
variations and modifications thereof
What is claimed is:
1. A method for processing biometric measurement data
using a computing device, comprising:
receiving at least one biometric measurement record
associated with a first biometric measurement gener-
ated by contact with a single individual;
extracting, by the computing device and for each of the at
least one biometric measurement record, feature data
including at least one periodic feature extracted from
the at least one biometric measurement record;
determining, by the computing device, pairing data com-
prising a plurality of candidate pairs between the fea-
ture data and defined profiles associated with a known
individual, wherein a candidate pair is associated with
one of the at least one periodic feature and one of the
defined profiles associated with the known individual;
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determining, for the candidate pair, a similarity value
based on the one of the at least one periodic feature and
the one of the defined profiles associated with the
known individual; and

determining whether a match exists between the single

individual and the known individual based on a com-
bination of the similarity values determined for the
plurality of candidate pairs.

2. The method of claim 1, wherein the at least one
biometric measurement record comprises at least one elec-
trocardiogram (ECG) record.

3. The method of claim 1, wherein the extracting, by the
computing device and for each of the at least one biometric
measurement record, the feature data including at least one
periodic feature extracted from the at least one biometric
measurement record further comprises:

removing noises and outliers from each of the at least one

biometric measurement record; and

extracting a feature data set including the at least one

periodic feature from each of the at least one biometric
measurement record using at least one technique.

4. The method of claim 3, wherein the plurality of
candidate pairs comprises a candidate pair between the
feature data set and each of the defined profiles associated
with the known individual.

5. The method of claim 3, wherein the at least one
biometric measurement record comprises two or more bio-
metric measurement records associated with different bio-
metric modalities, and the feature data set comprises the
feature data extracted for each of the two or more biometric
measurement records associated with different biometric
modalities.

6. The method of claim 5, wherein the two or more
biometric measurement records associated with different
biometric modalities comprise two or more of: an electro-
cardiograph (ECQ) record, a photoplethysmography (PPG)
record, and a bioimpedance record.

7. The method of claim 3, wherein the extracting the
feature data set including the at least one periodic feature
from each of the at least one biometric measurement record
using the at least one technique comprises:

extracting a first group of features, as a first part of the

feature data set, from the at least one biometric mea-
surement record using a fiducial point based approach,
wherein the first group of features comprise at least one
of intervals, amplitudes, angles, and other feature data
extracted from a delineation of the at least one biomet-
ric measurement record; and

extracting a second group of features, as a second part of

the feature data set, from the at least one biometric
measurement record using an appearance based
approach, wherein the second group of features com-
prise at least one of feature data obtained from auto-
correlation (AC) of the at least one biometric measure-
ment record, feature data obtained from discrete cosine
transform (DCT) of the at least one biometric measure-
ment record, and feature data obtained from linear
discriminant analysis (LDA) of the at least one bio-
metric measurement record.

8. The method of claim 1, wherein each of the at least one
of the defined profiles associated with the known individual
is indicative of a status of the known individual, and the
status comprises a movement condition or a health condi-
tion.
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9. The method of claim 8, wherein the movement condi-
tion is one of running, walking, standing, and sitting; and
wherein the health condition comprises an indication of the
known individual having heart disease based on a Premature
Ventricular Contraction (PVC) event or a Premature Atrial
Contraction (PAC) event.

10. The method of claim 1, wherein determining, for the
candidate pair, a similarity value based on the one of the at
least one periodic feature and the one of the defined profiles
associated with the known individual comprises:

determining the similarity value, for the candidate pair,

based on one or more of: an Euclidean distance, a
parameter based on probability, and a parameter based
on a first learning technique; and

determining a matching result, for the candidate pair,

based on the similarity value using a classification
technique selected from a threshold technique and a
second learning technique.

11. The method of claim 10, wherein the first learning
technique comprises a LDA, and the second learning tech-
nique comprises a technique based on a support vector
machine (SVM) model or a random forest model.

12. The method of claim 10, wherein the threshold
technique comprises:

determining, for the candidate pair, whether the similarity

value is greater than a predetermined value;

based on a determination that the similarity values is

greater than the predetermined value, determining, for
the candidate pair, the matching result.
13. The method of claim 1, wherein the determining
whether a match exists between the single individual and the
known individual based on a combination of the similarity
values determined for the plurality of candidate pairs com-
prises:
determining whether the match exists between the single
individual and the known individual using an ensemble
learning technique, wherein the ensemble learning
technique is selected from a majority voting technique
or a third learning technique, and the third learning
technique is trained from the feature data associated
with the pairing data and the similarities values.
14. The method of claim 1, wherein the feature data
associated with the pairing data and the similarities values
comprises a distribution of the similarity values.
15. The method of claim 1, further comprising:
receiving at least one biometric measurement record
associated with a second biometric measurement gen-
erated by contact with the known individual; and

extracting, by the computing device and for each of the at
least one biometric measurement record associated
with the second biometric measurement, one or more of
the defined profiles including at least one periodic
feature extracted from the at least one biometric mea-
surement record associated with the second biometric
measurement.

16. An apparatus for multi-modality biometric identifica-
tion, comprising:

a non-transitory memory; and

a processor configured to execute instructions stored in

the non-transitory memory to:

receive at least two biometric measurement signals
generated by contact with a single individual,
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wherein each of the at least two biometric measure-
ment signals is associated with a different biometric
modality;
extract, for each of the at least two biometric measure-
ment signals, feature data including at least one
periodic feature;
determine pairing data comprising a plurality of can-
didate pairs between the feature data and defined
profiles associated with a known individual, wherein
a candidate pair is associated with one of the at least
one periodic feature and one of the defined profiles
associated with the known individual,
wherein the one of the defined profiles associated
with the known individual is indicative of a status
of the known individual comprising a movement
condition or a health condition;
determine, for the candidate pair, a matching result
based on similarity of the one of the at least one
periodic feature and one of the defined profiles
associated with the known individual; and
determine whether a match exists between the single
individual and the known individual based on a
combination of the matching results determined for
the plurality of candidate pairs.

17. The apparatus of claim 16, wherein the two or more
biometric measurement records associated with different
biometric modalities comprise two or more of: an electro-
cardiograph (ECG) record, a photoplethysmography (PPG)
record, and a bioimpedance record.

18. The apparatus of claim 16, wherein the movement
condition is one of running, walking, standing, and sitting;
and wherein the health condition comprises an indication of
the known individual having heart disease based on a
Premature Ventricular Contraction (PVC) event or a Prema-
ture Atrial Contraction (PAC) event.

19. An apparatus, comprising:

a body;

at least one biometric sensor coupled to the body to

produce a biometric measurement when activated by
contact with a single individual,

a non-transitory memory;

a processor configured to execute instructions stored in

the non-transitory memory to:

receive at least one biometric measurement record
associated with the biometric measurement gener-
ated by contact with a single individual;

extract, for each of the at least one biometric measure-
ment record, feature data including at least one
periodic feature extracted from the at least one
biometric measurement record;

determine pairing data comprising a plurality of can-
didate pairs between the feature data and defined
profiles associated with a known individual, wherein
a candidate pair is associated with one of the at least
one periodic feature and one of the defined profiles
associated with the known individual;

determine, for the candidate pair, a similarity value
based on the one of the at least one periodic feature
and the one of the defined profiles associated with
the known individual; and

determine whether a match exists between the single
individual and the known individual based on a
combination of the similarity values determined for
the plurality of candidate pairs; and
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at least one communication device coupled to the body
and controlled by the processor to transmit data, to a
reader device, indicating that the single individual is
the known individual based on a determination that the
match exists.

20. The apparatus of claim 19, wherein the instructions to
determine, for the candidate pair, a similarity value based on
the one of the at least one periodic feature and the one of the
defined profiles associated with the known individual com-
prise instructions to:

determine the similarity value, for the candidate pair,

based on one or more of: an Euclidean distance, a
parameter based on probability, and a parameter based
on a first learning technique; and

determine a matching result, for the candidate pair, based

on the similarity value using a classification technique
selected from a threshold technique and a second
learning technique.
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