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(57) ABSTRACT

A cloud-based physiological monitoring system has a sensor
in communications with a living being so as to generate a data
stream generally responsive to a physiological condition of
the living being. A monitor receives the data stream from the
sensor and transmits the data stream to a cloud server. The
cloud server processes the data stream so as to derive physi-
ological parameters having values responsive to the physi-
ological condition. The cloud server derives a medical index
based upon a combination of the physiological parameters.
The cloud server communicates the medical index to the
monitor, which displays the medical index.
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CLOUD-BASED PHYSIOLOGICAL
MONITORING SYSTEM

PRIORITY CLAIM AND REFERENCE TO
RELATED APPLICATIONS

[0001] The present application claims priority benefit
under 35 U.S.C. §119(e) to U.S. Provisional Patent Applica-
tion Ser. No. 61/801,464, filed Mar. 15, 2013, titled Cloud-
Based Blood Glucose Monitoring System; U.S. Provisional
Patent Application Ser. No. 61/841,346, filed Jun. 30, 2013,
titled Cloud-Based Monitoring System; U.S. Provisional
Patent Application Ser. No. 61/885,491, filed Oct. 1, 2013,
titled Cloud-Based Monitoring System; and U.S. Provisional
Patent Application Ser. No. 61/922,861, filed Jan. 1, 2014,
titled Cloud-Based Physiological Index Monitoring System;
all of the above-referenced provisional patent applications are
hereby incorporated in their entireties by reference herein.

BACKGROUND OF THE INVENTION

[0002] Medical device manufacturers are continually
increasing the processing capabilities of physiological moni-
tors that process signals based upon the attenuation oflight by
a tissue site. In general, such physiological monitoring sys-
tems include one or more optical sensors that irradiate a tissue
site and one or more photodetectors that detect the optical
radiation after attenuation by the tissue site. The sensor com-
municates the detected signal to a physiological monitor,
which removes noise and preprocesses the signal. Advanced
signal processors then perform time domain and/or frequency
domain processing to determine blood constituents and other
physiological parameters.

[0003] Manufacturers have advanced basic pulse oximeters
from devices that determine measurements for blood oxygen
saturation (“Sp0,”), pulse rate (“PR”) and plethysmographic
information to read-through-motion oximeters and to
co-oximeters that determine measurements of many constitu-
ents of circulating blood. For example, Masimo Corporation
of Irvine Calif. (“Masimo”) manufactures pulse oximetry
systems including Masimo SET® low noise optical sensors
and read through motion pulse oximetry monitors for mea-
suring SpO,, pulse rate (PR) and perfusion index (PI).
Masimo optical sensors include any of Masimo LNOP®,
LNCS®, SofTouch™ and Blue™ adhesive or reusable sen-
sors. Masimo pulse oximetry monitors include any of
Masimo Rad-8®, Rad-5®, Rad®-5v or SatShare® monitors.
Such advanced pulse oximeters and low noise sensors have
gained rapid acceptance in a wide variety of medical appli-
cations, including surgical wards, intensive care and neonatal
units, general wards, home care, physical training and virtu-
ally all types of monitoring scenarios.

[0004] Many innovations improving the measurement of
blood constituents are described in at least U.S. Pat. Nos.
6,770,028, 6,658,276; 6,157.850; 6,002,952; 5,769,785 and
5,758,644, which are assigned to Masimo and are incorpo-
rated in their entireties by reference herein. Corresponding
low noise optical sensors are disclosed in at least U.S. Pat.
Nos. 6,985,764; 6,088,607; 5,782,757 and 5,638,818,
assigned to Masimo and hereby incorporated in their entire-
ties by reference herein.

[0005] Advanced blood parameter measurement systems
include Masimo Rainbow® SET, which provides measure-
ments in addition to SpO,, such as total hemoglobin
(SpHb™), oxygen content (SpOC™), methemoglobin (Sp-

Sep. 18,2014

Met®), carboxyhemoglobin (SpCO®) and PVI®. Advanced
blood parameter sensors include Masimo Rainbow® adhe-
sive, ReSposable™ and reusable sensors. Advanced blood
parameter monitors include Masimo Radical-7™, Rad-87™
and Rad-37™ monitors, all available from Masimo.
Advanced blood parameter monitors further include Masimo
Rainbow 4D™ DC sensors and Masimo Pronto® and Pronto-
7® monitors for noninvasive and quick spot checking of total
hemoglobin (SpHb®, SpO., pulse rate and perfusion index).
[0006] Advanced parameter measurement systems may
also include acoustic monitoring such as acoustic respiration
rate (RRa™) using a Rainbow Acoustic Sensor™ and Rad-
87™ monitor, available from Masimo. An advanced param-
eter measurement system that includes acoustic monitoring is
described in U.S. Pat. Pub. No. 2010/0274099, filed Dec. 21,
2009, titled Acoustic Sensor Assembly, assigned to Masimo
and incorporated in its entirety by reference herein.

[0007] Innovations relating to other advanced blood param-
eter measurement systems are described in at least U.S. Pat.
No. 7,647,083, filed Mar. 1, 2006, titled Multiple Wavelength
Sensor Equalization; U.S. Pat. No. 7,729,733, filed Mar. 1,
2006, titled Configurable Physiological Measurement Sys-
tem; U.S. Pat. Pub. No. 2006/0211925, filed Mar. 1, 2006,
titled Physiological Parameter Confidence Measure and U.S.
Pat. Pub. No. 2006/0238358, filed Mar. 1, 2006, titled Non-
invasive Multi-Parameter Patient Monitor, all assigned to
Cercacor Laboratories, Inc., Irvine, Calif. (Cercacor) and all
incorporated in their entireties by reference herein.

SUMMARY OF THE INVENTION

[0008] One aspect of a cloud-based physiological monitor-
ing system is a sensor in communications with a living being
so as to generate a data stream generally responsive to a
physiological condition of the living being. A monitor
receives the data stream from the sensor and transmits the
data stream to a cloud server. The cloud server processes the
data stream so as to derive parameters having values respon-
sive to the physiological condition. The cloud server derives
amedical index based upon a combination of the parameters.
The cloud server communicates the medical index to the
physiological monitor and the physiological monitor displays
the medical index.

[0009] In an embodiment, the cloud-based physiological
monitoring system sensor comptises an optical sensor and the
parameters comprise a blood constituent parameter. The
parameters comprise a plethysmograph waveform parameter.
A blood pressure sensor is in communications with the living
being, and a blood pressure monitor receives a blood pressure
data stream from the blood pressure sensor and transmits the
blood pressure data stream to the cloud server. The cloud
server processes the blood pressure data stream so as to derive
a blood pressure parameter having a blood pressure value
responsive to the physiological condition and the parameters
further comprise the blood pressure parameter.

[0010] In various other embodiments, the medical index is
based upon trends of the combination of the parameters. The
blood constituents include Hgb, BUN and Cr. The medical
index relates to at least one of hydration, cardiovascular risk
and renal insufficiency. In a particular embodiment, the medi-
cal index relates to atleast one of dehydration, over hydration,
gastrointestinal bleeding and congestive heart failure exacer-
bation.

[0011] Another aspect of a cloud-based physiological
monitoring system comprises generating sensor data gener-
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ally responsive to a physiological phenomenon of a living
being, communicating the sensor data to a local medical
device and transmitting the sensor data from the local medical
device to a remote cloud server. The system further comprises
processing the sensor data at the cloud server so as to derive
parameters having values responsive to the physiological
phenomenon and trending the parameters at the cloud server
s0 as to derive a medical index responsive to the parameters,
where the medical index indicates a medical condition. The
system additionally comprises communicating the medical
index to the local medical device and displaying the medical
index on the local medical device.

[0012] Invarious embodiments, cloud-based physiological
monitoring system comprises generating second sensor data
generally responsive to a second physiological phenomenon
of a living being, communicating the second sensor data to a
second local medical device and transmitting the second sen-
sor data from the second local medical device to the remote
cloud server. The system further comprises processing the
second sensor data at the cloud server so as to derive a second
parameter having values responsive to the second physiologi-
cal phenomenon and trending the second parameter with at
least one of the parameters at the cloud server so as to improve
the efficacy of the medical index. In various other embodi-
ments, generating sensor data comprises optically-deriving
data responsive to pulsatile blood flow. Generating second
sensor data comprises air-cuff-deriving data responsive to
blood pressure. The system further comprises time frame
matching the sensor data and the second sensor data at the
cloud server. In a particular embodiment, displaying the
medical index comprises indicating hydration on a smart
cellular telephone.

[0013] A further aspect of a cloud-based physiological
monitoring system comprises a physiological monitor in
remote communications with a cloud server, where the physi-
ological monitor inputs sensor data responsive to a physi-
ological condition of a user. The cloud server is in remote
communications with the physiological monitor so as to
upload the sensor data. The cloud server executes signal pro-
cessing algorithms so as to derive a physiological parameter
from the sensor data. The cloud server downloads the physi-
ological parameter to the physiological monitor for display to
user.

[0014] In various embodiments, the physiological monitor
has an online application that executes if the cloud server is
available and, if so, the online application inputs sensor data
from a physiological sensor in communications with the
physiological monitor, transmits the sensor data to the cloud
server, receives a parameter value that the cloud server
derives from the sensor data and displays the parameter value
on the physiological monitor. The physiological monitor has
an offline application that executes if the cloud server is
unavailable and, if so, the offline application inputs sensor
data from a physiological sensor in communications with the
physiological monitor, calculates a parameter value from the
sensor data and displays the parameter value on the physi-
ological monitor.

[0015] Invarious further embodiments, the online applica-
tion performs an initial blood glucose calibration phase of the
physiological monitor that comprises repeated blood sample
data derived from a strip reader over an initial calibration
period of several weeks and repeated optical sensor data
corresponding to the blood sample data. The blood sample
data and the sensor data are transmitted to the cloud server
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and the cloud server correlates the blood sample data and the
sensor data during the initial calibration stage. The online
application further performs an end blood glucose calibration
phase of the physiological monitor that comprises optical
sensor data occasionally interspersed with blood sample data.
The sensor data and occasional blood sample data are trans-
mitted to the cloud server, which updates the calibration as
needed.

[0016] Inadditional embodiments, a share user establishes
areceive user who is allowed to view the share user’s medical
information. A share ID is associated with the share user’s
physiological monitor. A receive ID is associated with the
receive user’s physiological monitor. The cloud server asso-
ciates the share ID with the receive ID. The cloud server
encrypts the share user’s medical information according to a
share key based upon the share ID. The cloud server generates
a decryption key based upon the receive ID. The cloud server
transmits the encrypted medical information and share key to
the share user. The cloud server transmits the receive key to
the receive user. The share user posts the encrypted medical
information to a public website, the receive user downloads
the encrypted medical information and the receive user
decrypts the medical information using the receive key.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] FIGS. 1A-B are perspective views of cloud-based
monitoring systems that are capable of blood parameter and
blood pressure monitoring;

[0018] FIG. 2 is a general flow diagram of a cloud-based
monitoring system;
[0019] FIG. 3 is a detailed block diagram of a cloud-based
monitoring system;
[0020] FIGS. 4A-B are general flow diagrams of blood
glucose calibration;

[0021] FIG. 5 is a general flow diagram of a cloud-based,
protected social network for sharing monitoring measure-
ments;

[0022] FIG. 6 is a general flow diagram of real-time algo-
rithm processing using one or more of a sensor and connected
medical device or a smart sensor and connected mobile or
desktop device in communications with a cloud service so as
to perform clinical services including physiological param-
eter calculations;

[0023] FIG. 7 is a general flow diagram of real-time algo-
rithm processing using multiple sensors and connected medi-
cal devices in communications with a cloud service so as to
perform clinical services including calculations of medical
indices;

[0024] FIG. 8A-F are medical index tables illustrating
trends in blood-related parameters, plethysmograph wave-
form features and blood pressure that are indicative of dehy-
dration, renal insufficiency, over-hydration, gastrointestinal
bleeding, congestive heart failure exacerbation and cardio-
vascular risk, respectively.

[0025] FIG. 9is a comprehensive medical index table illus-
trating trends in various physiological measurements, includ-
ing blood-constituents and oxygen saturation, blood pres-
sure, respiration rate (RR), temperature and heart-related
parameters including heart rate (HR) and electrocardiogram
(ECG) waveform features indicative of various physiological
conditions, maladies and diseases.
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DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0026] FIGS. 1A-B illustrate cloud-based physiological
monitoring systems that are capable of blood parameter,
blood pressure and other physiological measurements. As
shown in FIG. 1A, a physiological monitoring system 101
advantageously provides spot check measurements of various
blood constituents, such as blood glucose. The monitoring
system 101 has a blood parameter monitor 130, an optical
sensor 140, a sensor cable 150 electrically and mechanically
interconnecting the monitor 130 and sensor 140 and a moni-
tor-integrated test strip reader 160 that accepts test strips 165
via a test strip slot. In a particular use, the monitoring system
101 provides relatively frequent noninvasive measurements
of blood glucose interspersed with relatively infrequent inva-
sive measurements of blood glucose so as to manage indi-
vidual blood glucose levels. The monitoring system 101 indi-
vidually calibrates the sensor 140 measurements with
intermittent test strip measurements to advantageously pro-
vide the accuracy of individualized glucose test strip mea-
surements at a much-reduced frequency of blood draws.
Reduced blood draws are a substantial aid to persons who
require frequent monitoring of blood glucose levels to man-
age diabetes and related diseases. In an embodiment, the
monitor 130 has a handheld-tablet housing including an inte-
grated 5.6 in IPS touch screen 135 defining one or more input
keys and providing a display of blood glucose levels among
other features. The monitor 130 advantageously has Wi-Fi
and 3G cellular communications for cabled and wireless
cloud access. Cloud connectivity allows remote sensor data
processing, algorithm development, individual blood glucose
calibration and software updates among other cloud services.
A blood parameter monitoring system is described with
respect to U.S. patent application Ser. No. 13/646,659, filed
Oct. 5, 2012, titled Noninvasive Blood Analysis System and
U.S. patent application Ser. No. 13/726,539, filed Dec. 24,
2012, titled Blood Glucose Calibration System, both assigned
to Cercacor and both incorporated in their entireties by ref-
erence herein.

[0027] As shown in FIG. 1B, a physiological monitoring
system 102 may have two or more monitors 170, 180 in
sensor communications with an individual person so as to
generate multiple sensor data streams and display multiple
types of physioclogical parameters. In an embodiment, the
multiple monitors 102 include a handheld blood parameter
monitor 170 and a arm cuff-mounted blood pressure monitor
180. In an embodiment, the handheld blood parameter moni-
tor 170 has an optical sensor 172, a monitor module 174 and
a handheld smart cellular telephone (“smart phone™) 176. An
optical sensor is described above with respect to FIG. 1A. The
optical sensor attaches to a fleshy tissue site, such as a finger-
tip. The monitor module 174 drives LEDs in the optical
sensor 172 and receives detector signals responsive to the
LED emitted light after attenuation by the fleshy tissue and
blood flow within the fleshy tissue. The blood flow may be
active-pulsed and arterial-pulse blood flow. The monitor
module 174 receives the detector signals, i.e. the raw sensor
data stream and derives physiological parameters, which are
communicated to the smart phone 176. This alleviates the
smart phone 176 from the computationally-intense task of
processing raw sensor data and deriving physiological param-
eters, which the current generation of smart phones are ill-
equipped to perform. A combination optical sensor, monitor
module and smart phone configured as a mobile physiologi-
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cal monitor are described in U.S. patent application Ser. No.
14/033,315, titled Physiological Monitor with Mobile Com-
puting Device Connectivity, assigned to Cercacor and incor-
porated in its entirety by reference herein.

[0028] Also shown in FIG. 1B, in an embodiment, a cuff-
mounted, blood pressure monitor 180 is attached to aperson’s
limb so as to measure blood pressure parameters. The blood
pressure monitor 180 has a monitor module 182, an inflatable
cuff 184 and a gas chamber 186. The monitor module 182 is
mounted to the inflatable cuff 184, is battery-operated and
includes a display and a user interface. In an embodiment, the
gas chamber 186 is configured for disposable CO, cartridges
188 in communications with a monitor-controlled gas valve
for automatic cuffinflation. Also shown in FIG. 1B, the blood
pressure monitor 180 has an OLED display, a 16 g CO,
canister 188 for automatic cuff information, and Bluetooth
and USB communication interfaces. Sensor capabilities
include systolic and diastolic blood pressure parameters,
pulse rate and mean arterial pressure (MAP). The blood pres-
sure monitor 180 also has cloud communications capabilities
either directly via a wireless wide area communications link
or via local area communications (e.g. Wi-Fi, Bluetooth) with
other devices that have such a wide area link, such as the smart
phone 176. A cuff-mounted monitor is described in detail in
U.S. patent application Ser. No. 13/838,225, filed Mar. 15,
2013, titled Patient Monitoring System, assigned to Cercacor
and incorporated in its entirety by reference herein. These
cloud-based physiological monitors 101-102 (FIGS. 1A-B)
advantageously provide measurement capabilities for more
than a dozen different noninvasive parameters in addition to
cloud services including clinical data visualization, storage
and exchange and real-time algorithm processing.

[0029] Further shown in FIG. 1B, a multiple-monitor con-
figuration 102 can advantageously derive multiple sensor
170, 180 data streams and multiple physiological parameters
from the same individual and communicate these data
streams and parameters to the cloud, as described in further
detail with respect to FIGS. 2-7, below. This advantageously
allows a cloud-based processor to receive two or more inde-
pendent sensor data streams, for example data from a blood
pressure sensor and an optical sensor attached to an indi-
vidual, and derive cross-sensor parameters such as the medi-
cal indices described below. Such cross-sensor parameters
allow caregivers to assess a broader spectrum of physiologi-
cal conditions from states and trends in these cross-sensor
parameters than possible with a data stream from a single
sensor.

[0030] Although a multiple-monitor configuration 102 is
described above with respect to a blood pressure sensor and
an optical sensor, each in communications with their indi-
vidual monitors, in other embodiments, multiple sensors may
be in communications with a single monitor. These sensors
may include a variety of devices including accelerometers for
data regarding body position and activity; body and environ-
ment temperature sensors; electrical sensors for deriving
EEG, EKG data streams; acoustic sensors for detecting res-
piration and other body sounds; and capnography sensors for
monitoring carbon dioxide, among others.

[0031] Additionally shown in FIG. 1B, in an embodiment,
individual monitors 170, 180 may each communicate directly
to the cloud utilizing wide area communications, such as
wired or wireless Internet or cellular network devices. In an
embodiment, a first monitor 170 may have wide area com-
munications capability, and a second monitor 180 may use
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local area communications to communicate its sensor data to
the first monitor 170 for transmission to a cloud-based pro-
cessor. In another embodiment, first 170 and second 180
monitors may each use local area communications to com-
municate sensor data to a local processing device, such as a
laptop or desktop computer that, in turn, uses wide area com-
munications to communicate with a cloud-based processor.
Various monitor-cloud data communications and processing
scenarios are further described with respect to FIGS. 2-7,
below.

[0032] FIG. 2 illustrates a cloud-based monitoring system
200 having a cloud server 210 in communications with physi-
ological monitors 201-204, such as described with respect to
FIGS. 1A-B, above. The monitors 201-204 are located in
various hospital/clinic 220, home 230 and street 240 locations
remote from the cloud server 210. In an embodiment, the
cloud server 210 utilizes various sensor signal processing
algorithms to estimate physiological parameters such as
blood oxygen saturation, carboxyhemoglobin, methomoglo-
bin, blood glucose, total hemoglobin and respiration rate, to
name just a few. These parameters are derived from sensor
data collected by the monitors 201-204 and transmitted to the
cloud server 210 via various data transmission paths.

[0033] As shown in FIG. 2, data is transmitted from moni-
tors 201-204 to the cloud server 210 via wired (e.g. LAN 223)
or wireless (e.g. Wi-Fi 225) local networks to wide area
media, such as Internet cable 224 or telecommunications (e.g.
3G 226) networks. Alternatively, a monitor 204 may have a
wireless link 242 for direct data transmission to the cloud over
a cellular network. These wide area media, in turn, are in
communications with the cloud server 210, which calculates
physiological parameters as described above. The calculated
parameters are transmitted back to the monitors 201-204 or
smart phone 205 for display, additional processing and stor-
age of physiological parameters as well as corresponding
notification and use by patients and their care providers.
[0034] Further shown in FIG. 2, the above-described con-
figurations allow all monitors 201-204 to benefit from the
same set of signal processing algorithms residing in the cloud
server 210. At the same time, these signal processing algo-
rithms can remain proprietary and protected from reverse
engineering in the event any monitors 201-204 are lost or
stolen, as the monitors 201-204 do not have access to the
cloud algorithms. In particular, the monitors 201-204 only
have access to raw (sensor) data, error messages and data
pre-processing (e.g. for probe-off detection). In other
embodiments, non-proprietary signal processing algorithms
are resident in the monitors 201-204 and proprietary algo-
rithms are resident in the cloud 210. In an embodiment, a dual
communications channel between one or more monitors 201-
204 and the cloud 210 may be implemented for redundancy,
so as to resolve safety issues related to critical medical infor-
mation and potential communication or monitor malfunc-
tions. For example, a direct 3G (telecommunications) link
between a monitor 201-204 and the cloud server 210 may be
available as backup to landline communications.

[0035] FIG. 3 illustrates a cloud-based physiological moni-
toring system 300 including a monitor 301, a monitoring
community 302 and a monitoring center 303. A monitor 301
1s in communications with one or more sensors, as described
with respect to FIGS. 1A-B, above. In an embodiment, the
monitor 301 includes medical technology 305 in addition to
non-medical computer and telecommunication functions
such as are available on any of various mobile consumer
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devices (not shown). Medical technology 305 includes both
an offline application 310 and an online application 350 for
measuring and managing blood glucose, blood pressure and
other physiological parameters and medical indices.

[0036] As shown in FIG. 3, following successful calibra-
tion, the offline application 310 allows a patient to attach a
sensor, e.g. 140 (FIG. 1A), push a monitor button, e.g. “Test,”
and initiate a sampling of sensor data and derivation of physi-
ological parameters, such as blood glucose, utilizing resident
processors and algorithms. The monitor 301 then displays the
resulting physiological parameter value on a monitor display,
e.g. 135 (FIG. 1A). The only “cloud” function the offline app
310 performs is to occasionally dump patient data, including
derived physiological parameters and related information,
from its database 322 to, say, a treating physician’s database
342, so that the physician can monitor and review the
patient’s disease management and insure that the monitor and
sensor are functioning normally. This feature also allows a
patient to share their medical information with other mem-
bers of the monitoring community 302, including family
members or non-related persons having similar treatments
and therapies, as described with respect to FIG. 5, below.
[0037] Also shown in FIG. 3, an online application 350
advantageously transmits the monitor 301 sensor data via the
cloud (e.g. Internet 304) to the monitoring center 303, which
is remote from the monitor 301 location. Physiological
parameter processing algorithms reside in a secure server
390, which derives blood glucose values, other blood con-
stituent values and measurements of other physiological
parameters, such as blood pressure, with very small latency
times. A data buffer 362 in the monitor 301 reduces transmit
data latency times. The calculated physiological parameter
results are immediately returned to the monitor 301 for dis-
play.

[0038] Further shown in FIG. 3, the monitoring center 303,
which is accessed via the online application 350, has more
processing power and is easier to maintain than the offline
application 310. In particular, algorithm 390 modifications
and upgrades can be made simply and quickly at the moni-
toring center 303 site as compared to upgrades across many
monitors 301 distributed over disparate locations. Further, the
monitoring center 303 processors have significantly greater
computational capabilities than the relatively limited proces-
sors residing in each monitor 301. Also, algorithms developed
at the monitor manufacturer’s facility typically have to be
reduced in size and ported to a different programming lan-
guage for installation in each monitor 301, which requires
speed and memory size tradeoffs that are nonexistent at the
monitoring center 303. In addition, the processor intensive
computations required for offline applications raise heat dis-
sipation issues for relatively compact handheld and tablet
monitors. The downside of the monitoring center 303 is the
necessity of reliable connectivity to all of the monitors 301.
[0039] According to the trade-offs described above, in a
particularly advantageous embodiment, the online applica-
tion 350 is utilized for cloud computing of all physiological
parameters or at least the most computationally intense
parameters unless cloud access is temporarily unavailable. In
the event the monitoring center 303 processors are down or
the online application 350 communications link with the
monitoring center 303 is lost, then the offline application 310
performs the necessary computations. This can be done in an
emergency for a few minutes without concern about monitor
301 heat dissipation limitations. Further, for blood glucose
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measurements, loss of cloud access is mitigated somewhat by
the device strip reader 160 (FIG. 1A), which is always avail-
able to users in the event the monitoring center 303 is “down”
or when a particular monitor 301 has no cloud access.

[0040] In a particularly advantageous blood glucose man-
agement embodiment, the offline application 310 has a set-
ting for the maximum time allowed between invasive (test
strip) measurements of blood glucose. The offline application
310 tracks the time that has elapsed since the last test strip
measurement was made and disables noninvasive blood glu-
cose monitoring if that elapsed time limit is exceeded. In an
embodiment, the offline application 310 provides a user one
or more warning messages of an impending noninvasive mea-
surement timeout due to an excessive elapsed time from the
last invasive measurement. In an embodiment, either the
offline application 350 or the online application 310 may
adjust the maximum time allowed between invasive measure-
ments as a function of the delta time and the delta blood
glucose values between two consecutive invasive measure-
ments. This maximum elapsed time adjustment advanta-
geously takes into account relatively small changes, histori-
cally, in invasive glucose values over relatively long time
spans so as to lengthen the maximum-allowed elapsed time
between invasive measurements. Likewise, the maximum
elapsed time adjustment takes into account relatively large
changes, historically, in invasive glucose values over rela-
tively short time spans so as to shorten the maximum-allowed
elapsed time between invasive measurements.

[0041] FIGS. 4A-B illustrate a blood parameter calibration
process 401-402 that includes set-up and calibration func-
tions for a cloud-based physiological monitor, such as
described with respect to FIGS. 1-3, above. FIG. 4A illus-
trates an initial calibration stage 401 when a new user
attempts to calibrate their monitoring system, e.g. 101 (FIG.
1A) using a strip reader 160 and test strip 165 (FIG. 1A). At
regular intervals, blood samples are read with a strip at the
same time that optical sensor 140 (FIG. 11) data is taken 410.
An online application 412 sends the strip and sensor data to a
cloud server 414. See, e.g., 303, 350 (FIG. 3). The strip
readings are then compared to calculations based upon opti-
cal sensor 140 (FIG. 1A) measurements. If there are consis-
tent matches between the invasive and noninvasive measure-
ments, the calibration stage 401 is complete. If not, the
calibration stage 401 continues. This process may take 1 to 6
weeks and, insome cases, may not be successful. That is, after
some predetermined number of measurements or calibration
time interval, the strip readings may not correlate with the
optical sensor-based measurements. As a result, that particu-
lar individual is deemed not suitable for noninvasive glucose
monitoring. FIG. 4B illustrates an ongoing use 402 once the
user is initially calibrated 401. The cloud server 434 indicates
to the online application 432 that the user is calibrated 401.
The monitoring system 101 (FIG. 1A) s enabled accordingly
430 to use sensor-based measurements with occasional strip
measurements to insure up-to-date calibration. This calibra-
tion process 401, 402 is particularly advantageous with
respect to calibrating a cloud-based physiological monitor for
noninvasive (optical sensor) blood glucose measurements
interleaved with occasional invasive (glucose test strip) mea-
surements.

[0042] FIG. 5 illustrates a cloud-based, secure social net-
work 500 that enables a monitor 101-102 (FIGS. 1A-B) user
to confidentially share their medical information with a
trusted group of other users. Medical information may
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include measured physiological parameters and a user’s
health management experiences. For example, medical infor-
mation may be a past history of blood glucose measurements;
steps taken to control blood glucose, including medication,
diet and exercise; and recent blood glucose measurement
results. The social media 505 for sharing this medical infor-
mation may be any of the popular social media sites, such as
Facebook or Google+, to name a few. The protected social
network 500 incorporates cloud-based monitors 520, 530 in
communications with a cloud server 510, as described with
respect to FIGS. 1-4, above.

[0043] As shown in FIG. 5, each sharing user 501 commu-
nicates with the cloud server 510 so as to establish a share list
540 of one or more groups 542, 544 of receiving users 502
who are allowed to view the sharing user’s medical informa-
tion. Receiving user groups 542, 544 may be based upon, or
restricted by, the type and scope of medical information
shared. Fach user 501, 502 is advantageously identified
according to their monitor device ID 522, 532, which is
securely registered with the cloud server 510. That is, one
advantage of a cloud-based secure social network 500 is that
only individuals assigned a monitor 520, 530 can belong, and
membership in and use of the protected social network 500 is
enforced by the cloud server 510 and its recognition of moni-
tor IDs 522, 532. Accordingly, a sharing user’s share list 540
securely establishes monitors 530 that receive monitoring
data and other personal information regarding the sharing
user 501.

[0044] Also shown in FIG. 5, the cloud server 510 advan-
tageously manages encryption of share data according to the
sharing user 501 and their share list 540. The cloud server 510
collects and stores monitoring device 520 data and calculates
and stores corresponding measurement results, which may
include share data. The cloud server 510 encrypts share data
512, which is transmitted from the cloud to the sharing user’s
monitor 520. A corresponding KEY, 514 based upon the
sharing user’s monitoring device ID, 522 is also transmitted
to the sharing user’s device 520. This allows the sharing user
501 to decrypt and view share data. A separate KEY, 516 is
transmitted to a monitor 530 corresponding to a receiving
user 502 listed on the share list 542. The cloud server 510
generates KEY, 516 according to the receiving user’s device
1D, 532.

[0045] Further shown in FIG. 5, the sharing user 501 can
post the encrypted share data 524, at their discretion, to social
media 505 of their choosing. A receiving user 502, at their
discretion, can upload the encrypted data 534 and use their
device specific KEY, 516 to decrypt and view the share data.
Advantageously, the cloud server 510 in this secure data
sharing architecture does not require a customized data shar-
ing website and the corresponding setup and site management
burdens. Cloud server 510 overhead is limited to share list
540 management, data encryption and key generation and
encrypted data and key distribution based upon an existing
network of monitors 520, 530 with registered and readable
device IDs 522, 532.

[0046] FIG. 6illustrates a real-time cloud computing archi-
tecture 600. On a user side 601, various physiological moni-
toring systems 610, 620 exist in perhaps widespread geo-
graphical locations and disparate environments. In contrast, a
centralized cloud server 602 provides a variety of clinical
services 660 for these monitoring systems 610, 620. In an
embodiment, various users each possess a physiological
monitoring system 610 having a sensor 611 and a correspond-
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ing monitor 615, such as described with respect to FIG. 1A,
above. The sensor 611 generates an analog data stream 613
responsive to at least some aspect of the user’s physiology.
The monitor 615 receives and processes the analog data
stream 613 and generates an digital encrypted data stream
617 responsive to the sensor 611. For example, the data
stream 617 may be optical sensor data that has been filtered,
digitized, amplified, demodulated and decimated in the moni-
tor 615 and then encrypted and transmitted to the cloud server
602.

[0047] As shown in FIG. 6, in an embodiment, various
other users each possess a physiological monitoring system
620 having a smart sensor 621 and a corresponding smart
phone 625, such as described with respect to FIG. 1B, above.
(A mobile or desktop computer 625 may be used in lieu of a
smart phone). The smart sensor 621 generates an analog data
stream 613 responsive to at least some aspect of a user’s
physiology. A monitor module integral to the smart sensor
621 receives and processes the analog data stream and gen-
erates a digital encrypted data stream 623 responsive to the
analog data stream. The smart phone 625 receives the digital
encrypted data stream 623 and transmits it directly to the
cloud server 602.

[0048] Also shown in FIG. 6, clinical services performed in
the cloud 602 include algorithm computations 662 and con-
nectivity 664. Algorithms 662 include those for calculating
SpO,, SpHb, SpMet and SpCO; metabolic and lipid param-
eters; noninvasive blood glucose parameters; blood pressure
parameters and other clinical, fitness and wellness-related
parameters. Connectivity 664 includes dashboard, EMR and
database, doctor and pharmacy connectivities. The cloud 602
returns encrypted measurement results 627 to the monitor
615 or the smart phone 625. The smart phone 625 passes the
encrypted measurement results 623 to the smart sensor 621,
and the smart sensor 621 sends the (decrypted) measurement
results 623 back to the smart phone 625.

[0049] The advantages of real-time medical parameter
computing via the cloud 602 is flexibility, scalability and ease
of maintenance of the algorithm portfolio. In addition, the
cloud offers significant IP protection for these algorithms
because algorithms are not calculated within a device
exposed to hands-on reverse engineering. The disadvantages
are that medical parameter cloud computing requires highly
reliable connectivity combined with patient risk mitigation if
such connectivity is lost.

[0050] FIG. 7 illustrates another real-time cloud-comput-
ing architecture 700. In particular, multiple sensors 711, 721
in conjunction with corresponding monitors 715, 725, such as
described with respect to FIGS. 1A-B, above, provide clinical
services 760 via real-time cloud computing. Clinical services
760 performed in the cloud include the calculation of one or
more blood constituents and blood pressure. Blood constitu-
ent calculations include oxygen saturation, normal and abnor-
mal hemoglobin, metabolic and lipid constituents and glu-
cose, as described with respect to FIG. 6, above. Also as
described with respect to FIG. 6, above, data flow for a sensor
711, 721 and connected monitor 715, 725 includes analog
waveform data from the sensor 711, 721 to the connected
monitor 715, 725; digital encrypted waveform data to the
cloud 717,727, which returns encrypted measurement results
717,727 to the monitor 715, 725.

[0051] As shown in FIG. 7, clinical services 760 further
include calculation of medical indices 770, each of which are
combinations of physiological parameters. As such, two or
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more monitors 715, 725 independently generate encrypted
waveform data 717, 727 used to derive a medical index 770.
The cloud 760 time synchronizes this data accordingly. In an
embodiment, each device has a master clock so as to record a
universal time. The cloud server 702 corrects for time differ-
ences and delays among devices that are part of the same user
account. As an example, a user acquires a smart sensor/smart
phone 170 (FIG. 1B) and a cuff-based blood pressure monitor
180 (F1G. 1B). The user registers these devices via their cloud
account. After that, when measurements are taken, the cloud
server 702 verifies if the set of required parameters are avail-
able for a particular medical index 770 and if the parameters
were measured within the required time frame for these
parameters.

[0052] As an example, blood pressure constantly varies.
Therefore, when calculating an index involving other param-
eters, any measurement time frame mismatch should be small
(a few minutes). In contrast, total cholesterol changes very
slowly, and therefore the measurement time frame mismatch
with respect to other parameters can be much larger (hours).
If any time frame mismatch between measured parameters
for a particular medical index is within tolerance, the cloud
server 702 processes and displays the index on at least one of
the user’s monitors 715, 725. If a time frame mismatch is too
large, then each of the monitor 715, 725 displays are dashed
out for that index.

[0053] FIGS. 8A-F illustrate medical indices 800 based
upon trends in some or all of selected blood constituents, e.g.
Hgb (hemoglobin), BUN (blood urea nitrogen) and Cr (crea-
tinine); plethysmograph waveform features, e.g. plethysmo-
graph variability index (PV1) and blood pressure (BP) that are
indicative of dehydration 810, renal insufficiency 820, over-
hydration 830, gastrointestinal bleeding 840, congestive
heart failure exacerbation 850 and cardiovascular risk 860,
respectively. Specifically, if a monitor and sensor are only
capable of, or enabled to, measure blood constituent param-
eters, then a particular medical index (“index”) may be based
exclusively upon, say, Hgb, BUN and Cr. If a monitor and
sensor are also capable of, or enabled to, measure plethysmo-
graph waveform features, then that index may be based upon
Hgb, BUN, Cr and PV1. (See, e.g. FIG. 1A). Further, if one or
more monitors/sensors attach to a person, then that index may
be based upon Hgb, BUN, Cr, PVI and BP. (See, e.g. FIG.
1B). A plethysmograph variability index (PVI) is described
with respect to U.S. Pat. No. 8,414,499, filed Dec. 7, 2007,
titled “Plethysmograph Variability Processor” assigned to
Masimo and incorporated in its entirety by reference herein.
Note that PVI is not to be confused herein with a medical
index although PVI may be used to calculate or otherwise
indicate one or more medical indices.

[0054] As described herein, a medical index 800 is an indi-
cator of the physiological status of a living being. Physiologi-
cal status may be a positive condition, such as strength, endur-
ance or conditioning, or a negative condition, such as a
disease state or physiological weakness, to name a few
examples. In an embodiment, a medical index (“index”) has a
binary value. That is, the index indicates a likelihood of the
existence or nonexistence of a particular physiological status
such as dehydration 810, renal insufficiency 820, over-hydra-
tion 830, gastrointestinal bleeding 840, CHF exacerbation
850 and cardiovascular risk 860, to name a few. In other
embodiments, a medical index has a set of discrete values,
such as a scale from 1 to 10. For example, 1 may indicate a
very low likelihood and 10 a very high likelihood of a par-
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ticular physiological status. In yet another embodiment, a
medical index may have a continuous range of values, such as
0-100% so as to represent, for example, a probability that a
particular medical condition exists.

[0055] As shown in FIG. 8A, dehydration 810 may be
indicated from noninvasive measurements of Hgb, BUN and
Cr, and in particular from rising values for each of these
constituents over a predetermined time interval “At,.” If
available, rising values of PVI over At ;, further indicate dehy-
dration. If available, falling values of BP over At,, further
indicate dehydration.

[0056] As shown in FIG. 8B, renal insufficiency 820 may
be indicated from noninvasive measurements of Hgb, BUN
and Cr, and in particular from falling values of Hgb, relatively
fast rising values of BUN and rising to relatively fast rising
values of At over a predetermined time interval “At . If
available, falling values of PVIover At,, further indicate renal
insufficiency. If available, falling values of BP over At,; fur-
ther indicate renal insufficiency.

[0057] As shown in FIG. 8C, over-hydration 830 may be
indicated from noninvasive measurements of Hgb, BUN and
Cr, and in particular from falling values of Hgb and BUN over
a predetermined time interval “At_,” and relatively constant
values of Cr over At_,,. If available, falling values of PVI over
At , further indicate over-hydration. Ifavailable, rising values
of BP over At ,, further indicate over-hydration.

[0058] As shown in FIG. 8D, gastrointestinal bleeding 840
may be indicated from noninvasive measurements of Hgb,
BUN and Cr, and in particular from falling levels Hgb over a
predetermined time interval “At,,.” If available, rising values
of PVI over At,, further indicate gastrointestinal bleeding. If
available, falling values of BP over At,, further indicate gas-
trointestinal bleeding.

[0059] As shown in FIG. 8E, CHF exacerbation 850 may be
indicated from noninvasive measurements of Hgb, BUN and
Cr, and in particular from stable to falling levels of Hgb and
BUN and stable to rising levels of Cr over a predetermined
time interval “At_,.” If available, falling values of PVI over
At further indicate CHF exacerbation. If available, rela-
tively constant or rising values of BP over At,,, -further indi-
cate CHF exacerbation.

[0060] As shown in FIG. 8F, cardiovascular risk 860 may
be indicated from noninvasive measurements of Chol, HDL,
Chol/HDL and Trig and in particular from rising levels of
Chol, Chol/HDL and Trig and falling levels of HDL over a
predetermined time interval “At_,,.” If available, rising values
of BP over “At,,,, further indicate cardiovascular risk.

[0061] Inanembodiment At are the same for each index,
ie. Aty =At, =At,,=At =At, At In an embodiment, At,,
varies for each constituent of a particular index, e.g. At
(Hgb)zAt . (BUN)zAt_(Cr)=At.. (PVD=At, (BP). The
order of the particular constituents for each index is not
intended to indicate the relative weight of that constituent for
determining a particular index. For example, the listing of
Hgb first in tables 8A-E does not suggest Hgh is more indica-
tive of determining a particular index than BUN, Cr, PVI or
BP. In an embodiment, indices are calculated over a fixed At
for one or more constituents. In an embodiment, indices are a
function of a delta parameter value over a fixed At, e.g.
ABUN/At.

[0062] FIG. 9 illustrates trends in various physiological
parameters, including blood-constituents, oxygen saturation,
blood pressure, respiration rate (RR), temperature and heart-
related parameters including heart rate (HR) and electrocar-
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diogram (ECG) waveform features indicative of various
physiological conditions, maladies and diseases. The use of
one or more of these physiological parameters for determin-
ing a particular medical index depends on the availability of
sensors, processors and algorithms for measuring these
physiological parameters. Further, as noted above, the order
of listing of various parameters in this table is not intended to
indicate the relative sensitivity of a particular index to these
parameters or the relative accuracy of determining a particu-
lar index utilizing these parameters.

[0063] Medical indices are described with respect to FIGS.
8-9, above, as based upon trends in various physiological
parameters, i.e. changes in physiological parameters over
time. This advantageously reduces the effect of individual
variations in the baseline values for these physiological
parameters, especially when the “normal” range for a particu-
lar physiological parameter is relatively broad. In other
embodiments, however, medical indices may be based upon
physiological parameter values in lieu of or in addition to
physiological parameter trends, which advantageously
allows a spot-check medical index calculation. As such, the
up, sideways, and down arrows of FIGS. 8-9 can represent
high (orvery high), normal, and low (or very low) physiologi-
cal parameter values so as to indicate a particular index.
[0064] In other embodiments, medical indices may be
based upon fitness parameters derived, in part, from activity
and location sensors, such as accelerometers and GPS
devices, so as to measure, as examples, distance walked,
calories burned, activity duration and intensity. These mea-
surements may be combined with one or more of the param-
eters listed in FIG. 9 s0 as to derive medical indices indicative
of exercise tolerance, cardiac function and arrhythmia analy-
sis, to name a few.

[0065] A cloud-based physiological monitoring system has
been disclosed in detail in connection with various embodi-
ments. These embodiments are disclosed by way of examples
only and are not to limit the scope of this disclosure or any
claims that follow. One of ordinary skill in art will appreciate
many variations and modifications.

What is claimed is:

1. A cloud-based physiological monitoring system com-
prising:

a sensor in communications with a living being so as to
generate a data stream generally responsive to a physi-
ological condition of the living being;

amonitor that receives the data stream from the sensor and
transmits the data stream to a cloud server;

the cloud server processes the data stream so as to derive a
plurality of parameters having values responsive to the
physiological condition;

the cloud server derives a medical index based upon a
combination of the parameters;

the cloud server communicates the medical index to the
physiological monitor; and

the physiological monitor displays the medical index.

2. The cloud-based physiological monitoring system
according to claim 1 wherein:

the sensor comprises an optical sensor; and

the parameters comprise a blood constituent parameter.

3. The cloud-based physiological monitoring system
according to claim 2 wherein the parameters further comprise
a plethysmograph waveform parameter.

4. The cloud-based physiological monitoring system
according to claim 3 further comprising:
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ablood pressure sensor in communications with the living
being;

a blood pressure monitor that receives a blood pressure
data stream from the blood pressure sensor and transmits
the blood pressure data stream to the cloud server;

the cloud server processes the blood pressure data stream
so as to derive a blood pressure parameter having ablood
pressure value responsive to the physiological condi-
tion; and

the parameters further comprise the blood pressure param-
eter.

5. The cloud-based physiological monitoring system
according to claim 4 wherein the medical index is based upon
trends of the combination of the parameters.

6. The cloud-based physiological monitoring system
according to claim 5 wherein:

the blood constituents include Hgb, BUN and Cr; and

the medical index relates to at least one of hydration, car-
diovascular risk and renal insufficiency.

7. The cloud-based physiological monitoring system
according to claim 5 wherein the medical index relates to at
least one of dehydration, over hydration, gastrointestinal
bleeding and congestive heart failure exacerbation.

8. A cloud-based physiological monitoring method com-
prising:

generating sensor data generally responsive to a physi-
ological phenomenon of a living being;

communicating the sensor data to a local medical device;

transmitting the sensor data from the local medical device
to a remote cloud server;

processing the sensor data at the cloud server so as to derive
aplurality of parameters having values responsive to the
physiological phenomenon;

trending the parameters at the cloud server so as to derive a
medical index responsive to the parameters, the medical
index indicating a medical condition;

communicating the medical index to the local medical
device; and

displaying the medical index on the local medical device.

9. The cloud-based physiological monitoring method
according to claim 8 further comprising:

generating second sensor data generally responsive to a
second physiological phenomenon of a living being;

communicating the second sensor data to a second local
medical device;

transmitting the second sensor data from the second local
medical device to the remote cloud server,

processing the second sensor data at the cloud server so as
to derive a second parameter having values responsive to
the second physiological phenomenon; and

trending the second parameter with at least one of the
parameters at the cloud server so as to improve the
efficacy of the medical index.

10. The cloud-based physiological monitoring method
according to claim 9 wherein generating sensor data com-
prises optically-deriving data responsive to pulsatile blood
flow.

11. The cloud-based physiological monitoring method
according to claim 10 wherein generating second sensor data
comprises air-cuff-deriving data responsive to blood pres-
sure.
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12. The cloud-based physiological monitoring method
according to claim 11 further comprising time frame match-
ing the sensor data and the second sensor data at the cloud
server.

13. The cloud-based physiological monitoring method
according to claim 8 wherein displaying the medical index
comprises indicating hydration on a smart cellular telephone.

14. A cloud-based physiological monitoring system com-
prising:

a physiological monitor in remote communications with a

cloud server;

the physiological monitor inputs sensor data responsive to

a physiological condition of a user;
the cloud server is in remote communications with the
physiological monitor so as to upload the sensor data;
the cloud server executes signal processing algorithms so
as to derive a physiological parameter from the sensor
data;

the cloud server downloads the physiological parameter to

the physiological monitor for display to user.

15. The cloud-based physiological monitoring system
according to claim 14 wherein the physiological monitor has
an online application that executes if the cloud server is avail-
able and, if so, the online application:

inputs sensor data from a physiological sensor in commu-

nications with the physiological monitor;

transmits the sensor data to the cloud server;

receives a parameter value that the cloud server derives

from the sensor data; and

displays the parameter value on the physiological monitor.

16. The cloud-based physiological monitoring system
according to claim 15 wherein the physiological monitor has
an offline application that executes if the cloud server is
unavailable and, if so, the offline application:

inputs sensor data from a physiological sensor in commu-

nications with the physiological monitor;

calculates a parameter value from the sensor data; and

displays the parameter value on the physiological monitor.

17. The cloud-based physiological monitoring system
according to claim 14 wherein the online application per-
forms an initial blood glucose calibration phase of the physi-
ological monitor comprising:

repeated blood sample data derived from a strip reader over

an initial calibration period of several weeks; and
repeated optical sensor data corresponding to the blood
sample data;

the blood sample data and the sensor data transmitted to the

cloud server; and

the cloud server correlates the blood sample data and the

sensor data during the initial calibration stage.

18. The cloud-based physiological monitoring system
according to claim 17 wherein the online application further
performs an end blood glucose calibration phase of the physi-
ological monitor comprising:

optical sensor data occasionally interspersed with blood

sample data;

the sensor data and occasional blood sample data transmit-

ted to the cloud server; and

the cloud server updating the calibration as needed.

19. The cloud-based physiological monitoring system
according to claim 14 wherein a share user establishes a
receive user who is allowed to view the share user’s medical
information, the physiological monitoring system further
comprising:
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a share 1D associated with the share user’s physiological
monitor;

areceive ID associated with the receive user’s physiologi-
cal monitor;

the cloud server associates the share ID with the receive ID;
and

the cloud server encrypts the share user’s medical infor-
mation according to a share key based upon the share ID;

the cloud server generates a decryption key based upon the
receive 1D

the cloud server transmits the encrypted medical informa-
tion and share key to the share user; and

the cloud server transmits the receive key to the receive
user.

20. The cloud-based physiological monitoring system

according to claim 19 wherein:

the share user posts the encrypted medical information to a
public website;

the receive user downloads the encrypted medical infor-
mation; and

the receive user decrypts the medical information using the
receive key.



patsnap

TRAFROE) EF=HEBENRES
NIF(2E)E US20140275835A1 K (2E)R 2014-09-18
RS US14/203243 iR 2014-03-10

[#R]E B (ZE RN A () CERCACOR LAB
i (E R AGR) CERCACOR LABORATORIES , INC.
LETERIE(ERMR)A(E) CERCACOR LABORATORIES , INC.

[FRIRBAA LAMEGO MARCELO M
KIANI ABRAHAM MAZDA
SANDERS DON
POEZE JEROEN
KIANI MASSI JOE E
DAVIA ANTHONY AMIR

RAAN LAMEGO, MARCELO M.
KIANI, ABRAHAM MAZDA
SANDERS, DON
POEZE, JEROEN
KIANI, MASSI JOE E.
DAVIA, ANTHONY AMIR

IPCH %S A61B5/00 A61B5/021 A61B5/1455
CPCH %S A61B5/0022 A61B5/7235 A61B5/1455 A61B5/02141 A61B5/14551 G16H50/30
LR 61/801464 2013-03-15 US

61/841346 2013-06-30 US
61/885491 2013-10-01 US
61/922861 2014-01-01 US

H N FF 3Rk US10456038
SNERaE Espacenet USPTO
BWEGF) Y

EToW4EBENREEAESEMBENERS  WEERERMWNT
EMHERRRNBEER. BNRNEBFRBZEBER T REERES :
IERSHE. CREBLEBRERAESHEFRNTERBRRNEN 2

lGroupt  Group2 wes
RSN, ZRSBETLESBMAARSHERXRE . ZREBH 1o o | 00
EfFREMEXTIMME , UNBERETRS. | %o > 5] = g
| s ] I 520~ rsao
L :_ I _| MONITOR 4 MONITOR2
e ) AN

:
H
ENCRYPTED
524 DATA
501 502
503

ENCRYPTED
DATA

505
SOCIAL -
MEDIA



https://share-analytics.zhihuiya.com/view/9bd73ff0-cc89-43d6-bd41-a7a60ab504cb
https://worldwide.espacenet.com/patent/search/family/051530316/publication/US2014275835A1?q=US2014275835A1
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220140275835%22.PGNR.&OS=DN/20140275835&RS=DN/20140275835

