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(7) ABSTRACT

Methods, systems, and apparatus, including computer pro-
grams encoded on a computer storage medium, for obtaining
an electrocardiographic (ECG) signal of a user; obtaining a
feature vector of the ECG signal of the user with neural
network based feature extraction. Comparing the feature
vector of the ECG signal with a stored feature vector of a
registered user. Authenticating the user in response to deter-
mining that a similarity of the ECG feature vector of the
ECG signal and the stored ECG feature vector of the
registered user exceeds a pre-defined threshold value.
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ELECTROCARDIOGRAPHIC BIOMETRIC
AUTHENTICATION

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application Ser. No. 62/329,710, filed Apr. 29, 2016,
the disclosure of which is incorporated herein by reference
in its entirety.

TECHNICAL FIELD

[0002] This invention is related to apparatus, systems, and
methods for a low-power ECG-based biometric authentica-
tion engine for embedding in wearable devices. In particular,
optimizing selective low-precision representation and spar-
sified weight memory compression allow reduction in com-
putation and memory requirements of the apparatus, result-
ing in a small memory footprint and low power usage for
real-time ECG authentication.

BACKGROUND

[0003] In the era of Internet of Things (IoT), a plethora of
wearable devices will be integrated in our everyday life.
Considering each individual’s personal data that is locally
stored and communicated wirelessly, secure measures to
control access to such wearable devices are needed. Unlike
traditional numerical or literal passwords, biometric authen-
tication relies on unique physical characteristics (face, fin-
gerprint, voice, iris, etc.) of each person with a non-intrusive
interface. Among different biometrics, fingerprints have
been most widely used in recent handheld products, but
fingerprint authentication suffers from spoofing attacks as it
does not require any liveness checks.

SUMMARY

[0004] Apparatus, systems, and methods for electrocar-
diographic (ECG)-based biometric authentication are
described. ECG-based authentication is advantageous in that
it has intrinsic liveness detection and cannot be easily
spoofed as the ECG tracing depends on the detailed elec-
trical activity of the heart. An ECG-based biometric hard-
ware engine that consumes <100 pW and can be used
together with existing fingerprint or voice recognition for
further enhanced security in personal wearable devices.
Ultra-low power consumption and small hardware footprint
promote integration of the authentication engine into wear-
able devices that have small form factor and stringent
battery constraints. Hardware optimization techniques
include selective low precision, memory compression, and
computation reduction. An implementation of an embodi-
ment of this disclosure on Altera Arria-V FPGA as well as
65 nm CMOS ASIC (application-specific integrated circuits)
demonstrate real-time ECG authentication that performs
filtering, peak detection, and outlier removal, followed by
feature extraction and identification using neural networks
trained offline. The memory bottleneck of neural network
weights is addressed by 4.2x weight compression by first
finding the sparsest representation of the weight matrices
and then compressing them. The authentication engine
shows equal error rate (EER) of 0.149% and false accep-
tance rate (FAR) of 0% at false reject rate (FRR)=5% with
only 36.8 kB of memory and 90 pW dynamic power
consumption.
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[0005] 1In general, innovative aspects of the subject matter
described in this specification can be embodied in methods
that include the actions of: obtaining an electrocardiographic
(ECG) signal of a user; obtaining a feature vector of the
ECG signal of the user with neural network based feature
extraction; comparing the feature vector of the ECG signal
with a stored feature vector of a registered user; authenti-
cating the user in response to determining that a similarity of
the ECG feature vector of the ECG signal and the stored
ECG feature vector of the registered user exceeds a pre-
defined threshold value. Other implementations of this
aspect include corresponding systems, apparatus, and com-
puter programs, configured to perform the actions of the
methods, encoded on computer storage devices.

[0006] These and other implementations can each option-
ally include one or more of the following features.

[0007] In some implementations, obtaining the feature
vector includes extracting features of the ECG signal using
multiple parallel neural networks to obtain respective feature
vectors, particular to each of the neural networks, and
concatenating the respective feature vectors to provide the
feature vector of the ECG signal.

[0008] Some implementations include the actions of: fil-
tering the ECG signal with a finite impulse response filter to
provide a filtered ECG signal; detecting R-peaks in the
filtered ECG signal; and aligning segments of the ECG
signal based on the detected R-peaks in the filtered ECG
signal.

[0009] In some implementations, obtaining the feature
vector includes the actions of: providing sets of aligned
segments of the ECG signal to multiple parallel neural
networks, each set of aligned segments of the ECG signal
being provided to a respective one of the multiple parallel
neural networks; extracting features from the sets of aligned
segments using the multiple parallel neural networks to
obtain respective feature vectors, particular to each of the
neural networks; and concatenating the respective feature
vectors to provide the feature vector of the ECG signal.
[0010] In some implementations, each of the sets of
aligned segments of the ECG signal are filtered by a respec-
tive band-pass filter, each respective band-pass filter having
a different pass band.

[0011] In some implementations, segments of at least one
of the sets of aligned segments are aligned at ECG wave
R-peak points, and segments of at least one other of the sets
of aligned segments are aligned at ECG wave Q-points.
[0012] Some implementations include removing outlier
data from the ECG data segments.

[0013] Some implementations include normalizing the
ECG data segments.

[0014] In some implementations, at least one of the mul-
tiple parallel neural networks include a compressed layer
weight matrix, the compressed layer weight matrix being a
sparse approximation of a corresponding non-compressed
layer weight matrix. In some implementations, the sparse
approximation is a Lasso regression or an orthogonal match-
ing pursuit. In some implementations, only the non-zero
weights of the compressed layer weight matrix are stored in
memory.

[0015] Some implementations include making features of
a wearable device accessible to the user in response to
authenticating the user.

[0016] In some implementations, the multiple neural net-
works each include an input layer and a hidden layer, where
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particular feature vector of each of the multiple neural
networks is an output of the hidden layer of the respective
neural network. In some implementations, the multiple
neural networks each include a respective output layer
during neural network training, and after training each
respective output layer is discarded such that the particular
feature vector of each of the multiple neural networks is a
direct output of the hidden layer of the respective neural
network.

[0017] In some implementations, comparing the feature
vector of the ECG signal with the stored feature vector of the
registered user includes determining a cosine similarity of
the feature vector of the ECG signal and the stored feature
vector of the registered user.

[0018] Another general aspect can be embodied in a
wearable device that includes an authentication circuit, at
least one processor, and a data store. The authentication
circuit is configured to perform electrocardiographic authen-
tication of a user. The authentication circuit includes an
input configured to receive an electrocardiographic (ECG)
signal of the user, noise reduction circuitry configured to
filter the ECG signal, feature extraction configured to imple-
ment multiple parallel neural networks to obtain a feature
vector of the ECG signal that represents features extracted
from the ECG signal by the neural networks, similarity
evaluation circuitry configured to determine a cosine simi-
larity of the feature vector of the ECG signal with a stored
feature vector of a registered user, and authentication cir-
cuitry configured to authenticate the user in response to
determining the cosine similarity exceeds a pre-defined
threshold value. The data store is coupled to the at least one
processor and has instructions stored thereon which, when
executed by the at least one processor, cause the at least one
processor to perform operations including permitting the
user to access features in response to receiving an indication
that the user is authenticated from the authentication circuit.
[0019] These and other implementations can each option-
ally include one or more of the following features.

[0020] Insomeimplementations, the authentication circuit
is a field-programmable gate array (FPGA).

[0021] Insomeimplementations, the authentication circuit
is an application specific circuit (ASIC).

[0022] In some implementations, the dynamic power con-
sumption of the authentication circuit is less than 1 mW. In
some implementations, the dynamic power consumption of
the authentication circuit is less than 500 pW. In some
implementations, the dynamic power consumption of the
authentication circuit is less than 250 pW. In some imple-
mentations, the dynamic power consumption of the authen-
tication circuit is less than 100 pW.

[0023] Insome implementations, the authentication circuit
demonstrates an equal error rate of less than 0.5% and false
acceptance rate of less than 0.1% with less than 100 kB of
memory and a dynamic power consumption of less than 500
uw.

[0024] Insome implementations, the authentication circuit
demonstrates an equal error rate of less than 0.2% and false
acceptance rate of less than 0.01% with less than 100 kB of
memory and a dynamic power consumption of less than 100
A%

[0025] In some implementations, the feature extraction
circuitry is configured to extract features of the ECG signal
using the multiple parallel neural networks to obtain respec-
tive feature vectors, particular to each of the neural net-
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works, and concatenate the respective feature vectors to
provide the feature vector of the ECG signal.

[0026] In some implementations, the noise reduction cir-
cuitry is configured to filter the ECG signal with a finite
impulse response filter to provide a filtered ECG signal,
detect R-peaks in the filtered ECG signal, aligning segments
of the ECG signal based on the detected R-peaks in the
filtered ECG signal.

[0027] In some implementations, the noise reduction cir-
cuitry is configured to provide sets of aligned segments of
the ECG signal to the feature extraction circuitry, and the
feature extraction circuitry is configured to: process each set
of aligned segments of the ECG signal by a respective one
of the multiple parallel neural networks; extract features
from the sets of aligned segments using the multiple parallel
neural networks to obtain respective feature vectors, par-
ticular to each of the neural networks; and concatenate the
respective feature vectors to provide the feature vector of the
ECG signal.

[0028] In some implementations, each of the sets of
aligned segments of the ECG signal are filtered by a respec-
tive band-pass filter, each respective band-pass filter having
a different pass band.

[0029] In some implementations, segments of at least one
of the sets of aligned segments are aligned at ECG wave
R-peak points, and segments of at least one other of the sets
of aligned segments are aligned at ECG wave Q-points.
[0030] In some implementations, the noise reduction cir-
cuitry is configured to remove outlier data from the ECG
data segments.

[0031] In some implementations, the noise reduction cir-
cuitry is configured to normalize the ECG data segments.
[0032] In some implementations, at least one of the mul-
tiple parallel neural networks include a compressed layer
weight matrix, the compressed layer weight matrix being a
sparse approximation of a corresponding non-compressed
layer weight matrix. In some implementations, the sparse
approximation is a Lasso regression or an orthogonal match-
ing pursuit. In some implementations, only the non-zero
weights of the compressed layer weight matrix are stored in
memory.

[0033] In some implementations, the multiple neural net-
works each include an input layer and a hidden layer, where
particular feature vector of each of the multiple neural
networks is an output of the hidden layer of the respective
neural network.

[0034] In some implementations, the multiple neural net-
works each include a respective output layer during neural
network training, and after training each respective output
layer is discarded such that the particular feature vector of
each of the multiple neural networks is a direct output of the
hidden layer of the respective neural network.

[0035] Thus, particular embodiments have been described.
Variations, modifications, and enhancements of the
described embodiments and other embodiments can be made
based on what is described and illustrated. In addition, one
or more features of one or more embodiments may be
combined. The details of one or more implementations and
various features and aspects are set forth in the accompa-
nying drawings, the description, and the claims below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] FIG. 1 is a flowchart showing operations in an
exemplary ECG authentication process.
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[0037] FIG. 2A is a block diagram of an example ECG
authentication system according to implementations of the
present disclosure.

[0038] FIG. 2B is a block diagram of an example wearable
device that includes the ECG authentication circuitry of
FIG. 2A.

[0039] FIGS. 3A-3D illustrate graphs of simulated ECG
data at various stages of pre-filtering operations.

[0040] FIG. 4 depicts a block diagram of example parallel
neural networks for ECG feature extraction.

[0041] FIG. 5 shows a graph of false acceptance rate
(FAR) and false reject rate (FRR) values versus threshold for
an example ECG authentication system according to imple-
mentations of the present disclosure.

[0042] FIG. 6 shows a graph of a sparse representation
simulation on trained neural network weights according to
implementations of the present disclosure.

[0043] FIG. 7 shows a graph of example neural network
simulation data using sparsely represented weight memory
according to implementations of the present disclosure.
[0044] FIG. 8 is a table showing sparse representation test
results for a neural network based biometric authentication
system according to implementations of the present disclo-
sure.

[0045] FIG. 9 is a graph that shows sparsity versus A
according to implementations of the present disclosure.
[0046] FIG. 10A is a graph that shows [1-norm for a
bounded Lasso method.

[0047] FIG. 10B is a graph that shows a modified
L1-norm.
[0048] FIG. 11A shows a greyscale representation of a

weight matrix for an example neural network according to
implementations of the present disclosure.
[0049] FIG. 11B is a histogram that shows count versus
weight values for the matrix of FIG. 11A.

DETAILED DESCRIPTION

[0050] An ultra-low power ECG-based biometric authen-
tication engine for seamless integration in smart wearable
devices with low area and power is described. In implemen-
tations, the disclosed engine filters raw digitized ECG sig-
nals, performs R-peak detection, removes outliers, and
selects PQRST waves from the ECG signal. The selected
PQRST waves can be passed through several different finite
impulse response (FIR) filters. Outputs of each of the FIR
filters wave are passed to one of multiple parallel neural
networks (NNs) that have been trained offline. The authen-
tication computes the similarity between the registered user
and the current user to authenticate the user. Some imple-
mentations of the authentication engine computes a cosine
similarity between the registered user and the current user to
authenticate the user. To reduce the computation and
memory bottleneck, low precision can be selectively applied
on different nodes/coeflicients/weights without degrading
the authentication accuracy. Furthermore, in some imple-
mentations neural network weights are compressed by using
Lasso regression to find sparse representations of the respec-
tive weight matrices of the parallel neural networks. With
minimal to no accuracy reduction, the neural network
weights can be compressed by 4.2x, which leads to the total
memory of the overall system consuming only 36.8 kB. The
hardware has been demonstrated on Arria-V FPGA (avail-
able from Altera Corporation, San Jose, Calif.) and a 65 nm
CMOS prototype ASIC chip and shows equal error rate
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(EER) of 0.149% and false acceptance rate (FAR) of 0%
when false reject rate (FRR) is 5%, which was measured on
32 subjects from an ECG dataset acquired from voluntary
individuals. While performing real-time ECG authentica-
tion, only 90 pW of dynamic power was consumed.

ECG Authentication System

[0051] FIG. 1 is a flowchart showing operations of an
exemplary ECG authentication process 100. Process 100 can
be performed by an ECG authentication system such as the
BCG authentication system depicted in the block diagram of
FIG. 2A and/or the device 250 depicted in FIG. 2B. System
200 can be implemented in hardware (e.g., as integrated
circuits, chip-sets, application specific integrated circuits
(ASIC) or field programmable logic arrays (FPGA)) or in
software (e.g., as software instructions executed by one or
more processors). For clarity, system 200 is described herein
as being implement as in hardware (e.g., as circuitry of an
FPGA), however, in other implementations system 100 can
be implemented in other hardware configurations or in
software. System 200 includes noise reduction circuitry 201,
feature extraction circuitry 212, similarity evaluation cit-
cuitry 214, and user authentication circuitry 216. FIG. 2B is
a block diagram of an example wearable device 250 that can
employ ECG authentication system 200. Wearable device
250 can be, for example, a smart watch, a health monitoring
device, a fitness monitoring device, or any type of electronic
device in which user authentication security and/or liveness
detection may be desired. Although device 250 is described
as a wearable device, ECG authentication system 200 may
be employed by non-wearable devices for security and/or
liveness detection of a user as well, for example, notebook
computers, tablet computers, exercise equipment, etc.
Device 250 includes ECG authentication system 200, an
ECG sensor 252 (or sensors), a processor 256, and data
storage 254 (e.g., memory). Data storage 254 and processor
256 store and execute software for perfuming functions of
the wearable device 250 (e.g., operating systems. user
applications, etc.).

[0052] In operation, system 200/device 250 can execute
the steps of process 100 to register a user’'s ECG data or
authenticate a previously registered user with the user’s
BCG signature. Specifically, steps 102-144 and 120 are
examples of steps used for user registration. Steps 102-114,
130, and 132 are examples of steps used for user authenti-
cation.

[0053] Process 100 begins by obtaining ECG data (102).
For example, ECG sensor 252 measures and digitizes ECG
signals from a user. ECG sensor 252 can be a non-invasive
ECG sensor. ECG sensor 252 measures raw ECG signals
and digitizes the signals, for example, using a 256 Hz
sampling rate analog to digital converter. ECG sensor 252
passes the digitized ECG signal to system 200.

[0054] Noise reduction circuitry 201 filters and pre-pro-
cesses the ECG signal (104). Noise reduction circuitry 201
processes received ECG signals to remove noise and prepare
the signals for feature extraction performed by the neural
networks. ECG filtering and pre-processing includes four
operations: filtering (106), R-peak detection (108), outlier
removal (110), and normalization (112). In some instances,
ECG pre-processing may omit one or more of these opera-
tions, include one or more additional operations, or any
combination thereof. In certain instances, the order of opera-
tions may be changed.
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[0055] For example, the noise reduction circuitry 201 can
include filters 202, R-peak detection circuitry 206, outlier
removal circuitry 208, signal normalizing circuitry 210, and
a buffer 204 (e.g., memory). As discussed in more detail
below in regard to process 100, the filters 202 of the noise
reduction circuitry 208 can include a series of noise reduc-
tion filters. The noise reduction filters can include signal
isolation filters that are tuned to isolate particular portions of
the ECG signal (e.g., particular frequency bands). For
example, filters 202 can include a 256-tap FIR noise rejec-
tion band pass filter (NRF) with cutoff frequency of 1-40 Hz
that is designed to reject both the high frequency noise as
well as the DC wandering of the raw ECG signal. Noise
reduction filters can include a 40-tap FIR high pass filter
(HPF). Noise reduction filters can, optionally, include a
cascade of 42-tap FIR band pass filter (“ECG BPF”), dif-
ferentiator (“ECG DIFF”), and a 11-tap FIR low pass filter
(“ECG LPF”). FIGS. 3A-3D illustrate simulated waveforms
of the outputs of aforementioned filters. FIG. 2A shows an
ECG raw signal; FIG. 2B shows the output of the 42-tap FIR
band pass filter; F1G. 2C shows the output of a differentiator;
FIG. 2D shows the output of the 11-tap FIR low pass filter
together with an R-peak detection threshold that dynami-
cally changes based on R-peak detection. Note that in FIGS.
3A and 3B the QRS wave is labeled in the represented ECG
signal. Specifically, the Q, R, and S points of the wave are
labeled. In FIG. 3D only the R-peak point is labeled, as the
Q and S points have been removed by filtering so as to
isolate the R-peak.

[0056] In addition to noise reduction filters, filters 202 can
also include a set of one or more signal isolation filters.
Signal isolation filters can be used to isolate particular
portions (e.g., frequency components) of the ECG signal. In
one example, the ECG signal is split into multiple (e.g.,
three) channels 222a and passed through three different
signal isolation filters. For example, each of the three signal
isolation filters is configured to extract ECG information in
a different frequency range, each channel to be processed by
a different neural network. In the present example, such
signal isolation filters include 256-tap FIR band pass filters
with cutoff frequency of 5-40 Hz, 1-40 Hz (two filters), and
5-50 Hz. These three filter types are hereinafter denoted as
BPF_5_40, BPF_1_40, and BPF_5_50, respectively. Spe-
cifically, in the example described herein, system 100
includes two BPF 1 40 filters.

[0057] R-peak detection circuitry 206 detects the R-peaks
in the ECG signal. For example, the outputs of LPF, HPF
and the four 256-tap FIR BPFs are buffered in different
consecutive 64-sample windows. R-peak detection circuitry
206 uses the output of the HPF to determine the maximum
peak and minimum peak in a 64-sample window. R-peak
detection circuitry 206 uses the output of the LPF to com-
pare with a dynamic threshold in a window to detect the
occurrence of an R-peak of ECG wave within that window,
which is shown in the waveform of FIG. 2D. R-peak
detection circuitry 206 uses R-peak detection algorithms are
generally known in the art to detect R-peak points in the
ECG signal. When a valid R-peak is detected, R-peak
detection circuitry 206 generates and stores sets of ECG
signal segments from each of the four signal isolation filters
in buffer 204. Based on the location of the detected R-peak
point, R-peak detection circuitry 206 aligns the segments in
each set at various points of the ECG signal (e.g., the R, S,
or Q points). For example, segments in each set are aligned
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as follows: 160-sample segments from buffer 204 for the
output of BPF_5_40 are aligned at R-peak, 50-sample
segments from buffer 204 for the output of BPF_1_40 are
aligned at R-peak, 50-sample segments from buffer 204 for
the output of BPF_5_50 are aligned at Q-point, and
30-sample segments from buffer 204 for the output of
BPF_5_50 are aligned at R-peak. Thus, four parallel
branches of ECG waves obtained from three types of FIR
band pass filters are saved.

[0058] Outlier removal circuitry 208 removes outlier
waves and data from the ECG signal (e.g., the stored signal
segments). For example, after a certain number of ECG
waves are detected and collected, outlier removal circuitry
208 discards outliers that are found among the collected
ECG waves using an outlier removal algorithm. For
example, QRS wave is defined as an outlier when at least
one of the maximum value, minimum value, or cosine
distance of the QRS wave is distant from the mean of the
maximum, minimum, and cosine distance values of the
collected 30 QRS waves, respectively, by more than 50% of
the corresponding mean values. To ensure the same number
of beats are used in the identification mode, in case an outlier
is detected and discarded, new ECG waves are continuously
read in until four ECG waves are collected.

[0059] Signal normalizing circuitry 210 normalizes the
ECG signal (e.g., the stored signal segments). For example,
before the four sets ECG signal segments of ECG waves are
sent to four corresponding feature extraction neural net-
works, signal normalizing circuitry 210 normalizes the
signals such that the inputs to the networks are bounded
within a certain range of values.

[0060] Feature extraction circuitry 212 extracts ECG fea-
tures from the ECG signal using neural networks (114). For
example, feature extraction circuitry 212 extracts feature of
the ECG signal using multiple parallel neural networks
(described below in reference to FIG. 4) to obtain respective
feature vectors. Each feature vector is particular to the neural
network that produced it. For example, each of the four sets
of ECG signal segments (represented by channels 2225) can
be provided to one of the parallel neural networks (and as
shown graphically in FIG. 4). Each feature vector is repre-
sentative of features extracted from one of the sets of ECG
signal segments provided as input to the respective neural
network. After processing by the neural networks, feature
extraction circuitry 212 can concatenate the respective fea-
ture vectors to provide a comprehensive feature vector for
the ECG signal.

[0061] FIG. 4 shows a graphical representation 400 of the
parallel neural networks 402a-402d. As noted above, feature
extraction circuitry 212 provides each set of aligned seg-
ments of the ECG signal (denoted as 404a-404d) to one of
the parallel neural networks 402a-4024d. Each neural net-
work 402a-402d extracts features from a respective set of
aligned segments and provides a respective feature vector.
For example, each individual feature vector may be a 100x1
element vector. Feature extraction circuitry 212 concatenat-
ing the individual feature vectors into a combined 400x1
element feature vector 406 for the ECG signal.

[0062] Each neural network 402a-4024 includes an input
layer, a hidden layer, and an output layer. As discussed
below, in some implementations, the output layer is only
used for the initial training of the neural networks 402a-
402d, and is removed thereafter, for example, to reduce the
memory resources used by the neural networks 402a-4024.
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In such implementations, the feature vectors output by the
neural networks 4024-402d are taken directly from the
output of the respective hidden layers. Weight matrices for
the neural networks 4024-4024 may be stored in buffer 204
or in other memory of system 200 or device 250.

[0063] In one example, feature extraction circuitry 212
implements four parallel neural networks 402a-402d with
input layer, one hidden layer, and output layer designed to
capture distinct features from different frequencies and
alignment (i.e., aligned at Q versus R). For each neural
network 402a-402d, there are 100 hidden layer neurons and
1,146 output layer neurons. The number of input neurons
vary from 30 to 160, depending on the number of samples.
The activation function of hidden layer is tan h(x).

[0064] In the present example, the neural networks 402a-
402d are trained as follows. First, a two-layer deep belief
network is pre-trained as the initial weights values of neural
network. Then, the identity labels of samples are used as the
supervision information for fine tuning. After training is
done, the intention is to use the hidden layer output as the
feature descriptor.

[0065] Two loss functions are used for training to improve
the overall accuracy: identification loss function and verifi-
cation loss function. The objective of the identification loss
function is to maximize the effect of ECG signal variation
from different users on the output nodes. For this, a single
network is used. When training with the first individual, only
the first output node value is ‘1°, and all the other output
node values are ‘0’. Then error-based back propagation is
employed, such that the root-mean-square-error (RMSE)
between the actual output layer values and labeled output
layer values are minimized. Training is conducted for other
individuals in the dataset in a similar fashion. On the other
hand, the verification loss function intends to minimize the
effect of ECG variation from the same user on the output
nodes. This is because variation exists among ECG signals
even if they come from the same user. To minimize the effect
of this affecting the neural network, two networks that share
the same weights are employed to train two different data
from the same user.

[0066] In the present example, neural network 402a-4024
classify ECG signals with feed-forward propagation using
the trained weights. Four 100x1 feature vectors are extracted
from the hidden layer outputs of the four neural networks
and then are concatenated to form a 400x1 feature vector.
The average 400x1 feature vector over all valid beats is
considered as the final feature vector. Since the hidden layer
output is directly used for the feature vector, the weights
between the hidden layer and the output layer are not
required for classification (only used in training). Accord-
ingly, in such implementations the neural networks each
include an input layer and a hidden layer, and feature vectors
of each of the multiple neural networks are output directly
from the hidden layer of the respective neural networks.

[0067] In the case of user registration, system 200 regis-
ters the new user’s ECG features as a registration feature
vector (120). For example, system 200 or device 250 can
store the feature vector output from feature extraction cir-
cuitry 212 in a user profile. In some implementation, a
device 250 may be used by only one user, therefore, only one
user registration feature vector may be stored. In other
implementations, a device may be used by multiple users,
and system 200 or device 250 can store multiple registration
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feature vectors (e.g., one unique to each registered user) in
a user profile for each registered user.

[0068] In the case of user authentication, similarity evalu-
ation circuitry 214 comparing the feature vector of the ECG
signal with a stored feature vector (e.g., a registration feature
vector) of a registered user (130). For example, similarity
evaluation circuitry 214 can compare the feature vector
output from feature extraction circuitry 212 with a registra-
tion feature vector (or multiple registration feature vectors in
the case of multiple registered users) using cosine similarity
between the new feature vector and the registered feature
vector. The cosine similarity can be calculated as follows:

ek M
I el ol
where f _ is the new feature vector extracted from the

new

current ECG signal and f,_, is the registered feature vector.
[0069] User authentication circuitry 216 uses the similar-
ity value from similarity evaluation circuitry 214 to authen-
ticate the user (132). For example, user authentication
circuitry 216 can authenticate the user in response to deter-
mining that a similarity of the ECG feature vector of the
ECG signal and the stored ECG feature vector of the
registered user exceeds a pre-defined threshold value. For
example, user authentication circuitry 216 can compare the
computed cosine similarity value against a pre-defined
threshold value, to make a decision on identity of the person.
[0070] User authentication circuitry 216 sends data that
indicates whether a user is authenticated or not to processor
256 of device 250. Device 250 can then permit the user to
access one or more features (e.g., applications or unlock the
device itself) based on whether the user is properly authen-
ticated.

[0071] In some implementations, the system 200 operates
in two modes: registration and identification. In the regis-
tration mode, the ECG features of an individual may be
registered in the system using, for example, 30 beats. In the
identification mode, the system extracts the ECG features of
the current user using, for example, 4 or 12 incoming beats,
and the extracted ECG feature is compared with the regis-
tered ECG feature in the system. When the cosine similarity
of the two features is above a certain threshold, the user is
authenticated to access the given device. Operations of the
proposed ECG authentication system may include pre-pro-
cessing, neural network based feature extraction, and simi-
larity evaluation.

[0072] Insome implementations, device 250 can use ECG
authentication system 200 to continuously or periodically
(e.g., at regular or irregular intervals) authenticate a user
with little or no input required from the user. Such continu-
ous or periodic authentication may improve the security of
such devices and may be particularly advantageous on
medical monitoring devices that store sensitive user infor-
mation (e.g., healthcare information).

Hardware Optimization

[0073] In some implementations, hardware design for the
ECG authentication system is optimized to minimize the
power consumption and memory usage without degrading
authentication accuracy. Most blocks in the design are
shared between registration and identification mode except
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for the outlier removal modules due to slightly different
signal processing schemes between the two modes.

[0074] TLow-Precision Representation.

[0075] Typically coeflicients, nodes, and weights are
designed with high precision (i.e., floating point) in the
algorithm of ECG signal processing, but such high precision
can be too power-hungry and require a large amount of
computational resources. Therefore, the system employs a
fixed-point design. Instead of having a universal precision
across various processing modules, the data widths are
optimized for each module individually while checking the
final authentication accuracy. The data width of FIR filter-
ing, R-peak detection, outlier removal, normalization, neural
network feature extraction and similarity evaluation block
were selected as 13-b, 13-b, 11-b, 12-b, 5-b, and 9-b,
respectively.

[0076] Neural Network Compression.

[0077] Neural network based feature extraction typically
involves a large amount of computation and memory. How-
ever, not all of the weights contribute to the neuron output
equally; the values of a large number of trained weights are
close to zero. Thus, a sparse approximation of the original
weight matrix is implemented such that the approximation
error is small enough to avoid recognition accuracy degra-
dation. The sparse approximation may include a weight
matrix sparsity enhancement method by Lasso regression
based on L.2-norm to reduce the hardware implementation
cost and power consumption of a trained neural network.
[0078] The original weight matrix between the input layer
(m neurons) and the hidden layer (n neurons) is denoted as
W, (mxn). Assuming a sufficient number (p) of represen-
tative input samples X (pxm) to the neural network, the
corresponding weighted sum for the hidden-layer neurons is
Y=XW,,;. W¥, a sparse approximation of W__;, can be found
by solving n Lasso regression problems for each column in
the weight matrix. The sparsity can also be controlled by the
regularization parameter k, which can trade-off the authen-
tication accuracy. Table I shows memory compression based
on Lasso regression.

TABLE I

Memory compression based on Lasso regtression.

Original Compressed Memory for

weight weight address Compression

memory memory information ratio
NN1 100¥160*5-b  100*16*5-b 100*16*8-b 3.9X
NN2 100*50*5-b 100*5*5-b 100*5*6-b 4.6X
NN3 100*50*5-b 100*5*5-b 100*5*6-b 4.6X
NN4 100*30*5-b 100*3*5-b 100*3*5-b 5.0X
Total 140 kb 14.5 kb 20.3 kb 4.2X

Experimental Results

[0079] The hardware design demonstrated on an Arria-V
FPGA board used a total of 117 k logic elements. The
hardware design demonstrated on a 65 nm CMOS prototype
ASIC chip used ~5.88 mm? area. Besides the ECG raw data
storage used for testing purposes, the total memory usage of
the authentication engine was 36.8 kB, out of which only
435 kB was attributed to the neural network weight
memory, aided by the proposed sparsified memory compres-
sion. The authentication accuracy and performance was
validated on ECG data of 32 subjects acquired from volun-

May 23, 2019

tary individuals. Using 5-b precision on the neural network
weights, EER of 0.149% and FAR of 0% at FRR=5% were
achieved, and the FAR and FRR values for different thresh-
old values are shown in FIG. 5. With 4-b weight precision,
EER modestly degrades to 0.296% and FAR becomes
0.159% at FRR=5%.

[0080] Table II shows the power breakdown of different
modules in FIG. 3, and the comparison between the original
neural network and the compressed neural network. The
neural network power is reduced by 2x due to compression,
and the overall system power is reduced by 18%.

TABLE 11

Dynamic power breakdown of authentication
engine implemented in FPGA.

Using Using
original compressed
trained weights weights
FIR Filtering 0.02 mW 0.01 mW
R-peak detection 0.01 mW 0.01 mW
Outlier removal 0.00 mW 0.00 mW
Normalization 0.02 mW 0.02 mW
NN feature extraction 0.02 mW 0.01 mW
Similarity evaluation 0.00 mW 0.00 mW
Shared memory 0.04 mW 0.04 mW
Total 0.11 mW 0.09 mW

[0081] In multi-layer neural networks, weight between
adjacent layers typically consumes a large amount of
memory, which can lead to both area and power overheads
in neural network hardware design. Weight memory reduc-
tion in neural networks can be advantageous provided the
decision-making accuracy of the neural network (e.g., in
classifying images, detecting anomalies) is not degraded. As
described herein, sparse representation techniques are used
to minimize the number of non-zero elements in the weight
matrix, and the non-zero weights are stored in memory
(compression). Implementations include Lasso regression
(L1-norm regularized square error minimization) and
LO-norm objective function with sparsity regularization.
These sparse representation techniques demonstrate better
compression than simple pruning while maintaining com-
parable decision-making accuracy. The memory compres-
sion method is benchmarked for an ECG authentication
processor, resulting in minimal degradation accuracy (equal
error rate, false acceptance rate) versus the amount of
possible memory compression.

[0082] In one example using Lasso regression, for each
hidden-layer neuron:

Z=tan h(xTw+b)=tan h(y+b).

Using L1-norm regularized square error minimization,
min(y = X))’ (v = X/ + Al Il

where y=Xw, w is the original weight vector, w' is a sparse
approximation of w, X is an nxp matrix representing n
observations (n=851, p=160/50/50/30). Lasso regression
can be applied for each hidden-layer neuron’s weight vector.
Other types of sparse representation techniques may be used
to further compress the memory:
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[0083]
tion

LO0-norm minimization with sparsity regulariza-

(n:}n(y - xw) (y - Xw) +/1I|M/||o)

[0084] ILp-norm minimization (O<p<l)

(minlly = Xall} + Alell;

[0085] L.2-norm minimization

; 2 2
(minly = Xall + Mlallz)
)

[0086]
[0087]

A*x=b

[0088] Greedy algorithm, iterative, fast
[0089] The sparsity of a solution may be controlled. In one
exemplary method, the sparsity of a solution is controlled by
a method including the following operations. Assume each
column in A is normalized. If not, scaling may be performed.

[0090] 1. Initialize b_res=b.

[0091] 2. Select the column vector in A which has the
largest magnitude of inner product with b_res as the
first atom.

[0092] 3. Update b_res, b_res=b-b_{fit, where b_fit is
the least square fit of b using selected atoms.

[0093] 4. Repeat 2 and 3 until K atoms.

[0094] 5. Obtain a sparsity-K x' via least square fitting
b using selected K atoms.

The result may not be the optimal sparsity-K solution (N-P
hard), but provides a suitable solution.

[0095] FIG. 6 shows sparse representation simulation on
trained neural networks, with sparsity-16 solutions from
Lasso (A=0.5) and OMP (K=16). FIG. 7 shows neural
network simulation using sparsely represented weight
memory for 847 experiments, where Y is the neural network
output. The mean squared error for Lasso and OMP is 4.16
and 0.935, respectively.

[0096] FIG. 8 is a table showing sparse representation test
results for a neural network based biometric system. In FIG.
8, FAR=false acceptance rate; FRR=false rejection rate;
ERR=equal error rate when FAR=FRR. Lasso regression
results in slightly better FAR then those from simply dis-
carding weights below some thresholds. Selecting A=0.05
removes more than 80% weights and still yields the lowest
Lasso FAR 0f0.588%. Based on these results, advantages of
OMP include speed, low approximation error for training,
and ease of control for sparsity level. Lasso (basis pursuit)
allows global optimization, smaller dynamic range of
weights, and ability to overcome overfitting by regulariza-
tion (may perform better in generalization).

[0097] FIG. 9 is a conceptual plot of K versus A, for a
Lasso regression, showing an increase in approximate error
as sparsity decreases. A with the smallest approximation
error at sparsity-K level, indicated with the vertical dotted
lines, is identified in a binary search that stops when the

Orthogonal matching pursuit (OMP)
Sparse regression algorithm:
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difference in approximation error is negligible. For example,
for sparsity-16, the mean square error decreases from 4.29 to
4.02 when A decreases from 0.5175 to 0.4858.

[0098] Lasso and OMP may be modified to generate
bounded sparse solutions. FIGS. 10A and 10B depict
Ll-norm and modified L1-norm from a bounded Lasso
method. The L1-norm (absolute sum) is modified to add
more penalty to larger weights outside the bound while
maintaining convexity. In the bounded OMP, after the least
fitting step, the highest coeflicient is limited to a given bound
by scaling, and the scaled least square is fit to update the
residual.

[0099] Memory compression of sparse data may be
achieved in a variety of formats, including coordinate format
(COO), compresses sparse row format (CSR), ELL format,
bit vector format (BV), and compressed vector format
(CBV). In COQ, row indices, column indices, and nonzero
data are saved. CSR is similar to COO, but instead of saving
row indices, only pointers next to row in in a pointer array
are saved. In the ELL format, every row is extended to
maximum length (largest number of non-zeros in a row).
ELL is easier to decode (no pointer array is needed), but has
a larger storage requirement if the distribution of number of
non-zeros of each row is skewed. BV includes a bit-matrix
mask with 1 denoting non-zeros and 0 denoting zeros. CBV
is similar to BV, but uses fixed-width run-length coding for
contiguous sequences of ones and zeros.

[0100] In one example, a weight matrix (Lasso regression,
2=0.05) was rounded to 4-bit (4-bit precision per weight).
FIG. 11A shows a weight matrix for an example neural
network (160x100). FIG. 11B shows count versus weight
values for the matrix of FIG. 11A. After Lasso regression,
the non-zero weight percentage was 11.4%. The two lowest
level weights close to zero were pruned, leading to a
non-zero weight percentage of 2.72%.

[0101] Table III shows total hardware memory require-
ments for various methods. Based on these results, CBV
achieves the highest compression ratio, and CSR achieves
similar compression ratio but is easier to decode than CBYV.

TABLE III

Total hardware memory requirements for sparsity methods.

Total Compress
Data Bits Extra Bits Bits Ratio
Original 160x100x4 0 64000 1
COO 435x%4 435%(7 + 8) 8265 7.74x
CSR 435x%4 435%8 + 100x8 6020 10.6x
BV 435x%4 160x100 17740 3.61x
CBV* 435x%4 360x10 + 435 5775 11.1x

*use 10-bit run-length coding for sequences of zeros

[0102] Further modifications and alternative embodiments
of various aspects will be apparent to those skilled in the art
in view of this description. Accordingly, this description is
to be construed as illustrative only. It is to be understood that
the forms shown and described herein are to be taken as
examples of embodiments. Elements and materials may be
substituted for those illustrated and described herein, parts
and processes may be reversed, and certain features may be
utilized independently, all as would be apparent to one
skilled in the art after having the benefit of this description.
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Changes may be made in the elements described herein
without departing from the spirit and scope as described in
the following claims.

[0103] Implementations of the subject matter and the
operations described in this specification can be realized in
analog or digital electronic circuitry, or in computer soft-
ware, firmware, or hardware, including the structures dis-
closed in this specification and their structural equivalents,
or in combinations of one or more of them. Implementations
of the subject matter described in this specification can be
realized using one or more computer programs, i.e., one or
more modules of computer program instructions, encoded
on computer storage medium for execution by, or to control
the operation of, data processing apparatus. A computer
storage medium can be, or be included in, a computer-
readable storage device, a computer-readable storage sub-
strate, a random or serial access memory array or device, or
a combination of one or more of them. Moreover, while a
computer storage medium is not a propagated signal; a
computer storage medium can be a source or destination of
computer program instructions encoded in an artificially
generated propagated signal. The computer storage medium
can also be, or be included in, one or more separate physical
components or media (e.g., multiple CDs, disks, or other
storage devices).

[0104] The operations described in this specification can
be implemented as operations performed by a data process-
ing apparatus on data stored on one or more computer-
readable storage devices or received from other sources.
[0105] The term “data processing apparatus” encompasses
all kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing. The apparatus can include
special purpose logic circuitry, e.g., an FPGA (field-pro-
grammable gate array) or an ASIC (application specific
integrated circuit). The apparatus can also include, in addi-
tion to hardware, code that creates an execution environment
for the computer program in question, e.g., code that con-
stitutes processor firmware, a protocol stack, a database
management system, an operating system, a cross-platform
runtime environment, a virtual machine, or a combination of
one or more of them. The apparatus and execution environ-
ment can realize various different computing model infra-
structures, such as web services, distributed computing and
grid computing infrastructures.

[0106] A computer program (also known as a program,
software, software application, script, or code) can be writ-
ten in any form of programming language, including com-
piled or interpreted languages, declarative or procedural
languages, and it can be deployed in any form, including as
a stand-alone program or as a module, component, subrou-
tine, object, or other unit suitable for use in a computing
environment. A computer program can, but need not, cor-
respond to a file in a file system. A program can be stored in
a portion of a file that holds other programs or data (e.g., one
or more scripts stored in a markup language document), in
a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more
modules, sub-programs, or portions of code). A computer
program can be deployed to be executed on one computer or
on multiple computers that are located at one site or dis-
tributed across multiple sites and interconnected by a com-
munication network.
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[0107] The processes and logic flows described in this
specification can be performed by one or more program-
mable processors executing one or more computer programs
to perform actions by operating on input data and generating
output. The processes and logic flows can also be performed
by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application-specific integrated cit-
cuit).

[0108] Devices suitable for storing computer program
instructions and data include all forms of non-volatile
memory, media and memory devices, including by way of
example semiconductor memory devices, e.g., EEPROM,
and flash memory devices; magnetic disks, e.g., internal
hard disks or removable disks; magneto-optical disks; and
CD-ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in, special
purpose logic circuitry.

[0109] Thus, particular implementations of the subject
matter have been described. Other implementations are
within the scope of the following claims. In some cases, the
actions recited in the claims can be performed in a different
order and still achieve desirable results. In addition, the
processes depicted in the accompanying figures do not
necessarily require the particular order shown, or sequential
order, to achieve desirable results. In certain implementa-
tions, multitasking and parallel processing can be advanta-
geous.

1.-14. (canceled)

15. A wearable device comprising:

an authentication circuit configured to perform electro-

cardiographic authentication of a user, the authentica-

tion circuit comprising:

an input configured to receive an electrocardiographic
(ECG) signal of the user;

noise reduction circuitry configured to filter the ECG
signal;

feature extraction configured to implement multiple
parallel neural networks to obtain a feature vector of
the ECG signal that represents features extracted
from the ECG signal by the neural networks;

similarity evaluation circuitry configured to determine
a cosine similarity of the feature vector of the ECG
signal with a stored feature vector of a registered
user; and

authentication circuitry configured to authenticate the
user in response to determining the cosine similarity
exceeds a pre-defined threshold value;

at least one processor; and

a data store coupled to the at least one processor having

instructions stored thereon which, when executed by

the at least one processor, cause the at least one

processor to perform operations comprising:

permitting the user to access features in response to
receiving an indication that the user is authenticated
from the authentication circuit.

16. The device of claim 15, wherein the authentication
circuit is a field-programmable gate array (FPGA) or an
application specific circuit (ASIC).

17. The device of claim 15, wherein the dynamic power
consumption of the authentication circuit is less than 1 mW.

18. The device of claim 15, wherein the dynamic power
consumption of the authentication circuit is less than 500
uw.
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19. The device of claim 15 wherein the dynamic power
consumption of the authentication circuit is less than 250
uWw.
20. (canceled)
21. The device of claim 15, wherein the authentication
circuit demonstrates an equal error rate of less than 0.5% and
false acceptance rate of less than 0.1% with less than 100 kB
of memory and a dynamic power consumption of less than
500 pW.
22. The device of claim 21, wherein the authentication
circuit demonstrates an equal error rate of less than 0.2% and
false acceptance rate of less than 0.01% with less than 100
kB of memory and a dynamic power consumption of less
than 100 pW.
23. The device of claim 15, wherein the feature extraction
circuitry is configured to:
extract features of the ECG signal using the multiple
parallel neural networks to obtain respective feature
vectors, particular to each of the neural networks; and

concatenate the respective feature vectors to provide the
feature vector of the ECG signal.

24. The device of claim 15, wherein the noise reduction
circuitry is configured to:

filter the ECG signal with a finite impulse response filter

to provide a filtered ECG signal;

detect R-peaks in the filtered ECG signal,

aligning segments of the ECG signal based on the

detected R-peaks in the filtered ECG signal.

25. The device of claim 24, wherein the noise reduction
circuitry is configured to provide sets of aligned segments of
the ECG signal to the feature extraction circuitry, and

wherein the feature extraction circuitry is configured to:

process each set of aligned segments of the ECG signal
by a respective one of the multiple parallel neural
networks;

extract features from the sets of aligned segments using
the multiple parallel neural networks to obtain
respective feature vectors, particular to each of the
neural networks; and
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concatenate the respective feature vectors to provide
the feature vector of the ECG signal.

26. The device of claim 25, wherein each of the sets of
aligned segments of the ECG signal are filtered by a respec-
tive band-pass filter, each respective band-pass filter having
a different pass band.

27. The device of claim 25, wherein segments of at least
one of the sets of aligned segments are aligned at ECG wave
R-peak points, and

wherein segments of at least one other of the sets of

aligned segments are aligned at ECG wave Q-points.

28. The device of claim 24, wherein the noise reduction
circuitry is configured to remove outlier data from the ECG
data segments.

29. The device of claim 24, wherein the noise reduction
circuitry is configured to normalize the ECG data segments.

30. The device of claim 23, wherein at least one of the
multiple parallel neural networks comprises a compressed
layer weight matrix, the compressed layer weight matrix
being a sparse approximation of a corresponding non-
compressed layer weight matrix.

31. The device of claim 30, wherein the sparse approxi-
mation is a Lasso regression or an orthogonal matching
pursuit.

32. The device of claim 30, wherein only the non-zero
weights of the compressed layer weight matrix are stored in
memory.

33. The device of claim 23, wherein the multiple neural
networks each comprise an input layer and a hidden layer,
and wherein particular feature vector of each of the multiple
neural networks is an output of the hidden layer of the
respective neural network.

34. The device of claim 33, wherein the multiple neural
networks each include a respective output layer during
neural network training, and after training each respective
output layer is discarded such that the particular feature
vector of each of the multiple neural networks is a direct
output of the hidden layer of the respective neural network.
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