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PRIVACY-PROTECTING SYSTEM AND
METHOD FOR WIRELESS MEDICAL
DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to and the benefit
under 35 U.S.C. § 119(e) of U.S. Provisional Patent Appli-
cation Ser. No. 62/189,042, filed Jul. 6, 2015, titled “PRI-
VACY-PROTECTING SYSTEM AND METHOD FOR
WIRELESS MEDICAL DEVICES”, which is hereby incor-
porated in its entirety by reference.

BACKGROUND

[0002] Wirelessly enabled medical devices (WEMDs) are
electronic instruments carried by patients to monitor and/or
treat medical conditions. One common variety, known as an
implantable medical device (IMD), is a WEMD that is
surgically inserted either partially or fully into a patient’s
body. WEMDs provide monitoring and automatic therapies
to help treat a wide range of chronic medical disorders. They
are often fully instrumented embedded computing devices,
with CPUs, sensors, actuators, and bi-directional radios.
IMDs in particular are in use by millions of patients world-
wide, and their applications and base of users are rapidly
growing.

[0003] Technologists anticipate that advances in power
management, wireless communication, and computation
will enable WEMD:s to communicate wirelessly with con-
sumer devices such as mobile phones and smartwatches and
also intercommunicate through body area networks (BAN)
in order to orchestrate monitoring and therapies across
different organs. Such communications, however, will be
vulnerable to eavesdropping and other manipulation. Today,
over-the-air attacks against IMDs have already been docu-
mented that may seriously infringe patient privacy and
potentially be fatal. Encryption and cryptographic integrity
protection are the most prevalent solution to such attacks.
However, those countermeasures are not entirely successful
against all types of attack. For example, encryption may
largely conceal the content of wireless communications. But
an adversary may still potentially discover the presence of a
particular medical device on or in a patient’s body and learn
information about its communications through traffic analy-
sis by studying the sizes and timing of encrypted messages.
Thus, encryption may fail to conceal certain highly sensitive
information about a user’s medical status.

[0004] Standard cryptographic techniques such as authen-
ticated encryption may protect the integrity and secrecy of
WEMDs communications against eavesdroppers. WEMDs
may also attempt to conceal their presence by not transmit-
ting any device identifiers in the clear. Nonetheless, the
presence of specific WEMD types may be discovered by
traffic analysis through analysis of message sizes and pat-
terns of device communication.

[0005] A WEMD (e.g., a deep brain stimulator) may
transmit information about a person’s medical condition
(e.g., that she has a serious neurological disorder). Such
information may be used to discriminate against a victim
(e.g., in employment decisions), to target the victim for
physical attack (e.g., exploit weaknesses in the IMD of a
high-profile user), or to create nuisances such as targeted
advertising (e.g., for medications suitable for a victim’s
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medical condition). Additionally, traffic analysis may indi-
cate information about the content of WEMD communica-
tions. For example, if an implanted cardioverter defibrillator
(ICD) transmits a signal only when the ICD performs a
therapy process related to a patient’s heart, the mere pres-
ence of a signal may indicate a cardiac event. Thus, traffic
analysis poses a threat to patient privacy that cryptography,
acommon tool for communications security, fails to address.
Countermeasures to traffic analysis have been proposed in
certain domains, such as censorship evasion, as described in
K. P. Dyer, S. E. Coull, T. Ristenpart, and T. Shrimpton,
Protocol Misidentification Made Easy with Format-Trans-
forming Encryption. ACM SIGSAC Conference on Com-
puter & Communications Security, 61-72 (2013), and Shuai
Li, Mike Schliep, and Nick Hopper. Facet: Streaming Over
Videoconferencing for Censorship Circumvention. ACM
Workshop on Privacy in the Electronic Society, 163-172
(2014). Countermeasures to traffic analysis have further
been proposed for the purposes of attacking intrusion-
detection systems (IDSs), as described in D. Wagner and P.
Soto, Mimicry aitacks on host-based intrusion detection
systems. ACM Conference on Computer and Communica-
tions Security, 255-264 (2002).

[0006] Consumers care about the privacy of medical infor-
mation, particularly when such privacy relates to devices
carried on or near the body. The security of IMDs in
particular has been a hot-button topic because of life-
threatening attacks demonstrated by researchers and the
high-profile decision by former Vice President Dick Cheney
to have the wireless interface on his IMD deactivated—at
great inconvenience—due to security concerns.

SUMMARY

[0007] The systems and methods described herein conceal
use of a wireless-enabled medical device (WEMD) by
detecting nearby devices, selecting a cover device, measur-
ing physiological data applicable to the user, and simulating
the cover device to transmit the physiological parameter
data. The cover device may be selected to be different from
any detected nearby device, and the user, optionally, may
perform the selection. Simulating the cover device may
include sending messages with packet lengths and timings
associated with the selected device. Simulation of a cover
device may be ceased in an emergency or upon entering a
safety zone. Such methods and systems help to protect
patient privacy and prevent traffic-analysis attacks on
encrypted medical device communications by mimicking
transmissions of different device types.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a functional block diagram illustrating
exemplary components used in an embodiment of a privacy-
protecting system.

[0009] FIG. 2 is a functional block diagram of an exem-
plary embodiment in which a WEMD and WEMD-receiver
send messages through respective mimicry modules.

[0010] FIG. 3 is a functional block diagram of a WEMD
with an exemplary cover-device mimicry module according
to some embodiments. The exemplary mimicry module
transmits traffic that appears to come from a cover device
and receives traffic that appears to come from a cover
receiver. The mimicry module embeds real WEMD traffic



US 2018/0191693 A1

within cover traffic. The cover-receiver mimicry module is
constructed analogously, but contains no physiological
simulator.

[0011] FIG. 4 is a flowchart for a method of concealing use
of a wireless medical device (WEMD).

[0012] FIG. 5 is a flowchart for a method of determining
if a WEMD is in a safety zone.

[0013] FIG. 6 is a flowchart for a method of determining
if a WEMD is in an emergency override condition

[0014] FIG. 7 is a flowchart for a method of selecting a
cover device.
[0015] FIG. 8 is a functional block diagram of a wireless

transmit-receive unit (WTRU) used in at least some embodi-
ments disclosed herein.

DETAILED DESCRIPTION

[0016] The systems and methods disclosed herein operate
to protect WEMD traffic privacy using the technique of
device mimicry. In exemplary embodiments, communica-
tions of a WEMD are embedded within traffic plausibly
generated by a different device type, which may be a
non-medical device (e.g., a smartwatch with a fitness appli-
cation) or a medical device associated with a different
medical status than a patient’s true one. The mimicked
device may use the same wireless communication protocol
(MAC and PHY) as the WEMD. For example, if the WEMD
communicates via Bluetooth LE, a device capable of com-
municating via Bluetooth LE is selected to be mimicked.
[0017] In the present specification, a (trusted) device com-
municating with the WEMD 1is referred to as a WEMD-
receiver (or simply receiver). A simulated (non-medical)
device is referred to herein as a cover device, and its traffic
is referred to as cover traffic. A device that normally com-
municates with the cover device is referred to herein as a
cover-device receiver or cover-receiver. The cover device is
preferably selected such that the cover-device and cover-
receiver communicate over an encrypted (and authenticated)
channel.

[0018] Encryption fails to address the risk of traffic analy-
sis against WEMD communications. Systems and methods
are described herein for protocol mimicry that are specific to
WEMD:s. For example, some embodiments generate cover
traffic using real physiological measurements, provide an
emergency-traflic override, or enable designation of safety
Zones.

[0019] FIG. 1 depicts an architecture block diagram with
message flows. FIG. 1 illustrates message flows used for
device setting by a WEMD-receiver 160 in some embodi-
ments. The receiver 160 stores a list of device types capable
of being mimicked. The receiver 160 may further detect
device types in the neighborhood of the receiver. The
detected device types may be eliminated as potential choices
for a cover device. The receiver’s scoring module 154 scores
the remaining potential cover device choices. The scoring
module 154 may consider device type parameters, such as
transmission protocols and physiological measurement data
type, in calculating a score for each potential cover device
type. The selector module 152 selects a cover device D. The
selector module 152 stores the selection D in memory.
Selector module 152 may use the potential cover device
scores in determining which cover device type to mimic. A
device-setting module 156 stores a selected cover device D
and communicates D to a WEMD 158. For one embodiment,
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a device-setting module 156 is included in a receiver device
160, which is part of a wireless enabled medical device
(WEMD) system 150.

[0020] Insome embodiments, selection of a device type to
be mimicked is made by a helper device that is paired with
one or both of a WEMD 158 and a receiver 160. For
example, the WEMD 158 may be an implantable medical
device (IMD), the receiver 160 a smartwatch, and the helper
162 a smartphone. In such embodiments, a helper device
162 may transmit a choice of D to both a WEMD 158 and
a receiver 160. In another embodiment, cover device selec-
tion is made by a WEMD 158, in which case a WEMD 158
communicates D to a receiver 160. Once a cover device D
has been selected, a WEMD 158 and a receiver 160 are
prepared to mimic the mutually agreed-upon cover device
using a protocol described below.

[0021] In an exemplary embodiment, a receiver 160 is
paired with a WEMD 158 using a standard protocol (e.g.,
Bluetooth pairing), and a receiver 160 is pre-populated with
a predetermined list [ of available cover-device types that a
receiver 160 is capable of using for cover traffic. This list
may be embedded in software or hardware on a WEMD-
receiver 160 and/or may be received through a remote
transmission or update.

[0022] In an exemplary embodiment, a method is per-
formed for selection of a cover-device and cover-device
receiver. Cover-device selection may be performed by a
device-setting (DS) module 156 in a receiver 160.

[0023] In an exemplary embodiment, for cover device
selection, a DS module 156 scans and constructs a list E of
device types in the neighborhood that represent potential
cover-device types of which a user typically carries only
one. The residual list of potential cover devices C is list L
minus the device types on list E.

[0024] In an exemplary embodiment, for cover-device
scoring, the DS module 156 uses a scoring module 154 to
score available cover device types on list C based on at least
in part on a calculated utility function (e.g., weighted sum)
computed for the features of the plurality of available cover
device types, such as bandwidth, privacy strength, and
power consumption, as stored in L. The scoring module 154
may rank potential devices according to their scores. The
scoring module 154 may return a scored (and optionally
ranked) list C'.

[0025] In an exemplary embodiment, for cover-device
selection, the DS module 156 uses a selector module 152 to
choose a cover-device type D from C'. If a receiver 160 has
auser interface, e.g., via a smartphone application, a selector
module 152 may enable selection by the user, e.g., through
presentation of a menu of options in C'. Optionally, the user
may have the opportunity to mark as spurious, devices in E
that are not carried by the user (e.g., nearby devices that do
not belong to or are not regularity carried by the user). A
selector module 152 may present device candidate rankings
to the user, for example, in decreasing order of ranking.
Alternatively, a selector module 152 may make a selection
automatically. In one embodiment, a selector module 152
may set D to the top-ranked device in C'.

[0026] For cover-device instantiation, a DS module 156
may locally set D as a cover-device type for its communi-
cation with a WEMD 158. A receiver 160 transmits D to a
WEMD 158, which similarly sets D as its cover-device type.
[0027] In an optional adaptation step, a DS module 156
performs periodic polling to determine whether there have
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been changes in list E. If there have been changes, a DS
module 156 may return to cover-device selection.

[0028] FIG. 2 is a general block diagram depicting an
exemplary system 200. In the embodiment of FIG. 2,
WEMD 202 transmits message m to a WEMD-receiver 208
by way of a simulated (or in some embodiments, fully
emulated) cover-device 204/cover-device receiver 206 pair.
A message m is incorporated into a message M* and
transmitted by a cover-device mimicry module 204, which
may be co-located with a WEMD 202. M* is received by a
cover-device receiver mimicry module 206, which extracts
underlying message m and passes message m to a WEMD-
receiver 208. Analogously, transmission of a message r
proceeds from a WEMD-receiver 208 to a WEMD 202.
[0029] Symbols m and r denote messages sent by the
WEMD 202 and receiver 208, respectively, and M* and R*
denote messages sent, respectively, by the cover-device
mimicry module 204 and cover-device receiver mimicry
module 206. For clarity, this specification omits subscripts,
and operations are described with respect to individual
messages. All devices, real and simulated, however, transmit
sequences of messages (e.g., m;, m,, . .. ) and communicate
asynchronously, and that the operations described may be
applied to message sequences. For example, a WEMD
message m may be embedded across multiple cover-device
messages.

[0030] A possibility exists for eavesdropping on transmis-
sions during a selection process. As this selection process
protocol is performed only rarely, however, such eavesdrop-
ping is of limited concern. In some embodiments, cover
traffic is also generated for a selection process. A WEMD
202 and receiver 208 use, respectively, a cover-device
mimicry module 204 and a cover-device receiver mimicry
module 206. In one embodiment, these modules are con-
nected to their respective devices (WEMD 202 and receiver
208) by a wired interface such that module-to-device trans-
missions are not vulnerable to eavesdropping. Alternatively,
a module-to-device channel may rely on a wireless trans-
mission protocol that itself is a form of cover traffic or which
an adversary is unable to detect. For example, pulse-based
ultra-wideband (UWB) emissions may be made difficult for
an adversary to detect.

[0031] An eavesdropper on wireless transmissions trans-
mitted using embodiments described above will receive
traffic that is statistically similar to or identical to that
transmitted by a legitimate cover device. An adversary will
be unable to detect the presence of a WEMD 202/WEMD-
receiver 208 pair or determine information from a WEMD
202 using a side channel.

[0032] FIG. 3 provides additional detail on an exemplary
cover-device mimicry module 316. In the embodiment of
FIG. 3, a physiological simulator 302 provides physiological
values resembling those of the user. In simulating a selected
cover device, real physiological parameter data may be
buffered after reception from the WEMD 314. In another
embodiment described below, physiological parameter mea-
surements may be true measurements sent by a WEMD 314
or they may be derived from true physiological measure-
ments sent by a WEMD 314. A cover device simulator 304
sends output M that resembles a cover device (e.g., simu-
lated data is simulated heart rate data produced by a fitness
device). Message M, for some embodiments, may encapsu-
late physiological parameter data in a message having a
message type associated with a selected cover device type.
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For such embodiments, a WEMD 314 may be operative to
encapsulate physiological parameter data in a message M
having a message type associated with a selected cover
device type. Alternatively, M may be a packet of special
data, e.g., a null packet or other distinguished packet,
designed to facilitate transmission of messages from a
WEMD 314 at times when a cover device may not be
transmitting. For example, in a safety zone, which is
described in greater detail below, continuous traflic may be
initiated through the sending of null packets by a cover-
device simulator 304. In another embodiment, a selected
cover device type is in a set of at least two selected cover
device types, and wirelessly conveying physiological
parameter data comprises multiplexing physiological
parameter data across the at least two selected cover device
types.

[0033] In some embodiments, simulating a selected cover
device type may include sending a message using a packet
length associated with a selected cover device type. Also, in
some embodiments, simulating a selected cover device type
includes sending a message using a packet timing associated
with a selected cover device type.

[0034] As illustrated in FIG. 3, an encapsulation module
306 embeds m in M, yielding M*. This embedding may
involve compression or removal of data in M or use of
unused fields. M* is transmitted wirelessly to a cover-device
receiver mimicry module 308. That module 308 performs
decapsulation to extract a pair (M', m) from M*, where M'
may include reconstructed or inferred elements removed
from or compressed in M for the computation of M*,
[0035] As a mimicked cover device may not transmit data
at a time when a message m is generated by a WEMD 314,
a message m may be buffered. In this case, upon receiving
a message M, an encapsulation module 306 may read a
message m (or portion of m of a specified length) from a
buffer 316. Similarly, if a WEMD 314 is not in a state such
that the WEMD may receive a return message r from a
decapsulation module 310 (e.g., if messages arrive in a burst
at a rate higher than WEMD 314 is designed to receive), r
may be buffered via buffer 312. Analogous buffers may be
present in a WEMD-receiver.

[0036] The process for computation of R* proceeds analo-
gously but without using physiological data. The cover-
device receiver 308 may optionally communicate with a
server to create complete end-to-end cover-traffic.

[0037] Modules for performing encryption and decryption
are omitted from the illustration of FIG. 3. Some embodi-
ments include modules to encrypt outgoing messages after
their creation by the encapsulation module 306 and do so in
a manner similar to the cover device. Similarly, incoming
messages would be decrypted prior to the decapsulation
module 310 receiving them.

[0038] Some embodiments perform physiologically-based
cover-traffic synthesis. In such embodiments, a WEMD 314
may have access to data sources similar or identical to those
of a cover device. A WEMD 314 may use these data sources
as inputs to a physiological simulator 302. For example, a
cardioverter defibrillator may supply pulse data for mimicry
of a cover device, such as a fitness bracelet, that monitors
pulse.

[0039] Some embodiments include an emergency-traffic
override. In such embodiments, for certain WEMD 314
communications, timeliness may be a higher priority than
privacy—for example, in a medical emergency. Embodi-
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ments disclosed herein include an override mechanism for
such cases. Such a mechanism may be employed by a
WEMD 314, or by a receiver. In one embodiment, the
system determines whether a WEMD 314 is in an emer-
gency override condition and ends simulation of a cover
device in response to a determination that a WEMD 314 is
in an emergency override condition.

[0040] In some embodiments, the system supports the
designation of safety zones. In such embodiments, a WEMD
314 or receiver may detect that the user is in a location where
the risk of eavesdropping is low and may transition to a
higher-bandwidth or lower-power communication protocol
without traffic-analysis protection. Additionally, the system
may determine that a WEMD is in a predetermined safety
zone and end cover device simulation in response to a
determination that a WEMD is in a predetermined safety
zone. For example, if a WEMD-receiver detects that a user
is at home, a WEMD-receiver may deactivate the mimicry
protocol.

[0041] Conversely, in some embodiments, the protective
scheme proposed herein is normally inactive, but protective
mimicry protocol is activated in response to a predetermined
trigger or input. For example, the protocol may be initiated
by an input from the user. In some embodiments, particular
locations may be designated as high-risk zones. In response
to a determination (made, for example, by a WEMD-
receiver) that the user is in a high-risk zone, a mimicry
protocol is initiated. For example, a WEMD-receiver may be
provided with a GPS receiver and access to memory for
storing information on high-risk zones. High-risk zones may
include, for example, public locations such as shopping
malls, places of business, office parks, and the user’s par-
ticular place of business. A WEMD-receiver may use a
mimicry protocol in response to other contextual cues as
well. For example, in some embodiments, a WEMD-re-
ceiver determines the number of active W-Fi networks in
range, with a higher density of Wi-Fi networks generally
indicating a more public location and/or a location associ-
ated with business offices. A mimicry protocol is initiated in
response to a determination that the number of Wi-Fi
networks exceeds a threshold number, indicating a potential
high-risk zone.

[0042] Some embodiments include features operative to
address bandwidth limitations. While some embodiments
choose a cover device that consumes more bandwidth and
communicates at least as frequently as a WEMD 314, other
embodiments use a cover-device channel with a lower
bandwidth than a WEMD 314/receiver channel by multi-
plexing WEMD 314 communications over multiple cover
devices or by buffering certain low-priority WEMD 314 and
receiver messages and waiting until the user enters a safety
zone.

[0043] In some embodiments, format-transforming
encryption (FTE) is performed. If cover traffic is unen-
crypted, FTE may be used to create messages M*, M*,, .
.. to conceal the presence of an embedded channel.

[0044] Insome embodiments, traffic shaping is performed.
To protect against an adversary that does not analyze packet
timings, only packet sizes and/or formats, some embodi-
ments use a variant in which simulated cover device transmit
packets similar to transmissions of a cover device only in
size and/or syntax.

[0045] In some embodiments, protection against traffic
analysis benefits from determination of a universal traffic
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profile. Rather than having a WEMD 314 mimic existing
traffic patterns of cover devices, manufacturers of WEMDs
314 and cover devices might agree upon a universal traffic
profile: a standard statistical profile for packet lengths and
timings. Any type of device that adheres to such a protocol
may be indistinguishable from any other such device type
based on traffic analysis.

[0046] In an exemplary implementation, a user may be
provided with an implantable cardioverter defibrillator
(ICD) that is a WEMD 314. The presence of this device in
a user’s body may reveal to an eavesdropper that the user
suffers from a medical condition such as cardiac arrhythmia.
The presence of the device, in an especially hostile envi-
ronment, may jeopardize a user’s safety by exposing her
medical device as a target for physical or cyber-attack.
[0047] An ICD may store an incremental log of cardiac
measurements and therapeutic actions, with a mobile phone
application ICD-App transmitting the measurements to a
medical service provider. ICD data may be protected, for
example, through mimicry of a fitness device FD that
gathers data about a user’s movements and pulse and
periodically transmits a message M to a mobile phone
application.

[0048] To provide such protection, a cover-device mim-
icry module 318 embeds a message m containing buffered
log data from an ICD in a messageM, yielding messageM*.
To send m within M*, an encapsulation module 306, for
example, may send m in empty fields in FD packets. The
encapsulation module 306 encrypts the messageM* and
transmits M* to the cover-device receiver mimicry module
308. The cover-device receiver mimicry module 308 decap-
sulates m for use by the WEMD-receiver and produces a
reconstruction M' of message M similar to a cover-device
receiver.

[0049] As an ICD uses pulse data, an ICD may send such
data to a physiological simulator 302. If an ICD contains an
accelerometer, the ICD may send messages with gait infor-
mation. Otherwise such information may be determined or
simulated in a physiological simulator 302 based on the
user’s cardiac activity. An adversary eavesdropping on com-
munications transmitted by this scheme may receive traffic
that is difficult or impossible to distinguish from traffic
transmitted by a true fitness device FD, making an ICD
undetectable from transmission timings and contents.
[0050] FIG. 4 shows an exemplary method 400 for con-
cealing use of a wireless enabled medical device (WEMD).
In step 402, wireless devices are detected within a neigh-
borhood of a WEMD. This detection process 402 includes
detecting device types for each detected wireless device. In
one embodiment, a neighborhood comprises devices within
transmission ranges for device protocols. Wi-Fi, for
example, may have a range of 120-140 meters. Bluetooth,
for example, may have a typical range of 100 m, 10 m, and
1 m for classes 1, 2, and 3, respectively. For one example
embodiment, a device-setting module is operative to detect
at least one device type of at least one respective wireless
device in a neighborhood of a WEMD.

[0051] In step 404, a cover device type is selected. This
selection process 404 is based at least in part on the at least
one detected device type. In one embodiment, the cover
device type selected may be selected so as to be different
from at least one detected device type. The device-setting
module is operative to select a cover device type so as to be
different from the at least one detected device type. In one
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embodiment, when a detection process 402 and a cover
device selection process 404 are performed by a receiver
device, a selected cover device type may be transmitted from
a receiver device to a WEMD. Selecting a cover device, for
one embodiment, comprises displaying a list of detected
device types to the user and receiving a user selection of a
spurious detected device type that is not associated with a
device carried by the user, where selection of a cover device
type is based on, in part, a detected device type other than
the spurious device type.

[0052] In a measurement process 406, a WEMD is oper-
ated to measure physiological parameter data. In the mea-
surement process 406, the WEMD may simulate physiologi-
cal data resembling data of the user (such as heart rate data
produced by a fitness device). A wireless transmission
process 408 wirelessly conveys physiological parameter
data from a WEMD by simulating a selected cover device
type. In one embodiment, simulating a selected cover device
type comprises generating simulated data associated with a
selected cover device type and transmitting the simulated
data.

[0053] An exemplary method for conducting communica-
tions between a WEMD and a corresponding WEMD-
receiver is described below. A cover device is used to
conceal WEMD traffic. Selection may be made by the user,
a WEMD, a WEMD-receiver, or a helper device (e.g., a
mobile phone). Although selection may be performed by a
WEMD, a WEMD-receiver, or a helper device, for clarity,
the method is described as being performed by a WEMD-
receiver.

[0054] A choice of cover device may be changed over
time. A choice of cover device may be determined based on
devices detected by a discovery protocol. If a WEMD or
helper device determines that the user carries a true device
identical or similar to a mimicked one, a different mimicked
device choice may be made. A choice of cover device is
communicated to both a WEMD and a receiver to enable
sending of cover traffic at proper times.

[0055] After a cover device is selected, cover-traffic is
generated. A cover-device simulator generates a message M
In creating an embedded-channel, a message M has its data
compressed or otherwise transformed, or unused fields in M
are used to insert additional information in M without
significant degradation to the fidelity of a cover-traffic
simulation. For encapsulation, a message m originating with
a WEMD is embedded in a transformed message M to create
a message M*. A message M* is transmitted (in encrypted
form) by a cover-device mimicry module to a cover-device
receiver mimicry module. For decapsulation, a cover-device
receiver mimicry module receives M* and extracts M', a
reconstructed cover-device message, and m. Message M' is
used in a cover-device receiver simulation process, and
message m is sent to a WEMD-receiver. Traflic from a
receiver to a WEMD is handled similarly via transmission
from a cover-device receiver mimicry module to a cover-
device mimicry module.

[0056] FIG. 5 is a flowchart of a method for determining
whether a WEMD is in a safety zone. The safety zone
process 500 starts with a decision process 502 that deter-
mines if the WEMD is in a safety zone. One embodiment
checks to see if a condition flag has been set indicating a
WEMD is in a safety zone. A safety zone condition flag may
be set, for example, by receiving a broadcast message from
an external device located in a medical facility. Another
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embodiment determines that the WEMD is in a safety zone
based on a set of conditions, such as GPS coordinates
corresponding to a safety zone or a lack of external detected
devices. In another embodiment, a WEMD receives a mes-
sage from a helper device, such as a smartphone, that
indicates that the WEMD is in a safety zone. The helper
device may receive input from the user indicating that the
WEMD is in a safety zone. For example, when the user
enters a house, a medical facility, or other safe area, the user
may indicate this condition to a helper device, and a helper
device may send a message to the WEMD with the user’s
safety zone indication. Once the WEMD determines that the
WEMD is in a safety zone, a termination process 504
executes to end simulation of a cover device, and commu-
nications may be sent from the WEMD using a communi-
cation protocol that is native to that WEMD. If the WEMD
is not in a safety zone, simulation of the cover device is
continued in step 506.

[0057] FIG. 6 is a flowchart of a method for determining
if a WEMD is in an emergency override condition. The
emergency condition process 600 starts with a decision
process 602 that determines if the WEMD is in an emer-
gency override condition. One embodiment checks to see if
a condition flag has been set indicating a WEMD is in an
emergency override condition. An emergency override con-
dition flag may be set, for example, by receiving a broadcast
message from an external device, such as a device located in
an ambulance. Another embodiment determines that the
WEMD is in an emergency override condition based on a set
of conditions, such as physiological measurements indicat-
ing a heart attack or other medical emergency. In another
embodiment, a WEMD receives a message from a helper
device, such as a smartphone, that indicates that the WEMD
is in an emergency override condition. The helper device
may receive input from the user indicating that the WEMD
is in an emergency override condition. For example, when
an emergency override condition occurs, the user may
indicate this condition to a helper device, and a helper device
may send a message to the WEMD with the user’s emer-
gency override condition indication. Once the WEMD deter-
mines that the WEMD is in an emergency override condi-
tion, a termination process 604 executes to end simulation of
a cover device, and communications may be sent from the
WEMD using a communication protocol that is native to
that WEMD. If the WEMD is not in an emergency override
condition, simulation of the cover device is continued in step
606.

[0058] FIG. 7 is a functional block diagram of an example
cover device selection method. In step 702, a list of detected
devices is displayed to the user. The user, in step 704, may
provide input indicating which, if any, of the detected
devices is not being carried that user. For example, if a
heartrate monitor is detected, but the user is not wearing a
heartrate monitor, the user may indicate that the detected
heartrate monitor is not associated with him (e.g., the
detected heartrate monitor may belong to someone nearby).
Conversely, in some embodiments, the user may identify
which devices from among the detected devices are in fact
being carried or worn by him. In a selection step 706, a cover
device type is selected from among available device types
that are not being carried or worn by that user. For example,
if the user is wearing a heartrate monitor, a cover device type
other than a heartrate monitor may be selected. (Otherwise,
an eavesdropper who detects signals that appear to be from
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two different heartrate monitors on the same person may
suspect the use of device mimicry.)

[0059] Embodiments disclosed herein may be layered on
top of a WEMD or receiver with modifications made at the
communication layer. Exemplary embodiments disclosed
herein are implemented using wired and/or wireless network
nodes, such as a wireless transmit/receive unit (WTRU) or
other network entity. For example, a WEMD, WEMD-
receiver, and/or helper device may be implemented by a
WTRU as described herein with respect to FIG. 8.

[0060] FIG. 8isa system diagram of an exemplary WTRU
102, which may be employed as a user device in embodi-
ments described herein. As shown in FIG. 8, the WTRU 102
may include a processor 118, a communication interface 119
including a transceiver 120, a transmit/receive element 122,
a speaker/microphone 124, a keypad 126, a display/touch-
pad 128, a non-removable memory 130, a removable
memory 132, a power source 134, a global positioning
system (GPS) chipset 136, and sensors 138. It will be
appreciated that the WTRU 102 may include any sub-
combination of the foregoing elements while remaining
consistent with an embodiment.

[0061] The processor 118 may be a general purpose pro-
cessor, a special purpose processor, a conventional proces-
sor, a digital signal processor (DSP), a plurality of micro-
processors, one or more microprocessors in association with
a DSP core, a controller, a microcontroller, Application
Specific Integrated Circuits (ASICs), Field Programmable
Gate Array (FPGAs) circuits, any other type of integrated
circuit (IC), a state machine, and the like. The processor 118
may perform signal coding, data processing, power control,
input/output processing, and/or any other functionality that
enables the WIRU 102 to operate in a wireless environment.
The processor 118 may be coupled to the transceiver 120,
which may be coupled to the transmit/receive element 122.
While FIG. 8 depicts the processor 118 and the transceiver
120 as separate components, it will be appreciated that the
processor 118 and the transceiver 120 may be integrated
together in an electronic package or chip.

[0062] The transmit/receive element 122 may be config-
ured to transmit signals to, or receive signals from, a base
station over the air interface 115/116/117. For example, in
one embodiment, the transmit/receive element 122 may be
an antenna configured to transmit and/or receive RF signals.
In another embodiment, the transmit/receive element 122
may be an emitter/detector configured to transmit and/or
receive IR, UV, or visible light signals, as examples. In yet
another embodiment, the transmit/receive element 122 may
be configured to transmit and receive both RF and light
signals. It will be appreciated that the transmit/receive
element 122 may be configured to transmit and/or receive
any combination of wireless signals.

[0063] In addition, although the transmit/receive element
122 is depicted in FIG. 8 as a single element, the WTRU 102
may include any number of transmit/receive elements 122.
More specifically, the WIRU 102 may employ MIMO
technology. Thus, in one embodiment, the WTRU 102 may
include two or more transmit/receive elements 122 (e.g.,
multiple antennas) for transmitting and receiving wireless
signals over the air interface 115/116/117.

[0064] The transceiver 120 may be configured to modulate
the signals that are to be transmitted by the transmit/receive
element 122 and to demodulate the signals that are received
by the transmit/receive element 122. As noted above, the
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WTRU 102 may have multi-mode capabilities. Thus, the
transceiver 120 may include multiple transceivers for
enabling the WTRU 102 to communicate via multiple RATs,
such as UTRA and IEEE 802.11, as examples.

[0065] The processor 118 of the WIRU 102 may be
coupled to, and may receive user input data from, the
speaker/microphone 124, the keypad 126, and/or the dis-
play/touchpad 128 (e.g., a liquid crystal display (LCD)
display unit or organic light-emitting diode (OLED) display
unit). The processor 118 may also output user data to the
speaker/microphone 124, the keypad 126, and/or the dis-
play/touchpad 128. In addition, the processor 118 may
access information from, and store data in, any type of
suitable memory, such as the non-removable memory 130
and/or the removable memory 132. The non-removable
memory 130 may include random-access memory (RAM),
read-only memory (ROM), a hard disk, or any other type of
memory storage device. The removable memory 132 may
include a subscriber identity module (SIM) card, a memory
stick, a secure digital (SD) memory card, and the like. In
other embodiments, the processor 118 may access informa-
tion from, and store data in, memory that is not physically
located on the WTRU 102, such as on a server or a home
computer (not shown).

[0066] The processor 118 may receive power from the
power source 134, and may be configured to distribute
and/or control the power to the other components in the
WTRU 102. The power source 134 may be any suitable
device for powering the WIRU 102. As examples, the
power source 134 may include one or more dry cell batteries
(e.g., nickel-cadmium (NiCd), nickel-zinc (NiZn), nickel
metal hydride (NIMH), lithium-ion (Li-ion), and the like),
solar cells, fuel cells, and the like.

[0067] The processor 118 may also be coupled to the GPS
chipset 136, which may be configured to provide location
information (e.g., longitude and latitude) regarding the cur-
rent location of the WTRU 102. In addition to, or in lieu of,
the information from the GPS chipset 136, the WTRU 102
may receive location information over the air interface
115/116/117 from a base station and/or determine its loca-
tion based on the timing of the signals being received from
two or more nearby base stations. It will be appreciated that
the WTRU 102 may acquire location information by way of
any suitable location-determination method while remaining
consistent with an embodiment.

[0068] The processor 118 may further be coupled to other
peripherals 138, which may include one or more software
and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For
example, the peripherals 138 may include sensors such as an
accelerometer, an e-compass, a satellite transceiver, a digital
camera (for photographs or video), a universal serial bus
(USB) port, a vibration device, a television transceiver, a
hands free headset, a Bluetooth® module, a frequency
modulated (FM) radio unit, a digital music player, a media
player, a video game player module, an Internet browser,
and the like.

[0069] It is also noted that, in this disclosure, various
elements of one or more of the described embodiments are
referred to as “modules” that carry out (ie. perform,
execute, and the like) various functions that are described
herein in connection with the respective modules. As used
herein, a module includes (or at least has access to) any
necessary hardware (e.g., one or more processors, one or
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more microprocessors, one or more microcontrollers, one or
more microchips, one or more application-specific inte-
grated circuits (ASICs), one or more field programmable
gate arrays (FPGAs), one or more memory devices, and/or
one or more of any other type or types of devices and/or
components) deemed suitable by those of skill in the rel-
evant art for a given implementation. Fach described mod-
ule also includes (or at least has access to) any necessary
instructions executable for carrying out the one or more
functions described as being carried out by the respective
module, and it is noted that those instructions may take the
form of or include hardware (i.e., hardwired) instructions,
firmware instructions, software instructions, and/or the like,
and may be stored in any suitable non-transitory computet-
readable medium or media.

[0070] Although features and elements are described
above in particular combinations, one of ordinary skill in the
art will appreciate that each feature or element may be used
alone or in any combination with the other features and
elements. In addition, the methods described herein may be
implemented in a computer program, software, or firmware
incorporated in a computer-readable medium for execution
by a computer or processor. Examples of computer-readable
storage media include, but are not limited to, a read only
memory (ROM), a random access memory (RAM), a reg-
ister, cache memory, semiconductor memory devices, mag-
netic media such as internal hard disks and removable disks,
magneto-optical media, and optical media such as CD-ROM
disks, and digital versatile disks (DVDs). A processor in
association with software may be used to implement a radio
frequency transceiver for use in a WTRU, UE, terminal,
base station, RNC, or any host computer.

1. A method of concealing use of a wireless-enabled
medical device (WEMD), the method comprising:
detecting at least one device type of at least one respective
wireless device in a neighborhood of the WEMD;

selecting a cover device type based at least in part on the
at least one detected device type, wherein the cover
device type is selected so as to be different from the at
least one detected device type;

operating the WEMD to measure physiological parameter

data; and

wirelessly conveying the physiological parameter data

from the WEMD by encapsulating the physiological
parameter data in a message having a message type
associated with the selected cover device type to simu-
late the selected cover device type.

2. (canceled)

3. The method of claim 1, wherein simulating the selected
cover device type includes buffering the physiological
parameter data prior to transmission from the WEMD.

4. (canceled)

5. The method of claim 1, wherein the detecting and the
selecting are performed by a receiver device, further com-
prising transmitting the selected cover device type from the
receiver device to the WEMD.

6. The method of claim 1, wherein simulating the selected
cover device type includes sending a message using a packet
length associated with the selected cover device type.

7. The method of claim 1, wherein simulating the selected
cover device type includes sending a message using a packet
timing associated with the selected cover device type.
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8. The method of claim 1, further comprising:

determining whether the WEMD is in a predetermined

safety zone; and

ending simulation in response to a determination that the

WEMD is in the predetermined safety zone.

9. The method of claim 1, further comprising:

determining whether the WEMD is in an emergency

override condition; and

ending simulation in response to a determination that the

WEMD is in an emergency override condition.

10. The method of claim 1, wherein selecting a cover
device comprises:

displaying a list of detected device types to the user; and

receiving user selection of at least one spurious detected

device type that is not associated with a device carried
by the user;

wherein the selection of the cover device type is based at

least in part on the detected device types other than the
spurious device type.

11. The method of claim 1, wherein simulating the
selected cover device type comprises:

generating simulated data associated with the selected

cover device type; and

transmitting the simulated data.

12. The method of claim 11, wherein the simulated data
is simulated heart rate data.

13. The method of claim 1, wherein the WEMD is an
implantable cardioverter defibrillator (ICD).

14. The method of claim 1, wherein the selected cover
device type is in a set of at least two selected cover device
types, and wherein wirelessly conveying the physiological
parameter data comprises multiplexing the physiological
parameter data across the at least two selected cover device
types.

15. The method of claim 1, wherein the cover device type
is selected from a predetermined list of available cover
device types.

16. The method of claim 15, further comprising calculat-
ing a utility function for a plurality of the available cover
device types, wherein the selection of the cover device type
is based on at least in part on the calculated utility function.

17. A wireless enabled medical device (WEMD) system
comprising:

a device-setting module operative to detect at least one

device type of at least one respective wireless device in
a neighborhood of the WEMD and to select a cover
device type based at least in part on the at least one
detected device type, wherein the device-setting mod-
ule is operative to select the cover device type so as to
be different from the at least one detected device type;
and

a WEMD operative to measure physiological parameter

data and to wirelessly convey the physiological param-
eter data from the WEMD, wherein the WEMD is
operative to encapsulate the physiological parameter
data in a message having a message type associated
with the selected cover device type to simulate the
selected cover device type.

18. The system of claim 17, further comprising a receiver
device, wherein the device-setting module is included in the
receiver device.

19. (canceled)

20. (canceled)
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