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SYSTEM AND METHOD OF WORKFLOW
MANAGEMENT

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This application is continuation of U.S. application
Ser. No. 14/066,011, filed Oct. 29, 2013, which application
was published on Apr. 30, 2015, as U.S. Publication No.
US20150119651, which is incorporated herein by reference
in its entirety.

BACKGROUND

[0002] Thepresent disclosure is related to the field of work-
flow management. More specifically, the present disclosure is
related to systems and method of managing workflow based
upon an association between at least one wireless sensor and
a monitored patient.

[0003] Monitoring vital signs is an important part of patient
care as the general or particular health of the patient is deter-
mined, in part, through measurement and interpretation of
key physiological indicators. Well-known parameters of
patient health include blood pressure, hemoglobin saturation
(SPO,), and features of the electrocardiogram (ECG). How-
ever, the utilization of physiological instrumentation to obtain
these measurenents at the bed side of a patient also possess
well-known burdens to the clinical environment. The pres-
ence of cables, catheters, and tubing connecting the patient
and sensors to the instrumentation configured to provide all
monitoring or therapeutic care can diminish productivity and
the quality of patient care. For example, rotating a patient to
alleviate bed sores or patient ambulation about the room can
be problematic if the patient is saddled with tethered devices.
Procedural delays stemming from cable management also
contribute to a great percentage of time dedicated to routine,
mundane tasks not directly related to treatment of the
patient’s illness.

[0004] Wireless communication technology leveraged to
patient monitoring and therapy may at least mitigate some of
the problems associated with cable clutter and device man-
agement. With instrumentation becoming wireless, the man-
agement of such devices is eased. In addition, wireless instru-
mentation/devices greatly reduce the burden associated with
cable management.

[0005] Wireless patient monitoring networks, however,
bring new problems that need to be addressed for proper
implementation of a monitoring regime. In many instances,
whether using a wireless monitoring system or a wired sys-
tem, elements of the system communicate with at least one
central management device. In the hospital environment, this
management device is often used to relay monitored infor-
mation to an infrastructure that allows health care profession-
als to analyze the monitored information from an outside
location (e.g. a nurse station). In other wireless systems, the
management device may be integrated with a central process-
ing unit that analyzes the incoming device information. When
cables are removed from these devices, a user of the system
can no longer safe guard that the devices are properly con-
nected to the patient to be monitored by the management
device by simply ensuring that the cables extend from the
management device to the correct patient. That is, without
cables, a health care provider or other operator lacks the
visual cues associated with cables to assure that the sensing
devices are properly connected to the proper patient to be
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monitored by the management device. Alternatively, as wire-
less sensing systems proliferate in a care setting, wireless
sensing devices may inadvertently become communicatively
connected with a management device associated with another
patient. Again, without the visual cues of the cable, a health-
care provider or other operator lacks a tool for fast and accu-
rate confirmation that the management device is receiving
physiological data from a specified patient and that patient
only.

BRIEF DISCLOSURE

[0006] An exemplary embodiment of a wireless system
includes a plurality of peripheral electronic devices each hav-
ing a wireless communication system. A hub includes a wire-
less communication system. The hub is in wireless commu-
nication with the peripheral electronic devices. A processor is
configured to establish an association confidence level for
each peripheral electronic device based on a plurality ofasso-
ciation criteria. The association confidence level for each
peripheral electronic device is reflective of the likelihood that
a peripheral electronic device is associated to a monitored
subject. Bach of a plurality of indicators are configured to
communicate the association confidence level for a peripheral
electronic device.

[0007] In an exemplary embodiment of a wireless patient
monitoring system, a plurality of peripheral electronic
devices each have a wireless communication system and a
sensor. Each of the plurality of peripheral electronic devices
is configured to be secured to a monitored patient and con-
figured to acquire physiological data from the monitored
patient. A hub includes a wireless communication system.
The hub is in wireless communication with the peripheral
electronic devices to receive the physiological data acquired
by the peripheral electronic devices. A processor is config-
ured to register each of the plurality of peripheral electronic
devices to the monitored patient. The processor is configured
to receive the physiological data from the hub. The processor
is configured to establish an association confidence level for
each peripheral electronic device. The association confidence
level is indicative of a likelihood that the physiological data
acquired by the peripheral electronic device is from the moni-
tored patient. Each of a plurality of indicators is configured to
communicate the association confidence level for a peripheral
electronic device of the plurality of peripheral electronic
devices.

[0008] An exemplary embodiment of a method of work-
flow management in a wireless patient monitoring system
includes providing a plurality of peripheral electronic
devices. Each of the plurality of peripheral electronic devices
includes a sensor configured to acquire physiological data
from a patient and a communication system. A processor
registers each of the plurality of peripheral electronic devices
to amonitored patient. Physiological data acquired by each of
the peripheral electronic devices is received at the processor.
An association confidence level is determined for each of the
peripheral electronic devices based at least in part upon the
received physiological data. A perceptible indication of the
determined association confidence levels is produced.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 is a schematic diagram of an exemplary
embodiment of a wireless system.
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[0010] FIG. 2 is a schematic diagram of an exemplary
embodiment of a petipheral electronic device.

[0011] FIG. 3 is a flow chart that depicts an exemplary
embodiment of a method of evaluating an association confi-
dence level between a peripheral electronic device and a
monitored patient.

[0012] FIG. 4 is a flow chart that depicts an exemplary
embodiment of a method of responses to an association con-
fidence level.

[0013] FIG. 5 depicts an exemplary embodiment of a
graphical user interface in accordance with an exemplary
embodiment.

DETAILED DISCLOSURE

[0014] FIG. 1 is a schematic diagram of a wireless system
10. The wireless system 10 includes a processor 12 that is
configured in the manner as disclosed herein to receive a
plurality signals acquired by the wireless system 10, evaluate
the signals, and initiate a response. The wireless system 10
further includes a hub 14 that is configured to communicate
both with the processor 12 and with a plurality of peripheral
electronic devices 16. It will be understood that in embodi-
ments, the hub 14 may be an independent device that is
communicatively connected to the processor 12, while in
other embodiments the hub 14 may be integrated into a single
device with the processor 12.

[0015] Thehub 14 includes a wireless communication sys-
tem 18 that exemplarily creates a communication area or
range 20 within which the hub 14 may be communicatively
connected with one or more of the peripheral electronic
devices 16 which similarly may comprise a wireless commu-
nication system 22. It will be understood that the wireless
communication systems 18, 22 respectively of the hub 14 and
the peripheral electronic devices 16 will be communicatively
compatible and in an embodiment are radio frequency (RF)
wireless communication devices. However, it will be undet-
stood that in alternative embodiments, the wireless commu-
nication systems 18, 22 may include optical, magnetic, ultra-
sound, visible light, infrared, or other forms of wireless
communication systems.

[0016] While embodiments of the peripheral electronic
devices 16 may include other components as described in
further detail herein, each of the peripheral electronic devices
16 include at least one sensor 24 that is operable to acquire or
measure at least one parameter or signal. In the present dis-
closure, the exemplary embodiment and application of a
health care setting is used for descriptive purposes, although,
it will be recognized that alternative embodiments of the
systems and methods as disclosed herein may be used in
conjunction with other applications in which a plurality of
wireless peripheral electronic devices must be managed.
Thus, in the exemplary embodiment given herein, the sensors
24 may be physiological sensors that are configured to
acquire physiological data from a patient to be monitored 26.
In non-limiting embodiments, the sensors 24 may include
heart rate, pulse rate, temperature, electrocardiogram (ECG),
blood pressure (e.g. NIBP), respiration, physical movement,
electroencephalogram (EEG) and others as may be recog-
nized by a person of ordinary skill in the art.

[0017] Inembodiments, the sensors of the peripheral elec-
tronic devices measure or otherwise acquire at least one
physiological parameter from the patient 26. The wireless
communication system 22 of the peripheral electronic
devices works with the wireless communication system 18 of
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the hub 14 to wirelessly transmit the acquired physiological
data 28 from each of the peripheral electronic devices 16
through the hub 14 to the processor 12.

[0018] The processor 12 is connected to at least one com-
puter readable medium 30. In embodiments, the processor
executes computer readable code stored on the computer
readable medium 30 as software or firmware. The execution
of the computer readable code causes the processor 12 to
operate in a manner such as to carry out the operations and
functions as described herein. In an exemplary embodiment,
the computer readable medium is an integral part of the pro-
cessor 12.

[0019] In still further embodiments, the processor is com-
municatively connected to the at least one computer readable
medium 30. Data is stored on the computer readable medium
30 such data may include information regarding system data,
association criteria as described in further detail herein. In
embodiments disclosed herein particular combinations of
association criteria as may be used depending upon the
patient, the peripheral electronic devices used, or the patient
diagnosis, etc., and/or a weight or priority assigned to one or
more of the association criteria.

[0020] An input device 32 is further connected to the pro-
cessor 12 wherein by a clinician or technician can enter infor-
mation including information regarding the patient to be
monitored, the peripheral electronic devices used, the physi-
ological condition of the patient, the association criteria to be
used in evaluation of the association between the peripheral
electronic devices, or a weighting to be used in evaluating
such association criteria. In some embodiments as disclosed
herein, the input device 32 may be used by the clinician or
technician to initially register each of the peripheral elec-
tronic devices 16 to the patient to be monitored 26. This initial
registration may include the use of a bar code scanner or
entering some other type of identifying information from the
peripheral electronic device or the execution of a registration
process carried out by the wireless communication system 18,
22 of the peripheral electronic devices 16 and the hub 14,
respectively.

[0021] The processor 12 further operates a graphical dis-
play 34 that visually presents an indication of the confidence
level indicative of the association between each of the periph-
eral electronic devices and the monitored patient determined
in a manner as described in greater detail herein. The graphi-
cal display 34 operates to present such information in a
graphical user interface (GUI) which may be configured in a
variety of manners to visually convey this information. In
embodiments, the graphical display 34 may be a flat panel
display or may be a display associated with a laptop or tablet
computer, or a display of a mobile device. In still further
embodiments, the display 34 may have touch sensitive capa-
bilities and as such operate as both the display 34 as well as
the input device 32. In still further embodiments, the display
34 may further be operated by the processor 12 to present
some or all of the physiological data acquired from the moni-
tored patient by the plurality of peripheral electronic devices
16.

[0022] The processor 12 is further connected to an alarm
36. The alarm 36 may be an audible or visual alarm that
produces an alert indicative of the confidence level in the
association between each of the peripheral electronic devices
and the monitored patient. In an embodiment, the alarm 36
may only provide an indication when the confidence level in
the association between a peripheral electronic device and the
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monitored patient falls below a predetermined threshold as
determined by the processor 12. The alarm 36 may include a
light indicator such as an LED; however, in alternative
embodiments, the alarm 36 may be generated sound or a
textual message sent to one or more care providers through
text messaging, e-mail or other known communication plat-
forms.

[0023] 1In an alternative embodiment, the processor 12 fur-
ther transmits a signal 38 indicative of the confidence level to
each of the respective peripheral electronic devices 16
through the communication system 18 of the hub 14 and the
respective communication system 22 of the peripheral elec-
tronic device 16. Each of the peripheral electronic devices 16
include an indicator 40 that operates to present the association
confidence level received from the processor 12. In an
embodiment, the indicator 40 may be a noise making device,
alightemitting diode (LED) orother visual device, or a tactile
device such as a vibration unit that operates in a manner such
as to notify a clinician or technician of the association confi-
dence level in the association between the peripheral elec-
tronic device and the monitored patient. In one non-limiting
embodiment, the indicator 40 is a light source that is config-
ured to emit light at an intensity level that is proportional to
the received association confidence level. In another embodi-
ment, the indicator 40 is a light source, that is configured to
emit light within a first color spectrum, exemplarily green if
the confidence level is above a first threshold, the light source
emits light within a second color spectrum, exemplarily yel-
low, if the confidence level is at or below the first threshold
and above a second threshold, and emits light within a third
color spectrum, exemplarily red, if the confidence level is at
or below the second threshold. In such exemplary embodi-
ments, the light source may be one or more LEDs configured
to emit light in the required colored spectrum.

[0024] In astill further embodiment, the indicator 40 is an
audible alarm that is configured to emit an audible signal

when the confidence level is below a predetermined thresh-
old.

[0025] As will be described in further detail herein, in
embodiments, the processor 12 may operate to provide an
automated diagnosis or other types of automated medical
guidance based upon the received physiological data and
other sources of information regarding the patient, including,
but not limited to the medical information found in the
patient’s electronic medical record (EMR). Non-limiting
examples of such automated diagnosis or other automated
medical guidance may include automated indications of the
patient’s condition based upon the acquired physiological
data, suggested treatments, therapy, or recommendations to
the patient based upon the received physiological data. In one
such embodiment, the processor 12 provides the physiologi-
cal data 42 acquired by the peripheral electronic devices 16,
the determined association confidence level 44 in the asso-
ciation between each of the peripheral electronic devices 16
and the monitored patient 26, and the automated guidance 46
as described above to the graphical display 34 for presenta-
tion to the clinician. As will be described further therein, the
presentation of at least a portion of the physiological data and
the association confidence levels in the acquisition of that
physiological data can help to facilitate a clinician’s evalua-
tions of any automatedly generated guidance based wholly or
in part upon the received physiological data. In alternative
embodiments as described in further detail herein, the auto-
mated guidance 46 may only be presented at the graphical
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display 34 if the underlying physiological data is acquired at
an association confidence level above a predetermined
threshold that the physiological data is associated with the
monitored patient 26.

[0026] The processor 12 is further connected to data stor-
age 48 wherein the data storage 48 may be located on a
computer readable medium that is either local or remote from
the processor 12. Thus, the data storage 48 may be commu-
nicatively connected to the processor 12 through a local hos-
pital intranet or a wide area network exemplarily over the
Internet. In one embodiment, the data storage 48 is exemplar-
ily an electronic medical record (EMR) of the monitored
patient and the processor 12 and receives and stores the
acquired physiological data 42 received from the plurality of
peripheral electronic devices, the association confidence lev-
els 44 and any automated guidance 46 determined by the
processor 12.

[0027] Inanalternative embodiment as will be described in
greater detail herein, the acquired physiological data 42 may
be appended with the determined association confidence level
44 and the appended values stored together in the EMR.
[0028] In still further embodiments, the patient 26 is con-
nected to at least one therapeutic device 50 that provides
therapy or treatment to the patient. In embodiments, the thera-
peutic device 50 receives a control signal 52 from the proces-
sor 12. In response to the control signal 52, the therapeutic
device 50 may take one or more automated therapeutic
actions. The processor 12 generates the control signal 52 in
part based upon at least some of the received physiological
data. In non-limiting embodiments, the therapeutic device 50
may be a defibrillator, a drug pump, an intravenous (IV)
solution pump, or a ventilator which may operate to provide
an automated therapy to the patient in accordance with the
received control signal 52. In an exemplary embodiment, the
defibrillator may perform an automated action upon detection
of an arrhythmic pattern in the ECG waveform of the patient.
In a further embodiment, a drug pump or IV solution pump
may be delivered to increase or decrease a rate of delivery of
a medication or fluid in response to a detected change in
physiological condition. In embodiments as will be described
in further detail herein, the processor may operate in conjunc-
tion with the determined association confidence levels for
each of the peripheral electronic devices that acquire the
physiological data and only produces a control signal 52 in
order to initiate the delivery of the automated therapy if the
association confidence levels for the peripheral electronic
devices that acquired the physiological data that resulted in
initiation of the automated therapy indicate a high confidence
level in being associated with the monitored patient who will
receive the automated therapy. In such embodiment, this
safety feature helps to ensure that if a peripheral electronic
device becomes connected to an alternative patient then the
monitored patient, that alternative patient’s physiological
parameters do not result in the delivery of an automated
therapeutic response to the wrong patient.

[0029] FIG. 2 depicts a more detailed exemplary embodi-
ment of a peripheral electronic device 54 such as may be used
in conjunction with the wireless system 10 depicted in FIG. 1.
The peripheral electronic device 54 includes a processor 56
that executes software or firmware stored at the processor 56
in order to carry out the functions as described in further detail
herein. The peripheral electronic device 54 further includes a
battery 58 that provides power to the processor 56 and other
components of the peripheral electronic device requiring
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energization, either directly or indirectly from the battery 58.
In an embodiment, the peripheral electronic device 38 may be
constructed such that the battery 58 is replaceable or
rechargeable. In such embodiments, the peripheral electronic
device 54 may be configured to be reused and the battery
replaced or recharged in order to extend the life of the periph-
eral electronic device 54. In other embodiments, the periph-
eral electronic device 54 may be disposable after the power is
drained from the battery 58. Depending upon such embodi-
ments, the processor 56 may monitor either the remaining
battery life, elapsed time or elapsed usage since battery
replacement or recharge, battery output voltage, or other such
measurement of remaining battery life.

[0030] As described above, the peripheral electronic device
54 is configured to be secured to the patient to be monitored
and to wirelessly transmit physiological data 38 through an
interaction between a wireless communication system 18 ofa
hub 14, with a wireless communication system 22 of the
peripheral electronic device 16 (FIG. 1). In the exemplary
embodiment of FIG. 2 the peripheral electronic device 54
includes a transmitter 60 in order to broadcast or otherwise
transmit information from the peripheral electronic device as
described above, the transmitter 60 may include any of a
variety of known communication transmitters, including, but
not limited to radio frequency, infrared, visible light, or ultra-
sonic, or other known transmission implementations.

[0031] The peripheral electronic device 54 is configured
with a sensor 62. The sensor 62 is configured to acquire or
otherwise measure a physiological parameter from the
patient. Non-limiting examples of physiological parameters
that may be measured or acquired, include biopotentials such
as electrocardiogram (ECG), electromyogram (EMG), and
electroencephalogram (EEG). The sensor 62 may also be
configured to acquire other physiological parameters such a
heart rate, oxygen saturation (SPO,), blood pressure, such as
acquired by noninvasive blood pressure (NIBP) monitoring,
respiration rate, motion detection, or temperature. However,
these are merely exemplary of the types of sensors that may be
incorporated into the peripheral electronic device 54 and are
not intended to be limiting.

[0032] Embodiments of the peripheral electronic device 54
may further include a position detector 64. In an exemplary
embodiment, the position detector 64 may be a global posi-
tioning system (GPS) detector. The position detector 64 fur-
ther provides the location of the peripheral electronic device
54 and can be transmitted by the transmitter 62 along with the
physiological data collected by the sensor 64.

[0033] The peripheral electronic device 54 may further
include a clock 66 where the clock 66 may be a separate
component found in the peripheral electronic device 54, or
may be an integral component associated with the processor
56. In embodiments, the clock 66 can operate such as to
measure an elapsed time since initial registration of the
peripheral electronic device 16 with the processor 12 FIG. 1
to the monitored patient as described above. In an alternative
embodiment, the clock 66 may be used to measure the opera-
tional time since the last battery replacement or recharge as
also discussed above.

[0034] The peripheral electronic device 54 further may
include an indicator 68 connected to the processor 40. In
embodiments, for notification purposes, the indicator 52 may
be a noise making device, an LED or other visual devices or
a tactile device such as a vibration unit for notifying a clini-
cian or technician of the association status of the peripheral
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electronic device 54 with the monitored patient through
sound, light, or tactile methods.

[0035] FIG. 3 is a flow chart that depicts an exemplary
embodiment of a method 100 of evaluating an association
between a peripheral electronic device and a monitored
patient. The method 100 may be carried out by a wireless
system, such as wireless system 10 described above with
respect to FIG. 1; however, it will be understood that in
alternative embodiments, an association confidence level can
be determined in other ways. In an embodiment, association
criteria of at least one system attribute and at least one sensor
attribute are evaluated to determine an association confidence
level between the peripheral electronic device and the moni-
tored patient. Depending upon the sensor itself, the type of
wireless communication system used by the sensor, and the
components available in the peripheral electronic device (e.g.
clock, position device, as described above), certain system
and sensor attributes as described in further detail herein may
be more relevant or applicable in calculating the confidence
level. Alternatively, some association criteria may not be
available due to the constraints of the peripheral electronic
devices, sensors, or the wireless system. As such, for any
given system or monitored patient, a subset of the overall set
of possible association criteria will exist.

[0036] At 102, each peripheral electronic device of the
plurality of peripheral electronic devices is registered to a
monitored patient. [t will be recognized that in the description
herein, the peripheral electronic devices registered at 102,
may include a sensor and be configured to be secured to a
patient and to transmit physiological data acquired by the
sensor to a processor in the wireless system. As described
above, the peripheral electronic devices may be registered by
one or more clinician or technician inputs into the wireless
system in order to provide an initial association between each
ofthe plurality of peripheral electronic devices and the patient
to be monitored. Once the wireless sensors are registered and
secured to the monitored patient, the processor may begin to
receive physiological data as acquired by the sensors through
the wireless system.

[0037] At 104 system data are collected from the system.
The system data are values and/or conditions that are related
to the association of the peripheral electronic device to the
monitored patient, but are a part of the wireless system rather
than physiological data acquired from the patient. Examples
of association criteria that may be dependent upon system
data collected at 104 can include length of time since regis-
tration of a peripheral electronic device to a patient, an RF
signal strength, an elapsed time that peripheral electronic
device is confirmed off of a patient, activity types, a number
of communication errors, a battery state or condition, a
known operation lifetime of the peripheral electronic device,
a location, exemplarily a GPS location, a proximity beacon,
elapsed time on the patient, identified instances of sensor
disconnection from the patient, movement of the peripheral
electronic device, or alocation of an accessory or other device
associated with the patient; however, these are merely exem-
plary of the types of association criteria that may be collected
from the system.

[0038] At 106 physiological data acquired by the sensors of
the peripheral electronic devices are received by the proces-
sor. The peripheral electronic devices transmit the physi-
ological data to the processor as described above through the
wireless system. As further described above, a variety of
physiological data may be acquired by sensors in peripheral
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electronic devices associated to each patient. The received
physiological data may include, but is not limited to ECG,
EMG, EEG, temperature, respiration, SPO,, blood pressure,
movement, heart rate, pulse rate, or others. Depending upon
the diagnosis and treatment being received by the patient, the
patient may be monitored to acquire various physiological
data. In embodiments, the acquired physiological data may be
in the forms of waveforms, traces, or other signals that must
be processed to obtain values meaningful to determining an
association confidence level.

[0039] At 108 association criteria values are derived from
the physiological data and the system data. The received
physiological data is processed to derive association criteria
values. The association criteria values derived from the physi-
ological data may include such association criteria values that
are representative of a confidence in the association status
between an peripheral electronic device and the monitored
patient by providing a measure of the coincidence or congru-
ity between physiological data acquired between sensors of
different peripheral electronic devices in the plurality of
peripheral electronic devices.

[0040] In one example, a plurality of ECG leads may be
acquired by separate peripheral electronic devices and an
ECG signal, waveform characteristic, or heart rate as indi-
cated by each of the ECG leads are compared to determine
whether each ECG signal is consistent or inconsistent with
that obtained from the other leads. If the ECG signal obtained
from one of the peripheral electronic devices is inconsistent
with the other ECG signals from the peripheral electronic
devices associated with the monitored patient, then that
peripheral electronic device will have a lower association
criteria value to reflect the reduced confidence that that
peripheral electronic device is associated with the monitored
patient. Similar comparisons may be made across physiologi-
cal parameters, exemplarily, heart rate as determined through
ECG signals acquired by peripheral electronic devices, and
SPO, peripheral electronic devices and an NIBP peripheral
electronic device may all be compared to evaluate the consis-
tency or inconsistency of the heart rates between each of these
peripheral electronic devices to evaluate their association to
the monitored patient.

[0041] In a still further embodiment, one physiological
parameter measured by a sensor of one of the peripheral
electronic devices may produce a known artifact in the signal
acquired by a sensor of a peripheral electronic device config-
ured to acquire another physiological parameter. Exemplar-
ily, a known cardiac artifact may appear in any of a number of
physiological parameter signals, including, but not limited to
a respiration monitor, EEG waveform, or EMG waveform.
Similarly, a respiration artifact may be known to be present in
an acquired ECG signal. In an alternative embodiment, the
monitored physiological data, e.g. heart rate, as acquired
from an ECG signal is compared to the known cardiac artifact
in the physiological data acquired by another peripheral elec-
tronic device and an association criteria value derived to
reflect this consistency or inconsistency, of this comparison
between the physiological data of the peripheral electronic
devices.

[0042] In an embodiment, exemplary association criteria
values derived from system data may include a numerical
representation of RF signal strength or an association confi-
dence based upon the length of time since the peripheral
electronic device has been registered to the monitored patient.
A further association criteria value may be a numerical rep-
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resentation of a confidence that the peripheral electronic
device is associated with the patient to be monitored. For
example, if the RF signal strength of one peripheral electronic
device is noticeably weaker or stronger than those of other
peripheral electronic devices registered to the same patient,
this may indicate low confidence while congruency between
all RF signals of the peripheral electronic devices registered
to the same patient may be a sign of increased confidence.
Similarly, as the length of time since the initial registration of
the peripheral electronic device, or length of time since a
clinician’s physical verification of connection of the periph-
eral electronic device to the monitored patient gets longer, the
confidence inthe association decreases. Similarly, if'a periph-
eral electronic device extends beyond an expected life, bat-
tery power, battery life, or recommended replacement time,
these may all be indications of a lowered confidence in the
association status. In other examples, if a sensor experiences
a large number of communication errors or is in a location
apart from other peripheral electronic devices registered to
the monitored patient, these may be indicative of a reduced
confidence in the association status of the peripheral elec-
tronic device.

[0043] At 110 the association criteria are weighted. A
weighting criteria is determined based upon the overall
strength of each of the association criteria as well as the total
number of association criteria available in the subset of avail-
able association criteria. Weighting criteria may also be fur-
ther determined based upon the derived values of the associa-
tion criteria. As noted above, not all association attributes
may be used or available in all instances. Specifically, based
upon the types of sensors or types of peripheral electronic
devices and the types and amount of physiological data col-
lected, only a subset of the possible association criteria will be
available. The relative strength of the association criteria in
determining an association confidence level between a
peripheral electronic device and a monitored patient may be
considered in weighting the association criteria. For example,
an association criteria such as elapsed time since initial reg-
istration may be heavily weighted if the elapsed time is short,
but may receive a lesser weighting as the elapsed time length-
ens. In an embodiment, the weighting may again increase, as
an indicator of decreased confidence, if the elapsed time
exceeds an expected procedure duration or peripheral elec-
tronic device expected usage. It is to be noted that in some
embodiments only physiological data based association cri-
teria may be used while in other embodiments a combination
of association criteria based upon system data and physi-
ological data may be used. It is possible that the number of
association criteria changes and the weighting criteria
changes during a single device-patient association session. As
will be discussed in further detail herein, embodiments of the
method 100 may be repeated periodically in order to produce
an updated evaluation of the association between the periph-
eral electronic devices and the monitored patient and the
weighting of the association criteria may change from cycle
to cycle. These changes may be due to the addition or sub-
traction of peripheral electronic devices, length of time elaps-
ing between evaluation cycles.

[0044] At112an association confidence level is determined
for each peripheral electronic device based upon the weighted
association criteria values. In an embodiment, the weighted
association criteria values are summed on a sensor by sensor
basis. This summation may produce a raw indication of the
association between each of the individual peripheral elec-
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tronic devices of the plurality and the patient to be monitored
by those peripheral electronic devices. The association con-
fidence level determined at 112 may exemplarily be a nor-
malized value of all of the summed weighted association
criteria values for that peripheral electronic device. In an
alternative embodiment, the association confidence level may
be normalized on an S curve. Alternatively, an association
confidence level may be exemplarily determined into catego-
ries such as high, medium, and low association confidence
level. This categorization may exemplarily be performed by
comparing a raw association confidence level to a plurality of
thresholds.

[0045] In embodiments, as mentioned above, the associa-
tion confidence level for each peripheral electronic device
may be periodically recalculated such as to update these
determinations. In one embodiment, once an association con-
fidence level has been calculated at 112 this previously cal-
culated association confidence level may be used at 114 as
another association criteria is weighted and incorporated
back into the method 100.

[0046] FIG. 4 is a flow chart that depicts an exemplary
embodiment of a method 200 of workflow management based
upon an association confidence level representative of an
association between each of a plurality of peripheral elec-
tronic devices and a monitored patient. As reflected in the
method 200 a number of alternative responses or actions may
be taken once an association confidence level has been deter-
mined. Inembodiments, it will be recognized that one more of
these responses may occur simultaneously or sequentially or
that other types of responses are also contemplated herein.
[0047] The method 200 begins at 202 when an association
confidence level for each peripheral electronic device is
received. In an embodiment, the association confidence levels
for each of the peripheral electronic devices may be deter-
mined in the manner as explained above with respect to FIG.
3, although, in other embodiments, the association confi-
dence level may be determined in other ways and still be used
in the methods as described herein.

[0048] Inanembodiment,the association confidencelevels
for each peripheral electronic device are compared to a plu-
rality of thresholds in order to categorize the association
confidence levels and to direct workflow responses. Exem-
plarily, the association confidence levels are compared to a
first threshold at 204 and a second threshold at 206.

[0049] At 204 the association confidence level is compared
to a first threshold. This first threshold may exemplarily be
representative of a high confidence in the association between
that peripheral electronic device and the monitored patient. In
amerely exemplary embodiment, the association confidence
level is normalized on a scale of 0 to 100, the first threshold
may exemplarily be a normalized score of 90 although the
first threshold may be any value as deemed medically or
institutionally relevant.

[0050] At 208 a visual indication of the confidence level
may be presented, exemplarily as in any of the manners as
disclosed above. As specific non-limiting examples, the con-
fidence level may be presented in a graphical user interface
presented on a graphical display and such presentation may
include both a presentation of the numerical association con-
fidence level value and/or a categorization of such association
confidence level. FIG. 5 depicts a non-limiting example of
such a graphical user interface display 300. In still further
embodiments, the association confidence level may be trans-
mitted back to peripheral electronic device and a visual indi-
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cator, exemplarily one or more light emitting diodes (LEDs)
may be illuminated at a color or intensity representative of the
association confidence level.

[0051] At 206 if the association confidence level is below
the first threshold at 204 then the association confidence level
is compared to a second threshold. If the association confi-
dence level is above this second threshold, the association
confidence level may be exemplary denoted as a medium
confidence and presented as described above with respect to
208. In anon-limiting embodiment, the second threshold may
be 70 on a normalized scale of 0-100, while in an alternative
embodiment the second threshold may be 50 on a normalized
scale of 0-100. If the association confidence level is not above
the second threshold, then the association confidence level
may be categorized as a low confidence in the association
between that peripheral electronic device and the monitored
patient, and such visual indication of the confidence level
presented at 208 as described above.

[0052] Additionally, if the association confidence level is
below the second threshold, further actions may be under-
taken in response to the low confidence in the association
between the peripheral electronic device and the monitored
patient. Exemplarily, an alarm may be indicated at 210. The
alarm may exemplarily be a visual, audio, or tactile alarm that
initiated to alert a clinician or a technician of the reduced
confidence in the association between the peripheral elec-
tronic device and the monitored patient. Such alarms may
exemplarily be presented at a graphical user interface, at the
peripheral electronic device, or may take the form of a textual
or other communication to a clinician or technician notifying
them of the determined low confidence.

[0053] Inanembodimentthe alarm initiated at 210 is exem-
plarily directed or configured to prompt a response by a
clinician or technician. In one exemplary embodiment, the
clinician or technician is prompted to locate and verify the
physical placement and attachment of the low confidence
peripheral electronic device to the monitored patient. Such
prompt may include a prompt for the clinician or technician to
reregister or otherwise verify that the peripheral electronic
device is properly attached to the monitored patient. This
reregister or verification may be used as or update a value of
an association criteria, resulting in an improved association
confidence level and removal of the alarm.

[0054] While the initiation of an alarm at 210 is depicted in
FIG. 4 as being initiated only after the determination of a low
confidence level, in an alternative embodiment, there may be
a plurality of states or stages of confidence level and various
set alarms or alarms responses may escalate with the escala-
tion of the determined confident level.

[0055] A determination of alow confidence level may also
result in the disassociation of a peripheral electronic device
from a monitored patient at 212. If the association confidence
level is determined to be alow confidence, exemplarily below
the second threshold at 206, that peripheral electronic device
may be disassociated from the monitored patient at 212. In
such an embodiment, the physiological data obtained by the
peripheral electronic device may still be temporarily stored,
but may not be immediately entered into the patient’s elec-
tronic medical record or presented on a graphical display with
the other physiological data obtained from the monitored
patient. This can be done as a precaution such that physiologi-
cal data in which there is a low confidence to have emanated
from the monitored patient is not immediately stored or pre-
sented in conjunction with the monitored patient. Since the
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confidence in this physiological data emanation from the
monitored patient is low, in embodiments it may be preferable
to take this precaution such that medical decisions, diagnosis,
and other such determinations are not made based upon this
physiological data. If, at a later time, the peripheral electronic
device is verified to have been associated with the monitored
patient at the time the data was acquired, the physiological
data may be restored to the patient’s electronic medical
record. In an alternative embodiment, once the peripheral
electronic device is disassociated from the monitored patient,
the wireless system may no longer process or store any physi-
ological data acquired by a wireless sensor of that peripheral
electronic device, until the peripheral electronic device is
reregistered or verified as associated to the monitored patient.

[0056] At 214 the association confidence levels from 202
may be used in an alternative manner such that the received
physiological data from each of the peripheral electronic
devices is appended with the association confidence level for
that peripheral electronic device at 214. As described above,
the association confidence levels may be periodically re-de-
termined at regular intervals and therefore the received physi-
ological data may be appended with the association confi-
dence level for that peripheral electronic device in the time
interval in which the physiological data was acquired. This
appended physiological data can then be stored, exemplarily
at the monitored patient EMR such that the appended physi-
ological data can be later used in patient evaluation, diagnosis
or therapeutic decisions as an additional piece of information
that 1s reflective of the quality of confidence that the physi-
ological data was acquired by a peripheral electronic device
that was actually associated with the monitored patient.

[0057] Furthermore, in some wireless systems, the clini-
cian or technician may be provided with automated medical
guidance or the patient may receive automated therapeutic
interactions based upon the physiological data acquired form
the monitored patient. In an embodiment, the automated
actions may be desired to only be performed when there is a
high level of confidence between each of the peripheral elec-
tronic devices and the monitored patient. In such embodi-
ments, at 216 the association confidence level for each of the
peripheral electronic devices are compared to a predeter-
mined threshold. Similar to the threshold as described above
with respect to 204 and 206, this threshold may exemplarily
be a predetermined value based upon clinical standard for a
required confidence level. In a non-limiting embodiment, the
threshold at 216 may be a 95 on a normalized scale between
0-100, although this is merely exemplary of the predeter-
mined threshold that may be used. If one or more of the
confidence levels for each of the peripheral electronic devices
is below the predetermined threshold, then an alarm may be
initiated at 218 in order to alert the clinician or technician
either that automated actions are being taken without the
requisite association confidence levels or to alert the clinician
or technician that some or all of the automated actions have
been disabled due to insufficient confidence in the association
between the peripheral electronic devices and the monitored
patient. If all of the confidence levels are above the predeter-
mined threshold, then automated actions may be taken based
upon the received physiological data from the peripheral elec-
tronic devices. The automated action may exemplarily
include automated medical guidance, presented to the clini-
cian or technician at 220. Automated medical guidance may
take any of a variety of forms, and specifically may include
identifications of potential physiological conditions or risks
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identified based upon an analysis of at least in part, the
acquired physiological data. In embodiments, the analysis
may further extend to data stored in the patient electronic
medical record, or other sources of medical data.

[0058] At 222 a further action that may be taken if the
confidence levels are above the predetermined threshold at
216 may be the operation and control of an automated thera-
peutic interaction based upon the acquired physiological
data. As described above, in some embodiments, therapeutic
devices such as IV or drug pumps, ventilators, or defibrilla-
tors may be operated to automatedly take a therapeutic action
based upon the acquired physiological data. As these auto-
mated therapeutic interactions may have an adverse effect on
the patient health or wellbeing if an inappropriate action is
taken, it may be desirable in embodiments to only provide
such automated therapeutic interactions when there is a high
confidence that all of the acquired physiological data ana-
lyzed to initiate the automated therapeutic interaction has
been acquired by peripheral electronic devices associated
with the monitored patient.

[0059] In an alternative embodiment, automated therapeu-
tic interactions may operate on a reduced functionality
depending upon the peripheral electronic device with the
lowest association confidence level, and that particular level.
In such an embodiment, basic adjustments or controls may be
maintained at lower confidence levels, while more invasive
responses may only be undertaken when there is a high con-
fidence in all of the peripheral electronic devices. As a merely
exemplary embodiment of an [V pump, under a lower confi-
dence level, the IV pump may be operated to maintain or
make minor adjustment to an IV rate, while automated adjust-
ments between intravenously delivered substances, or the
delivery of a bolus may only occur under a high confidence
level with each of the peripheral electronic devices.

[0060] As referenced above, FIG. 5 depicts an exemplary
embodiment of a graphical user interface 300 that may be
presented on a graphical display. The GUI 300 includes a
plurality of sensor indicators 302. The sensor indicators 302
may generally identify the anatomicallocation of the wireless
sensor on the monitored patient. In an exemplary embodi-
ment, the sensor indicators 302 may be color coded to repre-
sent an association status of the sensor based upon the confi-
dence value, such association status may exemplarily indicate
a high, medium, or low association between the wireless
sensor and the monitored patient. The GUI 300 may further
present the derived confidence value 304 associated with each
of the wireless sensors. Thus, in embodiments such as that
depicted in FIG. 5, a clinician or technician is presented with
both a visual indication of a general association status as well
as a more detailed confidence value indication.

[0061] The functional block diagrams, operational
sequences, and flow diagrams provided in the Figures are
representative of exemplary architectures, environments, and
methodologies for performing novel aspects of the disclo-
sure. While, for purposes of simplicity of explanation, the
methodologies included herein may be in the form of a func-
tional diagram, operational sequence, or flow diagram, and
may be described as a series of acts, it is to be understood and
appreciated that the methodologies are not limited by the
order of acts, as some acts may, in accordance therewith,
occur in a different order and/or concurrently with other acts
from that shown and described herein. For example, those
skilled in the art will understand and appreciate that a meth-
odology can alternatively be represented as a series of inter-
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related states or events, such as in a state diagram. Moreover,
notall acts illustrated in a methodology may be required for a
novel implementation.

[0062] This written description uses examples to disclose
the invention, including the best mode, and also to enable any
person skilled in the art to make and use the invention. The
patentable scope of the invention is defined by the claims, and
may include other examples that occur to those skilled in the
art. Such other examples are intended to be within the scope
of the claims if they have structural elements that do not differ
from the literal language of the claims, or if they include
equivalent structural elements with insubstantial differences
from the literal languages of the claims.

1-20. (canceled)

21. A wireless patient monitoring system, comprising:

a plurality of peripheral electronic devices each having a
wireless communication system and a sensor, each of
the plurality of peripheral electronic devices adapted to
be secured to a monitored patient, the sensors of each of
the plurality of electronic devices acquire physiological
data from the monitored patient, the physiological data
acquired from the monitored patient being broadcast by
the wireless communication device of a respective
peripheral electronic device; and

aprocessor that registers each of the plurality of peripheral
electronic devices to the monitored patient, the proces-
sor receives the physiological data from the respective
peripheral electronic devices, the processor establishes
an association confidence level for each peripheral elec-
tronic device based upon at least the received physi-
ological data from each of the peripheral electronic
devices, the association confidence level indicative of a
likelihood that the physiological data acquired by the
peripheral electronic device is from the monitored
patient.

22. The wireless patient monitoring system of claim 21,
wherein the plurality of peripheral electronic devices is a first
plurality of peripheral electronic devices and the monitored
patient is a first monitored patient, the system further com-
prising:

a second plurality of peripheral electronic devices regis-
tered by the processor to a second monitored patient,
wherein the processor further receives physiological
data from the second plurality of peripheral electronic
devices, establishes an association confidence level for
each of the peripheral electronic devices of the second
plurality of peripheral electronic devices, and uses the
established association confidence levels to separate
physiological data acquired from the first monitored
patient from physiological data acquired from the sec-
ond monitored patient.

23. The wireless patient monitoring system of claim 21,
wherein the processor compares each of the association con-
fidence levels established for each peripheral device to a
predetermined threshold and if an association confidence
level is below the predetermined threshold, the processor
disassociates that peripheral electronic device from the moni-
tored patient.

24. The wireless patient monitoring system of claim 23,
further comprising:

at least one automated therapeutic delivery device commu-
nicatively connected to the processor;

wherein the processor operates the at least one automated
therapeutic delivery device based upon the physiologi-
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cal data from peripheral devices with association confi-
dence levels above the predetermined threshold.

25. The wireless patient monitoring system of claim 24,
wherein the at least one automated therapeutic delivery
device comprises at least one of a defibrillator, a drug pump,
an intravenous solution pump, and a ventilator.

26. The wireless patient monitoring system of claim 24,
wherein if the association confidence level for one or more of
the plurality of peripheral devices is below the predetermined
threshold, processor disables operation of the at least one
automated therapeutic device.

27. The wireless patient monitoring system of claim 21,
further comprising:

a hub having a wireless communication system, the hub in
wireless communication with the peripheral electronic
devices and communicatively connected to the proces-
sor, the hub receives the physiological data broadcast by
therespective peripheral electronic devices and provides
the physiological data to the processor.

28. The wireless patient monitoring system of claim 21,
further comprising a plurality of indicators, each indicator of
the plurality configured to communicate the association con-
fidence level for an associated peripheral electronic device of
the plurality of peripheral electronic devices.

29. The wireless patient monitoring system of claim 28,
whereinan indicator of the plurality of indicators is located on
each of the peripheral electronic devices and the processor is
in comnunicative connection with the wireless communica-
tion device of each of the peripheral electronic devices,
wherein the processor transmits a signal indicative of the
association confidence level for a peripheral electronic device
to that peripheral electronic device, and each peripheral elec-
tronic device operates the indicator of that peripheral elec-
tronic device to present the received association confidence
level.

30. The wireless patient monitoring system of claim 21,
wherein the association confidence level for each of the
peripheral electronic devices of the plurality of peripheral
electronic devices is further based upon system data, wherein
the system data comprises at least one of a length of time since
registration of the peripheral device, an RF signal strength, an
elapsed time that a peripheral electronic device is detached
from the monitored patient, an activity type, a number of
communication errors, a battery state, a location of the
peripheral electronic device, an elapsed time the peripheral
electronic device is secured to a patient, a movement of the
peripheral electronic device.

31. The wireless patient monitoring system of claim 30,
wherein the physiological data received from at least one of
the peripheral devices comprises at least one of:

electrocardiogram, electromyogram, electroencephalo-
gram, temperature, respiration, blood oxygenation
(Sp0O2), blood pressure, movement, heart rate, and pulse
rate.

32. Method of workflow management in a wireless patient
monitoring system, the method comprising:

providing a plurality of peripheral electronic devices, each
comprising a communication system and a sensor con-
figured to acquire physiological data from a patient;

registering, at a processor, each of the plurality of periph-
eral electronic devices to a monitored patient;

receiving physiological data acquired by each of the
peripheral electronic devices at the processor;
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applying at least one association criteria to the physiologi-
cal data to derive association critetia values; and

determining an association confidence level for each of the
peripheral electronic devices based at least in part upon
the association criteria values.

33. The method of claim 32, further comprising:

providing therapy to the patient with a therapeutic device
controlled by the processor based at least in part upon the
received physiological data.

34. The method of claim 33, further comprising:

comparing each of the association confidence levels estab-
lished for each peripheral device to a predetermined
threshold;

selecting physiological data from peripheral electronic
devices with association confidence levels above the
predetermined threshold; and

controlling the therapy provided to the patient with the
therapeutic device based upon the selected physiologi-
cal data.

35. The method of claim 34, wherein if the association
confidence level for one or more of the plurality of peripheral
devices is below the predetermined threshold. disabling auto-
mated operation of the therapeutic device by the processor.

36. The method of claim 34, further comprising disassoci-
ating peripheral electronic device of the plurality of periph-
eral devices from the monitored patient if the association
confidence level for the peripheral device is below the prede-
termined threshold.
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37. The method of claim 33, further comprising:

operating an indicator on each of the peripheral electronic
devices to present the association confidence level for
that peripheral electronic device.

38. The method of claim 33, further comprising:

collecting system data from each of the peripheral elec-
tronic devices of the plurality of peripheral electronic
devices;

wherein the association confidence level for each of the
peripheral electronic devices is further based in part
upon the collected system data.

39. The method of claim 33 further comprising:

broadcasting the acquired physiological data from the
communication systems of each of the peripheral elec-
tronic devices; and

receiving the broadcast acquired physiological data at a
hub having a wireless communication system in com-
munication with the communication systems of each of
the peripheral electronic devices;

wherein the processor receives the physiological data
acquired by each of the peripheral electronic devices
from the hub.

40. The method of claim 32, further comprising:

generating automated guidance based at least in part upon
the received physiological data;

comparing the determined association confidence levels to
at least one predetermined threshold; and

presenting the automated medical guidance on a graphical
display if all of the association confidence levels are
above the predetermined threshold.

I S I
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