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PSYCHOPHYSICAL PERFORMANCE
MEASUREMENT OF DISTRIBUTED
APPLICATIONS

BACKGROUND

1. Field

[0001] The present disclosure relates generally to distrib-
uted computing and, more specifically, to psychophysical
performance measurement of distributed applications.

2. Description of the Related Art

[0002] Distributed applications are computer applications
implemented across multiple computers. The group of com-
puters generally each execute at least part of the applica-
tion’s code and cooperate to provide the functionality of the
application. Examples include peer-to-peer architectures and
client-server architectures, in which a client computer coop-
erates with a server to provide functionality to a user.
Examples also include an application having components
replicated on multiple computers behind a load balancer to
provide functionality at larger scales than a single computer.
Some examples have different components on different
computers that execute different aspects of the application,
such as a database management system, a storage area
network, a web server, an application program interface
server, and a content management engine.

[0003] These applications can be characterized as a ser-
vice composed of a variety of other services, which may
themselves be composed of other services. Examples of a
service include a component (e.g., one or more executing
bodies of code) that communicates via a network (or loop-
back network address) with another component, often by
monitoring a port of a network address of the computer upon
which the service executes. Services composed of other
services generally form a service hierarchy (e.g., a service
tree) that terminates in leaf nodes composed of computing
hardware each executing a given low level service. In some
cases, a given node of this tree may be present in multiple
trees for multiple root services.

[0004] As distributed applications have grown more com-
plex in recent years, and the scale of computing loads has
grown, many distributed applications have been designed
(or redesigned) to use more, and more diverse, services.
Functionality that might have previously been implemented
within a single thread on a single computing device (e.g., as
different sub-routines in a given executable) has been bro-
ken-up into distinct services that communicate via a network
interface, rather than by function calls within a given thread.
Services in relatively granular architectures are sometimes
referred to as a “microservice.” These microservice archi-
tectures afford a number of benefits, including ease of
scaling to larger systems by instantiating new components,
making it easier for developers to reason about complex
systems, and increased reuse of code across applications.
[0005] However, microservice architectures, and rela-
tively complex distributed applications generally, give rise
to a number of challenges for developers and operations
engineers. Among other issues arising from increasingly
complex systems, it can be very difficult to know where to
focus resources when troubleshooting or improving upon
distributed applications. Ultimately, such applications are
often designed to provide some service to an end user, in
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many cases a human being. And it can be difficult to know
which aspects of a distributed application affect the end
user’s subjective experience. For example, a relatively slow
query applicable to one service may not be particularly
aggravating for the end user given other context in the
client-side application state, for example, if the query is
running in service of some transaction that users expect to be
slow or where the transaction is executed asynchronously
with other operations that are faster and more important to
the end-user’s subjective expetience. On the other hand,
small adjustments in even a relatively fast transaction may
impart relatively large effects on the end-user’s subjective
experience in other contexts. For example, changes in load
times of certain websites have as small as 50 milliseconds
been documented as having relatively large effects on user
engagement with those websites. Thus, it can be difficult to
know which aspects of the performance of a distributed
application and the infrastructure on which it executes
ultimately matter to end users (and to different types of end
users), and as a result, it can be difficult to know where to
allocate resources when adjusting such infrastructure and
code of the distributed application to improve performance.

SUMMARY

[0006] The following is a non-exhaustive listing of some
aspects of the present techniques. These and other aspects
are described in the following disclosure.

[0007] Some aspects include a process including: receiv-
ing biometric measurements; receiving from application
components or network hosts, events or metrics indicative of
objective performance; correlating psychophysical-perfor-
mance values based on the biometric measurements indica-
tive of psychophysical performance with objective-perfor-
mance values based on the events or metrics indicative of
objective performance; storing the correlation between the
psychophysical-performance values and the objective-per-
formance values in memory; and accessing the correlation to
select hosts, application components, or routines to be
adjusted to improve objective performance of the distributed
application or psychophysical performance of the distrib-
uted application.

[0008] Some aspects include a tangible, non-transitory,
machine-readable medium storing instructions that when
executed by a data processing apparatus cause the data
processing apparatus to perform operations including the
above-mentioned process.

[0009] Some aspects include a system, including: one or
more processors; and memory storing instructions that when
executed by the processors cause the processors to effectuate
operations of the above-mentioned process.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The above-mentioned aspects and other aspects of
the present techniques will be better understood when the
present application is read in view of the following figures
in which like numbers indicate similar or identical elements:
[0011] FIG. 11is a block diagram of an example of a logical
architecture of a distributed application that may be moni-
tored in accordance with embodiments of the present tech-
niques;

[0012] FIG. 2 is a block diagram of a computing environ-
ment having a monitoring application configured to monitor
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psychophysical performance of distributed applications in
accordance with embodiments of the present techniques;
[0013] FIG. 3 is a flowchart of an example of a process to
monitor psychophysical performance of distributed applica-
tions in accordance with embodiments of the present tech-
niques; and

[0014] FIG. 4 is an example of a computing device by
which the above techniques may be implemented.

[0015] While the present techniques are susceptible to
various modifications and alternative forms, specific
embodiments thereof are shown by way of example in the
drawings and will herein be described in detail. The draw-
ings may not be to scale. It should be understood, however,
that the drawings and detailed description thereto are not
intended to limit the techniques to the particular form
disclosed, but to the contrary, the intention is to cover all
modifications, equivalents, and alternatives falling within
the spirit and scope of the present techniques as defined by
the appended claims.

DETAILED DESCRIPTION OF CERTAIN
EMBODIMENTS

[0016] To mitigate the problems described herein, the
inventors had to both invent solutions and, in some cases just
as importantly, recognize problems overlooked (or not yet
foreseen) by others in the fields of application and infra-
structure monitoring and human-computer interaction.
Indeed, the inventors wish to emphasize the difficulty of
recognizing those problems that are nascent and will become
much more apparent in the future should trends in industry
continue as the inventors expect. Further, because multiple
problems are addressed, it should be understood that some
embodiments are problem-specific, and not all embodiments
address every problem with traditional systems described
herein or provide every benefit described herein. That said,
improvements that solve various permutations of these prob-
lems are described below.

[0017] Many existing monitoring applications monitor
only individual computing device or system heath. These
traditional systems typically take data from previously
defined error criteria, such as high central processing unit
(CPU) usage, high disk usage, or slow application
responses. These systems are prone to errors or false posi-
tives during some normal user activity. In part this is
because, these systems generally to not take a user’s “feel-
ings” or “frustrations” into account. If an application is
working as “designed,” but is not meeting the needs of a
user, the system will generally not raise an alert.

[0018] Some embodiments mitigate these and other issues
by integrating biometric data with system monitoring, in
some cases, causing early alerts that allow service desk staff
to contact a user before a problem ticket is raised. Some
embodiments integrate biohealth with system health to cre-
ate a proactive monitoring solution for computer systems.
Some embodiments tailor monitoring around both the health
of specific humans and the computer system being used.
Some embodiments integrate user bio-health, computer
health, and traditional help desk systems in such a way that
alerts are proactively raised, and users are proactively con-
tacted when problems are sensed on their computer, net-
work, or connected peripherals as well as when the system
detects high pulse rates, or high blood pressure that are
beyond normal operating boundaries.
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[0019] Some embodiments connect both human and sys-
tem health monitoring to create a proactive stress-informed
computing end user experience. Some embodiments are
pre-emptive in their detection of systems failures, by incor-
porating human biometrics such as heart rate and blood
pressure into monitoring. This biometric monitoring is
expected to add a human factor to the system. Additional
historical data may add baselines against which real-time
(e.g., within less than 15 minutes of being measured) mea-
surements are compared to allow a better experience over
time.

[0020] In some embodiments, these techniques and others
may be implemented on a distributed application with
complexity like that described below with reference to FIG.
1 using a monitoring application and client-side biosensors
like those described below with reference to FIG. 2. These
approaches are best understood in view of the environment
in which they may be deployed in some use cases. These and
other issues may be mitigated by techniques exemplified
below. It should be emphasized that some embodiments may
implement only a subset of these techniques, as they are
independently useful, or they may be used together.

[0021] The present techniques are better understood with
an appreciation for the complexity of modern distributed
applications. FIG. 1 shows an example logical architecture
of a distributed application 5. This logical architecture is a
relatively simple example used to illustrate the present
techniques, so it should be appreciated that commercial
embodiments are likely to process information related to
substantially more complex distributed applications than
that shown in FIG. 1.

[0022] In this example, the distributed application 5
includes 14 application components, but embodiments are
expected to process monitoring information from distributed
applications including substantially more application com-
ponents, for example, exceeding 50, 100, and in some cases,
1000 different application components. In some cases, some
of the application components are duplicate instances that
operate concurrently, for instance, behind load balancers, to
service transactions at larger scales. In some cases, there
may be more than 50, 100, or 1000 different types of
application components, with more than two, more than five,
or more than 50 different instances of some of the different
types.

[0023] Insome embodiments, the distributed application 5
is partially or entirely implemented with a service-oriented
architecture in which the different application components 6
are different instances of various services. In some cases, the
services may be characterized as “microservices,” a term
used to refer to services in a relatively granular architecture
in which the functionality of the distributed application is
divided into a relatively large number of different services
each having a relatively focused functionality. It is expected
that industry will move towards increased use of microser-
vices in the future, which is expected to make the above-
describe problems even more acute. A species of this design
pattern includes serverless architectures (which typically
include servers but abstracts away management of the
servers from workload application developers).

[0024] Each service 1s a different program or instance of a
program executing on one or more computing devices. Thus,
unlike different methods or subroutines within a program,
the services in some cases do not communicate with one
another through shared program state in a region of memory
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assigned to the program by an operating system on a single
computer and shared by the different methods or subrou-
tines. Rather, the different services may communicate with
one another through network interfaces, for instance, by
messaging one another with application program interface
(API) commands (having in some cases parameters appli-
cable to the commands) sent to ports and network addresses
associated with the respective services (or intervening load
balancers). In some cases, each port and network address
pair refers to a different host, such as a different computing
device, from that of a calling service. In some cases, the
network address is a loopback address referring to the same
computing device. Interfacing between services through
network addresses, rather than through shared program state,
is expected to facilitate scaling of the distributed application
5 through the addition of more computing systems and
redundant computing resources behind load balancers. In
contrast, often a single computing device is less amenable to
such scaling as hardware constraints on even relatively
high-end computers can begin to impose limits on scaling
relative to what can be achieved through distributed appli-
cations.

[0025] In some cases, each of the services may include a
server (e.g., an executed process) that monitors a network
address and port associated with the service (e.g., an
instance of a service with a plurality of instances that
provide redundant capacity). In some embodiments, the
server (e.g., a server process executing on the computing
device) may receive messages, parse the messages for
commands and parameters, and call appropriate routines to
service the command based on the parameters. In some
embodiments, some of the servers may select a routine based
on the command and call that routine.

[0026] Insome cases, the distributed application 5 may be
characterized with a logical architecture topology like that
shown in FIG. 1, which may indicate which application
components call which other application components, as
indicated by links 7 in the illustrated logical architecture
topology. Further, in some cases, the logical-architecture
topology may indicate groups of application components,
such as group 8, that provide redundant capacity. In some
cases, each application components 6 within group 8 may be
a duplicate instance of the same service (which is not to
imply that program state is identical at any given moment in
time or that the instances are not configured differently, for
instance, with different network addresses). In some cases,
each application component in group 8 may provide the
same service to calling application components. One group
8 of multiple instances of the same service is shown, but it
commercial embodiments are expected to include many
such groups, often with substantially more instances in each
group. Often, to operate at commercially relevant scales,
with acceptable uptimes, and acceptable latency, distributed
applications include redundancy at all or nearly all services,
as loads placed on the distributed application can fluctuate
with time and individual computing devices and application
components are expected to fail from time to time.

[0027] Further, in some cases, application components
may be nested, as indicated by an application component 9
that includes two lower-level application components.
Often, services are made up of other services, which may
themselves be made from other services. In some cases, a
given service may be part of multiple other services. Further,
in some cases, a given service may be part of multiple
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distributed applications. In some embodiments, a hierarchy
of services may be characterized by a service tree in which
higher-levels in the tree call lower-levels in the tree in order
to provide their respective service. In some cases, the service
tree may include two, three, five, ten, or more different
layers of hierarchy. For example, FIG. 1 shows another
service 4 that includes service 9 along with several other
application components 6 each providing a service, some of
which are accessed directly by some other application
components without a call to service 4.

[0028] The distributed application 5 may be any of a
variety of different types of distributed applications, in some
cases implemented in one or more data centers. In some
cases, the distributed application is a software-as-a-service
SaaS application, for instance, accessed via a client-side web
browser or via an API. Examples include web-based email,
cloud-based office productivity applications, hosted enter-
prise resource management applications, hosted customer
relationship management applications, document manage-
ment applications, human resources applications, Web ser-
vices, server-side services for mobile native applications,
cloud-based gaming applications, content distribution sys-
tems, and the like. In some cases, the illustrated distributed
application 5 interfaces with client-side applications, like
web browsers via the public Internet, and the distributed
application 5 communicates internally via a private network,
like a local area network, or via encrypted communication
through the public Internet.

[0029] As discussed, distributed applications are often
relatively complex and difficult for developers and opera-
tions engineers to reason about. To help make these appli-
cations more manageable, often monitoring applications are
installed alongside the distributed application to gather
information about the underlying computers upon which the
distributed application is executing and performance of
application components. However, as discussed above, it
can be difficult to assess how different parts of the system
affect the end-user’s subjective experience or allocate
resources in a manger that improves this aspect.

[0030] FIG. 2 shows an example of a computing environ-
ment 10 with a monitoring application 12 expected to
mitigate this problem or address other problems discussed
below or that will be apparent to a reader of ordinary skill
in the art.

[0031] In some embodiments, the monitoring application
12 is operative to monitor both subjective and objective
performance of one or more distributed applications. To this
end, in some embodiments, the monitoring application 12 is
configured to execute a process described below with ref-
erence to FIG. 3. In some embodiments, the components of
the system of FIG. 2 may be implemented with a plurality
of the computing devices like those described below with
reference to FIG. 4, for instance, with rack-mounted com-
puting devices in a data center or a plurality of data centers
configured to communicate with one another via various
networks, such as local area networks and the Internet.
[0032] In some cases, the monitoring application may
route communicate via a different network than that of the
distributed application. For instance, the monitoring appli-
cation may communicate via an out-of-band network in a
data center, while the distributed application may commu-
nicate via an in-band network. Out-of-band communications
are expected to reduce an attack surface of the distributed
application by maintaining at least some interfaces of the
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monitoring application on a network that is not exposed to
the public Internet. Or in some cases, these communications
may be consolidated on a single network, for instance to
simplify the physical architecture.

[0033] The operation of the monitoring application 12 is
best understood in view of the computing environment 10 in
which it operates. In some embodiments, the computing
environment 10 is a distributed computing environment
including a relatively large number of computing devices,
for instance, deployed over several data centers or enterprise
local area networks. In many cases, the number of comput-
ing devices with which the computing environment 10 is
implemented is expected to exceed 10, and in many com-
mercially relevant use cases, 100, or 1000.

[0034] In this example, the computing environment 10
includes a monitoring application 12, an infrastructure
monitor 16, an application monitor 18, a plurality of moni-
tored computing devices 20, 22, and 24 executing a moni-
tored distributed application, and a network 26, such as the
Internet or various other intermediary networks, like local
area networks. In some embodiments, the computing envi-
ronment 10 may further include a plurality of user comput-
ing devices 34, mobile computing devices 36 of users, and
biometric sensors 38.

[0035] Three computing devices 20, 22, and 24 are shown,
but embodiments are expected to typically include many
more, for instance, numbering in the dozens, hundreds, or
thousands or more. In some embodiments, the computing
devices 20, 22, and 24 may be rack-mounted computing
devices in a data center, for instance, in a public or private
cloud data center. In some embodiments, the computing
devices 20, 22, and 24 may be geographically remote from
one another, for instance, in different data centers, and
geographically remote from the other components 12, 14,
16, and 18, or these components may be collocated.

[0036] In some embodiments, the network 26 includes the
public Internet and a plurality of different local area net-
works, for instance, each within a different respective data
center connecting to a plurality of the computing devices 20
through 24. In some cases, the various components may
connect to one another through the public Internet via an
encrypted channel. In some cases, a data center may include
an in-band network through which the data operated upon by
the application is exchanged and an out-of-band network
through which infrastructure monitoring data is exchanged.
Or some embodiments may consolidate these networks.

[0037] In some embodiments, each of the computing
devices 20 through 24 may execute a variety of different
routines specified by installed software, which may include
application software, monitoring software, and an operating
system. Application software, in this context, serves a dif-
ferent purpose from monitoring software. The application
software generally executes in service of a business function
or other workload for which the computing environment 10
was provisioned by a user. In contrast, the monitoring
software monitors, and in some cases manages, the opera-
tion of the application software or the computing devices
upon which the application software is executed. Thus, the
application software does not require the monitoring soft-
ware to serve its purpose, but with the complexity of modern
application software and infrastructure, often the monitoring
software makes deployments much more manageable and
easy to improve upon.
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[0038] In some cases, the application software is a dis-
tributed application, meaning that different components of
the application software execute on different hosts, for
instance, on different computing devices, in different virtual
machines, in different containers, or in different operating
systems having different memory address spaces. In some
embodiments, each computing device may have a single
host, or a given computing device may have multiple hosts,
for instance, in the case of a computing device executing
multiple virtual machines, each having a virtual machine
operating system and executing within an operating system
of the computing device. In some cases, each host may have
a different network layer host address. A “host” need not be
labeled as a host in program code or data structures to
constitute a host, e.g., often hosts may be labeled as “serv-
ers” or “guests.”

[0039] In many cases, the application software is imple-
mented with different application components 30 executing
on the different hosts. In some cases, the different applica-
tion components may communicate with one another via
network messaging, for instance, via a local area network,
the Internet, or a loopback network address on a given
computing device. In some embodiments, the application
components communicate with one another via respective
application program interfaces, such as representational
state transfer (REST) interfaces, for instance, in a micros-
ervices architecture. In some embodiments, each application
component includes a plurality of routines, for instance,
functions, methods, executables, or the like, in some cases
configured to call one another. In some cases, the application
components are configured to call other application compo-
nents executing on other hosts, such as on other computing
devices, for instance, with application program interface
request including a command and parameters of the com-
mand. In some cases, some of the application components
30 may be identical to other application components on
other hosts, for instance, those provided for load balancing
purposes in order to concurrently service transactions. In
some cases, some of the application components may be
distinct from one another and serve different purposes, for
instance, in different stages of a pipeline in which a trans-
action is processed by the distributed application. An
example includes a web server that receives a request, a
controller that composes a query to a database based on the
request, a database that services the query and provides a
query result, and a view generator that composes instruc-
tions for a web browser to render a display responsive to the
request to the web server. Often, pipelines in commercial
implementations are substantially more complex, for
instance, including more than 10 or more than 20 stages,
often with load-balancing at the various stages including
more than 5 or more than 10 instances configured to service
transactions at any given stage. Or some embodiments have
a hub-and-spoke architecture, rather than a pipeline, or a
combination thereof. In some cases, multiple software appli-
cations may be distributed across the same collection of
computing devices, in some cases sharing some of the same
instances of application components, and in some cases
having distinct application components that are unshared.

[0040] With the complexity that can arise in distributed
applications, it can be difficult to diagnose application
performance issues or infrastructure issues. Accordingly,
some embodiments include monitoring software. The moni-
toring software is of two distinct types that, while they both
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perform monitoring, perform functions recognized as in
industry as being in distinct product categories traditionally:
infrastructure monitoring, and application performance
monitoring. The former can be analogized to the diagnostic
software used by an automotive mechanic to monitor a car’s
engine, while the latter can be analogized to GPS navigation
software by which a car’s direction and speed is tracked.
Both relate to the operation of the car, but they are distinct
categories of software. A similar relationship exists for
application performance monitoring and infrastructure
monitoring applications.

[0041] In some embodiments, the infrastructure monitor-
ing software may be a distributed infrastructure management
application that includes the infrastructure monitor 16 and
infrastructure agents 28 installed on the computing devices
20 through 24. In some embodiments, the infrastructure
agent may be installed on networking equipment as well, for
instance, on switches and routers. Or some embodiments are
partially or entirely agentless, and metrics, events, and
attributes may be gathered with the various protocols
described below for this purpose.

[0042] In some embodiments, the infrastructure agent is
configured to gather attributes of the computing host upon
which the infrastructure agent executes, such as a host name
(or other type of host identifier), a network address, a
medium access control address, a domain name service, a
data center identifier, a data center region, a processor
model, a processor speed, amounts of processor memory of
various types of cache (e.g. .1 and [.2), an operating system
name, an operating system version, operating system con-
figurations, firmware names, firmware versions, driver
names, driver versions, installed application names, installed
application versions, amounts of memory available in ran-
dom access memory, memory speed, amounts of persistent
storage available, persistent storage speed, and the like. In
some embodiments, the infrastructure agent is configured to
gather metrics of the host upon which the infrastructure
agent executes, for instance, processor utilization, memory
utilization, temperature, network bandwidth, network
latency, rates of packet loss on networks, and the like. In
some embodiments, the infrastructure agent is configured to
gather events, such as alarms, indicative of occurrences at
the host upon which the infrastructure agent executes, for
instance, instances of the above metrics crossing (or chang-
ing faster than) a threshold, operating system errors, crashes,
reboots, corrupted memory being detected, and the like.
[0043] Insome embodiments, the infrastructure agent may
be configured to report such gathered information to the
infrastructure monitor 16, for instance, periodically, and
buffer the information between reports. In some embodi-
ments, the infrastructure agent may be configured to receive
requests for such information from the infrastructure moni-
tor 16 and respond with responsive information, for
instance, all information buffered, or information responsive
to a query from the infrastructure monitor 16.

[0044] In some embodiments, the infrastructure agent 28
may include a plurality of “probes,” which may be routines
configured to gather information pertaining to a particular
use case for the host, for example, probes configured to
gather information about databases, email servers, web
servers, and the like. In some embodiments, some infra-
structure agents may have a plurality of probes and different
infrastructure agents may have different pluralities of
probes. Or in other architectures consistent with the present
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techniques, each “probe” may be characterized as an agent,
e.g., a single host may have multiple specialized infrastruc-
ture or application performance monitoring agents.

[0045] In some use cases, system administrators do not
have a way to easily take inventory of the computing devices
upon which a given distributed application or plurality of
distributed applications execute. Often computing devices or
hosts executing thereon, are added and removed relatively
frequently, often over diverse geographic areas, in some
cases automatically responsive to changes in the applied
load or crashes or maintenance elsewhere in the system. To
ease this burden, some embodiments of the infrastructure
monitor 16 are configured to automatically discover newly
added hosts within a domain, for instance, new virtual
machines that were added or new computing devices that
were added. In some cases, the infrastructure monitor 16
may periodically, or in response to a command, scan a range
of network addresses, like in a private subnet, with request
sent according to various network management protocols,
like Simple Network Management Protocol (SNMP), Secure
Shell (SSH), Windows Management Instrumentation
(WMI), or Internet Control Message Protocol (ICMP). If a
computing device is not at a given address in the range. no
response may be received within a threshold duration of
time, and that address may be disregarded. In contrast, a new
computing device or other host at a given address, upon
receiving the network management protocol request may
respond to the request, indicating the presence of a host.
Upon detecting a new host, some embodiments of the
infrastructure monitor 16 may direct the host to install an
instance of the infrastructure agent and, in some cases,
configure various probes thereon based upon a role indicated
by the host.

[0046] In some embodiments, the infrastructure monitor
16 may receive information reported from the infrastructure
agents and generate various dashboards, reports, and alarms
based on this information. In some embodiments, the infra-
structure monitor 16 is further configured to automatically
take remedial action, for instance, provisioning additional
computing devices responsive to thresholds being exceeded,
like thresholds indicating CPU or memory usage greater
than a threshold amount. In some embodiments, the infra-
structure monitor 16 may organize the received information
according to an identifier of a host upon which the infra-
structure agent reporting the information is executing. Based
upon discovered hosts, and in some cases information
reported by those hosts, some embodiments of the infra-
structure monitor 16 may construct a network-architecture
topology of a physical architecture of computing devices
within a domain. In some cases, this network-architecture
topology may include network-architecture host identifiers
for each of the hosts that were discovered or otherwise
identified (for instance, manually identified and configured
by a system administrator). In some cases, these host iden-
tifiers may be specified by a system administrator, or in some
cases, the host itself.

[0047] In some embodiments, as discussed above, the
monitoring software further includes application perfor-
mance management software. For example, some embodi-
ments may include a distributed application performance
management application including the application monitor
18 and an application agent 32 (or plurality of application
agents) executing on the computing devices 20 through 24.
In some embodiments, the application agents may be con-
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figured to monitor performance of the application compo-
nent 30. Monitoring performance may take a number of
forms. Examples include measuring response times of vari-
ous routines of the application component 30, for instance,
durations of times elapsed between when a given routine is
called and when the given routine returns a response. Other
examples include gathering errors thrown by routines. In
some embodiments, routines may be instrumented by adding
calls to the application agent at the beginning and ends of the
routines, such that the application agent receives a signal
when a given routine in a given execution instance begins
and ends, and the application agent may determine response
times based on the signals by subtracting the time at which
the begin signal was received from the time at which the end
signal was received. In some embodiments, these routines
may receive such signals from an operating system of a host.
In some cases, the application agent and application com-
ponent may be configured before both are installed on a
computing device. For instance, code for the application
component may be instrumented with calls to the application
agent before that code is installed in a machine image or the
computing device 20-24 that receives that machine image.

[0048] In some embodiments, the application agent 32
may gather attributes, metrics, and events of application
components and report that gathered information to the
application monitor 18, for instance, buffering the informa-
tion and sending it periodically or sending the information
responsive to queries. In some embodiments, the application
monitor 18 may aggregate information gathered from a
plurality of application agents executing on the computing
devices 20 through 24 for a given distributed application and
generate various dashboards, reports, and alarms. In some
embodiments, the application monitor 18 may be configured
to group reported metrics according to a given transaction
serviced by the distributed application. For instance, a given
website request and the chain of events in a pipeline by
which the given website request is serviced is an example of
a transaction. In many cases, the distributed application may
service a relatively large number of transactions concur-
rently, for instance, after a relatively large number of users
make requests at around the same time. Some embodiments
may be configured to, for a given transaction, determine a
total response time for the transaction, for instance, as
perceived by a user, indicating a difference in time between
when a request was received and when a response was
provided for a user. Further, some embodiments may be
configured to segment that response time for the transaction
according to the contribution of each of the application
components and routines therein. The various reports analy-
ses, and dashboards described herein may be formed by
instructing a computing device to render a graphical user
interface depicting the same, for instance, by sending
instructions to a web browser on a remote computing device
or instructing a display of a computing device upon which
the respective monitor 16 or 18 is executing. Thus, in some
cases, a developer may be able to query the application
monitor 18 for particularly slow transactions (or transactions
for which an error occurred) and drill down into the par-
ticular application component and routine that contributed to
the slow response or error.

[0049] Three user computing devices 34 are shown, but
commercial implementations are expected to include sub-
stantially more, for example more than 10, more than 100,
more than 100,000, or more than 1 million user computing
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devices, and some cases with similar numbers of concurrent
sessions between the user computing devices and a distrib-
uted application constituted in part or in whole by the
application components 30 described above. In some cases,
the user computing devices 34 may be computing devices
like those described below with reference to FIG. 4. In some
embodiments, the user computing devices 34 are remote
from the distributed application, for example more than a
kilometer, more than 10 km, or more than 100 km away, and
access the distributed application via a network 26, such as
the Internet. Or in some cases, the present techniques may be
applied to monolithic applications executing on a given user
computing device, for example in traditional client-side
executable applications like applications and a productivity
suite, games, and the like.

[0050] In some embodiments, different user computing
devices 34 may be concurrently accessing different services
of a distributed application, for example, different web-
pages, different application program interface functionality,
or various services in pipelines behind these entry points. In
some embodiments, different ones of the user computing
devices 34 may be concurrently accessing different distrib-
uted applications monitored by a software-as-a-service
implementation of the monitoring application 12, infrastruc-
ture monitor 16, or application monitor 18. In some embodi-
ments, the user computing devices 34 may be geographi-
cally distributed over a relatively large area, such as over an
area greater than 100 km?, like the entire United States or the
world.

[0051] Insome embodiments, each user computing device
34 may include an operating system in which various
applications execute, including applications by which a
respective user of the respective user computing device 34
interfaces with the distributed application, for example, with
the client-site application providing a user interface that is
formed based on commands and other data received from
the server-side components of the distributed application,
like in a data center. In some embodiments, each user
computing device 34 includes one or more client applica-
tions 40, like a web browser or a special-purpose native
application among the various types of applications
described above.

[0052] In some embodiments, each of the user computing
devices 34 (or a subset thereof, which is not to suggest that
any other feature described herein is required in all imple-
mentations) may include a subjective-experience monitoring
agent 42 executing on the user computing device 34 and
implemented with program code stored in memory thereof
and executed with a processor of the user computing device
34. In some embodiments, the subjective-experience moni-
toring agents 42 may capture data indicative of state of the
client-application 40, for example, characterizing time
stamped transactions in which requests were sent by the
client application 40 to the application components 30, when
responses were received, or transaction-traces of client-side
executed routines of the client application 40.

[0053] In some embodiments, the metrics may also
include those gathered by the above-described infrastructure
agents except pertaining to the user computing device 34
performance. In some embodiments, the metrics may
include those gathered by the above-described application
agents, except pertaining to the performance of the client
application 40 rather than an application component 30
executing in a data center. In some embodiments, these
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metrics may be gathered by a client-application state sensor
40, for example, responsive to queries to an application
program interface of the operating system of the user
computing device 34 for infrastructure-type metrics, or
based upon instrumented code in the client application 40
reporting, for example, via a loopback address of the user
computing device, when various routines of the client appli-
cation 40 start and stop, or via an interface of the operating
system by which resource consumption of various processes
may be queried. In some embodiments, the subjective-
experience monitoring agent 40 may be integrated with the
client application 40, for example, executed as a background
process as part of a native application or as part of client-side
code executed within a web browser or browser extension.

[0054] In some embodiments, the subjective-experience
monitoring agent 42 further includes a biometric interface
46 configured to obtain a data from various biometric
sensors 38 positioned to capture biometric measurements of
the user of the user computing device 34 while the user
interfaces with the client application 40. In some embodi-
ments, the biometric interface 46 may be configured to
receive pushed events from the biometric sensors 38, for
example, interrupts or other messages sent, for instance, via
a networking stack of an operating system of the user
computing device 34, or via a driver executing in the
operating system configured to interface with various bio-
metric sensors 38. Or in some cases, the biometric interface
46 may periodically poll the biometric sensors 38 or poll the
sensors 38 in response to various events within the client
application 40, for example, responsive to user engagement
(like clicks, touches, speech utterances, or other UI events).
For example, to conserve power and bandwidth, some
embodiments may initiate such polling for some threshold
duration of time after user interaction with the client appli-
cation 40 is sensed, for example, for more than or less than
one minute, 10 minutes, or one hour. In some cases, polling
frequency may be selected based upon trade-offs between
fidelity of data and consumption of battery power for the
biometric sensors 38, for example, more or less often than
once every 10 ms, 100 ms, one second, 10 seconds, or one
minute.

[0055] In some embodiments, the biometric interface 46
may receive biometric measurements from the biometric
sensors 38, in some cases in association with data that
uniquely identifies the biometric sensor and indicates a type
of measurement from the biometric sensor 38 and a value of
a measurement of a biometric attribute. In some embodi-
ments, values received from the biometric sensors 38 may
be, for example, expressed in units that are indirectly
indicative of a measurement of a biometric attribute, like a
voltage, current, light intensity, or the like, that is indicative
of one or more the various biometric attributes described
below. Or in some cases, the measurements may be
expressed in units directly descriptive of the biometric
attribute, like pressure, parts-per-million, volumetric ratios,
mass ratios, temperature, pulse rate, or the like. In some
embodiments, the biometric sensors 38 may have been
previously paired with the biometric interface 46 or other-
wise registered with the biometric interface 46, and in some
cases vice versa, to establish a communication channel, for
example, wirelessly (e.g., via Bluetooth™, WiFi Direct™,
or near-field communication NFC) or via wired connection.

[0056] Some embodiments may further include a psycho-
metric interface 48. In some embodiments, the psychometric
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interface 48 may periodically, or in response to the various
other types of events described above triggering biometric
measurement polling or reporting, cause a user interface to
be displayed overlaid on, injected within, or alongside
(which is not to suggest that these categories or any other
herein cannot overlap) the client application 40, with the
added user interface including a user input by which the user
enters their subjective assessment of their user experience,
like selecting a thumbs up or thumbs down icon, a number
of stars, a rating, a score from 1 to 10, turning a dial, sliding
a slider, uttering a spoken characterization, gesturing with a
thumbs up or down, or other form of input. In some cases,
the psychometric interface may include various inputs of
these kinds each corresponding to different attributes of their
subjective experience, like whether they perceive their user
experiences being good, responsive, confusing, enraging,
and the like. Some embodiments may further include a text
box user input or audio user input, by which the user may
supply a prose description of what they are presently feeling
in relation to the user experience with the client application
40. In some cases, the psychometric interface 48 may be
presented in response to the measurements from the bio-
metric sensors 38 triggering an alarm condition. In some
cases, the gathered data from the psychometric interface 40
may be reported alongside measurements captured by the
biometric interface 46 and subjected to processes like those
described below with reference to the biometric data.

[0057] Insome embodiments, each user computing device
may be associated with a user using that computing device
and one or more biometric sensors 38 configured to capture
biometric measurements of biometric attributes of that
respective user. For example, the two instances of user
computing devices 34 include two biometric sensors 38 and
three biometric sensors 38 associated with the different
users. In some embodiments, a single wearable computing
device may include a plurality of biosensors, like a smart-
watch, a head-mounted display, or the like. Or in some cases,
some or all of the biometric sensors 38 may be implemented
on different computing devices, for example a separate pulse
oximeter from an electroencephalograph. In some cases,
some or all of the biometric sensors 38 may be integrated
with the user computing device 34, for example with a
camera of the user computing device 34 capturing visible or
infrared biometric attributes, like facial expression or body
temperature, respectively, or with a microphone capturing
tone of voice or executing speech to text routines by which,
for example, measures of rage or utterances like swearwords
are detected.

[0058] In some embodiments, the biometric sensors 38
may include their own batter and network interfaces and
communicate directly with network 26 to convey data to the
monitoring application 12. Or in some cases, the biometric
sensors 38 may be paired with a mobile computing device
36, like a smart phone or tablet computer that is associated
with the user using a user computing device 34. In some
embodiments, a native application on the mobile computing
device 36 may be previously registered with a user identifier
that is also supplied via the user computing device 34 to
access a service of a distributed application, and some
embodiments may push or pull communication with the
native application on the mobile computing device 36 by
accessing a user profile with a network address of the mobile
computing device 36 in response to a server-side determi-
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nation that the user having a corresponding user identifier
has attempted to login with one of the user computing
devices 34.

[0059] Or in some cases, the mobile computing device 36
may be engaged by an instance of the client application 40
executing on user computing device 34, for example, via
communications on a local area network or wireless com-
munication, like optically, audibly, with near field commu-
nication, or with Bluetooth™., In some embodiments, infor-
mation about state of the client application 40 may also be
captured by the mobile computing device 36, for instance,
with a native application thereon executing the functionality
of the subjective experience monitoring agent 42. For
example, in some cases, the client application 48 may be
configured to emit data indicative of his current state via
ultrasonic messages, or others forms of wireless messages
perceived by the mobile computing device 36. Or in some
cases, client side-state may be inferred primarily or solely
based on communication sent or received from server-side
components of the distributed application being accessed,
like a last request, a last response, or various other commu-
nications, particularly for thin client applications.

[0060] The biometric sensors 38 may sense different bio-
metric attributes for a given user. Examples include any
permutation of the following, rates of change thereof, rates
of rates of change thereof: heart rate; blood pressure; cortisol
level; breathing rate; electrodermal response; blood oxygen
saturation; temperature; voice pitch or tone; eye gaze direc-
tion; electrical activity of a user’s heart; or electrical activity
of a user’s brain.

[0061] The biometric sensors 38 may be any of a variety
of different types of biometric sensors, including any of the
following: an optical camera; an infrared camera; a depth-
sensing camera; a microphone; an electroencephalograph; a
pulse oximeter; an electrocardiograph; a galvanic skin
response sensor; or a heart-rate sensor.

[0062] In some embodiments, different biometric mea-
surements of different biometric attributes for a given user
may be combined into a resulting biometric measurement,
like a score based upon breathing rate and cortisol level. In
some embodiments, combinations of biometric measure-
ments may be selected to afford a relatively reliable indicator
of various psychometric states, like rage, happiness, stress,
frustration, joy, or the like. In some embodiments, such
scores may be based on a weighted combination of the
various input biometric measurements, and in some cases
weights may be adjusted based upon data gathered by the
psychometric interface, for instance, with a stochastic gra-
dient descent adjustment of the weights configured to reduce
an amount of error of psychometric predictions in a training
set with paired measurement of the psychometric interface at
a time that various biosensors reported data that was logged.
[0063] In some embodiments, some of the processing
performed upon biometric measurements described below
as implemented at user computing device 34, mobile com-
peting device 36, or monitoring application 12 may be
shifted to the biometric sensors 38 or otherwise allocated to
any permutation of these computing devices. The term
biometric measurement is used broadly and includes the raw
signal taken from a transceiver sensing the biometric attri-
bute, scaled and filtered versions of this signal, and binary
determinations of whether the scaled and filtered version of
the signal satisfies (exceeds or falls under) various thresh-
olds. Further, the term biometric measurement includes
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aggregations of these types of biometric measurements, like
outputs of low-pass filters calculated based on a measure of
central tendency (like a mean, median, or mode, of a trailing
duration of the input biometric measurement, like a trailing
duration of greater than or less than one second, 10 seconds,
or 10 minutes). Similarly, the term biometric measurement
also includes properties of a timeseries of an input biometric
measurement, like a frequency component output from a
Fourier transform, a rate of change, a second order deriva-
tive, a partial derivative with respect to some other biometric
measurement, a variance, a measure of central tendency, or
combinations thereof (including two-way, three-way, four-
way and higher order interactions).

[0064] In some embodiments, the biometric measurement
is a classification of one or more input biometric measure-
ments, for example, output by a classification tree, neural
network, recurrent neural network, or the like trained to
classify input biometric measurements as being indicative of
various psychological states, like happy, frustrated, stressed,
or the like. These and related machine learning models, in
some cases, may be trained with a labeled training set
gathered with both the biometric interface 46 and psycho-
metric interface 48, for example, by iteratively adjusting
model parameters to reduce an amount of distinction in the
training set between a predicted classification based on the
biometric measurements and a reported classification gath-
ered via the psychometric interface 48. Similarly, for rela-
tively high-dimensional biometric measurements, like
image data and audio data, some embodiments may apply a
similarly trained machine learning model to classify the
input biometric measurement to output a biometric mea-
surement. For example, some embodiments may train a deep
convolution neural network to classify an image captured
with a camera according to whether the image includes a
face with a particular expression indicative of a psychologi-
cal state.

[0065] In some embodiments, the monitoring application
12 may receive from the subjective-experience monitoring
agent 42, the user’s mobile computing device 36, or a
biometric sensor 38 biometric measurements and, in some
cases, data associated therewith indicative of client-side
state of the client application 40, or in some cases client-side
state may be inferred based upon messages sent or received
from a server during a session. In some embodiments,
client-side state may be matched to biometric measurements
received by the monitoring application 12 with various
techniques, for example, with a user identifier sent by the
subjective-experience monitoring agent, based upon both
the client application 40 and the biometric sensor or user
computing device 34 or mobile computing device 36 com-
municating with the monitoring application 12 or the dis-
tributed application via the same public Internet protocol
address, or based upon the techniques described above by
which a mobile computing device 36 is paired with a client
application 40 based upon a user profile.

[0066] In some embodiments, the monitoring application
12 may combine the biometric measurements with events
and metrics from the infrastructure monitor 16 and applica-
tion monitor 18 to improve performance of the distributed
application. Improving performance may include improving
subjective performance of users as reflected via the psycho-
metric interface 48 or inferred via the biometric interface 46.
Improving performance may also include improving objec-
tive performance, like latency, failure rate, bandwidth, or the
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like as measured by the infrastructure monitor 16 or appli-
cation monitor 18. In some embodiments, improvements to
objective performance may be facilitated by measurements
of subjective performance, for example, a subset of the
distributed application may be allocated additional resources
moved away from other subsets of the distributed applica-
tion in response to a measurement of sensitivity of subjec-
tive performance to objective performance of different sub-
sets of the distributed application.

[0067] In some embodiments, the monitoring application
12 may include a subjective performance ingest module 50,
an objective performance ingest module 52, a correlator
module 54, a performance data repository 56, an application
configuration module 60, a monitoring configuration module
58, an application configuration module 60, and a perfor-
mance modulator 62. In some embodiments, these compo-
nents may cooperate to execute a process described below
with reference to FIG. 3 to improve performance, subjective,
objective, or both, of a distributed application. In some
embodiments, the monitoring application 12 may monitor
subjective and objective performance of a plurality of dif-
ferent distributed applications, such as more than five, more
than 50, or more than 500. In some embodiments, multiple
tenants each having one or more of these distributed appli-
cations may access the monitoring application 12 to view
reports, alarms, receive messages, and configure aspects of
monitoring for distributed applications associated with the
respective tenants in tenant accounts.

[0068] In some embodiments, the subjective-performance
ingest module 50 may be configured to receive biometric
measurements via the network 26. In some embodiments,
the subjective performance ingest module 50 may perform
various transformations on input biometric measurements
like those described above to produce output biometric
measurements. In some cases, the subjective performance
ingest module 50 may periodically poll the various sources
of biometric measurements described above for biometric
measurement values, these values may be pushed, and in
some cases, biometric measurements may be accumulated in
a buffer, for example, in user computing devices 34 or
mobile computing devices 36 before being conveyed to the
subjective performance ingest module 50 to accumulate data
during temporary periods of loss of network access. In some
cases, biometric measurements may be produced by execut-
ing various transformations on received biometric measure-
ments. In some cases, received biometric measurements may
be associated with (in received communications) a distrib-
uted application, like with a distributed application identifier
that distinguishes that distributed application from other
distributed applications monitored by the monitoring appli-
cation 12. In some embodiments, received biometric mea-
surements may be received with an identifier of a service for
which performance is described by the biometric measure-
ment, like a service identifier that distinguishes a given
service from other services of a given decentralized distrib-
uted application. In some cases, the biometric measurements
may be received with a transaction identifier that distin-
guishes a given transaction invoking the identified service
from a plurality of other transactions invoking the service,
for example, a transaction in which a given user’s applica-
tion program interface request is serviced by calling a
plurality of services in the distributed application. In some
cases, the biometric measurement is received with a time-
stamp and a user identifier.
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[0069] In some cases, baselines, thresholds for detecting
anomalies, or the like are determined on user-by-user basis,
based on that user’s historical biometric measurements, or in
some cases, such values may be determined based on a
user’s demographic or physical attributes, e.g., by placing
users into groups on this basis, and determining baselines,
thresholds for detecting anomalies, or the like for group
members based on historical group biometric measurements.

[0070] In some embodiments, the objective performance
ingest module 52 may receive events or metrics from the
infrastructure monitor, the application monitor 18, or both.
In some cases, these events or metrics may be events or
metrics produced by executing various transformations on a
events or metrics output by the application agents or infra-
structure agents described above or output by the infrastruc-
ture monitor 16 or application monitor 18. In some cases,
events or metrics may be associated with a distributed
application, like with a distributed application identifier that
distinguishes that distributed application from other distrib-
uted applications monitored by the monitoring application
12. In some embodiments, events or metrics may be
received with an identifier of a service for which perfor-
mance is described by the events or metrics, like a service
identifier that distinguishes a given service from other
services of a given decentralized distributed application. In
some cases, the events or metrics may be received with a
transaction identifier that distinguishes a given transaction
invoking the identified service from a plurality of other
transactions invoking the service, for example, a transaction
in which a given user’s application program interface
request is serviced by calling a plurality of services in the
distributed application. In some cases, the event or metric is
received with a timestamp.

[0071] In some embodiments, the correlator 54 is config-
ured to match events or metrics to biometric measurements,
psychometric is measurements, and client-side state descrip-
tors that correspond with one another in the sense that the
events or metrics are indicative of performance of the
distributed application at a time a stimulus was defined, and
the psychophysical effect of that stimulus is reflected in the
biometric measurements and the psychological effect is
reflected in the psychometric measurements. Examples
include events or metrics indicative of objective perfor-
mance at a time a webpage service request was processed in
a given transaction for a given service or set of services
being matched to a biometric measurement and a psycho-
metric measurement captured after the webpages rendered
and displayed client-side, for instance, within a threshold
duration of time, like less than one second, 10 seconds, or
one minute.

[0072] Various techniques may be applied to correlate
these values. In some cases, each of these values is received
with the timestamp, and the values may be correlated based
on timestamps, for example, with values within a threshold
duration of time being paired together, values being paired
with a next closest value of each type within a duration of
time, or the like. In some embodiments, more descriptive
information may be carried through the system to facilitate
correlation. For example, in some cases, the subjective-
experience monitoring agent 42 may receive a decentralized
application identifier, service identifier, and transaction iden-
tifier from the client application 40, for instance, from
instrumented routines therein, and the subjective-experience
monitoring agent may report these identifiers in association
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with biometric measurements received via the biometric
interface 46 within some threshold duration of time or at the
time the identifiers are presented by the client application 40
to the monitor application 12. Similarly, these identifiers of
client-side state may be reported via the mobile computing
device 36 through wireless transmission, like ultrasonic,
NFC, or optical transmission from a client application 42 the
mobile computing device 36, e.g., to a camera, antenna, or
microphone.

[0073] Correlation may include but does not require
(which is not to suggest that any other feature is required in
all implementations) determining statistical correlations
between events or metrics and biometric measurements. In
some cases, correlation is performed by the above-described
matching operation in which reported values are correlated
in time or causal relationships.

[0074] In some embodiments, the correlated values may
be stored in the performance data repository 56, for
example, in a plurality of performance records. In some
cases, each record may include a decentralized application
identifier, a service identifier, a transaction identifier, a
routine identifier, a user identifier, an event or metric or
plurality thereof, and a biometric measurement or plurality
thereof, and a psychometric measurement or plurality
thereof.

[0075] Insome embodiments, the application configurator
module 60 is configured to reconfigure the distributed appli-
cation responsive to data stored in the performance reposi-
tory 56. In some embodiments, this may include load-
balancing the hosts executing the distributed application
based upon performance measurements, for instance, based
upon subjective performance measurements. For example,
some embodiments of the application configurator module
60 may be configured to calculate respective sensitivities of
psychophysical responses and psychometric responses to
changes in objective performance. Some embodiments may
rank the respective services (or called routines therein)
according to the sensitivities and shift computing resources
from services within a threshold number of positions of a
bottom of the ranking to services within a threshold number
of positions from a top of the ranking. In some embodi-
ments, this may include spinning down a virtual machine or
container, reimaging the virtual machine or container, spin-
ning backup the virtual machine or contrainer, and adding
the virtual machine or container to a service discovery
repository by which workload of a different service may be
assigned to the virtual machine or container. Similarly,
adjustments may be made to priority settings (like niceness
or nice value) of processes executing various routines by
which a service is implemented. In another example, appli-
cation configuration may include changing a way in which
data is stored, for example, increasing an amount of cache,
adjusting time-to-live, provisioning computing resources
with more resources, adjusting content delivery network
storage, adjusting client-side caching, or the like.

[0076] In some embodiments, the monitoring configura-
tion module 58 may adjust the parameters of the infrastruc-
ture monitor 16, the application monitor 18, or the related
agents based upon the subjective performance record in the
performance repository 56. For example, some embodi-
ments may access the above-described sensitivities or
records exceeding some threshold indicator of frustration or
happiness to change, for example, objective performance
thresholds by which various alarms are emitted or other
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responsive actions are taken by the infrastructure monitor 16
or application monitor 18. For example, some embodiments
may determine that an additional 10 ms of latency for a
given routine in a given service has zero or less than a
threshold increase in an amount (e.g. frequency, count,
average, or the like) of subjective performance measure-
ments indicating frustration in the performance repository
56 and, in response, increase an objective performance
threshold by 10 ms of latency in response time.

[0077] Some embodiments may deliberately perturb per-
formance of the distributed application to probe for oppor-
tunities to reconfigure module monitoring or the application.
In some embodiments, the performance modulator 62 may
be configured with an inventory of services of the distributed
application, and some embodiments may systematically
inject latency into those services (or routines therein). For
example, in some cases, the performance modulator 62 may
be configured with an inventory of services and routines
executed in those services in the various application com-
ponents. In some embodiments, the performance modulator
62 may be called by instrumented code added to a beginning
or end of each of those routines with an identifier of the
respective routine, transaction, service, and distribute appli-
cation. For a sampling percentage, like a randomly (e.g.,
pseudo-randomly) selected subset, such as less than 0.1% of
transactions, the performance modulator 62 may respond to
these calls with instructions to delay, for example 10 ms, or
some other configurable (or systemically varied) adjustment,
such as less than or more than 1 ms, 5 ms, or 100 ms. Or in
some cases, these values may be stored in the various hosts
and called by the respected interim instrumented code on the
hosts to inject latency without introducing less controllable
delays from network communications. In some embodi-
ments, the agents on the computing devices 24 may report
back to the monitoring application 12 an inventory of
transaction identifiers in which latency was injected for
correlation with biometric and psychometric measurements.

[0078] In some embodiments, latency may be systemati-
cally injected in every routine of every service over some
duration of time for a sufficient sample size, for example,
corresponding to more than 10, more than 100, or more than
1000 sessions with corresponding numbers of users, and
some embodiments may measure a ratio of a change in
latency to a change in an aggregate statistic of values
indicative of subjective performance, like the above-de-
scribe biometric measurements or psychometric measure-
ments. In some embodiments, the routines may be scored or
ranked according to these ratios, with larger ratios, in some
cases, indicating a greater sensitivity of the subjective per-
formance to the particular routine or service. In some
embodiments, the above-described load-balancing and
monitoring adjustments may be applied in favor of the
sensitive routines (shifting or otherwise adding resources to
those process or services), and in some cases decreasing
monitoring sensitivity or computing resources for the less
sensitive routines.

[0079] FIG. 3 shows an example of a process 70 that may
be implemented with the above-described monitoring appli-
cation 12, but which is not limited to that implementation,
which is not to suggest that any other feature described
herein may not also be varied or omitted. In some embodi-
ments, the functionality of the process 70 may be imple-
mented by executing with one or more processors instruc-
tions stored on a tangible, non-transitory, machine-readable
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medium, which in some cases may be distributed such that
different processors execute different subsets of the instruc-
tions, an implementation consistent with use of the term
“medium” singular herein. In some embodiments, the illus-
trated instructions may be executed in a different order, may
be executed concurrently or serially, and the described
instructions may be replicated or omitted, which again is not
to suggest that any other feature may not also be varied. In
some embodiments, any subset of the illustrated operations
may be performed by other participants in the computing
environment 10, for example, on the user computing devices
34 or 36, the infrastructure monitor 16, the application
monitor 18, or the computing devices 20 through 24.

[0080] In some embodiments, the process 70 includes
receiving biometric measurements indicative of subjective
psychophysical performance, as indicated by block 72.
Some embodiments may then determine psychophysical
performance values, as indicated by block 74. In some
embodiments, this may include executing some transforma-
tion on the received values, validating the received values,
filtering the received values, aggregating the received val-
ues, or passing through the received values upon determin-
ing that values that are received are indicative of psycho-
physical performance. Some embodiments may then receive
events or metrics indicative of objective performance, as
indicated by block 76. In some embodiments, the events or
metrics may be those received from the infrastructure moni-
tor 16 or the application monitor 18 described above. Some
embodiments may then determine objective-performance
values, as indicated by block 78. Determining objective
performance values may include passing through received
values upon determining that the received values pertain to
objective performance, or filtering the values, normalizing
the values, or otherwise transforming the values.

[0081] Some embodiments may then correlate the psycho-
physical-performance values with objective-performance
values, as indicated by block 80. In some embodiments, this
may include the operations of the above-described correla-
tion module.

[0082] Next, some embodiments may store the correlation
between the psychophysical-performance values and the
objective-performance values in memory, as indicated by
block 82. In some cases, this may include storing these
values in the above-describe performance repository in
performance records.

[0083] Some embodiments may then perform any of a
variety of subsequent actions to improve performance of the
distributed application. In some embodiments, this may
include accessing the correlation determine adjustments to
selected hosts, as indicated by block 84. In some cases, this
may include changing and allocation of computing resources
within a given host among various processes executing on
that host, for example, changing a priority of various rou-
tines according to the above-describe sensitivities within an
operating system.

[0084] Some embodiments may further access the corre-
lation to determine adjustments to selected application com-
ponents, as indicated by block 86. In some embodiments,
this may include changing how data is stored to favor faster
or slower data access in accordance with the techniques
described above. Or in some cases, the adjustment may
include adjusting where the application components run, for
example, causing the application components to be spun up

Oct. 10, 2019

on other hosts with increased computing resources or
decreased computing resources allocated to various services.
[0085] Some embodiments may access the correlation to
determine adjustments to selected routines, as indicated by
block 88. In some cases, the adjustments to selected routines
may include the adjustments described above. In some
cases, the adjustments may include injecting latency into the
respective routine or adding or removing probes by which
the routine is instrumented to increase or decrease amounts
of monitoring.

[0086] In each of the above-described examples 84, 86,
and 88, the operations may include selecting a host, appli-
cation component, or routine. In some cases, the selection
may be based upon the above-described indicators of sen-
sitivity of subjective performance to the respective item. For
example, some embodiments may rank candidates according
to sensitivity and select highest or lowest candidates or those
above or below some threshold ranking or those above or
below a threshold sensitivity score, like above or below a
threshold ratio of change in subjective performance to
change in objective performance.

[0087] Some embodiments may further access the corre-
lation to adjust alarm thresholds for objective performance
values, as indicated by block 90. In some cases, this may
include raising a threshold duration of time for alarm
corresponding to a time for a transaction or a routine upon
determining that the type of transaction or the routine does
not have greater than a threshold effect on subjective per-
formance, or vice versa. Some embodiments may similarly
add or remove alarms responsive to this determination.
[0088] Some embodiments may further access the corre-
lation to adjust sampling amounts of objective performance
values, as indicated by block 92. For example, for routines,
types of transactions, services, or application components
that have a relatively large effect on subjective performance,
some embodiments may increase a sampling percentage of
objective performance measurements, or vice versa.

[0089] Some embodiments access the correlation to load
balance, as indicated by block 94 and is described above.
[0090] Some embodiments may access the correlation to
determine whether to emit an alarm, as indicated by block
96. For example, some embodiments may calculate a score
based on both objective and subjective performance values,
like a weighted sum of transaction trace latency and sub-
jective performance values and compare that score to a
threshold to determine whether to emit an alarm. Subjective
performance values may be the biometric measurements or
psychometric values or values based thereon indicative of
subjective performance. Or some embodiments may be
configured to alarm solely based on subjective indicia of
performance. Emitting an alarm may include calling an APT
of a help-desk workload management system with a request
to create a help-desk ticket for a given user exhibiting indicia
of poor subjective performance. The ticket may include the
above-described identifiers tying the ticket to a transaction,
service, routine, distributed application, and in some cases,
the user.

[0091] Some embodiments may adjust performance of the
distributed application based on the correlation, as indicated
by block 98. In some embodiments, this may include dis-
playing a user interface, or sending instructions and other
data by which such a user interface is remotely displayed,
with the user interface presenting graphical representations
of these subjective performance an objective performance of
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the distributed application. In some cases, the user interfaces
may include dashboards, reports, and the like, by which
technicians allocate resources to troubleshoot distributed
applications or allocate resort computing resources to load
balance or add computing resources thereto. Or in some
embodiments, the adjustments may be automated, for
instance with automated load balancing or elastic scaling
responsive to subjective performance or values based on
subjective performance exceeding are falling below some
threshold.

[0092] FIG. 4 is a diagram that illustrates an exemplary
computing system 1000 in accordance with embodiments of
the present technique. Various portions of systems and
methods described herein, may include or be executed on
one or more computer systems similar to computing system
1000. Further, processes and modules described herein may
be executed by one or more processing systems similar to
that of computing system 1000.

[0093] Computing system 1000 may include one or more
processors (e.g., processors 10104-1010%) coupled to sys-
tem memory 1020, an input/output I/O device interface
1030, and a network interface 1040 via an input/output (I/O)
interface 1050. A processor may include a single processor
or a plurality of processors (e.g., distributed processors). A
processor may be any suitable processor capable of execut-
ing or otherwise performing instructions. A processor may
include a central processing unit (CPU) that carries out
program instructions to perform the arithmetical, logical,
and input/output operations of computing system 1000. A
processor may execute code (e.g., processor firmware, a
protocol stack, a database management system, an operating
system, or a combination thereof) that creates an execution
environment for program instructions. A processor may
include a programmable processor. A processor may include
general or special purpose microprocessors. A processor
may receive instructions and data from a memory (e.g.,
system memory 1020). Computing system 1000 may be a
uni-processor system including one processor (e.g., proces-
sor 1010a), or a multi-processor system including any
number of suitable processors (e.g., 1010a-10107). Multiple
processors may be employed to provide for parallel or
sequential execution of one or more portions of the tech-
niques described herein. Processes, such as logic flows,
described herein may be performed by one or more pro-
grammable processors executing one or more computer
programs to perform functions by operating on input data
and generating corresponding output. Processes described
herein may be performed by, and apparatus can also be
implemented as, special purpose logic circuitry, e.g., an
FPGA (field programmable gate array) or an ASIC (appli-
cation specific integrated circuit). Computing system 1000
may include a plurality of computing devices (e.g., distrib-
uted computer systems) to implement various processing
functions.

[0094] 1/O device interface 1030 may provide an interface
for connection of one or more I/O devices 1060 to computer
system 1000. 1/O devices may include devices that receive
input (e.g., from a user) or output information (e.g., to a
user). /O devices 1060 may include, for example, graphical
user interface presented on displays (e.g., a cathode ray tube
(CRT) or liquid crystal display (LCD) monitor), pointing
devices (e.g., a computer mouse or trackball), keyboards,
keypads, touchpads, scanning devices, voice recognition
devices, gesture recognition devices, printers, audio speak-
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ers, microphones, cameras, or the like. I/O devices 1060
may be connected to computer system 1000 through a wired
or wireless connection. I/0 devices 1060 may be connected
to computer system 1000 from a remote location. 1/O
devices 1060 located on remote computer system, for
example, may be connected to computer system 1000 via a
network and network interface 1040.

[0095] Network interface 1040 may include a network
adapter that provides for connection of computer system
1000 to a network. Network interface may 1040 may facili-
tate data exchange between computer system 1000 and other
devices connected to the network. Network interface 1040
may support wired or wireless communication. The network
may include an electronic communication network, such as
the Internet, a local area network (LAN), a wide area
network (WAN), a cellular communications network, or the
like.

[0096] System memory 1020 may be configured to store
program instructions 1100 or data 1110. Program instruc-
tions 1100 may be executable by a processor (e.g., one or
more of processors 1010a-1010#) to implement one or more
embodiments of the present techniques. Instructions 1100
may include modules of computer program instructions for
implementing one or more techniques described herein with
regard to various processing modules. Program instructions
may include a computer program (which in certain forms is
known as a program, software, software application, script,
or code). A computer program may be written in a program-
ming language, including compiled or interpreted lan-
guages, or declarative or procedural languages. A computer
program may include a unit suitable for use in a computing
environment, including as a stand-alone program, a module,
a component, or a subroutine. A computer program may or
may not correspond to a file in a file system. A program may
be stored in a portion of a file that holds other programs or
data (e.g., one or more scripts stored in a markup language
document), in a single file dedicated to the program in
question, or in multiple coordinated files (e.g., files that store
one or more modules, sub programs, or portions of code). A
computer program may be deployed to be executed on one
or more computer processors located locally at one site or
distributed across multiple remote sites and interconnected
by a communication network.

[0097] System memory 1020 may include a tangible pro-
gram carrier having program instructions stored thereon. A
tangible program carrier may include a non-transitory com-
puter readable storage medium. A non-transitory computer
readable storage medium may include a machine readable
storage device, a machine readable storage substrate, a
memory device, or any combination thereof. Non-transitory
computer readable storage medium may include non-vola-
tile memory (e.g., flash memory, ROM, PROM, EPROM,
EEPROM memory), volatile memory (e.g., random access
memory (RAM), static random access memory (SRAM),
synchronous dynamic RAM (SDRAM)), bulk storage
memory (e.g., CD-ROM and/or DVD-ROM, hard-drives),
or the like. System memory 1020 may include a non-
transitory computer readable storage medium that may have
program instructions stored thereon that are executable by a
computer processor (e.g., one or more of processors 1010a-
1010#) to cause the subject matter and the functional opera-
tions described herein. A memory (e.g., system memory
1020) may include a single memory device and/or a plurality
of memory devices (e.g., distributed memory devices).
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Instructions or other program code to provide the function-
ality described herein may be stored on a tangible, non-
transitory computer readable media. In some cases, the
entire set of instructions may be stored concurrently on the
media, or in some cases, different parts of the instructions
may be stored on the same media at different times, e.g., a
copy may be created by writing program code to a first-in-
first-out buffer in a network interface, where some of the
instructions are pushed out of the buffer before other por-
tions of the instructions are written to the buffer, with all of
the instructions residing in memory on the buffer, just not all
at the same time.

[0098] I/O interface 1050 may be configured to coordinate
/O traffic between processors 1010a-10107, system
memory 1020, network interface 1040, /O devices 1060,
and/or other peripheral devices. I/O interface 1050 may
perform protocol, timing, or other data transformations to
convert data signals from one component (e.g., system
memory 1020) into a format suitable for use by another
component (e.g., processors 1010a-1010%). I/O interface
1050 may include support for devices attached through
various types of peripheral buses, such as a variant of the
Peripheral Component Interconnect (PCI) bus standard or
the Universal Serial Bus (USB) standard.

[0099] Embodiments of the techniques described herein
may be implemented using a single instance of computer
system 1000 or multiple computer systems 1000 configured
to host different portions or instances of embodiments.
Multiple computer systems 1000 may provide for parallel or
sequential processing/execution of one or more portions of
the techniques described herein.

[0100] Those skilled in the art will appreciate that com-
puter system 1000 is merely illustrative and is not intended
to limit the scope of the techniques described herein. Com-
puter system 1000 may include any combination of devices
or software that may perform or otherwise provide for the
performance of the techniques described herein. For
example, computer system 1000 may include or be a com-
bination of a cloud-computing system, a data center, a server
rack, a server, a virtual server. a desktop computer, a laptop
computer, a tablet computer, a server device, a client device,
a mobile telephone, a personal digital assistant (PDA), a
mobile audio or video player, a game console, a vehicle-
mounted computer, or a Global Positioning System (GPS),
or the like. Computer system 1000 may also be connected to
other devices that are not illustrated, or may operate as a
stand-alone system. In addition, the functionality provided
by the illustrated components may in some embodiments be
combined in fewer components or distributed in additional
components. Similarly, in some embodiments, the function-
ality of some of the illustrated components may not be
provided or other additional functionality may be available.
[0101] Those skilled in the art will also appreciate that
while various items are illustrated as being stored in memory
or on storage while being used, these items or portions of
them may be transferred between memory and other storage
devices for purposes of memory management and data
integrity. Alternatively, in other embodiments some or all of
the software components may execute in memory on another
device and communicate with the illustrated computer sys-
tem via inter-computer communication. Some or all of the
system components or data structures may also be stored
(e.g., as instructions or structured data) on a computer-
accessible medium or a portable article to be read by an
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appropriate drive, various examples of which are described
above. In some embodiments, instructions stored on a com-
puter-accessible medium separate from computer system
1000 may be transmitted to computer system 1000 via
transmission media or signals such as electrical, electromag-
netic, or digital signals, conveyed via a communication
medium such as a network or a wireless link. Various
embodiments may further include receiving, sending, or
storing instructions or data implemented in accordance with
the foregoing description upon a computer-accessible
medium. Accordingly, the present techniques may be prac-
ticed with other computer system configurations.

[0102] In block diagrams, illustrated components are
depicted as discrete functional blocks, but embodiments are
not limited to systems in which the functionality described
herein is organized as illustrated. The functionality provided
by each of the components may be provided by software or
hardware modules that are differently organized than is
presently depicted, for example such software or hardware
may be intermingled, conjoined, replicated, broken up,
distributed (e.g. within a data center or geographically), or
otherwise differently organized. The functionality described
herein may be provided by one or more processors of one or
more computers executing code stored on a tangible, non-
transitory, machine readable medium. In some cases, not-
withstanding use of the singular term “medium,” the instruc-
tions may be distributed on different storage devices
associated with different computing devices, for instance,
with each computing device having a different subset of the
instructions, an implementation consistent with usage of the
singular term “medium” herein. In some cases, third party
content delivery networks may host some or all of the
information conveyed over networks, in which case, to the
extent information (e.g., content) is said to be supplied or
otherwise provided, the information may be provided by
sending instructions to retrieve that information from a
content delivery network.

[0103] The reader should appreciate that the present appli-
cation describes several techniques. Rather than separating
those techniques into multiple isolated patent applications,
applicants have grouped these techniques into a single
document because their related subject matter lends itself to
economies in the application process. But the distinct advan-
tages and aspects of such techniques should not be conflated.
In some cases, embodiments address all of the deficiencies
noted herein, but it should be understood that the techniques
are independently useful, and some embodiments address
only a subset of such problems or offer other, unmentioned
benefits that will be apparent to those of skill in the art
reviewing the present disclosure. Due to costs constraints,
some techniques disclosed herein may not be presently
claimed and may be claimed in later filings, such as con-
tinuation applications or by amending the present claims.
Similarly, due to space constraints, neither the Abstract nor
the Summary of the Invention sections of the present docu-
ment should be taken as containing a comprehensive listing
of all such techniques or all aspects of such techniques.

[0104] It should be understood that the description and the
drawings are not intended to limit the techniques to the
particular form disclosed, but to the contrary. the intention is
to cover all modifications, equivalents, and alternatives
falling within the spirit and scope of the present techniques
as defined by the appended claims. Further modifications
and alternative embodiments of various aspects of the tech-
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niques will be apparent to those skilled in the art in view of
this description. Accordingly, this description and the draw-
ings are to be construed as illustrative only and are for the
purpose of teaching those skilled in the art the general
manner of carrying out the techniques. It is to be understood
that the forms of the techniques shown and described herein
are to be taken as examples of embodiments. Elements and
materials may be substituted for those illustrated and
described herein, parts and processes may be reversed or
omitted, and certain features of the techniques may be
utilized independently, all as would be apparent to one
skilled in the art after having the benefit of this description
of the techniques. Changes may be made in the elements
described herein without departing from the spirit and scope
of the techniques as described in the following claims.
Headings used herein are for organizational purposes only
and are not meant to be used to limit the scope of the
description.

[0105] As used throughout this application, the word
“may” is used in a permissive sense (i.e., meaning having
the potential to), rather than the mandatory sense (i.e.,
meaning must). The words “include”, “including”, and
“includes” and the like mean including, but not limited to.
As used throughout this application, the singular forms “a,”
“an,” and “the” include plural referents unless the content
explicitly indicates otherwise. Thus, for example, reference
to “an element” or “a element” includes a combination of
two or more elements, notwithstanding use of other terms
and phrases for one or more elements, such as “one or
more.” The term “or” is, unless indicated otherwise, non-
exclusive, i.e., encompassing both “and” and “or.” Terms
describing conditional relationships, e.g., “in response to X,
Y,” “upon X, Y,”, “if X, Y,” “when X, Y,” and the like,
encompass causal relationships in which the antecedent is a
necessary causal condition, the antecedent is a sufficient
causal condition, or the antecedent is a contributory causal
condition of the consequent, e.g., “state X occurs upon
condition Y obtaining” is generic to “X occurs solely upon
Y” and “X occurs upon Y and Z.” Such conditional rela-
tionships are not limited to consequences that instantly
follow the antecedent obtaining, as some consequences may
be delayed, and in conditional statements, antecedents are
connected to their consequents, e.g., the antecedent is rel-
evant to the likelihood of the consequent occurring. State-
ments in which a plurality of attributes or functions are
mapped to a plurality of objects (e.g., one or more proces-
sors performing steps A, B, C, and D) encompasses both all
such attributes or functions being mapped to all such objects
and subsets of the attributes or functions being mapped to
subsets of the attributes or functions (e.g., both all proces-
sors each performing steps A-D, and a case in which
processor 1 performs step A, processor 2 performs step B
and part of step C, and processor 3 performs part of step C
and step D). unless otherwise indicated. Further, unless
otherwise indicated, statements that one value or action is
“based on” another condition or value encompass both
instances in which the condition or value is the sole factor
and instances in which the condition or value is one factor
among a plurality of factors. Unless otherwise indicated,
statements that “each” instance of some collection have
some property should not be read to exclude cases where
some otherwise identical or similar members of a larger
collection do not have the property, i.e., each does not
necessarily mean each and every. Limitations as to sequence
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of recited steps should not be read into the claims unless
explicitly specified, e.g., with explicit language like “after
performing X, performing Y,” in contrast to statements that
might be improperly argued to imply sequence limitations,
like “performing X on items, performing Y on the X’ed
items,” used for purposes of making claims more readable
rather than specifying sequence. Statements referring to “at
least Z of A, B, and C,” and the like (e.g., “at least Z of A,
B, or C”), refer to at least 7 of the listed categories (A, B,
and C) and do not require at least Z units in each category.
Unless specifically stated otherwise, as apparent from the
discussion, it is appreciated that throughout this specifica-
tion discussions utilizing terms such as “processing,” “com-
puting,” “calculating,” “determining” or the like refer to
actions or processes of a specific apparatus, such as a special
purpose computer or a similar special purpose electronic
processing/computing device.

[0106] In this patent, certain U.S. patents, U.S. patent
applications, or other materials (e.g., articles) have been
incorporated by reference. The text of such U.S. patents,
U.S. patent applications, and other materials is, however,
only incorporated by reference to the extent that no conflict
exists between such material and the statements and draw-
ings set forth herein. In the event of such conflict, the text of
the present document governs.

[0107] The present techniques will be better understood
with reference to the following enumerated embodiments:

[0108] 1. A method, comprising: receiving, with one or
more processors executing at least part of a monitoring
application, via a network, biometric measurements,
wherein: the monitoring application is configured to
monitor performance of a distributed application or per-
formance of one or more network hosts upon which at
least part of the distributed application executes, the
distributed application is configured to provide services to
user computing devices via the network, the distributed
application comprises a plurality of application compo-
nents executing on a plurality of different network hosts,
the application components comprise a plurality of rou-
tines defined by program code of the distributed applica-
tion, the biometric measurements are respective measure-
ments of a biometric attribute of a plurality of respective
users operating a plurality of respective user computing
devices accessing at least some of the services provided
by the distributed application, different respective users
have different respective biometric measurements among
the received biometric measurements, and the biometric
measurements are indicative of psychophysical perfor-
mance of the distributed application as exhibited by the
plurality of users; receiving, with one or more processors
executing at least part of the monitoring application, from
application components or network hosts, events or met-
rics indicative of objective performance of the network
hosts or the routines, wherein the events or metrics are
indicative of objective performance during a duration of
time when stimuli to which the biometric measurements
are responsive are at least partially defined by the distrib-
uted application; correlating psychophysical-performance
values based on the biometric measurements indicative of
psychophysical performance with objective-performance
values based on the events or metrics indicative of objec-
tive performance; storing the correlation between the
psychophysical-performance values and the objective-
performance values in memory; and accessing the corre-
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lation to select hosts, application components, or routines
to be adjusted to improve objective performance of the
distributed application or psychophysical performance of
the distributed application.

[0109] 2.The method of embodiment 1, wherein accessing
the correlation to select hosts, application components, or
routines to be adjusted to improve objective performance
of the distributed application or psychophysical perfor-
mance of the distributed application comprises: determin-
ing that psychophysical performance of the distributed
application is impaired based on both the biometric mea-
surements and the events or metrics indicative of perfor-
mance of the network hosts or the routines; and selecting
a subset of the distributed application contributing to the
impaired performance to indicate whether to adjust net-
work hosts, application components, or routines of the
distributed application to improve psychophysical perfor-
mance of the distributed application.

[0110] 3. The method of any one of embodiments 1-2,
wherein the biometric measurements include measure-
ment of at least one of the following types of biometric
attributes: heart rate; blood pressure; cortisol level,
breathing rate; electrodermal response; blood oxygen
saturation; temperature; voice pitch or tone; eye gaze
direction; electrical activity of a user’s heart; or electrical
activity of a user’s brain.

[0111] 4. The method of any one of embodiments 1-3,
wherein the biometric measurements are obtained from at
least three of the following types of biometric sensors,
with different users being measured by at least some
sensors that are of a different type from sensors used to
measure other users: an optical camera; an infrared cam-
era; a depth-sensing camera; a microphone; an electroen-
cephalograph; a pulse oximeter; an electrocardiograph; a
galvanic skin response sensor; or a heart-rate sensor.

[0112] 5. The method of any one of embodiments 1-4,
wherein: the biometric measurements include a first bio-
metric measurement of a first user among the plurality of
users; the first biometric measurement is from a wearable
computing device worn by the first user sensing the
biometric attribute of the first user concurrent with the
first user accessing a first service among the services with
a first computing device; the first biometric measurement
is received with data by which the first biometric mea-
surement 1s associated with an identifier of the distributed
application and a subset of the services provided by the
distributed application; and the identifier of the distributed
application distinguishes the distributed application from
a plurality of other distributed applications monitored by
the monitoring application.

[0113] 6. The method of embodiment 5, wherein the data
by which the first biometric measurement is associated
with an identifier of the distributed application comprises:
anetwork address through which both at least some of the
services are provided to the first computing device of the
first user by the distributed application and a network
address through which the first biometric measurement is
conveyed to the monitoring application.

[0114] 7. The method of any one of embodiments 5-6,
wherein: the data by which the first biometric measure-
ment is associated with an identifier of the distributed
application comprises a message from an agent executing
on the first computing device of the user; the first bio-
metric measurement is received from the wearable com-
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puting device by the agent; the first biometric measure-
ment is caused to be sent to the monitoring application by
the agent; the agent is configured to determine, based on
a state of a client-side application of the first computing
device, a first service identifier that distinguishes the first
service from other services of the distributed application;
the agent is configured to cause the first service identifier
to be sent to the monitoring application; the first biometric
measurement is received by the monitoring application
with data that associates the first biometric measurement
with the first service identifier; and accessing the corre-
lation to select hosts, application components, or routines
to be adjusted to improve objective performance of the
distributed application or psychophysical performance of
the distributed application comprises determining that the
first service has exhibited impaired performance based on
the correlation and the first service identifier.

[0115] 8. The method of any one of embodiments 5-7,
wherein: the data by which the first biometric measure-
ment is associated with an identifier of the distributed
application comprises a first service identifier wirelessly
received by the wearable computing device or a mobile
computing device of the first user from the first computing
device and caused to be sent by the wearable computing
device or the mobile computing device of the first user to
the monitoring application; and accessing the correlation
to select hosts, application components, or routines to be
adjusted to improve objective performance of the distrib-
uted application or psychophysical performance of the
distributed application comprises determining that the
first service has not exhibited impaired performance and
determining that a second service among the services has
exhibited impaired performance.

[0116] 9. The method of any one of embodiments 5-8,
wherein: the biometric measurements include a second
biometric measurement of a second user among the
plurality of users; the second biometric measurement is
from a second wearable computing device worn by the
second user sensing the biometric attribute of the second
user concurrent with the second user accessing the first
service among the services with a second computing
device; the second biometric measurement is received
with data by which the second biometric measurement is
associated with an identifier of the distributed application
and an identifier of the first service; and the identifier of
the distributed application distinguishes the distributed
application from a plurality of other distributed applica-
tions monitored by the monitoring application; the iden-
tifier of the first service distinguishes the first services
from other services among the services provided by the
distributed application; and correlating psychophysical-
performance values with objective-performance values
comprises determining a psychophysical-performance
value based on an aggregate statistic of psychophysical-
performance of the first service based on both the first
biometric measurement and the second biometric mea-
surement.

[0117] 10. The method of any one of embodiments 1-9,
wherein: accessing the correlation to select hosts, appli-
cation components, or routines to be adjusted to improve
objective performance of the distributed application or
psychophysical performance of the distributed application
comprises: determining, for each of the routines, a respec-
tive measure of sensitivity of change in of psychophysi-
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cal-performance to change in objective-performance of
the respective routine by modulating objective-perfor-
mance of the respective routine.

[0118] 11. The method of embodiment 10, wherein deter-
mining, for each of the plurality of the routines, the
respective measure of sensitivity of change in of psycho-
physical-performance to change in objective-performance
of the respective routine comprises determining, for a
given routine, for each of a plurality of services among the
services provided by the distributed application, a respec-
tive service-specific measure of sensitivity of change in of
psychophysical-performance to change in objective-per-
formance of the given routine.

[0119] 12. The method of any one of embodiments 1-11,
comprising: accessing, for a given user among the plu-
rality of users, a time-series of biometric measurements;
determining, based on the time-series, a measure of
variation of the biometric attribute for the given user; and
determining that a new biometric measurement is anoma-
lous by comparing the new measurement to a threshold
determined based on the measure of variation.

[0120] 13. The method of any one of embodiments 1-12,
comprising: adjusting an objective-performance alarm
threshold based on the psychophysical-performance val-
ues.

[0121] 14. The method of any one of embodiments 1-13,
comprising: load balancing based on the psychophysical-
performance values.

[0122] 15. The method of any one of embodiments 1-14,
comprising: providing the services with the distributed
application.

[0123] 16. A tangible, non-transitory, machine-readable
medium storing instructions that when executed by a data
processing apparatus cause the data processing apparatus
to perform operations comprising: the operations of any
of embodiments 1-15.

[0124] 17. A system, comprising: one or more processors;
and memory storing instructions that when executed by
the processors cause the processors to effectuate opera-
tions comprising: the operations of any of embodiments
1-15.

What is claimed is:
1. A method, comprising:
receiving, with one or more processors executing at least
part of a monitoring application, via a network, bio-
metric measurements, wherein:
the monitoring application is configured to monitor
performance of a distributed application or perfor-
mance of one or more network hosts upon which at
least part of the distributed application executes,
the distributed application is configured to provide
services to user computing devices via the network,
the distributed application comprises a plurality of
application components executing on a plurality of
different network hosts,
the application components comprise a plurality of
routines defined by program code of the distributed
application,
the biometric measurements are respective measure-
ments of a biometric attribute of a plurality of
respective users operating a plurality of respective
user computing devices accessing at least some of
the services provided by the distributed application,

Oct. 10, 2019

different respective users have different respective bio-
metric measurements among the received biometric
measurements, and

the biometric measurements are indicative of psycho-
physical performance of the distributed application
as exhibited by the plurality of users;

receiving, with one or more processors executing at least

part of the monitoring application, from application
components or network hosts, events or metrics indica-
tive of objective performance of the network hosts or
the routines, wherein the events or metrics are indica-
tive of objective performance during a duration of time
when stimuli to which the biometric measurements are
responsive are at least partially defined by the distrib-
uted application;

correlating psychophysical-performance values based on

the biometric measurements indicative of psychophysi-
cal performance with objective-performance values
based on the events or metrics indicative of objective
performance;

storing the correlation between the psychophysical-per-

formance values and the objective-performance values
in memory; and

accessing the correlation to select hosts, application com-

ponents, or routines to be adjusted to improve objective
performance of the distributed application or psycho-
physical performance of the distributed application.

2. The method of claim 1, wherein accessing the corre-
lation to select hosts, application components, or routines to
be adjusted to improve objective performance of the dis-
tributed application or psychophysical performance of the
distributed application comprises:

determining that psychophysical performance of the dis-

tributed application is impaired based on both the
biometric measurements and the events or metrics
indicative of performance of the network hosts or the
routines; and

selecting a subset of the distributed application contrib-

uting to the impaired performance to indicate whether
to adjust network hosts, application components, or
routines of the distributed application to improve psy-
chophysical performance of the distributed application.

3. The method of claim 1, wherein the biometric mea-
surements include measurement of at least one of the
following types of biometric attributes:

heart rate;

blood pressure;

cortisol level;

breathing rate;

electrodermal response;

blood oxygen saturation;

temperature;

voice pitch or tone;

eye gaze direction;

electrical activity of a user’s heart; or

electrical activity of a user’s brain.

4. The method of claim 1, wherein the biometric mea-
surements are obtained from at least three of the following
types of biometric sensors, with different users being mea-
sured by at least some sensors that are of a different type
from sensors used to measure other users:

an optical camera;

an infrared camera;

a depth-sensing camera;
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a microphone;

an electroencephalograph;

a pulse oximeter;

an electrocardiograph;

a galvanic skin response sensor; or

a heart-rate sensor.

5. The method of claim 1, wherein:

the biometric measurements include a first biometric

measurement of a first user among the plurality of
users;

the first biometric measurement is from a wearable com-

puting device worn by the first user sensing the bio-
metric attribute of the first user concurrent with the first
user accessing a first service among the services with a
first computing device;

the first biometric measurement is received with data by

which the first biometric measurement is associated
with an identifier of the distributed application and a
subset of the services provided by the distributed
application; and

the identifier of the distributed application distinguishes

the distributed application from a plurality of other
distributed applications monitored by the monitoring
application.

6. The method of claim 5, wherein the data by which the
first biometric measurement is associated with an identifier
of the distributed application comprises:

anetwork address through which both at least some of the

services are provided to the first computing device of
the first user by the distributed application and a
network address through which the first biometric
measurement is conveyed to the monitoring applica-
tion.

7. The method of claim 5, wherein:

the data by which the first biometric measurement is

associated with an identifier of the distributed applica-
tion comprises a message from an agent executing on
the first computing device of the user;

the first biometric measurement is received from the

wearable computing device by the agent;

the first biometric measurement is caused to be sent to the

monitoring application by the agent;

the agent is configured to determine, based on a state of

a client-side application of the first computing device,
a first service identifier that distinguishes the first
service from other services of the distributed applica-
tion;

the agent is configured to cause the first service identifier

to be sent to the monitoring application;

the first biometric measurement is received by the moni-

toring application with data that associates the first
biometric measurement with the first service identifier;
and

accessing the correlation to select hosts, application com-

ponents, or routines to be adjusted to improve objective
performance of the distributed application or psycho-
physical performance of the distributed application
comprises determining that the first service has exhib-
ited impaired performance based on the correlation and
the first service identifier.

8. The method of claim 5, wherein:

the data by which the first biometric measurement is

associated with an identifier of the distributed applica-
tion comprises a first service identifier wirelessly
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received by the wearable computing device or a mobile
computing device of the first user from the first com-
puting device and caused to be sent by the wearable
computing device or the mobile computing device of
the first user to the monitoring application; and

accessing the correlation to select hosts, application com-
porents, or routines to be adjusted to improve objective
performance of the distributed application or psycho-
physical performance of the distributed application
comprises determining that the first service has not
exhibited impaired performance and determining that a
second service among the services has exhibited
impaired performance.

9. The method of claim 5, wherein:

the biometric measurements include a second biometric
measurement of a second user among the plurality of
users;

the second biometric measurement is from a second
wearable computing device worn by the second user
sensing the biometric attribute of the second user
concurrent with the second user accessing the first
service among the services with a second computing
device;

the second biometric measurement is received with data
by which the second biometric measurement is asso-
ciated with an identifier of the distributed application
and an identifier of the first service; and

the identifier of the distributed application distinguishes
the distributed application from a plurality of other
distributed applications monitored by the monitoring
application;

the identifier of the first service distinguishes the first
services from other services among the services pro-
vided by the distributed application; and

correlating psychophysical-performance values with
objective-performance values comprises determining a
psychophysical-performance value based on an aggre-
gate statistic of psychophysical-performance of the first
service based on both the first biometric measurement
and the second biometric measurement.

10. The method of claim 1, wherein:

accessing the correlation to select hosts, application com-
ponents, or routines to be adjusted to improve objective
performance of the distributed application or psycho-
physical performance of the distributed application
comprises:
determining, for each of the routines, a respective
measure of sensitivity of change in of psychophysi-
cal-performance to change in objective-performance
of the respective routine by modulating objective-
performance of the respective routine.

11. The method of claim 10, wherein determining, for
each of the plurality of the routines, the respective measure
of sensitivity of change in of psychophysical-performance to
change in objective-performance of the respective routine
comprises

determining, for a given routine, for each of a plurality of
services among the services provided by the distributed
application, a respective service-specific measure of
sensitivity of change in of psychophysical-performance
to change in objective-performance of the given rou-
tine.
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12. The method of claim 1, comprising:
accessing, for a given user among the plurality of users,
a time-series of biometric measurements;
determining, based on the time-series, a measure of
variation of the biometric attribute for the given user;
and
determining that a new biometric measurement is anoma-
lous by comparing the new measurement to a threshold
determined based on the measure of variation.
13. The method of claim 1, comprising:
adjusting an objective-performance alarm threshold based
on the psychophysical-performance values.
14. The method of claim 1, comprising:
load balancing based on the psychophysical-performance
values.
15. The method of claim 1, comprising:
steps for monitoring infrastructure; and
steps for monitoring application performance,
wherein correlating psychophysical-performance values
with objective-performance values comprises steps for
correlating psychophysical-performance values with
objective-performance values.
16. The method of claim 1, comprising:
providing the services with the distributed application.
17. A tangible, non-transitory, machine-readable medium
storing instructions that when executed by one or more
processors effectuate operations comprising:
receiving, with one or more processors executing at least
part of a monitoring application, via a network, bio-
metric measurements, wherein:
the monitoring application is configured to monitor
performance of a distributed application or perfor-
mance of one or more network hosts upon which at
least part of the distributed application executes,
the distributed application is configured to provide
services to user computing devices via the network,
the distributed application comprises a plurality of
application components executing on a plurality of
different network hosts,
the application components comprise a plurality of
routines defined by program code of the distributed
application,
the biometric measurements are respective measure-
ments of a biometric attribute of a plurality of
respective users operating a plurality of respective
user computing devices accessing at least some of
the services provided by the distributed application,
different respective users have different respective bio-
metric measurements among the received biometric
measurements, and
the biometric measurements are indicative of psycho-
physical performance of the distributed application
as exhibited by the plurality of users;
receiving, with one or more processors executing at least
part of the monitoring application, from application
components or network hosts, events or metrics indica-
tive of objective performance of the network hosts or
the routines, wherein the events or metrics are indica-
tive of objective performance during a duration of time
when stimuli to which the biometric measurements are
responsive are at least partially defined by the distrib-
uted application;
correlating psychophysical-performance values based on
the biometric measurements indicative of psychophysi-
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cal performance with objective-performance values
based on the events or metrics indicative of objective
performance;

storing the correlation between the psychophysical-per-
formance values and the objective-performance values
in memory; and

accessing the correlation to select hosts, application com-
porents, or routines to be adjusted to improve objective
performance of the distributed application or psycho-
physical performance of the distributed application.

18. The medium of claim 17, wherein accessing the
correlation to select hosts, application components, or rou-
tines to be adjusted to improve objective performance of the
distributed application or psychophysical performance of
the distributed application comprises:

determining that psychophysical performance of the dis-
tributed application is impaired based on both the
biometric measurements and the events or metrics
indicative of performance of the network hosts or the
routines; and

selecting a subset of the distributed application contrib-
uting to the impaired performance to indicate whether
to adjust network hosts, application components, or
routines of the distributed application to improve psy-
chophysical performance of the distributed application.
19. The medium of claim 17, wherein:
the biometric measurements include measurement of at
least two of the following types of biometric attributes:
heart rate;
blood pressure;
cortisol level;
breathing rate;
electrodermal response;
blood oxygen saturation;
temperature;
voice pitch or tone;
eye gaze direction;
electrical activity of a user’s heart; or
electrical activity of a user’s brain; and
the biometric measurements are obtained from at least
two of the following types of biometric sensors, with
different users being measured by at least some sensors
that are of a different type from sensors used to measure
other users:

an optical camera;
an infrared camera;
a depth-sensing camera;
a microphone;
an electroencephalograph;
a pulse oximeter;
an electrocardiograph;
a galvanic skin response sensor; or
a heart-rate sensor.
20. The medium of claim 17, the operations comprising:
adjusting an objective-performance alarm threshold based
on the psychophysical-performance values; and
load balancing based on the psychophysical-performance
values.
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