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Thermal image data of at least a region of a face of a person
is provided. The thermal image data is transformed to blood
flow rate data and may be used to determine whether the
person is deceptive or non-deceptive based on the blood
flow rate data, e.g., deceptive with respect to an elicited
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SYSTEM AND METHOD USING THERMAL
IMAGE ANALYSIS FOR POLYGRAPH TESTING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 60/285,004, entitled “SYSTEM AND
METHOD USING THERMAL IMAGE ANALYSIS FOR
POLYGRAPH TESTING,” filed Apr. 19, 2001, wherein
such document is incorporated herein by reference.

GOVERNMENT RIGHTS

[0002] This invention was made with United States Gov-
ernment support under Contract No. DABT60-00-1-1003
awarded by the Agency: DoD Polygraph Institute. The
United States Government has certain rights in this inven-
tion.

BACKGROUND OF THE INVENTION

[0003] The present invention relates generally to thermal
analysis systems and methods. More particularly, the present
invention pertains to polygraph testing of individuals.

[0004] Polygraph testing is a standard security procedure
favored by various entities, e.g., governmental bodies, the
military, etc. The objective of polygraph testing is to ascer-
tain if the subject under investigation truthfully or deceit-
fully answers the questions presented thereto. Specially
trained psychologists structure the questions to maximize
elicitation.

[0005] Generally, during the testing, three physiological
parameters are closely monitored. Such physiological
parameters include blood flow rate, breathing rate, and
perspiration rate. Typically, such physiological parameters
are recorded using invasive methods and produce scalar
values over time, e.g., signals. Then, a scoring system is
used to quantify the subject’s response and classify the
subject’s response as deceitful or truthful, i.e., deceptive or
non-deceptive.

[0006] The success rate for conventional polygraph testing
varies depending on the circumstances and persons being
questioned. In some circumstances, the success rate may be
very high, while in others, the success rate may be much
lower. For example, when such polygraph tests are admin-
istered experimentally on the basis of a mock crime sce-
nario, e.g., persons are questioned about a mock crime they
supposedly perpetrated, the success rate is much lower.

[0007] There is generally a need for improved accuracy in
such polygraph testing. This is particularly true in view of
recent espionage cases. Improved accuracy will also pro-
mote the admissibility of polygraph testing in a general court
system and potentially open new markets for use of such
testing. Further, to use such testing, it must be simple to
administer.

SUMMARY OF THE INVENTION

[0008] As such, according to the present invention, ther-
mal image analysis methods and systems have been devel-
oped that address the needs described above. For example,
the present invention may be used to provide true or pseudo,
two-dimensional information (e.g., blood flow rate informa-
tion across a significant portion of a person’s face) as
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opposed to the one-dimensional information provided by
traditional polygraph information channels (e.g., average
blood flow rate at a particular point on a person, such as a
person’s wrist). With such information, accuracy can be
improved.

[0009] Further, for example, the present invention pro-
vides for polygraph testing in a non-invasive manner, and
therefore, simplifies the administration of the test.

[0010] The present invention may screen the entire facial
area or use just one or more regions of the facial area of the
subject to obtain thermal image data and, thereafter, process
such data to obtain polygraph testing data. The thermal
image data is transformed to blood flow rate data, e.g., the
change in blood flow rate over time (or in other words over
a plurality of frames of thermal image data).

[0011] Some embodiments of the methods according to
the present invention include one or more of the following:
providing thermal image data of at least a region of a face
of a person; transforming the thermal image data to blood
flow rate data; and determining whether a person is decep-
tive based on blood flow rate data.

[0012] Other embodiments of the method may include one
or more of the following: classifying a person as deceptive
or non-deceptive based on a change of blood flow rate over
time in at least one region of the face of a person; providing
thermal image data of at least a region proximate an eye of
a person or of more than one region of the face of a person;
acquiring thermal image data by asking a person a question
to elicit a response therefrom, focusing a thermal infrared
image device thereon, and capturing thermal image data
during at least the response from the person; determining
whether a person is deceptive with respect to a response to
a question; tracking movement of at least a region of the face
of a person during a capturing of thermal image data; and
providing measurement of one or more physiological param-
eters (e.g., using invasive techniques) different than blood
flow rate obtained using thermal image data and using such
physiological parameters to determine whether a person is
deceptive based thereon in addition to blood flow rate data
obtained using thermal image data.

[0013] Someembodiments of a system for use in detecting
deception of a person include one or more of the following
features: a thermal infrared image device operable to pro-
vide thermal image data of at least a region of a face of a
person; a computing apparatus operable upon thermal image
data to transform the thermal image data to blood flow rate
data; and a computing apparatus operable to determine
whether a person is deceptive based on blood flow rate data.

[0014] Other embodiments of a system may include one
more of the following features: a computing apparatus
operable to classify a person as deceptive or non-deceptive
based on change of blood flow rate over time in at least one
region of the face of a person; a thermal infrared image
device operable to provide thermal image data of at least a
region proximate an eye of a person or one or more regions
of the face of a person; a thermal infrared image device
operable to capture a thermal image data during at least a
period of time during an elicited response from a person; a
computing apparatus operable to determine whether a per-
son is deceptive based on blood flow rate data with respect
to an elicited response; a thermal infrared image device
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operable to capture frames of thermal image data during at
least a period of time, and a computing apparatus operable
to track movement of at least a region of a person’s face
during such time; an apparatus for measurement of one or
more physiological parameters different than blood flow rate
obtained using thermal image data; and a computer appara-
tus operable to determine whether a person is deceptive or
non-deceptive based on blood flow rate data obtained using
thermal image data and the one or more additional physi-
ological parameters.

[0015] One particular illustrative polygraph method for
use in determining whether a person is being deceptive or
non-deceptive with respect to a response elicited from a
person is also described according to the present invention.
The method includes capturing thermal image data from at
least one region of the face of a person during at least the
elicited response. The thermal image data is transformed to
blood flow rate data representative of change of blood flow
rate over time in at least one region of the face. Thereafter,
the person is classified as deceptive or non-deceptive with
respect to the elicited response based on the blood flow rate
data.

[0016] A method for use in monitoring blood flow rate is
also provided. Thermal image data of at least a region of a
face of a person is provided. The thermal image data is
transformed to blood flow rate information, e.g., trans-
formed using a thermodynamic model where blood flow rate
is inversely proportional to the square of skin temperature
deviation from a core temperature of a human body.

[0017] In one embodiment of the method, a physiological
state of the person may be determined based on the blood
flow rate information.

[0018] Further, a system operable to implement the
method for use in monitoring blood flow rate is also
described.

[0019] The above summary of the present invention is not
intended to describe each embodiment or every implemen-
tation of the present invention. Advantages, together with a
more complete understanding of the invention, will become
apparent and appreciated by referring to the following
detailed description and claims taken in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF THE EMBODIMENTS

[0020] FIG. 1 is a block diagram illustrating one exem-
plary embodiment of a polygraph system according to the
present invention.

[0021] FIG. 2 is a graph of the electromagnetic (EM)
spectrum.
[0022] FIG. 3 is a diagram of an illustrative thermal facial

image according to the present invention.

[0023] FIG. 4 is a general block diagram illustrating one
exemplary embodiment of a polygraph method according to
the present invention.

[0024] FIGS. 5A-5B and FIGS. 6A-6B illustrate a com-
parison between thermal image data and thermal image data
transformed to blood flow rate data according to the present
invention.
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[0025] FIG. 7 is one illustrative exemplary embodiment
of thermal image acquisition shown generally in FIG. 4
according to the present invention.

[0026] FIG. 8 is one illustrative block diagram of a
classification method according to the present invention
using physiological parameters different than, and in addi-
tion to, blood flow rate data obtained using thermal image
data.

[0027] FIG. 9 shows another illustrative block diagram of
a classification method using one or more other physiologi-
cal parameters other than, and in addition to, blood flow rate
data obtained using thermal image data according to the
present invention.

[0028] FIG. 10 shows an exemplary embodiment of a
thermal image data transformation process and classification
process generally shown in the method of FIG. 4.

[0029] FIGS. 11A-11B show alternative flow diagrams of
the transformation and classification processes shown gen-
erally in the polygraph method of FIG. 4 according to the
present invention.

[0030] FIG. 12 is a graph for use in describing an illus-
trative example of a polygraph method and system accord-
ing to the present invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0031] The present invention shall be described with ref-
erence to FIGS. 1-11. Thereafter, an example of the present
invention shall be described with reference to at least FIG.
12.

[0032] Generally, the present invention provides methods
and systems for polygraph testing using thermal image
analysis. The method generally includes the acquisition of
thermal image data during at least a part of an interrogation
session of a person (e.g., question and answer time periods),
physiological correlation between such thermal image data
and blood flow rate, and classification based thereon.

[0033] For example, facial thermal imagery using a mid-
infrared camera may be performed. Thereafter, the raw
thermal image data may be transformed to blood flow rate
data through thermodynamic modeling. Finally, classifying
a person as deceptive or non-deceptive may be performed
based on one or more different classification processes, €.g.,
analysis of the blood flow rate data.

[0034] In other words, the present invention extracts
subtle facial temperature fluctuation patterns through non-
linear thermodynamic modeling. The modeling transforms
raw thermal image data to blood flow rate information. Such
blood flow rate data can then be used as a feature of a binary
classification scheme or any other classification scheme that
will lead to beneficial determination of deception versus
non-deception.

[0035] The methods and/or systems described herein
which involve the use of thermal image data may be used
alone in determining the deceptive or non-deceptive state of
a person during questioning, or such methods and/or sys-
tems may be used in conjunction with other traditional
polygraph testing methods. In other words, the thermal
image analysis described herein may play a role in poly-
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graph testing as an additional scoring channel in a traditional
polygraph testing situation. Such an additional scoring chan-
nel may increase the accuracy and reliability of polygraph
testing through the fusion of the non-invasive physiological
measurements described herein using thermal image data
with traditional invasive physiological measurements.

[0036] One or more of the illustrative embodiments of the
methods and systems described herein provide one or more
advantages. For example, the present invention includes a
non-invasive polygraph testing process. As such, the person
subjected to such polygraph testing is able to feel as com-
fortable as possible.

[0037] Further, for example, after appropriate processing
of the thermal imagery according to one or more embodi-
ments of the present invention, similar information to that
achieved via conventional polygraph channels can be
attained, i.e., blood flow rate data. In various embodiments,
different types of information can be obtained. For example,
at least in one embodiment described herein, such informa-
tion includes pseudo two-dimensional blood flow rate infor-
mation which may include average blood flow rate infor-
mation taken over one or more regions of a person’s face (in
other words, for example, an average over a region greater
than a point of a person’s face). Further, true two-dimen-
sional blood flow rate information may be attained which
may include blood flow rate data at multiple points in one or
more regions of the person’s face. Of course, as described
further below, tracking algorithms are required to obtain
accurate point information. Such types of information are
different and provide more accurate polygraph results than
one-dimensional information which is obtained across the
timeline in traditional or conventional polygraph testing,
e.g., blood flow rate obtained using measurements at a point
on the wrist of a person.

[0038] In U.S. patent application Ser. No. 09/776,470,
filed Feb. 2, 2001, entitled “Detection System and Method
Using Thermal Image Analysis” methods and systems for
detecting anxiety through thermal facial image analysis are
described. In general, the change in thermal facial image
signature of an individual is used to determine whether the
individual is experiencing anxiety. For example, as
described therein, anxiety is accompanied by an increased
local warming around the individual’s eyes. This change in
facial thermal pattern around the individual’s eyes is typi-
cally accompanied by a concomitant cooling over the cheeks
and/or concomitant warming over the carotid artery region.

[0039] Generally, this pattern of thermal change in an
individual’s body during an onset of anxiety (e.g., the
change in the individual’s thermal signature during onset of
anxiety) makes physiological and evolutionary sense, as it
represents a mechanism to facilitate rapid eye movement
during preparedness for flight. In other words, elevated
anxiety precipitates a host of physiological responses, many
of which result from altered sympathetic nervous system
activity. One of these responses is local redistribution of
blood flow resulting in abrupt changes in local temperatures
at various regions in the individual. Such changes in local
temperatures in such regions are readily apparent in the
human face where the layer of flesh over bone is relatively
thin.

[0040] Such abrupt temperature changes in localized
regions can be detected by human face emissions in both the
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mid-infrared thermal band (ie., 3 microns to 5 microns
band) and far-infrared thermal band (i.e., 8 microns to 14
microns band) of the electromagnetic spectrum. As one
skilled in the art will recognize, such ranges may be slightly
shorter or longer.

[0041] A graph of the electromagnetic spectrum is shown
in FIG. 2, with the thermal infrared band shown as reference
numeral 23. The thermal infrared band lies above the visible
band 22 and reflected infrared band 21 of the electromag-
netic spectrum.

[0042] As such, thermal infrared detectors suitable to
sense temperature variations in such regions of the spectrum
can be used to produce thermal facial images, or thermo-
grams, representative of such local temperature changes in
the human face of an individual. Such data of the thermo-
grams (e.g., those using either one or more of the mid-
infrared band and far-infrared band) may be used to deter-
mine a physiological state of the individual (e.g., anxiety), as
described in U.S. patent application Ser. No. 09/776,470,
which is incorporated herein by reference.

[0043] For example, as described in U.S. patent applica-
tion Ser. No. 09/776,470, and as described herein with
reference to FIG. 3, a thermal facial image of an individual
30 with reference to various regions of the individual’s face
32 provide an individual signature that can be detected as
anxiety. For example, as described above, an onset of
anxiety in the individual 30 (¢.g., such as that which may be
induced by a startling stimulus, induced by fear when
smuggling goods into a country, induced by fear arising
from the need to establish an escape route when proceeding
with covert operations in a secret area, etc.) is associated
with a warming due to increased blood flow in the periorbital
region 34 around the eyes 35 of the individual 30. The
periorbital region size varies with the individual 30. This
extra blood flow to the eye musculature in the periorbital
region 34 is primarily redirected from the cheek regions with
a corresponding cooling indicated therein.

[0044] With the above changes in temperature in the
localized regions of the individual’s face 32 that accompany
an onset of anxiety, and with suitable monitoring of emis-
sions from the individual 30 in the thermal infrared spectrum
from before the time of anxiety onset (e.g., a thermal
history) and also after the time of onset, detection of
transition from a prior state, €.g., a calm state, to an anxiety
state can be achieved. This change in facial thermal infrared
pattern or signature at the time of the transition is dramatic
and can be easily recognized as described in U.S. patent
application Ser. No. 09/776,470.

[0045] However, in a polygraph test setting, when thermal
image data is obtained, temperature changes observed
around the eyes and in the face in general are typically only
subtle and not abrupt as described in the onset of anxiety
with reference to U.S. patent application Ser. No. 09/776,
470. As such, when viewing only thermal image data as
illustrated further below, such temperature changes are
almost unnoticeable. Such disparity between the thermal
image data changes due to anxiety and those due to poly-
graph testing are likely a result of the only subtle stress
imposed on polygraph subjects.

[0046] Such unnoticeable temperature changes in the ther-
mal image data obtained during polygraph testing is shown
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generally in FIGS. 5A-5B. FIG. 5A shows thermal image
data of a person prior to and at the beginning of responding
deceptively to a question in a polygraph test. The tempera-
ture is visualized in gray scale, although any visualization
scheme could be used, e.g., rainbow coloring scheme with
higher temperatures represented by bright colors such as
yellow and lower temperatures represented by other colors
such as blue. FIG. 5B shows visualized thermal image data
of a person towards the end of the person’s deceptive
response to the question. As can be seen in FIGS. 5A-5B, no
noticeable difference in thermal image data appears.

[0047] As such, to provide for useful information accord-
ing to the present invention for use in polygraph testing, the
thermal image data is transformed to blood flow rate data as
described further herein and as visualized in FIGS. 6A-6B.
In FIG. 6A, corresponding to the thermal image data of
FIG. 5A, visualization of blood flow rate in a person prior
to and at the beginning of a deceptive response to a question
is shown generally as a very dark image. Lighter regions 60,
62 may be generally seen in the periorbital region 60 of the
face and the cheek region 62 of the face. This is indicative
of changing blood flow rate in such areas.

[0048] Towards the end of the person’s deceptive response
to the question, visualization of blood flow rate in the
person’s face corresponding to the thermal image data
shown in FIG. 5B is provided in FIG. 6B. As shown in FIG.
6B, the change in blood flow rate in the periorbital region 60
is visualized as much lighter relative to that shown in FIG.
6A. Likewise, cheek region 62 is also visualized in a2 much

lighter manner, as is a majority of facial skin 64, when
compared to that of FIG. 6A.

[0049] The difference in the visualization of blood flow
rate data between FIG. 6A and FIG. 6B is significant. The
differences shown in the visualization of blood flow rate
intensities are represented in such Figures with the lighter or
brighter regions indicating the highest degree of change in
blood flow rate. In other words, as the response to the
question is answered deceptively, the change in blood flow
rate from the time prior to the question to a time during the
deceptive response is visualized in the Figures by the lighter
representation of the face in FIG. 6B versus that shown in
FIG. 6A.

[0050] Such differences between FIG. 6A and FIG. 6B
are in direct contrast to the lack of differences in the
visualized raw thermal image data shown for such individu-
als in FIGS. 5A-5B. As a result, according to the present
invention, with amplification of the thermal image data (e.g.,
transformation of such thermal image data to change in
blood flow rate over time), determination of whether a
person’s response to a question is deceptive or non-decep-
tive can be attained.

[0051] Inview of the preceding generalities, an illustrative
embodiment of a polygraph system 10 according to the
present invention shall be described with reference to FIG.
1. In conjunction with this polygraph system 10, preferably,
various software routines or algorithms 16 are generally
described for carrying out various steps of one or more
embodiments of a polygraph method (e.g., polygraph
method 50 shown in FIG. 4) for determining whether
response by an individual (e.g., a statement by an individual)
is deceptive or non-deceptive (e.g., whether a person is
being deceitful or truthful).
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[0052] The polygraph system 10, ¢.g., a system for deter-
mining whether an elicited response from a person 30 is
deceptive or non-deceptive, is generally illustrated in FIG.
1. The polygraph system 10 includes a thermal infrared
image device 12 operable to provide suitable thermal image
data representative of a scene in which individual 30 (see
also FIG. 3) is located. The thermal image data from the
thermal infrared image device 12 is provided to a computing
apparatus 14.

[0053] Preferably, computing apparatus 14 includes a
computer system operable to execute software 16 to provide
for the determination of the deceptive or non-deceptive state
of a person based on thermal image data transformed to
blood flow rate data. Although the computing apparatus 14
may be implemented using software 16 executable using a
processor apparatus, other specialized hardware may also
provide the functionality required to provide a user with
information as to the non-deceptive or deceptive state of an
individual 30. As such, the term computing apparatus as
used herein includes specialized hardware in addition to or
as an alternative to a processor apparatus capable of execut-
ing various software routines.

[0054] The computing apparatus, which shall be referred
to hereinafter in conjunction with reference numeral 14, may
be, for example, any fixed or mobile computer system, e.g.,
a personal computer. The exact configuration of the com-
puter system is not limiting and most any device capable of
providing suitable computing capabilities may be used
according to the present invention. Further, various periph-
eral devices, such as a computer display, a mouse, a key-
board, a printer, etc., are contemplated to be used in com-
bination with a processor in the computing apparatus 14.

[0055] The thermal infrared image device 12 is preferably
one or more thermal cameras having a pixel array sensitive
to the mid-infrared and/or far-infrared bands of the electro-
magnetic spectrum. For example, the thermal infrared image
device 12 may be an uncooled thermal camera sensitive in
the far-infrared band (i.., the 8 micron to 14 micron band)
available from Raytheon and provided under the trade
designation ExplorlR. Further, for example, the thermal
infrared image device 12 may be a mid-infrared camera
sensitive in the mid-infrared band (i.¢., the 3 micron to 5
micron band) available from Raytheon under the trade
designation Radiance HS Mid-Infrared Camera.

[0056] As indicated previously, the human body and face
emit in both the mid-infrared and far-infrared bands of the
electromagnetic spectrum. Therefore, preferably, both a far-
infrared camera and a mid-infrared camera are used to
provide thermal image data such that the data in the far-
infrared band and the mid-infrared band may be compared
to provide additional accuracy. However, one skilled in the
art will recognize that either one or both of a far-infrared
band and/or mid-infrared band camera may be used accord-
ing to the present invention. Further, it is preferred that
highly sensitive cameras be used when attempting to detect
subtle changes in physiological response.

[0057] The far-infrared camera provided under the trade
designation ExplorIR has a nominal temperature sensitivity
of noise equivalent temperature difference (NETD) equal to
0.15° C. However, such performance is typically not
obtained and the actual temperature sensitivity of the
ExplorIR model may be above 0.5° C. As this is only a fair
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amount of facial temperature resolution, a certain amount of
information may be masked thereby. The mid-infrared cam-
era available from Raytheon under the trade designation
Radiance HS Mid-Infrared Camera may be calibrated for a
particular setting with nonlinear equations for improved
accuracy. It generally has an NETD equal to 0.025° C. A
calibration process may be complemented with a smart,
highly accurate (0.01° C.) differential black body for near
perfect scene temperature reference.

[0058] The computer apparatus 14 includes software com-
ponents 16 for operation on thermal facial image data
provided from thermal infrared camera 12. One or more of
such software components 16 may be used to operate on the
thermal image data, e.g., pixel data, provided from the
thermal infrared camera 12 to determine whether an indi-
vidual 30 is non-deceptive or deceptive with respect to an
elicited response therefrom. Such algorithmic software com-
ponents for analysis of the thermofacial images of an
individual 30 are shown as a part of an exemplary flow or
block diagram of the polygraph method 50 shown in FIG.
4.

[0059] As shown in the polygraph method 50 of FIG. 4,
thermal image data 52, e.g., pixel data, of a scene in which
the individual 30 is located is provided to the computer
apparatus 14 and is thereafter operated upon by software 16.
Such software 16 includes at least a transformation compo-
nent (block 54) for transforming the captured thermal image
data for a person to blood flow rate data and a classification
component (block 56) for classifying the person as deceptive
or non-deceptive based on the blood flow rate data.

[0060] Generally, transformation component 54 provides
an algorithm to transform thermal image data of the face 32
of an individual 30 to blood flow rate information (e.g.,
blood flow rate, change in blood flow rate over time, etc.)
embodied as blood flow data. Preferably, such transforma-
tion changes the thermal image data into data representative
of the change of blood flow rate over time (ic., over a
plurality of frames) of one or more regions of the face.

[0061] Such transformation may mclude any number of
different processing techniques. For example, such transfor-
mation may include segmentation algorithms to separate
thermal image data of the face from background of the
thermal image data of the scene provided from camera 12.
Likewise, a face partition component may provide the
ability to partition the thermal image data of the face 32 into
one or more regions. In one exemplary embodiment, as
shown in FIG. 3 and as described elsewhere herein, the
periorbital region 34 is preferably used according to the
present invention.

[0062] Tt will be recognized by one skilled in the art that
any number of regions may be used in the polygraph method
described herein, e.g., the periorbital region, the cheek
region, a forehead region, a nasal region, etc. However,
certain regions may provide more beneficial information
relative to the others. Further, as described elsewhere herein,
blood flow rate for one or more points of one or more regions
of the face (e.g., a network of points) may be used to provide
true two-dimensional blood flow rate data for polygraph
testing.

[0063] Further, generally, the classification component
(block 56) provides an algorithm operable upon the trans-
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formed thermal image data to determine whether an indi-
vidual 30 is being deceptive or non-deceptive. For example,
automatic classification of the individual 30 into a deceptive
or non-deceptive classification may be performed. Such
classification may be performed by one of various types of
classification algorithms such as, for example, a pattern
recognition algorithm that is a part of a class of algorithms
using statistical learning methodology. Such algorithms, for
example, may be used to correct for some variability in the
thermal signatures across the human race. Further, for
example, as further described herein, baseline and/or thresh-
old based classification techniques may be used.

[0064] Therefore, generally, the polygraph method 50 as
shown in FIG. 4 includes the provision of thermal image
data of at least a region of the face of a person (block 52).
The thermal image data of at least the region of the face of
a person is transformed to blood flow rate data (block 54).
Thereafter, the blood flow rate data is used for classification
of the person as being deceptive or non-deceptive (block
56), for example, with respect to a response elicited from the
person.

[0065] FIG. 7 is one illustrative embodiment of acquisi-
tion of thermal image data shown generally in block 52 of
polygraph method 50 in FIG. 4. Generally, as shown in FIG.
7, a response from a person is elicited by asking the person
a question (block 72). Thermal image data of at least a
region of the face of the person asked the question is
acquired during at least the response to the question (block
74) (c.g., thermal image data may be captured during the
question, during the response, after the response, etc.). For
example, thermal image data of at least a region of the face
in a scene is received from a thermal infrared camera, e.g.,
thermal infrared image device 12 of FIG. 1. Such thermal
image data includes pixel data of at least one frame of the
scene. Preferably, however, a plurality of frames are pro-
vided from the thermal infrared camera.

[0066] The pixel information may be either in the form of
digital values or direct temperature readings. Of course, the
digital values are proportional to the actual scene tempera-
tures at the respective points or pixels. In other words, pixel
values have either indirect or direct correlation to scene
temperatures. This is in contrast to visible band images,
where pixel values have direct correlation to reflectance
values.

[0067] Such received thermal image data representative of
the thermal characteristics of a scene may be directly dis-
played and/or stored by the computing apparatus 14. For
example, software associated with computing apparatus 14
may allow for the direct display of such data in degrees
centigrade. For example, in many commercial systems, such
data may be provided in grayscale values. Such grayscale
display of images may generally have a poor visualization
affect. Other commonly employed rainbow or pseudo-col-
oring display schemes may have relatively better imaging
quality but achieve optimal results for the dynamic range of
the visible band of the electromagnetic spectrum. Although
such methods of display may be used, it is noted that
visualization of the thermal image data prior to transforma-
tion provides little, if any, beneficial information in the
determination of deceptiveness.

[0068] Optionally, at least the face of a person, e.g., the
human head, can be tracked in the scene as it moves around
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during the length of polygraph testing as the thermal image
data is being acquired. Such tracking is preferable, as an
accurate solution of the differential thermodynamic equation
for transforming thermal image data to blood flow rate data
operates point-wise and across frames. However, although
tracking provides for a more accurate determination of
deceptive versus non-deceptive behavior by the person, the
present invention may be performed assuming a completely
stationary subject for short periods of time.

[0069] With a face tracking algorithm in place, a network
of points of the face can be developed where blood flow rate
can be monitored over time. This is true two-dimensional
information as opposed to pseudo two-dimensional infor-
mation, e.g., average blood flow over a region of pixels.
However, averaging blood flow rate in the periorbital area,
or over a substantial facial area is tolerant to registration
errors and is a practical alternative to use of a head tracking
algorithm and/or the use of a network of points process.

[0070] Thermal image data may be acquired for one
region of the face, e.g., periorbital region 34 of an individual
30, as shown in FIG. 3, or may be acquired for a plurality
of regions. As indicated above, blood flow rate over a
substantial facial area may be more tolerant to registration
€ITOrS.

[0071] The thermal image data of the scene may be
operated upon by a segmentation algorithm as previously
mentioned to separate a person’s face from background of
the scene captured. For example, the segmentation process
may compare thermal image data from at least one region of
the scene to thermal image data of another region of the
scene. As the thermal characteristics of the human face are
usually well contrasted to those of the background, such
comparison and segmentation can be easily implemented.
The comparison results in data which can be used to separate
the human face from the background. The thermal image
data of the human face separated from the background can
then be used in later processes, ¢.g., by a transformation
component (block 54 in the polygraph method 50 of FIG. 4).

[0072] Further, partitioning of the face may also be pro-
vided by comparing thermal image data of one region to
thermal image data of another region to distinguish particu-
lar regions from each other. For example, the underlying
anatomical features of the face 32 facilitate orientating the
face 32 for partitioning.

[0073] For example, as shown in FIG. 3, the face 32 is
bilaterally symmetrical about plane 33 (defined through the
face 32, e.g., orthogonal to the FIG. 3) and aids partitioning
into regions of interest, e.g., one eye in each half of the face,
the nose lying half on one side of the plane 33 and half on
the other side of the plane 33, etc. As such, generally, there
is also symmetry of thermal image data from one side of the
face to the other side.

[0074] One can achieve demarcation or partitioning of the
facial regions using various algorithm methods. For
example, a region competition algorithm derived by mini-
mizing the generalized Bayes/MDL criterion using varia-
tional principle may be used for such demarcation of the
facial regions. Such algorithms are described in an article by
S. C. Zhu and A. Yuille, entitled “Region Competition:
Unifying Snakes, Region Growing, and Bayes/MDL for
Multiband Image Segmentation,” IEEE Transactions on
Image Analysis and Machine Intelligence, Vol. 18, No. 9
(September 1996).
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[0075] Preferably, the segmentation and partitioning algo-
rithms should be able to perform on static images as well as
on dynamic sequences of images, ¢.g., video clips, live video
feeds, etc. As such, in the case of image sequences, e.g.,
dynamic image sequences provided in a real-time fashion, a
thermal statistic/tracking and update component may be
used to lock onto the face and/or one or more of the
segmented or partitioned regions of interest. Such segments
or regions of interest may then be tracked from frame to
frame with the particular thermal image data noticed or
identified immediately. Further, data from multiple images
may be used to provide accurate and effective thermal image
data of one or more regions of interest. The thermal image
data of one or more of the regions of interest, e.g., the
periorbital region, the cheek region, etc., provide informa-
tion that can be used for classification by the classification
component (block 56 as shown in the polygraph method of
FIG. 4).

[0076] 1In other words, thermal image data acquisition
block 52 may be used to continuously lock onto the face and
the segmented or partitioned regions of interest therein from
frame to frame throughout a period of time. The thermal
image data of one or more of the regions obtained through-
out this dynamic tracking can be updated dynamically from
frame to frame to provide the necessary thermal image data
for use according to the present invention. The various
processes described above, e.g., segmentation, partitioning,
etc., either together or one or more thereof, may operate as
preprocessing routines to provide thermal image data for
transformation thereof to blood flow rate data. Such blood
flow rate data may then be used for classification (block 56).

[0077] One skilled in the art will recognize that various
preprocessing routines may be performed with respect to the
thermal image data prior to providing such thermal image
data for transformation to blood flow rate data and that the
present invention is not limited to only those briefly
described herein.

[0078] The transformed blood flow rate data based on the
thermal image data may be used alone (ic., as a sole
physiological parameter) for classification of a person as
deceptive or non-deceptive with respect to an elicited
response therefrom (classification block 56 in the polygraph
method 50 shown in FIG. 4). However, such transformed
blood flow rate data may also be used in combination with
one or more other physiological parameters different than
blood flow rate data obtained using thermal image data as
shown and described with reference to FIGS. 8 and 9.

[0079] FIG. 8 provides for classification of a person’s
elicited response as non-deceptive or deceptive based on
blood flow rate data as shown by block 86. For example,
such classification may be the result of the polygraph
method 50 as shown in FIG. 4. In addition, a classification
of the person’s elicited response as deceptive or non-
deceptive is also provided based on other physiological
parameters (block 84).

[0080] For example, polygraph testing is a standard pro-
cedure that conventionally has used one or more physiologi-
cal parameters to determine whether a person’s answers to
questions are deceptive or non-deceptive, i.e., deceitful or
truthful. During such conventional polygraph testing, physi-
ological parameters such as blood volume and pulse change,
respiratory changes, and electro-dermal activity have been
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recorded using invasive techniques and are then used for
determining truthfulness of a person. The present invention
as shown in FIG. 8 uses one or more of such other
physiological parameters, ie., physiological parameters
obtained by invasive methods that are different from blood
flow rate data obtained according to the present invention
using thermal image data, to classify an individual as
deceptive or non-deceptive. For example, as shown in FIG.
8, such other physiological parameters are provided as
shown in block 82 and the classification is performed based
on such parameters in block 84.

[0081] Thereafter, the classification of whether the person
is being deceptive or non-deceptive based on blood flow rate
data obtained using thermal image data (block 86) may be
used to confirm the classification of an individual based on
one or more other physiological parameters provided to the
process (block 82 and block 84). Likewise, the classification
based on blood flow rate data obtained using thermal image
data (block 86) may be confirmed using a classification
resulting from the measurement of the other physiological
parameters different than blood flow rate data obtained using
thermal image data (blocks 82 and 84).

[0082] Also, as shown in FIG. 9, both blood flow rate data
(block 94) and one or more other physiological parameters
different than blood flow rate data obtained using thermal
image data (block 92) may be provided to a classification
algorithm. Classification of a person as deceptive or non-
deceptive may be based on both the blood flow rate data
obtained using thermal image data and the one or more other
physiological parameters, e.g., parameters obtained by inva-
sive methods. For example, an algorithm taking both data
gathered noninvasively and data gathered invasively into
consideration when arriving at a classification may be used.

[0083] One skilled in the art will recognize that classifi-
cation based on blood flow rate data obtained using thermal
image data may be used for any other purpose in polygraph
testing. For example, confirmation of other classifications,
use in classifying individuals, preliminary determinations of
deception or non-deception may be used to invoke other
applicable polygraph testing methods or steps, etc.

[0084] Further, blood flow rate data determined according
to the present invention may be used for other beneficial
purposes other than polygraph testing. For example, moni-
toring of the blood flow rate data determined according to
the present invention may be used for a particular medical
application, e.g., control of a process or apparatus based on
the monitored data. In other words, the transformation of
thermal image data to blood flow rate data according to the
present invention is a unique manner of attaining blood flow
rate information to be used in other types of processes or
apparatus.

[0085] Further, just as described in U.S. patent application
Ser. No. 09/776,470, the present invention may be used to
detect other physiological states of a person through the
analysis of the thermal image data including the transfor-
mation to blood flow rate data. For example, in addition to
deceptive versus non-deceptive determinations, the methods
and systems described herein may be used to determine one
or more different physiological states of a person, e.g.,
depression, periods of dementia, anxiety, etc. The term
anxiety as used herein generally identifies a set of feelings.
This set of feelings includes alertness, anxiety, fear, and the

Jan. 16, 2003

like. Such a set of feclings are generally symptomatic in
individuals at the time individuals are engaged in certain
activities, such as deception, terrorist or illegal activities.
Such feelings or symptoms are produced by the sympathetic
system and cannot be totally controlled by the person. As
such, they provide a biometric indicator, €.g., measurable
physiological response, that is extremely difficult to conceal.

[0086] FIG. 10 shows one exemplary embodiment of a
flow diagram for transformation component (block 54) in
combination with classification component 56 (block 56) of
the polygraph method 50 shown in FIG. 4. As shown by
block 102, thermal image data acquired via the thermal
image acquisition component 52 of polygraph method 50, as
shown in FIG. 4, is received for at least a region of a
person’s face during at least an elicited response to a
question. Such thermal image data has been described
previously herein.

[0087] Thereafter, change of the blood flow rate over time
(e.g., slope) is then determined based on the thermal image
data (block 104). In other words, slope representative of the
change of blood flow rate over time for thermal image data
received from the thermal infrared image device (e.g.,
device 12 of the polygraph system 10 of FIG. 1) is deter-
mined.

[0088] Such blood flow rate change over time can be
determined from the thermal image data as described below.
The fluctuation of temperature in the various facial areas is
primarily due to the changing blood flow rate.

[0089] Thermodynamic modeling shows that the blood
flow rate is inversely proportional to the square of the skin
temperature deviation from the temperature at the core of the
human body. This nonlinear relation amplifies the weak
temperature change patterns observed in polygraphy sub-
jects and brings the information noise down to levels such as
that described in the anxiety determination application, U.S.
patent application Ser. No. 09/776,470.

[0090] Specifically, at thermal equilibrium, one can model
the heat balance equation for human skin tissue as:

O +0:+0=0 A0, 10,
[0091]

[0092] Q,=the heat radiated from the subject to the air
in units of calories;

[0093]

[0094] Q=the heat loss via convention into the air
neighboring the skin surface;

where

Q.=the basic evaporated heat;

[0095] Q.=the heat conducted by subcutancous tis-
sue;
[0096] Q, =the heat corresponding to the metabolic

rate of cutaneous tissue; and

[0097] Q,=the heat gain/loss via convection attribut-
able to blood flow of subcutaneous blood vessels.

[0098] Observing skin temperature change (ATg) in a
short period (At), the following equation results:
CATs=-(AQAAQAADHAQ AAQ+ADY,),

[0099] where Cq=the heat capacity of skin.
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[0100] For short periods of time (At), and assuming that
the subject did not recently have a sizeable meal, one can
consider the term AQ,, as negligible. The terms AQ,, AQ,,
and AQ; are shown to be of magnitude approximately 100
less than the magnitude of AQ,. Therefore,

CAT, ~ AQ. + AQ,

=apVs, (T = T, )S —ap Vs (Tg - Tg )S +
Ko(Tg = T5,) [ (3d) = Ko(Tp - Ts; ) [ (3d]

= apAVsTpS —apc(Vs, Ts, - Vs, Ts )5 - KATs [ (3d)

= apAVsTgS — ap (Vs +AVs)(Ty, +ATs) -
Vs, Ts,)S - KATs | (3d)

= apAVsTpS —ap AVsTs S — ap Vs ATsS —
apAVSATS — K AT /(3d)

=apAVs(Tp - T5)S - ap Vs ATgS — ap AV AT;S -
K.AT: /(3d)

[0101]

[0102] ©=0.8 (countercurrent heat exchange in a
warm condition);

[0103] p.=0.92 cal/mL/K. (heat capacity of blood);

[0104] Vg; i=1,2=the skin blood flow rate at times t,
and t,;

[0105]

[0106] Ts;i=1,2=the skin temperature at times t, and
t

where

Tz=310 K. (blood temperature in the core);

2
[0107] S=the thickness of the skin;

[0108] K_=0.168 kecal/m/b/K. (thermal conductivity
of skin); and

[0109] d=the depth of core temperature point from
skin surface.

[0110] After differentiating, the following equation is
obtained:
dTg
Cs— =
) dVs T TS v dTSS dVg dTSS K dTs 24
oy T~ TS ~apcVs S ~ap T s - K
[0111] Ignoring the term involving
AV dT;
dr di’
[0112] one obtains the following equation:

dVs  Te(Cs+K./(3d) - C dTs

dr (Tg—Ts? dr’

[0113] where C is a constant.
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[0114] For calibrated thermal imagery, one can calculate
the discrete-time approximation to the derivative of the
temperature

dTg
dr

[0115] as the difference between a pair of images normal-
ized by the number of sample frames between the respective
acquisition times. The expression Ty(Cg+K./(3d))-C repre-
sents a constant. Therefore, one can estimate the term

dVs

W’
[0116] except for an unknown scale factor. The expression
for

dvg

dr
[0117] can be integrated numerically to obtain an estimate
for Vg.
[0118] To arrive at

dVs  Tp(Cs+K.[(3d)— CdTs

dr - (Tg — Ts)? dr’
[0119] one must consider the metabolic heat component as
negligible.
[0120] By solving this equation for every pixel in the

image, the raw thermal data can be transformed to blood
flow rate data. To ensure a meaningful application of the
equation, the image can be cropped so that it contains only
the subject’s face and no background, e.g., by segmentation,
partitioning, etc. For example, cropping can be performed at
the first frame of each video clip and cropping dimensions
applied across the timeline to the end of a particular ques-
tion-answer session. This assumes a stationary subject for
the short duration (5-10 seconds) of the question-answer
session. Based on experimental experience, the stationary
subject assumption is valid, although some agitated subjects
moving noticeably during such short periods of time may
affect some determinations.

[0121] In the embodiment of FIG. 10, the respective
average blood flow rate for cach frame is then determined
and a signal is produced representative of average blood
flow rate from frame to frame. Such a signal for which an
example has been plotted in FIG. 12, provides blood flow
rate over frames of thermal image data that can be used for
classification purposes.

[0122] After transformation of the thermal image data to
blood flow rate data (block 104), as shown in FIG. 10, such
change of blood flow rate over time may be used to classify
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a person’s response to the question as deceptive or non-
deceptive based on the change of blood flow rate over time

(block 106).

[0123] Classifying the person’s response to the question as
deceptive or non-deceptive based on the change of blood
flow rate (block 106) may be performed via one or more
different classification processes. Two specific classification
processes are described with reference to FIGS. 11A-11B,
wherein a slope threshold is generated. However, various
other classification processes are possible.

[0124] For example, software associated with computer
apparatus 14 may allow for the direct display or visualiza-
tion of blood flow rate data in terms of the intensity of such
blood flow rate data. For example, such data may be
provided in grayscale values even though such grayscale
display of images may generally have a poor visualization
effect. Other commonly employed rainbow pseudo-color
display schemes may provide relatively better visualization
effects.

[0125] Inother words, blood flow rate data may be directly
displayed on a display screen and classification may be
performed manually by the person viewing the blood flow
rate data on the display. For example, as shown in FIGS.
6A-6B, a large difference in blood flow rate data is visually
displayed. The user may manually classify the individual as
being deceptive or non-deceptive based on the change of
blood flow rate data viewed on the display. As such, clas-
sification software component (block 106) may be imple-
mented through software that displays the blood flow rate
data of the human face or a region thereof to a user, e.g.,
using a rainbow pseudo-coloring technique. However, pref-
erably, other types of classification processes, e.g., auto-
mated, real-time systems, are preferred.

[0126] For example, pattern recognition/classification
software may perform automatic classification. Preferably,
such algorithms of the software operate in a training and
performance mode. For example, in the training mode, the
software component may include algorithms that belong to
the class of statistical learning methodology such as
described in M. I. Jordan and R. A. Jacobs, entitled “Hier-
archical Mixtures of Experts and the EM Algorithm,” Neural
Computation, Vol. 6, pps. 181-214 (1994). In such a training
mode, as the routine learns about the statistical blood flow
rate data with regard to individuals in deceptive versus
non-deceptive states, algorithms can be updated and the
accuracy of such classifications will become more reliable.
The performance mode of the algorithm operates to perform
the actual classification.

[0127] Further, the classification process may use a com-
parison of blood flow rate data to a determined baseline to
perform classification. The baseline reference may, for
example, be a baseline of a deceptive versus a non-deceptive
blood flow rate or signature of a deceptive person. For
example, statistical analysis may be used to develop a
baseline for an individual in a non-deceptive state versus a
deceptive state. Various response variabilities across the
human race may need to be considered.

[0128] In other words, the dependence of the non-decep-
tive state versus deceptive state may be shown by varied
blood flow rate images depending on various factors. For
example, the mental state of the individual, the intelligence
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of the individual, the race of an individual, the physical
conditioning of an individual, the blood pressure of an
individual, and many other variables across the human
population will effect the blood flow rate data of an indi-
vidual in a deceptive versus a non-deceptive situation.

[0129] In addition, other conditions relative to obtaining
thermal image data from an individual must also be consid-
ered. For example, the effect of temperature and light on the
scene may need to be considered.

[0130] As such, with a collection of experimental data and
analysis thereof, a baseline reference covering a large popu-
lation may be determined.

[0131] Once a baseline reference is set, e.g., such as for a
particular region (e.g., periorbital region) of the face, then
thermal image data may be acquired, transformed to blood
flow rate data, and compared to the baseline reference. For
example, thermal image data may be captured and trans-
formed for a periorbital region of an individual. Thereafter,
the blood flow rate data for the periorbital region can be
compared to a threshold level determined from the baseline
reference developed for an individual in a deceptive versus
non-deceptive state.

[0132] Yet further, the blood flow rate data, or signals
representative thereof, may be used as feature vectors in a
nearest neighbor (NN) classifier setting such as that
described in E. Gose et al., entitled, “Pattern Recognition
and Image Analysis,” pp. 159-186, Prentice-Hall, Upper
Saddle River, N.J. (1993). Nearest in NN refers to the
smallest Euclidean distance in 300-dimensional space,
where 300 is the number of frames acquired. In such a
process, the aim is to classify the majority of the subjects
based on their distance from a small number of control
subjects. The population of the control subjects should be
unbiased.

[0133] Alternatively, one can establish the ideal blood
flow rate signals for the deceptive and non-deceptive case
and measure the respective Euclidean distances. These ideal
deceptive and non-deceptive blood flow rate signals should
correspond to the expected physiological response in stress-
ful and non-stressful situations.

[0134] FIG. 11A shows one embodiment of a classifica-
tion process based on a slope threshold generated using a
thresholding algorithm applied to slope data of deceptive
and non-deceptive change in blood flow rate over time. As
shown in FIG. 11A, thermal image data is received for at
least a region of a person’s face during a response to a
question (block 110). Thereafter, change of the blood flow
rate over time is determined (block 112).

[0135] The slope threshold generated is based on slope
data for a number of subjects, both non-deceptive and
deceptive (block 114). Ideally, the slope data should form a
bi-modal distribution; one for the non-deceptive subjects
and one for the deceptive subjects. This classifier can be
tested by feeding the slope data into a thresholding algo-
rithm. For example, the slope data may be representative of
the change of blood flow rate over time during responses of
subjects (see, for example, region 134 in FIG. 12.)

[0136] One such thresholding algorithm that may be used
is described in the article by N. Otsu, entitled “A Threshold
Selection Method from Gray-Level Histograms,”IEFFE
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Transactions on Systems, Man & Cybernetics, Vol. 9, No. 1,
pps. 62-65 (1979). This algorithm has reliable performance
in bi-modal distributions. It involves a non-parametric and
unsupervised method of threshold selection. An optimal
threshold is selected in order to maximize the separability of
the result in classes. The algorithm utilizes only the zeroth-
order and first-order cumulative moments of the histogram.

[0137] Once the slope threshold is generated based on the
slope data for a plurality of non-deceptive and deceptive
subjects, then the slope threshold can be used to make binary
decisions. Such binary decisions can be made by comparing
the slope representative of the change of blood flow rate over
time for a person responding to a question to the slope
threshold so as to classify the person’s response as deceptive
or non-deceptive (block 116). For example, if the slope is
smaller than the threshold, then one may classify the answer
as a non-deceptive response, e.g., the subject being non-
deceptive. Likewise, if the slope is larger than the slope
threshold, then one can classify the elicited response or
answer as deceptive.

[0138] FIG. 11B shows a classification process that is
substantially the same as the classification process described
with reference to FIG. 11A, except that the slope threshold
generated is a product slope threshold based on the product
of the slope representative of the change of blood flow rate
over time for a plurality of deceptive and non-deceptive
persons during the question time period (sce, for example,
region 132 of FIG. 12) and the slope representative of the
change of blood flow rate over time for a plurality of
deceptive and non-deceptive persons during the response
time period (see, for example, region 134 of FIG. 12). In
other words, as shown in FIG. 11B, thermal image data is
received for at least a region of a person’s face during a
question period of time and a time period during a response
to the question (block 120). The thermal image data is
transformed to determine the change of blood flow rate over
time as shown in block 122 for the person during both such
periods of time to provide a product slope of the question
and answer time periods.

[0139] A product slope threshold is generated (block 124).
The product slope threshold is generated using the slope
representative of the change of the blood flow rate over time
for a plurality of subjects, both non-deceptive and deceptive,
during both the question period of time and the response
period of time. In other words, as described above, the slope
representative of the change of blood flow rate over time for
each person during the question time period is multiplied
times the slope representative of the change of blood flow
rate over time for the person during the response time period
to obtain a product slope. A thresholding algorithm such as
that described above is applied to the product slopes to
obtain the product slope threshold.

[0140] Thereafter, a binary decision is made with regard to
the response to the question and the elicited response is
determined as being deceptive or non-deceptive based on the
product slope threshold (block 126). In other words, the
product slope for a person is compared to the product slope
threshold to classify a response from the person as deceptive
or non-deceptive.

[0141] Although various exemplary processes have been
provided as illustrative embodiments for classifying an
individual as providing a deceptive or non-deceptive
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response to a question, one skilled in the art will readily
recognize that other classification processes using blood
flow rate data obtained from thermal image data of the
human face 32 may be used according to the present
invention.

[0142] One or more of the above methods and/or pro-
cesses may be further understood by way of the following
Example provided below.

EXAMPLE

[0143] Polygraph tests were designed around a mock
crime scenario. The crime scene involved the stabbing of a
woman with a screwdriver. Some of the subjects were
programmed “innocent” and some were programmed
“guilty.” The guilty subjects enacted the crime as if it were
real. A mannequin played the role of the stabbed woman in
the crime scene. The theft of a $20 bill has been identified
as the motive for the crime. The innocent subjects did not
have any knowledge or association with the crime scene.

[0144] There were two sets of questions the subjects had
to address: 10 full questions composing the so-called Zone
Comparison Test (see Table 1) and 6 short questions com-
posing the so-called Guilty Knowledge Test (GKT Test) (sce
Table 2). In the Zone Comparison Test, the subject was
required to answer each question with a simple “yes” or
“no.” In the GKT Test, the subject had to read through a list
of potential murder weapons, only one of which was the
murder weapon pertaining to the case. His/her physiological
response was gauged for each word. In traditional polygraph
testing, a strong physiological response is anticipated when
a guilty subject hears the murder weapon word.

TABLE 1

The 10 Zone Comparison Test questions used in the polygraph test.

Zone Comparison Test Comment
1 Is your name ? Irrelevant -
not scored

(&)

Regarding whether you stabbed that woman  Sacrifice relevance -
today, do you intend to answer any questions scored

truthfully?

Do you understand that I will not ask any trick Symptomatic - not
ar surprise questions on this test? scored

Before arriving at Fort Jackson, did you ever Comparison - scored
hurt someone who trusted you?
Did you stab that woman this
morning/afternoon?

Before arriving at Fort Jackson, did you ever Comparison - scored
lose your temper when you shouldn’t have?
Did you stab that woman downstairs this
morning/afternoon?

Is there a question you are afraid I will ask
about even though I said I would not?
Before this year, did you ever take anything
important that didn’t belong to you?

10 Do you have that stolen $20 on you right
now?

(%}

s

Relevant - scored

o

>

-~

Relevant - scored

oo

Symptomatic - not
scored
Comparison - scored

=}

Relevant - scored

[0145] First, the polygraph examiner runs through the two
question sets just to have the subject familiarized with the
content of the examination. The subject is not required to
answer any of the questions at this point, and nothing is
scored. Then, the examiner repeats the questions and the
subject is required to answer this time. This is the first
official “run.” There are two more runs that follow. In all
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three runs, the Zone Comparison Test questions remain
exactly the same. In the GKT questions, however, the
position of the murder weapon word changes from run to
run. The position of the murder weapon word in the first two
runs of our testing is shown in Table 2.

TABLE 2

The first two runs of the GKT questions for our polvgraph test.

GKT Questions - Run 1 GKT Questions - Run 2

1 Irrelevant Trrelevant

2 Irrelevant Screwdriver (murder weapon)

3 Trrelevant Trrelevant

4 Trrelevant Trrelevant

5 Screwdriver (murder weapon)  Irrelevant

6 Trrelevant Trrelevant

[0146] In traditional polygraphy, all three runs are scored.

By looking into the details of the scoring scheme, however,
it is noticed that 3 questions in the Zone Comparison Test are
never scored (see Table 1). These are either irrelevant or
symptomatic questions and serve as fillers from the psycho-
logical point of view. The rationale for having the subject
going 3 times through the Zone Comparison and GKT tests
is to average the contribution of a possible noisy response.
Of course, the average intensity of the physiological
response is expected to be lower for runs 2 and 3 with
comparison to run 1. This is attributable to the repetitive
nature of the exercise and is taken into account in the scoring
scheme.

[0147] Alongside the traditional invasive measurements,
digital clips of thermal video data for each question of each
subject were recorded. Our recording started right before the
examiner expressed the question until right after the subject
was done giving his/her answer. For the Zone Comparison
Test questions, the average recording length was 300 frames
at 30 frames/sec. For the GKT questions, the average
recording length was 150 frames at 30 frames/sec. One of
the most important questions for the determination of guilt
or innocence was Question 10 (Q10), which in our case was
phrased: “Do you have that stolen $20 on you right now?”

[0148] Only the first two runs were recorded for thermal
image processing and analysis.

[0149] A cooled mid-infrared camera, the Radiance HS by
Raytheon, was used. The Focal Plane Area (FPA) of the
camera is sensitive to the 3-5 um waveband, and its size is
256x256 pixels.

[0150] Temperature sensitivity is important since only
subtle stimuli within the mock crime context and conse-
quently infinitesimal facial temperature changes occur. The
thermal sensitivity of the Raytheon Radiance HS is NEDT=
0.025° C.

[0151] To ensure the highest level of temperature reading
accuracy, the Raytheon Radiance HS camera was calibrated
using an external black body. Specifically, the 2008 Model
by Santa Barbara Infrared with thermal sensitivity equiva-
lent to that of our camera (NEDT=0.025° C.) was used. The
minimum and maximum calibration temperatures were set
to T,,;,;=29° C. and T, .=38° C., respectively. Based on our
experimental experience, these are the temperature extremi-
ties one can find across the human face.
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[0152] Since operation was in the mid-infrared spectrum,
to eliminate any effect on the measurements from illumina-
tion, the experiments were performed in a dimly lit room.
The thermal camera was connected and controlled by a
personal computer and associated software. Every video clip
per question and subject was recorded directly on the hard
disk.

[0153] In the polygraph test sectting one could visually
observe that the temperature changes around the eyes and in
the face in general were very subtle, almost unnoticable as
previously described herein with reference to FIGS. SA-5B.
FIG. 5A is representative of a raw thermal snapshot of
subject 3 answering Question 10 (towards the beginning)
and FIG. 5B is representative of a raw thermal snapshot of
subject 3 answering Question 10 (towards the end). The
difference between the two images cannot be perceived.

[0154]

equation:

The thermal image data was transformed using the

dVS _ TB(CS + KC/ (3d)) -C dTS
dr - (Tg — Ts)? dr

[0155] By solving this equation for every pixel in the
image, the raw thermal data can be transformed to blood
flow rate data. To ensure a meaningful application of the
equation, the image can be cropped so that it contains only
the subject’s face and no background. The cropping was
performed at the first frame of each video clip and cropping
dimensions applied across the timeline to the end of a
particular question-answer session. This assumes a station-
ary subject for the short duration (5-10 seconds) of the
question-answer session. Based on experimental experience,
the stationary subject assumption is valid, although some
agitated subjects moving noticeably during such short peri-
ods of time may affect some determinations.

[0156] Transformed data is represented in FIGS. 6A and
6B herein. FIG. 6A is visualization of the blood flow rate in
subject 3°s face as he answers Question 10 (towards the
beginning). FIG. 6B is visualization of the blood flow rate
in subject 3’s face as he answers Question 10 (towards the
end). The difference between the two images is significant.
The shading indexes the range of the blood flow rate
intensities from the lowest to the highest value.

[0157] The periorbital and forehead areas for each subject
in each question were allowed to be delineated. The delin-
eation takes place on the first frame of the video clip and is
also based on the stationary subject assumption. Within the
delineated periorbital and forehead areas, the respective
average blood flow rate for each frame is computed. This
produced two signals across the question timeline: one ‘eye’
signal and one ‘forehead’ signal. Such signals were input to
the pattern recognition algorithm for subject classification to
the deceptive or non-deceptive category.

[0158] It was determined that only the “eye” signals in the
Zone Comparison Test carried significant discriminating
power in this Example. One important restriction was that
the subjects should not wear eyeglasses during the exami-
nation. Glass is opaque in the mid- and far-infrared, and
therefore, may clutter the periorbital thermal signature. This
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restriction is easy to enforce in the controlled environment
associated with polygraph testing.

[0159] The “forehead” signals (e.g., from region 37 as
shown in FIG. 3) did not appear as discriminating and had
other associated problems such as hair banks falling off the
forehead of the subject resulting in the cluttering of the
thermal signature of the underlying skin.

[0160] A careful visual observation of the “eye” signals
revealed that there are two stages of physiological response
in a question-answer session for a subject. This can be seen
in FIG. 12. Initially, during the posing of the question in
region 132, the “eye” curves ascend moderately for all
subjects. Then, as the subjects respond to the question in
region 134, there seems to be a differentiation: the “eye”
curves of some subjects continue to ascend moderately
(curves 138), while the “eye” curves of others feature a
much steeper ascent (curves 136). The steep “eye” curves
136 during the answer session are indicative of a deceptive
answer.

[0161] FIG. 12 shows the eye curves for all subjects for
Question 10 (Q10) in run 1. During question posing (up to
frame 150), there is little differentiation in the slope of the
curves. During answer giving (from frame 151 up to frame
300), there is significant differentiation in the slope of the
curves.

[0162] The “eye” curves appear to start from 0 because the
initial conditions were zeroed for the solution of the differ-
ential equation computed. In other words, the measurements
are to be interpreted in a comparative setting, since only a
“dead subject” has zero initial blood flow rate. This com-
parative measurement setting is adequate for polygraph
testing purposes, since one is only interested in the relative
rate of ascend for the “eye” curves.

[0163] The product of the slopes of the “eye” curves in the
corresponding question (region 132 of FIG. 12) and answer
(region 134) sessions was used as the feature for classifica-
tion. Ideally, the slope products should form a bi-modal
distribution; one for the non-deceptive subjects and one for
the deceptive subjects. The slope products are fed into a
thresholding algorithm. Then, the threshold is used to make
binary decisions. If the slope product of an “eye” curve is
smaller than the threshold, then we classify the answer as
non-deceptive. If the slope product of an “eye” curve is
larger than the threshold, then we classify the answer as
deceptive.

[0164] The thresholding algorithm selected is that
described in the article by Otsu previously cited herein
because of its performance in bi-modal distributions. It
involves a non-parametric and unsupervised method of
threshold selection. An optimal threshold is selected in order
to maximize the separability of the resultant classes. The
algorithm utilizes only the zeroth- and the first-order cumu-
lative moments of the histogram. The classification results
are presented below.

[0165] A sct of 32 polygraphy subjects were examined.
Data from only 22 of those were deemed legitimate for use;
others were lost due to human and machine errors or
contamination. From the 22 admissible subjects, 4 subjects
were excluded because their polygraph examination took
place immediately after lunch.
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[0166] For all the 18 down-sclected subjects, scores
through thermal image analysis were only possible for
Question 10 (Q10) of the Zone Comparison Test. However,
Question 10 (Q10) is one of the most important questions in
the determination of guilt or innocence for a subject and,
therefore, the validity of our results remains quite relevant.

[0167] Table 3 shows the classification results by the
thermal image analysis system vis-3-vis those by traditional
polygraph analysis. One finds that our thermal image analy-
sis method achieved correct classification rate (CCR)=84
percent (i.., subjects having slope products of 67 degrees
and above being correctly classified as being deceptive
except for the false alarm of Subject 13; further, Subjects 14
and 17 were missed or in other words not detected when they
should have been), while the traditional analysis achieves a
CCR=78 percent characterized by some false alarms and
missed detections (i.e., subjects 17 and 6 being missed or in
other words not detected when they should have been;
Subjects 23 and 9 being false alarms or labeled as deceptive
when they should not have been).

[0168] The feature for the classification is the product of
slopes of the “eye” curve during the question and answer
sessions for Question 10 (Q10) of the Zone Comparison
Test. The slopes are expressed as the angle of the curve (in
(ml/min*10 g)/frames) at frames 0 and 151, respectively
(see FIG. 12). The list of product slopes is ordered from the
minimum to the maximum value. Small slope product
values correspond to non-deceptive answers, while large
slope product values correspond to deceptive answers. All
the deceptive cases are clustered at the bottom of the ordered
list. The traditional scale ranges from -5 to +5, where
non-negative values denote non-deceptive answers, while
negative values indicate deceptive answers.

TABLE 3

Thermal Scoring Traditional Scoring

Subject Slope Product Subject Deceptive Index
Subject 9 102 Subject 13 4
Subject 8 17.0 Subject 25 3
Subject 17 185 Subject 8 2
Subject 5 185 Subject 12 2
Subject 12 28.6 Subject 17 2
Subject 14 30.2 Subject 18 2
Subject 15 339 Subject 5 1
Subject 18 34.6 Subject 6 o
Subject 23 371 Subject 10 o
Subject 25 45.9 Subject 15 o
Subject 10 48.7 Subject 21 -1
Subject 21 67.1 Subject 23 -1
Subject 19 94.5 Subject 3 -2
Subject 13 96.8 Subject 9 -2
Subject 20 114.0 Subject 14 -2
Subject 3 115.5 Subject 20 -2
Subject 6 216.7 Subject 19 -3
Subject 29 326.7 Subject 29 -3

[0169] By applying the thresholding algorithm by Otsu, as

previously explained, a threshold value of T=67 degrees is
attained. Using this value to make binary classification
decisions, the decisions of Table 3 are achieved.

[0170] All references cited herein are incorporated in their
entirety as if each were incorporated separately. This inven-
tion has been described with reference to illustrative
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embodiments and is not meant to be construed in a limiting
sense. Various modifications of the illustrative embodi-
ments, as well as additional embodiments of the invention,
will be apparent to persons skilled in the art upon reference
to this description.

What is claimed is:
1. Amethod for use in detecting deception of a person, the
method comprising:

providing thermal image data of at least a region of a face
of a person; and

transforming the thermal image data to blood flow rate
data for use in determining whether the person is
deceptive or non-deceptive.

2. The method of claim 1, wherein determining whether
the person is deceptive or non-deceptive comprises classi-
fying the person as deceptive or non-deceptive based on a
change of blood flow rate over time in the at least one region
of the face.

3. The method of claim 1, wherein transforming the
thermal image data comprises transforming the thermal
image data using a thermodynamic model where blood flow
rate is inversely proportional to the square of skin tempera-
ture deviation from a core temperature of a human body.

4. The method of claim 1, wherein providing the thermal
image data comprises providing thermal image data of at
least a region proximate an eye of the person.

5. The method of claim 1, wherein providing the thermal
image data comprises providing thermal image data of more
than one region of the face of the person.

6. The method of claim 1, wherein providing thermal
image data comprises:

asking the person a question to elicit a response there-
from;

focusing a thermal infrared image device operable to
provide thermal image data on at least the region of the
face of the person; and

capturing thermal image data during at least a period of

time during at least the response from the person.

7. The method of claim 6, wherein determining whether
the person is deceptive or non-deceptive based on the blood
flow rate data comprises determining whether the person is
being deceptive or non-deceptive with respect to the
response to the question.

8. The method of claim 1, wherein providing thermal
image data comprises:

focusing a thermal infrared image device operable to
provide thermal image data on at least the region of the
face of the person;

capturing frames of thermal image data during at least a
period of time; and

tracking movement of at least the region of the face of the

person.

9. The method of claim 1, wherein the method further
comprises providing measurement of one or more physi-
ological parameters different than blood flow rate obtained
using thermal image data, and further wherein determining
whether the person is deceptive or non-deceptive comprises
determining whether the person is deceptive or non-decep-
tive based on blood flow rate obtained using thermal image
data and the one or more physiological parameters.
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10. The method of claim 9, wherein determining whether
the person is deceptive or non-deceptive comprises:

making a preliminary determination of whether the person
is deceptive or non-deceptive based on the one or more
physiological parameters and making preliminary
determination based on blood flow rate obtained using
thermal image data; and

confirming one preliminary determination by comparing

it to the other.

11. The method of claim 9, wherein providing measure-
ment of one or more physiological parameters comprises
providing measurement of the one or more physiological
parameters using at least one invasive technique.

12. A system for use in detecting deception of a person,
the system comprising:

a thermal infrared image device operable to provide
thermal image data of at least a region of a face of a
person; and

a computing apparatus operable upon the thermal image
data to transform the thermal image data to blood flow
rate data for use in determining whether the person is
deceptive or non-deceptive.

13. The system of claim 12, wherein the computing
apparatus is further operable to classify the person as
deceptive or non-deceptive based on a change of blood flow
rate over time in the at least one region of the face.

14. The system of claim 12, wherein the computing
apparatus is further operable to transform the thermal image
data using a thermodynamic model where blood flow rate is
inversely proportional to the square of skin temperature
deviation from a core temperature of a human body.

15. The system of claim 12, wherein the thermal infrared
image device is operable to provide thermal image data of at
least a region proximate an eye of the person.

16. The system of claim 12, wherein the thermal infrared
image device is operable to provide thermal image data of
more than one region of the face of the person.

17. The system of claim 12, wherein the thermal infrared
image device is operable to capture thermal image data
during at least a period of time during at least an elicited
response from the person.

18. The system of claim 17, wherein the computing
apparatus is operable to determine whether the person is
deceptive or non-deceptive based on the blood flow rate data
corresponding to the thermal image data captured during at
least the elicited response.

19. The system of claim 12, wherein the thermal infrared
image device is operable to capture frames of thermal image
data during at least a period of time, and further wherein the
computing apparatus is further operable to track movement
of at least the region of the face of the person during the
period of time.

20. The system of claim 12, wherein the system further
comprises means for providing measurement of one or more
physiological parameters different than blood flow rate
obtained using thermal image data, and further wherein the
computing apparatus is operable to determine whether the
person is deceptive or non-deceptive based on the blood
flow rate data obtained using thermal image data and the one
or more physiological parameters.

21. The system of claim 20, wherein the computing
apparatus is further operable to make a preliminary deter-
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mination of whether the person is deceptive or non-decep-
tive based on the one or more physiological parameters and
to make a preliminary determination of whether the person
is deceptive or non-deceptive based on the blood flow rate
data obtained using thermal image data, and thereafter, the
computing apparatus is operable to confirm one preliminary
determination by comparison to the other.

22. The system of method of claim 20, wherein the means
for providing measurement of one or more physiological
parameters different than blood flow rate obtained using
thermal image data comprises one or more invasive means
for providing invasive measurement of one or more physi-
ological parameters different than blood flow rate.

23. Apolygraph method for use in determining whether a
person is being deceptive or non-deceptive with respect to a
response elicited from the person, the method comprising:

capturing thermal image data from at least one region of
the face of the person during at least the elicited
response;

transforming the thermal image data to blood flow rate
data representative of a change of blood flow rate over
time in the at least one region of the face; and

classifying the person as deceptive or non-deceptive with
respect to the elicited response based on the blood flow
rate data.

24. The method of claim 23, wherein transforming the
thermal image data comprises transforming the thermal
image data using a thermodynamic model where blood flow
rate is inversely proportional to the square of skin tempera-
ture deviation from a core temperature of a human body.

25. The method of claim 23, wherein capturing the
thermal image data comprises capturing thermal image data
of at least a region proximate an eye of the person.

26. The method of claim 23, wherein capturing the
thermal image data comprises capturing thermal image data
of more than one region of the face of the person.

27. The method of claim 23, wherein the method further
comprises tracking movement of at least the region of the
face of the person during the capturing of the thermal image
data.

28. The method of claim 23, wherein the method further
comprises providing measurement of one or more physi-
ological parameters different than the change in blood flow
rate obtained using thermal image data, and wherein clas-
sifying the person as deceptive or non-deceptive comprises
determining whether the person is deceptive or non-decep-
tive based on the change of blood flow rate and the one or
more physiological parameters.

29. The method of claim 28, wherein providing measure-
ment of the one or more physiological parameters comprises
providing measurement of one or more physiological param-
eters different than blood flow rate data obtained using
thermal image data using at least one invasive method.
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30. A method for use in monitoring blood flow rate, the
method comprising:

providing thermal image data of at least a region of a face
of a person; and

transforming the thermal image data to blood flow rate
information.

31. The method of claim 30, wherein transforming the
thermal image data comprises transforming the thermal
image data using a thermodynamic model where blood flow
rate is inversely proportional to the square of skin tempera-
ture deviation from a core temperature of a human body.

32. The method of claim 30, wherein providing the
thermal image data comprises providing thermal image data
of at least a region proximate an eye of the person.

33. The method of claim 30, wherein providing the
thermal image data comprises providing thermal image data
of more than one region of the face of the person.

34. The method of claim 30, wherein providing thermal
image data comprises:

focusing a thermal infrared image device operable to
provide thermal image data on at least the region of the
face of the person;

capturing frames of thermal image data during at least a
period of time; and

tracking movement of at least the region of the face of the
person.

35. The method of claim 30, wherein the method further
comprises determining a physiological state of the person
based on the blood flow rate information.

36. A system for use in monitoring blood flow rate, the
system comprising:

a thermal infrared image device operable to provide
thermal image data of at least a region of a face of a
person; and

a computing apparatus operable upon the thermal image
data to transform the thermal image data to blood flow
rate information.

37. The system of claim 36, wherein the computing
apparatus is operable to transform the thermal image data
using a thermodynamic model where blood flow rate is
inversely proportional to the square of skin temperature
deviation from a core temperature of a human body.

38. The system of claim 36, wherein the computing
apparatus is further operable to determine a physiological
state of the person based on the blood flow rate information.

39. The system of claim 36, wherein the thermal infrared
image device is operable to provide thermal image data of at
least a region proximate an eye of the person.

40. The system of claim 36, wherein the thermal infrared
image device is operable to capture frames of thermal image
data during at least a period of time, and further wherein the
computing apparatus is further operable to track movement
of at least the region of the face of the person during the
period of time.
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