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SYSTEM, METHOD AND APPARATUS FOR
PERFORMING REAL-TIME VIRTUAL
MEDICAL EXAMINATIONS

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority to U.S. Provisional
Patent Application No. 61/369,461, filed Jul. 30, 2010, which
is hereby incorporated by reference in its entirety.

TECHNICAL FIELD

[0002] The disclosure generally relates to remote medical
diagnostic and monitoring systems and solutions in which a
physician conducts an examination of a remotely located
patient, and more specifically, to a system and method for
performing virtual medical examinations using secure video-
conferencing and the secure transmission and receipt of
patient diagnostic information.

BACKGROUND

[0003] Access to medical care providers remains a chal-
lenge for many patient populations, both due to cost and lack
of geographic proximity. Patient populations in rural areas,
especially those in third world countries, will likely find
themselves without adequate numbers of local treating phy-
sicians for decades to come. Many patients are house-bound
and cannot easily travel to a medical clinic. In addition, cer-
tain types of specialists (e.g., neurologists) are often in short
supply, leaving some patient populations underserved.
[0004] Telemedicine systems have been proposed as a way
of remotely diagnosing and treating patients using telephonic
communications. However, known systems typically suffer
from several drawbacks. First, many of them lack adequate
safeguards to protect the confidentiality of patient medical
information. In the United States, the Health Insurance Port-
ability and Accountability Act of 1996 (“HIPAA™) requires
entities exchanging health care information to enact appro-
priate safeguards to protect the confidentiality of electroni-
cally transmitted patient information. Many prior telemedi-
cine systems do not allow patients and physicians to
communicate in real time in a manner that protects their
communications from third parties.

[0005] Inaddition, many known telemedicine systems lack
a mechanism for conveniently and securely transmitting
patient diagnostic information, such as blood pressure data,
pulse oxymeter data, spirometer data, stethoscope data, pulse
and blood gas analysis, weight, electrocardiograph data, and
blood chemistry data, to a patient records server located
remotely from the patient. Many known systems also lack a
mechanism by which a physician can remotely and securely
access such data. Thus, a need has arisen for a system and
method for performing virtual medical examinations which
addresses the foregoing issues.

SUMMARY

[0006] Embodiments ofamethod for permitting areal-time
virtual medical examination using a patient device and at least
one diagnostic device are disclosed herein. In one such
embodiment, the method includes receiving, at the patient
device, a signal transmitted from the at least one diagnostic
device and generating diagnostic information based on the
received signal. The method also includes encrypting the
diagnostic information, establishing communication over a
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network between the patient device and a first remote server,
establishing a video conferencing session via a second remote
server and transmitting the encrypted diagnostic information
to the first remote server.

[0007] Embodiments of an apparatus for receiving a real-
time virtual medical examination using at least one diagnostic
device are also disclosed herein. In one such embodiment, the
apparatus includes a memory and at least one processor con-
figured to execute instructions stored in the memory to
receive a signal transmitted from the at least one diagnostic
device and generate diagnostic information based on the
received signal. The at least one processor is also configured
to encrypt the diagnostic information, establish communica-
tion over a network between the patient device and a first
remote server, establish a video conferencing session via a
second remote server and transmit the encrypted diagnostic
information to the first remote server.

[0008] Embodiments of a method for permitting a real-time
virtual medical examination by a health care provider using
health care provider device on a patient using a patient device
are also disclosed herein. In one such embodiment, the
method includes establishing communication over a network
with the health care provider device and the patient device and
receiving, from the patient device, encrypted diagnostic
information related to the patient. The encrypted diagnostic
information is generated from at least one diagnostic device.
The method also includes transmitting the encrypted diagnos-
tic information to the health care provider device.

[0009] Embodiments of a system for performing a real-
time virtual medical examination are also disclosed herein. In
one such embodiment, the systems includes a network per-
mitting communication between a patient device and a phy-
sician device. The patient device is configured to generate
encrypted diagnostic information based on a signal transmit-
ted from at least one diagnostic device received signal. The
system also includes a first server in communication with the
network and configured to receive the encrypted diagnostic
information from the patient device and transmit the
encrypted diagnostic information to the physician device.
Further, the system includes a second server configured to
permit a video conferencing session between the patient
device and the physician device.

[0010] Embodiments of a method for advertising medical
information on a patient device are also disclosed herein. In
one such embodiment, the method includes generating at
least one advertisement related to a health-related product or
service and enabling a user to purchase the health-related
product or service via a patient device, the patient device
operable to permit a real-time virtual medical examination.
[0011] These and other embodiments will be discussed in
additional detail hereafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Referring now to the drawings, illustrative embodi-
ments are shown in detail. Although the drawings represent
some embodiments, the drawings are not necessarily to scale
and certain features may be exaggerated, removed, or par-
tially sectioned to better illustrate and explain the present
invention. Further, the embodiments set forth herein are
exemplary and are not intended to be exhaustive or otherwise
limit or restrict the claims to the precise forms and configu-
rations shown in the drawings and disclosed in the following
detailed description.
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[0013] FIG. 1 is a diagram of a system for performing
virtual medical examinations in accordance with one embodi-
ment;

[0014] FIG. 2 is a schematic diagram of a patient device or
a physician device used in the system of FIG. 1;

[0015] FIG. 3 is a schematic diagram of an exemplary diag-
nostic device for use in the system of FIG. 1;

[0016] FIGS.4A-4B are an exemplary graphical user inter-
face screens on the patient device of FIG. 2;

[0017] FIG. 5 is a flowchart diagram depicting an exem-
plary method of generating patient diagnostic information
and securely transmitting and storing the data in a patient
records server;

[0018] FIG. 6 is a flowchart diagram depicting an exem-
plary method of securely retrieving patient diagnostic infor-
mation from a patient records server and displaying the
retrieved data on a physician device; and

[0019] FIG.7isaflowchart depicting an exemplary method
of performing a virtual medical examination.

DETAILED DESCRIPTION

[0020] Described herein are systems, methods and appara-
tuses for performing virtual medical examinations. The sys-
tems, methods and apparatuses generally involve the secure
transmission of patient diagnostic information by a patient
remotely located from a treating physician and the secure
retrieval and viewing of the data by the physician. The sys-
tems, methods and apparatuses also generally involve secure
videoconferencing to allow the physician to remotely con-
duct a medical examination in real-time, thereby allowing the
physician to provide health instruction information by, for
example directing the examination, providing therapeutic
instructions and any other instructions to the patient.

[0021] Referring to FIG. 1, a virtual medical examination
system 20 is depicted. The system can include one or more
diagnostic devices 32 that are configured to generate patient
diagnostic information, a remote patient device 36, a physi-
cian device or healthcare provider device 38, a patient records
server 40, a videoconferencing server 42 and a remote content
manager server 44. Diagnostic devices 32, remote patient
device 36, physician device 38, patient records server 40,
videoconferencing server 42 and remote content manager
server 44 can all be connected either directly or indirectly via
a network 50.

[0022] Remote patient device 36, physician device 38,
patient records server 40, videoconferencing server 42 and
remote content manager server 44 may each be a computer
having an internal configuration of hardware including a pro-
cessor such as a central processing unit (CPU) and a memory.
Accordingly, remote patient device 36 can have a CPU 36a
and a memory 365, physician device 38 can have a CPU 38a
and a memory 385, patient records server 40 can have a CPU
40a and a memory 405, videoconferencing server 42 can have
a CPU 42a and a memory 425 and remote content manager
server 44 can have a CPU 44q and a memory 445. CPUs 364,
38a, 404, 42a and 44a can be a controller for controlling the
operations of patient device 36, physician device 38, patient
records server 40, videoconferencing server 42 and remote
content manager server 44, respectively. CPUs 364, 384, 404,
42a and 44a can each be connected to memories 365, 385,
405, 425 and 44b, respectively, by, for example, a memory
bus. Memories 365, 385, 405, 425 and 445 can store data and
program instructions which are used by CPUs 364, 384, 404,
42a and 44a, respectively. Other suitable implementations of
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patient device 36, physician device 38, patient records server
40, videoconferencing server 42 and remote content manager
server 44 are possible. For example, in one embodiment,
patient records server 40, videoconferencing server 42 and
remote content manager server 44 can be integrated into one
server.

[0023] Exemplary diagnostic devices 32 include electro-
cardiographs (ECQG), pulse oximeters, spirometers, sphyg-
momanometers, weight scales, stethoscopes, blood chemis-
try analyzers, microscopes, ultrasounds probes, etc. The
diagnostic devices 32 can include a patient diagnostic infor-
mation wireless transmitter for transmitting patient diagnos-
tic information to a remote patient device 36. Communica-
tions between diagnostic devices 32 and patient device 36 can
be wired or wireless.

[0024] Wireless communications between diagnostic
devices 32 and patient device 36 may be provided using
various protocols and other wireless technologies, including
3G and 4G wireless technologies and the IEEE series of
wireless technologies. More particularly, wireless communi-
cations may take place over a CDMA, EDGE, EV-DO,
GPRS, GSM, UMTS, W-CDMA, or a 1xRTT network as well
as an IEEE 802.11 (WiFi), 802.15 (Bluetooth and Zigbee),
802.16 (WiMax) or 802.20 (MBWA) network. In the example
shown in FIG. 1, wireless communications diagnostic devices
32 and patient devices 36 will take place using Bluetooth
technology, but the embodiments disclosed herein are not to
be limited to Bluetooth.

[0025] Bluetooth communications have certain features
that can be beneficial in many implementations of system 20,
including a lack of wires, security features such as secure
simple device pairing and adaptive frequency hopping, and an
effective device to device transmission range of up to about
300 feet. Using the Bluetooth protocol, suitable diagnostic
devices 32 can be identified and paired with the remote
patient work stations 36. Suitable Bluetooth-enabled diag-
nostic devices 32 can be supplied by QRS Diagnostics of
Plymouth, Minn.

[0026] In other embodiments, rather than communications
between diagnostic devices 32 and patient device 36 occur-
ring directly, communications may occur directly via, for
example, a local wireless signal gateway (not shown). The
wireless signal gateway can be connected to network 50 and
is generally in close proximity to diagnostic devices 32 at the
time of their transmission of diagnostic information. In one
embodiment, the wireless signal gateway is a Bluetooth-en-
abled wireless signal gateway that may operate external to the
patient device 36 hardware as a separate entity or can be
integrated into patient devices 36 to allow for long-range
transmission of patient diagnostic information to an internet
server (not separately shown in FIG. 1), and ultimately, to
patient records server 40. One suitable Bluetooth internet
gateway that may be used is the Gigaset-One Bluetooth Gate-
way supplied by Siemens.

[0027] When communication between diagnostic device
32 and patient device 36 is via a wireless protocol, diagnostic
device 32 and patient device 32 can be within a suitable
distance from one another to permit communication. For
example, in one embodiment, diagnostic device 32 and
patient device 32 are no more than 90 feet one another
although other suitable distances are possible. Because diag-
nostic devices 32 have a relatively limited transmission
radius, the transmission of patient diagnostic information
from diagnostic devices 32 to patient devices 36 need not be
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encrypted. However, patient diagnostic information transmit-
ted from diagnostic devices 32 to patient records server 40
can be encrypted to prevent undesired access by other users of
network 50. One encryption method includes https (hypertext
transfer protocol secure). However, other encryption methods
may be used. In one embodiment, wireless signals can
secured via unique user identifiers for patient diagnostic
peripheral devices 32.

[0028] In one implementation, the diagnostic devices 32
and patient devices 36 utilize the Bluetooth Health Device
Profile for transmitting medical data. The Bluetooth Health
Device Profile has been standardized by Bluetooth SIG, the
industrial association for Bluetooth manufacturers. The
Health Device Profile enables a range of additional functions
such as exact chronological synchronization of several Blue-
tooth connected medical sensors or the option of transferring
different medical data in parallel via a Bluetooth interface
which is necessary when several diagnostic devices generate
patient diagnostic information simultaneously. The Health
Device Profile consists of one part that specifies transfer
protocols used for medical data in the Bluetooth stack and
another part that describes the structure of the actual medical
data.

[0029] Patient records server 40 is connected to network 50
and can include a number of patient data files stored in a
computerized database. The files may be organized by a vari-
ety of methods. However, in one implementation, each
patient’s files are associated with patient identification data,
which can be a unique identifier, such as a numeric or alpha-
numeric identifier. The patient identifier allows a physician or
any other health care provider (e.g. nurse, health care admin-
istrator, pharmacist surgeon etc.) to retrieve specific data for a
desired patient. Patient diagnostic information transmitted
from diagnostic devices 32 can be transmitted in association
with a patient identifier so that patient diagnostic information
received by patient records server 40 is associated with the
specific patient for whom the diagnostic data was generated.
[0030] Network 50 may take a variety of forms such as a
local area network, wide area network, or the Internet. When
network 50 is, for example, the Internet medical examinations
can be conducted between physicians and patients who are
geographically situated at long distances from one another. In
the case where network 50 is the internet, patient records
server 40 is referred to as a patient records internet server. In
such cases, patient records internet server 40 can be assigned
a unique internet protocol address to which wireless signal
transmissions from patient device 36 are directed when
patient diagnostic information is generated by diagnostic
devices 32.

[0031] Additionally, other networks can be interfaced with
or completely replace network 50. For example, when phy-
sician device 38 is a handheld device such as a mobile phone,
PDA, smart phone or any other suitable handheld device,
network 50 can be a mobile communications network and can
include one or more base stations (e.g. macrocell, femtocell,
microcell, picocell, etc.). Physician device 38 can send com-
munications to network 50 via the mobile communications
network or other transmitting/receiving tower. For example,
radio waves can be used to transfer signals between physician
device 38 through one or more base stations in the mobile
communications network, which can them transmit the com-
munications to network 50. Physician device 38 may also
communicate in any other suitable manner For example, in
one embodiment, physician device may communicate via
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satellite. Further, for example, physician device 38 can con-
nect directly to network 50 (e.g. via 3 g or 4 g services).
[0032] When physician device 38 is a handheld device, it
can include a subscriber identity module (SIM) card, which
can be equipped with encryption/decryption programming.
This encryption/decryption programming can be used to
authenticate the handheld device and can be in addition to the
encryption and decryption of diagnostic information and
health instruction information as will be discussed in more
detail below. In some embodiments, the SIM card can be used
to perform the encryption/decryption of the diagnostic infor-
mation and health instruction information.

[0033] The SIM card can be in a form that is removable by
the user, which can make it possible to carry mobile subscrip-
tion information and data through different types and genera-
tions of handheld devices. Alternatively, the SIM card can be
integrated into the handheld device. The SIM card can, for
example, contain a microchip that houses a processor (e.g.
microprocessor) and a memory. The memory can have
instructions stored thereon, that when executed by the pro-
cessor encrypt voice and data transmissions, which can assist
in preventing third parties from intercepting transmissions.
The SIM, as discussed previously, can identify the user to the
mobile communications network as a legitimate user. Each
SIM card can be equipped with an additional memory such as
EEPROM (Electrically Erasable Programmable Read-Only
Memory), which can contain additional information about
the device. For example, EEPROM can store an IMSI (Inter-
national Mobile Subscriber Identification), a PIN (Personal
Identification Number), an international access entitlement, a
priority class, and subscriber information.

[0034] As indicated in FIG. 1, virtual medical examination
system 20 includes a physician device 38, which can be a
hand-held computing device with a visual display. Device 38
can be programmed to allow the physician to access, retrieve,
decrypt, and view patient diagnostic information from patient
records server 40. Device 38 can be connected to network 50.
In one embodiment, physician device 38 is wirelessly con-
nected to the internet and configured to generate the IP
address of patient record server 40 for the retrieval of patient
diagnostic information. Physician device 38 can also be pro-
grammed to decrypt patient diagnostic information received
from patient records server 40 via network 50 so the data can
be displayed on physician device 38. Thus, the networking of
physician device 38 with patient records server 40 and diag-
nostic devices 32 allows for the secure transmission of patient
diagnostic information to patient record server 40 and the
secure retrieval of patient diagnostic information from patient
record server 40 by a physician. Patient record server 40 may
be programmed to require one or more passwords or other
sign-in credentials to verify the identity of the physician and
ensure that access to patient diagnostic information is appro-
priately limited to authorized individuals. The transmission
of patient diagnostic information to patient records server 40
and the subsequent retrieval of the data from patient records
server 40 by a physician can occur in real-time.

[0035] Virtual medical examination system 20 can also be
configured to allow a patient and physician to conduct video
conference calls. In one implementation, system 20 is con-
figured to allow a patient and physician to conduct secure,
encrypted video conference calls that cannot be monitored or
accessed by unauthorized third parties. In one example, the
encryption provides for HIPAA compliant transmission of
patient information. In another implementation, multiple
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authorized parties may participate in the video conference
calls, thereby allowing multiple physicians (who may be
remote from one another and from the patient) to collaborate
and/or jointly conduct an examination of the patient.

[0036] Inthe illustrative example of FIG. 1, a videoconfer-
encing server 42 is provided which allows a patient and phy-
sician to conduct a secure encrypted video conference call
over network 50. A “secure” videoconference server includes
features that prevent or minimize the likelihood that third
parties will be able to intercept information transmitted from
one party to another during the videoconference. Such inter-
ception is sometimes referred to as a “man in the middle
attack” or “packet sniffing.” In some embodiments, network
50 is the Internet, in which case the videoconferencing server
42 may be referred to as a videoconferencing internet server.
In one embodiment, the patient speaks into a microphone
(which may be provided on device 36), and stands in the field
of view of a camera (which may also be provided on device
36) to generate voice and video data. The voice and video data
is encrypted, for example by using https, and transmitted to
video conferencing server 42 via network 50. Https can create
a secure channel over an unsecure network, such as the inter-
net. The trust inherent in HTTPS is based on major certificate
authorities which come pre-installed in browser software,
which allows users to confirm the security of the connection
if (1) the user trusts that their browser software correctly
implements HTTPS with correctly pre-installed certificate
authorities; (2) the user trusts the certificate authority to
vouch only for legitimate websites without misleading
names; (3) the website provides a valid certificate (an invalid
certificate shows a warning in most browsers), which means
it was signed by a trusted authority; (4) the certificate cor-
rectly identifies the website; and (5) either the intervening
hops on the Internet are trustworthy, or the user trusts that the
protocol’s encryption layer (TLS or SSL) is unbreakable by
an eavesdropper.

[0037] A physician can use device 38 to receive voice and
video data from the patient. The voice and video data is
transmitted in encrypted form, from videoconferencing
server 42 to device 38. Device 38 includes a display screen for
viewing video images of the patient and a speaker for listen-
ing to voice communications from the patient. The physician
speaks into a microphone (which may be provided on device
38) and stands in the field of view of a camera (which may
also be provided on device 38) to generate voice and video
data. The voice and video data are encrypted by device 38 and
transmitted to video conferencing server 42 via network 50.
The encrypted voice and video data is then received and
decrypted by patient device 36 vianetwork 50. Patient device
36 can include a visual display for viewing images of the
physician and a speaker for listening to voice communica-
tions from the physician.

[0038] Videoconferencing server 42 can be a computer
server that is connected to network 50. Video conferencing
server 42 can be a video conferencing internet server, as in the
case where network 50 is the internet. Suitable servers are
supplied by Visual Systems Group, Inc., Radvision Ltd., and
Tandberg. In one embodiment, a video conference call
between a patient and physician is conducted using a single,
secured TCPIIP connection. In another embodiment, video-
conferencing server 42 is configured to allow multiple parties
to participate in a secure virtual medical examination. This
option is particularly useful for situations in which a primary
physician and a secondary physician (e.g., a consultant or
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specialist) are geographically remote from one another and
from the patient. In one example, a virtual conference room is
provided which allows for a multi-participant secure meeting.
In this manner, virtual medical examination system 20 allows
for multi-physician medical examinations and real-time con-
sultations which previously may have been cost prohibitive or
otherwise infeasible.

[0039] In certain implementations, video conferencing
server 42 is configured as a plurality of geographically dis-
tributed video conferencing servers that are interconnected
via the internet. The use of distributed video conferencing
servers allows for load balancing of the various servers to
maintain optimum performance. Video conferencing server
42 can be configured to require users to provide passwords or
other evidence of their authorization to participate in a video
conference to better ensure that the confidentiality of patient
information is not compromised. In one embodiment, video-
conferencing server 42 is a session-initiation protocol (“SIP”)
server. Other protocols for establishing video conferencing
are also available. For example, video conferencing can be
established using IP Multimedia Subsystem (IMS), Media
Gateway Control Protocol, Real-Time Transport Protocol
(RTP) or any other suitable protocol.

[0040] Inoneembodiment, patient device 36 and physician
device 38 receive their content from a remote content man-
ager server 44 connected to network 50. In one embodiment,
when devices 36 and 38 are activated, they retrieve programs
that launch graphical user interfaces from content manager
server 44 via network 50. This allows for the centralized
updating of the software and interfaces used by the devices 36
and 38 and avoids the necessity of individually revising the
software used in devices 36 and 38. In one embodiment,
network 50 is the Internet, in which case content manager
server 44 may be referred to as a content manager internet
server. In other embodiments, content manager server 44
supplies devices 36 and 38 with one or more programs that
provide a common platform to facilitate that receipt, trans-
mission, and display of patient data and patient/physician
voice and video data. Patient device 36 and physician device
38 may take a variety of forms, such as a standard personal
computer, tablet computer, smartphone, etc. In one embodi-
ment, patient device 36 and physician device 38 include a
visual display, a camera, and a speaker and patient navigation
via screen-displayed icons.

[0041] Inoneembodiment, devices 36 and 38 are handheld
computing devices such mobile phones, PDAs, smartphones,
tablets, notebooks, computers, netbooks or any other suitable
communication device. One suitable type of patient device 36
or physician device 38 is, for example, 10.4" Intel® Atom™
N450 Portable Medical PC. Other suitable devices of varying
size and architecture are available. For example, a 17" Por-
table Medical PC can be used in lieu of the 10.4" Portable
Medical PC. Another type of suitable device includes a TFT
(thin film transistor) LCD resistive touch screen display and
an integrated Bluetooth-enabled wireless transmitter.
Another suitable patient device 36 or physician device 38
includes an integrated Bluetooth module, a 2.0 Megapixel
CMOS camera, and a 12 Active Matrix Panel resistive touch
screen visual display. It also includes a bar code scanner that
facilitates the reading of patient identification information
from bar codes.

[0042] Referring to FIG. 2, an exemplary patient device 36
is shown, which also may also be used as a physician device
38. Patient device 36 includes a visual display 52 which can
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include a touch screen. Plastic side grips 54 are provided to
facilitate hand gripping of device 36. Visual display 52 may
include a screen with one or more icons 58 that allow the user
to initiate various operations. For example, icons 58 can
include a collect patient diagnostic information icon 584, an
initiation of a video conference call 585, a return to home icon
58¢, a help icon 584, an internet icon 58e (i.e. to access the
Internet), a shopping cart icon 58f (i.e. to purchase items
and/or services) and a health record information icon 58¢g to
view current and historical patient diagnostic information.
Other icons are also possible. Speaker 56 is provided to
receive voice communications from a physician, and buttons
60 are provided to allow the user to initiate operations (in
addition to or instead of graphical icons 58).

[0043] During certain examinations, it may be desirable to
transmit images of a patient’s body to the treating physician.
In certain cases, a camera mounted on or integrally provided
with device 36 may be sufficient to generate the necessary
images. In other cases, however, it may be desirable to obtain
and transmit magnified images to the physician. Thus, in
certain embodiments, diagnostic devices 32 include a digital
microscope 62, as shown in FIG. 3. Digital microscope 62 can
include a lens section 64 and a handle 66. Digital microscope
62 can also include a wireless transmitter, which is Bluetooth-
enabled. Thus, in certain embodiments, digital microscope
images generated by digital microscope 62 can be received
and encrypted by device 36 and transmitted to videoconfer-
encing server 42. The images can be then received from
videoconferencing server 42 and decrypted by physician
device 36 for display thereon. A separate recording server
may also be provided to record the digital microscope images
(or any other transmission from the video conference call) for
subsequent storage in patient records server 40. Alternatively,
the digital microscope images can be stored directly in patient
records server 40. In accordance with one example, the spe-
cific patient-physician video and voice communications from
a video conference may be stored with the patient’s medical
records in patient records server 40 for subsequent retrieval
and review, thereby providing an accurate history of patient-
physician communications.

[0044] As mentioned previously, patient device 36 and
physician device 38 can include a graphical user interface
(GUI) supplied by, for example, content manager server 44
which facilitates the initiation of desired functions. Referring
to FIGS. 4A-D, exemplary GUI screen from patient device 36
and/or physician device 38 are shown.

[0045] FIG. 4A is a screen 68a on patient device 36 pre-
sented to a patient who has selected the collect patient diag-
nostic information icon 58a. When collect patient diagnostic
information icon 58a is selected, the patient is presented with
one or more selectable touch screen buttons so that patient
device 36 can identify that a diagnostic procedure will be
performed by the patient using diagnostic device 32. In this
example, the patient is presented with the option to take their
blood pressure by selecting button 704, take their blood glu-
cose by selecting button 705, their ECG by selecting button
70c, their weight by selecting button 704, their pulse/oxy by
selecting button 70e or their spirometer reading by selecting
button 70/. Each button can receive patient diagnostic infor-
mation specific to the diagnostic procedure being performed.
In some instances, alterative or more or less diagnostic pro-
cedures can be displayed to the patient on screen 68a.
[0046] FIG. 4B is a screen 686 on patient device 36 pre-
sented to a patient who has selected the health record infor-
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mation icon 58g. When the health record information icon
58¢ is selected the patient is able to view current or historical
data related to the diagnostic procedures that have been per-
formed using diagnostic devices 32. For example, screen 686
includes patient data 78 such as name, birthday, height,
weight, etc., height, weight. Screen 685 also includes trend
data for the patient showing developments for, for example,
height, weight and bmi trend data 80 or blood pressure trend
data 82. Patient can also view alerts 84 related to his/her
health. For example, if the patient has abnormally high blood
pressure, the alert can indicate that the patient should imme-
diately contact a hospital. Other configurations of screen 685
are also possible.

[0047] FIG. 4C is a screen 68¢ on patient device 36 pre-
sented to a patient who has selected the initiation of a video
conference call 585. In this is a graphical user interface screen
that allows the user to place a video conference call with a
specific doctor conference rooms by selecting one of touch
screen buttons 90 or to enter one or more general conference
rooms by selecting one of touch screen buttons 92. A similar
screen can also be presented on physician device 36. Accord-
ingly, the patient and/or doctor(s) can conduct a video con-
ference if both have entered the same conference room. Com-
munications via the patient and doctor (or between doctors),
as discussed previously, is encrypted and secure.

[0048] Alternatively to having conference rooms, or in
addition, screen 68 can include a key pad section, an icon
section, and a speed dial section. The key pad section includes
phone button images that can allow the patient to key in the
telephone number of the doctor participating in the video
conference call. The speed dial section can allow the user to
pre-program the phone numbers of selected doctors and to
associate a designated “button” with each doctor to provide
one-touch dialing. The icon section can include various icons
that allow a user to initiate desired operations such as calling
911, accessing a phone directory, initiating video for a video
call, taking diagnostic data with a diagnostic device 32,
accessing a medical supplies web site to purchase supplies,
and accessing health care information.

[0049] Once a video conference room has been selected,
the patient (or doctor) can be presented with a screen 684
illustrated in FIG. 4D showing a patient and/or physician
device conducting a video conference. In accordance with the
example, screen 69 includes an icon section 102, and a plu-
rality of video display sections, such as first video display
section 104 and a second video display section 106. Video
display sections 104 and 106 can display video images of
different video conference participants. For example, for
patient device 36, video display section 104 may display the
primary treating physician, and video display section 106
may display a consulting physician or specialist. In addition,
video display section 104 may be used to provide the patient
with a video image of himself as generated by a camera on
device 36. For a physician device 38, video display section
104 may be used to display the image of the patient generated
by a camera located on patient device 36 while video display
section 106 may be used to display the image of the patient
generated by digital microscope 62. In one embodiment, a
GUI screen is provided which allows the physician and/or
patient to view video images and patient diagnostic informa-
tion simultaneously.

[0050] Device 36 can also have screens displaying tutorials
or advertisements related to diagnostic devices 32. For
example, in one embodiment, the GUI on device 36 can
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display tutorial information for aid in using the diagnostic
device so that the patient is able to properly transmit the
information to system 20. They tutorial may be interactive or
non-interactive. In an interactive tutorial, the tutorial may
prompt the user to indicate when they have performed a
certain action. The following are exemplary prompts for
blood pressure tutorial using a sphygmomanometer device
and the prompts that the patient will encounter.

[0051] 1. Put on cuff, left arm, with pressurizing hose at
crook of elbow.

[0052] 2. Press Power button on 2-in-1; cuff will inflate and
slowly deflate.

[0053] 3. When blood pressure reading shows on screen,
press “Blood Pressure” icon.

[0054] 4. Datawill transfer and blood pressure device pow-
ers off, and “Successful” message appears on your patient
device.

[0055] The patient can verify once they have performed a
one of the actions. Other tutorials are possible.

[0056] Device 36 can also be used to generate advertise-
ments to the patient. For example, if it is determined that the
patient’s blood glucose level is too high, an advertisement for
a blood glucose medication can be generated for display on
the device’s GUI. They advertisements may be run when
device 36 is powered on, periodically when device 36 is
running, prior to device 36 shutting down or at any other
suitable time. They devices may or may not be tailored spe-
cific to the patient. The advertisements may change over time
by, for example, an update from the content manager server
42. Alternatively, the advertisements can be pre-programmed
into device 36 when, for example, the patient receives device
36.

[0057] Referring to FIG. 5, a method of using virtual medi-
cal examination system 20 to generate and securely transmit
patient diagnostic information to patient records server 40
will now be described. In accordance with the method, a
patient selects one or more diagnostic devices 32 of the type
described previously. In step 1002, the patient uses the diag-
nostic device 32 to generate diagnostic data (e.g., blood pres-
sure, blood chemistry, pulse oximetry, weight, spirometry,
etc.). Diagnostic device 32 transmits (wirelessly or via a
wired connection) patient diagnostic information to patient
device 36.

[0058] In step 1004, patient device 36 encrypts patient
diagnostic information and information identifying the
patient (hereinafter patient identification data) using an
encryption protocol such as https. Patient device 36 then
transmits the encrypted data to patient record server 44 via
network 50, which can be the internet or any other commu-
nication network. Patient record server 40 can have a unique
network address (e.g., IP address), that allows the patient
device 36 to uniquely identify it as the intended recipient of
the encrypted patient diagnostic information and patient iden-
tification data. The patient record server 40 stores the patient
diagnostic information in association with the patient identi-
fication data so that the data is accurately identified with the
correct patient when retrieved by a health care provider. When
the connection between patient device 36 and diagnostic
device 32 is wireless, patient can beneficially perform diag-
nostic tests without having to make a wired connection to the
diagnostic device 32 and a computer or other transmitting
device. Instead, the patient need only activate the diagnostic
device 32 and locate it within the zone of transmission of the
patient device 32.

Feb. 2, 2012

[0059] In certain examples, diagnostic devices 32 are pre-
configured to generate wireless signals comprising patient
identification data that corresponds to a specific patient to
which diagnostic devices 32 have been uniquely assigned.
For example, each patient may be assigned a unique numeric
or alphanumeric code, which corresponds to a particular
wireless signal generated by diagnostic devices 32. In one
example, the patient files resident in patient record server 40
are setup via the web. When subsequent diagnostics are taken
they are applied to the file by opening the utility ready for the
diagnostic information to be captured.

[0060] Referring to FIG. 6, a method of securely retrieving
patient diagnostic information from patient record server 40
is described. In accordance with the method, a physician can
enter patient identification information into physician device
38 such as by using touch screen 52) at step 1012. Next, at step
1012, physician device 38 can transmit (via a wired or wire-
less connection) the patient identification information to
patient record server 40 via network 50. Patient record server
40 can cause a graphical user interface to be displayed on
physician device 38 which requests certain physician creden-
tial information (e.g., a log-in name and a password). Patient
record server 40 may be physically resident at a facility such
a hospital or clinic with which the physician is associated,
although the physician may be remotely located from server
40 when accessing it. Alternatively, the physician may sign
into patient record server 40 before transmitting patient iden-
tification data to it.

[0061] Once the physician’s authorization to review data
for a specific patient is confirmed, the data is transmitted in
encrypted form to physician device 38. At step 1016, physi-
cian device 38 can include executable code (which may be
provided by content manager server 44) to allow for the
decrypting of encrypted patient diagnostic information. The
patient diagnostic information can then be display on physi-
cian device 38 to be viewed by the physician at step 1018.
[0062] Referring to FIG. 7, an exemplary method of per-
forming a virtual medical examination of a remotely located
patient is described. In step 1022, the patient initiates a video
conference call using patient device 36 as described previ-
ously. A conference call is then initiated with videoconfer-
encing server 42. Videoconferencing server 42 transmits data
to physician device 38 indicating that a call has been initiated.
The patient may then use an icon in icon section 58 to activate
a camera on patient device 36 and begin the transmission of
encrypted patient video data to videoconferencing server 42.
[0063] Instep 1024, the physician answers the patient’s call
by pressing appropriate virtual or physical keys on physician
device 38. In certain examples, the patient receives video
images from a camera on the physician device 38 in video
display section 76 and sees the video data generated by a
camera on patient device 36 in video display section 77.
Correspondingly, the physician may see video images gener-
ated by the camera on patient device 36 in video display
section 76 of physician device 38 and video images of herself
in video display section 77.

[0064] Incertain examples, the patient may be at his or her
home during the virtual medical examination. In other
examples, the patient may be alone during the examination. In
additional examples, the patient may be with another indi-
vidual who can assist in the performance of the examination.
In one scenario, the patient is in a clinic or hospital and is
assisted by a local health care assistant (e.g., nurse or doctor)
in providing the remote physician with the diagnostic data
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necessary to develop a treatment plan. After taking a verbal
medical history from the patient and inquiring about any
medical issues that may have prompted the request for an
examination, the physician can, for example, provide health
instruction information to the patient or local health care
assistant. For example, the physician can direct the patient
and/or alocal health care assistant to perform diagnostic tests
on the patient using selected diagnostic devices 32 (step
1026). For example, the physician may direct a local health
care assistant to take blood pressure readings or measure the
patient’s weight. The patient and/or local health care assistant
can then use one or more diagnostic devices to generate the
patient diagnostic information at step 1028.

[0065] As used herein, health instruction information
includes any information received from the physician or other
health care provider. Health instruction information can be
generated from physician device 38 and transmitted to patient
device 36 in real-time so that the patient or other health care
provider can, administer medication, perform a diagnostic
procedure, taking vital signs, manipulate a digital microscope
(e.g. digital microscope 62 to a certain region of the patient’s
body or any other action. In some instances, health instruction
information may not necessitate any immediate action by the
patient. For example, the physician may indicate through
health instruction information that the patient should take
their temperature in one hour. However, the health instruction
information is transmitted and received by the patient in real-
time.

[0066] Health instruction information can be in the form of
voice, text or image data or any other suitable type of data. For
example, when voice data is the form in which health instruc-
tion information is formulated, the voice data can be trans-
mitted to video conferencing server 42. Voice data can be oral
instructions to the patient. When text or image data is the form
in which health instruction information, the text or image data
can be transmitted to the patient records server 40. For
example, the physician can send a message to a patient to
“take blood pressure” rather than communicating the instruc-
tion orally. Other suitable techniques for transmitting health
instruction information are possible. For example, image data
can be sent to video conferencing server 42 rather than patient
records server 40.

[0067] As discussed previously, transmitters in the diag-
nostic devices 32 can wirelessly transmit patient diagnostic
information generated by diagnostic devices 32 to patient
device 36 in association with patient identification informa-
tion, for example, a unique alphanumeric code assigned to the
patient (step 1030). The wireless transmission of diagnostic
data to patient device 36 can be performed using the Blue-
tooth protocol. The patient device 36 can encrypt the received
patient diagnostic information and patient identification data,
using an https protocol or any other secure protocol. Thus
encrypted, the patient identification data and patient diagnos-
tic information can be transmitted to the patient record server
40 (step 1032). Using physician device 38, the physician can
access patient record server 40 upon login using permissions-
assigned passwords for safety and confidentiality and can
retrieve and decrypt the patient diagnostic information which
is then displayed on physician device 38 (step 1034). In
certain examples, the patient diagnostic information is also
transmitted to the patient device 36, where it is decrypted and
displayed to the patient. The concurrent transmission of
patient diagnostic information from patient device 36 to phy-
sician device 38 while the patient device 36 and physician

Feb. 2, 2012

device 38 exchange information to conduct a secure video
conference session are in real-time.

[0068] In certain situations, the physician may wish to
obtain microscope images of certain areas of the patient’s
body. In such situations, the physician may direct the patient
and/or a local health care assistant (such as an emergency
room doctor, a nurse, or a physician’s assistant) to manipulate
digital microscope 62 (or other diagnostic device 32) to
selected regions of the patient’s body to obtain the desired
microscope images (step 1036). Digital microscope 62 can
transmit video data of the images to patient device 36 which
then encrypts and transmits the video data to video confer-
ence server 42 for subsequent retrieval by the physician and
viewing on the physician device 38. At the outset of the call or
during the call, the treating physician may ask another health
care provider, such as a specialist, to join the video confer-
ence. The specialist can access the videoconference server
(such as by inputting an IP address or domain name for the
videoconference server into his or her computer terminal).
After supplying the appropriate authorization credentials
(such as a log in and password), the specialist will be con-
nected to the call.

[0069] Instep 1038, the physician (alone or in conjunction
with a consultant or specialist) communicates therapeutic
directions to the patient using physician device 38. Alterna-
tively, the physician may consider the information provided
during the video conference and may conduct a subsequent
video conference to provide therapeutic directions. In another
scenario, the physician may conduct a secure video confer-
ence with another physician and both physicians may view
patient diagnostic information from the patient records server
40 to collaborate and develop a joint treatment plan. The
method of FIG. 8 may be used for the diagnosis and treatment
of recurring or non-recurring conditions, and it may also be
used to perform periodic monitoring of patients with chronic
conditions, such as diabetes. The method of FIG. 7 is not
limited to the treatment of any one particular condition, and
exemplary conditions include diabetes, asthma, hyperten-
sion, chronic obstructive pulmonary disease, and heart failure
or any other condition

[0070] Exemplary Application

[0071] The following is an exemplary application for trans-
mitting patient diagnostic information to a remotely located
physician who is using a handheld device such as a mobile
phone (e.g. physician device 38). A diagnostic device (e.g.,
diagnostic device 32), which is Bluetooth-enabled, can wire-
lessly transmit patient diagnostic information to a patient
device (e.g., patient device 36), which is also Bluetooth
enabled. The patient device can encrypt and transmit the
patient diagnostic information to a patient information sever
such as a patient records server 40. The patient information
server records the received patient diagnostic information in
a patient file and then re-transmits the data to the patient
device and a physician device. Access to the patient diagnos-
tic information can be controlled via a set of administrator
permissions and all patient data can be shelled within a secure
HIPAA compliant environment to ensure confidentiality of
data via, for example, encrypted HTTPS communication.
[0072] A secure videoconference can be conducted
between one or more physicians and a patient in a virtual
conference room so that the patient and the physician can
access the diagnostic information in real-time during the vid-
eoconferencing session. After reviewing patient diagnostic
information, a physician, via his physician device, can initiate
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a videoconference with the patient and/or one or more addi-
tional physicians (or other healthcare providers). Each phy-
sician can access have access to the diagnostic information
and be part of the videoconferencing session via their hand-
held device. As such, each physician can receive the diagnos-
tic information real-time regardless of their location and
review the diagnostic information to provide health instruc-
tion information. For example, a physician joining the video
conference such as a specialist may request that that a certain
diagnostic procedure be performed on the patient that was not
requested by the physician who was initially part of the video
conference. A recording server (e.g. patient records server 40)
can record all voice and video data from the conference. The
virtual conference rooms can be provided by a videoconfer-
encing server (e.g., video conferencing server 42) that can
provide, for example, secure https encryption of all voice and
video data.

[0073] Alternatively, as discussed previously, the

[0074] The embodiments of remote patient device 36, phy-
sician device 38, patient records server 40, videoconferencing
server 42 and/or remote content manager server 44 (and the
algorithms, methods, instructions etc. stored thereon and/or
executed thereby) can be implemented in hardware, software,
or any combination thereof including, for example, IP cores,
ASICS, programmable logic arrays, quantum or molecular
processors, optical processors, programmable logic control-
lers, microcode, firmware, microcontrollers, servers, micro-
processors, digital signal processors or any other suitable
circuit. In the claims, the term “processor” should be under-
stood as encompassing any the foregoing devices, either sin-
gly or in combination. The terms “signal” and “data” are used
interchangeably. Further, portions of remote patient device
36, physician device 38, patient records server 40, videocon-
ferencing server 42 and/or remote content manager server 44
do not necessarily have to be implemented in the same man-
ner.

[0075] Further, in one embodiment, for example, remote
patient device 36, physician device 38, patient records server
40, videoconferencing server 42 or remote content manager
server 44 can be implemented using a general purpose com-
puter/processor with a computer program that, when
executed, carries out any of the respective methods, algo-
rithms and/or instructions described herein. In addition or
alternatively, for example, a special purpose computer/pro-
cessor can beutilized which can contain specialized hardware
for carrying out any of the methods, algorithms, or instruc-
tions described herein.

[0076] Further, all or a portion of embodiments of the
present invention can take the form of a computer program
product accessible from, for example, a computer-usable or
computer-readable medium. A computer-usable or computer-
readable medium can be any device that can, for example,
tangibly contain, store, communicate, or transport the pro-
gram for use by or in connection with any processor. The
medium can be, for example, an electronic, magnetic, optical,
electromagnetic, or a semiconductor device. Other suitable
mediums are also available.

[0077] The above-described embodiments have been
described in order to allow easy understanding of the present
invention and do not limit the present invention. On the con-
trary, the invention is intended to cover various modifications
and equivalent arrangements included within the scope of the
appended claims, which scope is to be accorded the broadest
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interpretation so as to encompass all such modifications and
equivalent structure as is permitted under the law.

1. A method for permitting a real-time virtual medical
examination using a patient device and at least one diagnostic
device, comprising:

receiving, at the patient device, a signal transmitted from

the at least one diagnostic device;

generating diagnostic information based on the received

signal,

encrypting the diagnostic information;

establishing communication over a network between the

patient device and a first remote server;

establishing a video conferencing session via a second

remote server; and

transmitting the encrypted diagnostic information to the

first remote server.

2. The method of claim 1, wherein transmitting the
encrypted diagnostic information further comprises:

concurrently conducting the video conferencing session

while transmitting the encrypted diagnostic information
to the first remote server.

3. The method of claim 1, wherein the signal from the at
least one diagnostic device is transmitted to the patient device
via one of a wireless connection and a wired connection.

4. The method of claim 3, wherein the wireless connection
is Bluetooth.

5. The method of claim 1, wherein at least one diagnostic
device is a spirometer, a stethoscope, a sphygmomanometer,
a blood pressure monitor, a blood chemistry analyzer, a pulse
oximeter, an electrocardiograph, an ultrasound probe or a
scale.

6. The method of claim 1, further comprising:

receiving a graphical user interface program from a third

remote server.

7. The method of claim 1, further comprising:

transmitting encrypted voice and video signals to the sec-

ond remote server; and

receiving and decrypting encrypted voice and video signals

from the second remote server.

8. The method of claim 1, wherein the first and second
remote servers are integrated in one server.

9. The method of claim 1, wherein the patient device is at
least one a personal computer, a tablet computer, a personal
data assistant or a cellular telephone.

10. An apparatus for receiving a real-time virtual medical
examination using at least one diagnostic device, comprising:

a memory;

at least one processor configured to execute instructions

stored in the memory to:

receive a signal transmitted from the at least one diag-
nostic device;

generate diagnostic information based on the received
signal;

encrypt the diagnostic information;

establish communication over a network between the
patient device and a first remote server;

establish a video conferencing session via a second
remote server; and

transmit the encrypted diagnostic information to the first
remote server.

11. The apparatus of claim 10, wherein the at least one
processor is further configured to execute instructions stored
in the memory to:
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concurrently conduct the video conferencing session while
the at least one processor is further configured to execute
instructions to transmit the encrypted diagnostic infor-
mation to the first remote server.

12. The apparatus of claim 10, wherein the signal from the
at least one diagnostic device is transmitted to the patient
device via one of a wireless connection and a wired connec-
tion.

13. The apparatus of claim 12, wherein the wireless con-
nection is Bluetooth.

14. The apparatus of claim 10, wherein at least one diag-
nostic device is a spirometer, a stethoscope, a sphygmoma-
nometer, a blood pressure monitor, a blood chemistry ana-
lyzer, a pulse oximeter, an electrocardiograph, an ultrasound
probe or a scale.

15. The apparatus of claim 10, wherein the at least one
processor is further configured to execute instructions stored
in the memory to:

receive a graphical user interface program from a third
remote server.

16. The apparatus of claim 10, wherein the at least one
processor is further configured to execute instructions stored
in the memory to:

transmit encrypted voice and video signals to the second
remote server; and

receive and decrypting encrypted voice and video signals
from the second remote server.

17. The apparatus of claim 10, wherein the first and second

remote servers are integrated in one server.

18. A method for permitting a real-time virtual medical
examination by a health care provider using health care pro-
vider device on a patient using a patient device, comprising:

establishing communication over a network with the health
care provider device and the patient device;

receiving, from the patient device, encrypted diagnostic
information related to the patient, the encrypted diag-
nostic information generated from at least one diagnos-
tic device; and

transmitting the encrypted diagnostic information to the
health care provider device.

19. A system for performing a real-time virtual medical

examination, comprising:

a network permitting communication between a patient
device and a physician device, the patient device con-
figured to generate encrypted diagnostic information
based on a signal transmitted from at least one diagnos-
tic device received signal;

a first server in communication with the network and con-
figured to receive the encrypted diagnostic information

Feb. 2, 2012

from the patient device and transmit the encrypted diag-
nostic information to the physician device; and

a second server configured to permit a video conferencing

session between the patient device and the physician
device.

20. A method for advertising medical information on a
patient device, comprising:

generating at least one advertisement related to a health-

related product or service;

enabling a user to purchase the health-related product or

service via a patient device, the patient device operable
to permit a real-time virtual medical examination.

21. A method for permitting a real-time virtual medical
examination on a patient by a health care provider using a
health care provider device, comprising:

establishing communication over a network with a first

remote server;

receiving, at the physician device, encrypted diagnostic

information relating to the health of the patient;
decrypting the received diagnostic information;
establishing a video conferencing session via a second
remote server;

receiving input indicative of health instruction informa-

tion;

encrypting the health instruction information; and

transmitting the encrypted health instruction information.

22. The method of claim 21, wherein the physician device
is a handheld device having at least a camera, a microphone
and a display.

23. The method of claim 21, wherein the health instruction
information is voice data, wherein transmitting the health
instruction information further comprises:

transmitting the encrypted health instruction information

to the first remote server.

24. The method of claim 21, wherein the health instruction
information is at least one of text or image data, wherein
transmitting the health instruction information further com-
prises:

transmitting the encrypted health instruction information

to the second remote server.

25. The method of claim 21, wherein the health instruction
information includes information indicating that at least one
diagnostic test be performed on the patient.

26. The method of claim 21, further comprising:

concurrently conducting the video conferencing session

while transmitting the health instruction information.
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