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(57) ABSTRACT

A patient identification device is disclosed. The device
includes a first sensor, a second sensor, and a processor. The
first sensor may be configured to be positioned on the
patient’s finger. The device may include a camera. The
device may include an identifier. The identifier displays a
randomly generated alphanumeric code for further identifi-
cation of the patient.
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PATIENT IDENTIFICATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates generally to an iden-
tification system, and more specifically relates to an identi-
fication system that can be used in the medical or healthcare
industry.

BACKGROUND OF THE INVENTION

[0002] In the healthcare industry, test are often adminis-
tered in order to classify a patient with a certain condition or
to qualify a patient for a certain treatment. Such a test may
be administered by a physician, but often is administered by
a technician. The technician may be under the employment
of a hospital or doctor’s office, or in the alternative, may be
under the employment of a third party that has an interest in
servicing the potential patient. It is in these latter situations
that it becomes particularly important to have a fail-safe test
administration method with safeguards against fraud. How-
ever, of course, such an identification system may be used in
a number of situations, and is not restricted to those sce-
narios described.

[0003] The following is one example of how the current
process works to order oxygen treatment for a patient. The
patient visits a physician. The physician will take a patient
history and will determine a diagnosis and determines the
need for a patient to have oxygen treatment. In most cases
a patient will tell the physician they are experiencing short-
ness of breath or some other oxygen related ailment. The
physician may ask the patient to take a pulse oximetry test
to determine if they are in need of oxygen treatment. If the
patient pulse oximetry test shows that the patient is in need
of oxygen treatment the physician will prescribe oxygen for
the patient. To be reimbursed via a payor source (insurance
company, Medicare, Medicaid, etc.), a third party Indepen-
dent Diagnostic Testing Facility must test the patient and
submit the test results to the physician. The physician must
submit a CMN (Certificate of Medical Necessity) along with
the patient’s test results to the payor source for reimburse-
ment.

[0004] Identification means in such a scenario are known
in the art. For example, U.S. Pat. No. 6,643,531 to Katarow
discloses a combination fingerprint and oximetry device.
U.S. Pat. No. 5,719,950 to Osten, et al. discloses a biometric,
personal authentication system. Other patents and publica-
tions that may be of relevance include: U.S. Pat. No.
6,537,225, U.S. Pat. No. 6,181,808, U.S. Pat. No. 6,141,436,
U.S. Pat. No. 6,094,589, U.S. Pat. No. 6,088,585, U.S. Pat.
No. 5,876,926, and U.S. Patent Application No. 2002/
0125991.

[0005] Despite the testing and identification procedures
known in the art, potential for fraud exists in the pulse
oximetry business. Healthcare groups such as Medicare
have established that they will reimburse for oxygen
required by any patient whose pulse oximetry test results fall
below the threshold of 89%. Because pulmonary disease is
degenerative and never improves, under current Medicare
standards, once a qualifying reading has been taken on a
patient, that patient is considered a candidate for oxygen for
the rest of their life. Clearly, it is in the interest of a provider
of oxygen that its patients have qualifying readings.
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[0006] In an effort to establish that a patient has a pulse
oximetry below the threshold of 89%, some test adminis-
trators may have submitted test results from other patients
that are known to be below the threshold, thereby falsifying
the records, rather than submitting the test results of the
actual patient that may not fall below the threshold. Such
falsification and fraud before payor sources (i.e. Medicare,
Medicaid, third party payor sources, etc.) could be elimi-
nated with a sufficient patient identification system in place.

SUMMARY OF THE INVENTION

[0007] The present invention relates to one or more of the
following features, elements or combinations thereof. A
patient identification device can include a patient identifier,
a processor, a pulse oximeter, a camera, and an alphanu-
meric display. As used herein, alphanumeric comprises any
combination of numbers, letters, or other indicators that can
be used. Positive identification of the patient may be made
in any number of ways (and combinations of ways), includ-
ing fingerprint identification, retinal identification, other
biometric identification, pulse comparison, patient identity
comparison with central data repository, visual identification
via a camera, and visual identification by the physician. As
used herein, the term “biometric” refers to any statistic or
observation relating to a living body.

[0008] The present invention also provides methods for
continual or intermittent identification of the patient during
the testing procedure. Such identification ensures that the
same patient is being tested during the entirety of the
procedure.

[0009] Additional features of the invention will become
apparent to those skilled in the art upon consideration of the
following detailed description of preferred embodiments
exemplifying the best mode of carrying out the invention as
presently perceived.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a perspective view of an identification
system used to identify a patient during a testing procedure;
and

[0011] FIG. 2 is a perspective view of one embodiment of
a finger sensor.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0012] As can be seen in FIG. 1, a patient identification
system 10 comprises a portable processor 12, a first sensor
14, and a second sensor 16. Illustratively, portable processor
12 is a personal digital assistant (PDA), as shown. First
sensor 14 can be a finger clip having any one of a pulse
oximeter, fingerprint identifier, or other biometric sensor.
Second sensor 16 is illustratively an ear sensor that provides
secondary identification means, such as a second biometric
sensor. However, it should be understood that second sensor
16 can be positioned in any number of places, identifying the
patient in any number of ways known in the art. The
following description discusses on embodiment that can be
useful in identifying a patient and securely taking the pulse
oximetry of the identified patient. However, many other
embodiments are within the scope of the claims, and a
person skilled in the art will understand that the patient
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identification system disclosed can be modified and still
provide secure results as contemplated by this invention.

[0013] Patient identification system 10 illustratively can
be comprised of the following elements. The first sensor 14
can record pulse oximetry data by utilizing a sensor or other
device that records the percentage of haemoglobin (Hb) that
is saturated with oxygen. The sensor may consist of a wire
with two ends that can be looped around a finger, ear lobe
or other relevant body part to record oximetry information.
The wire (sensor) can be encased in any number of materials
to make it convenient for a patient to hold the sensor firm on
the finger or other body part. Any material such as soft
rubber material, plastic, adhesive tape, fabric, Velcro fas-
tener material and or any other material suitable for holding
the sensor in position on the finger or other body part may
be used. Illustratively, as can be seen in FIGS. 1 and 2,
sensor 14 comprises first and second arcuate plates 18, 20,
each having a wire 22, 24 leading to a contact portion 26, 28
positioned between the respective plates 18, 20 and a
patient’s finger 30. Contact portions 26, 28 may comprise
rubber, metal, adhesive, or any other material known in the
art.

[0014] Plates 18, 20 are illustratively connected with
straps 32, 34, which may be Velcro® or any other material
suitable to connect plate 18 to plate 20, positioning a portion
of the finger 30 therebetween. The first sensor 14 may also
record heart rate information.

[0015] A second sensor 16 may be placed on the patient at
a separate place from the first. This sensor is designed to
record heart rate information at precisely the same time as
the first sensor. This information is used for comparison
purposes to further confirm that the readings are associated
with the appropriate patient. A different heart rate (or no
heart rate . . . if the sensor is not attached properly) will lead
to an inaccurate report and will disqualify the testing.

[0016] Additionally second sensor 16 can display a ran-
domly generated identifier (illustratively generated by por-
table processor 12), displayed by LED or LCD 36, shown in
FIG. 1. Such an identifier displayed by LCD 36 can be
photographed by a camera (not shown, but could be incor-
porated with portable processor 12) to further validate the
identity of the patient. One method of use would be to
photograph the patient and the LCD 36 together, similar to
the view shown in FIG. 1, so as to identify the patient by
physical and biometric characteristics. This LCD identifier,
and the profile of the patient, will also be intermingled with
the patient test results for comparison purposes with the
visual display in the photograph. These safeguards allow for
unique identification of the appropriate patient. Combined
with the biometric and heart rate information from the other
components of this system, it becomes virtually impossible
for any person or group to submit incorrect results for a
patient.

[0017] Portable processor 12 may utilize different chipsets
that can be combined to accumulate and process all of the
different patient results for each particular test. One chipset
may be used for all data processing or multiple chipsets may
be used to accomplish the same goal. An illustrative chipset
is manufactured by Masimo Corporation and can be found
at http://www.masimo.com/oem/oem.htm.

[0018] The first sensor 14 may use infrared LED to
measure deoxygenated hemoglobin. Such an infrared LED
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may be purchased from AuthenTec in Cincinnati, Ohio. An
example of an ear clip that can be used in the system is
manufactured by Nellcor and can be found at http://shop-
.medical.philips.com/phstore/catalog/details.asp?product=
MI1194A(PMS_CMS_ 90)&view=image.

[0019] Patient identification system 10 also can have the
capability to remotely connect and transmit all patient data
recorded during a session or multiple sessions. The system
can connect via any number of methods including standard
POTS line (Plain Old Telephone System), broadband, LAN,
WAN, Intranet, Extranet, VPN, etc. Once connected the
system has the ability to ‘push’ or ‘pull’ data. The system can
remotely purge data from the remote unit once it has been
transmitted to the central data repository. Portable processor
12 may be equipped with such a communication device, or
may connect to such a communication device in order to
transmit information.

[0020] A central data repository houses all of the patient
data (biometric, heart rate, relevant patient data such as
name, doctor, address, etc.) and the associated readings from
the pulse oximetry tests (or other relevant tests). When a new
test is complete and ready to transmit, the data is first
checked against all patient data already existing in the
central repository for uniqueness. One of two cases will
occur. First, if the system is expecting to receive new test
results for an existing patient, the system will check the
central data repository and will match the incoming patient
data (biometric) with the existing patient data in the central
data repository. Alternatively, if the system is not expecting
new results for an existing patient (ie; the patient has already
submitted qualifying results) and the system detects dupli-
cate patient data (biometric) on new test results, the results
will be deemed ineligible or disqualified and will not be
accepted into the system. Additionally, a flag will be set for
administrators to watch results being submitted by the party
who submitted the false results. The data housed in the
central data repository will allow for specific matching of
patient records to patients without question and will provide
a method to immediately detect any duplicate or false
submissions.

[0021] The central data repository can be accessible via
any number of methods. The portable processor 12 can
directly dial into a bank of modems that will answer the calls
and begin a communication routine to verify, validate,
accept/reject, transmit and terminate the transaction. The
portable processor 12 can also communicate via other data
connections such as the Internet, LAN, WAN, VPN, etc.
Once connected the remote units can transmit data to the
central repository. The remote units can either purge or save
the patient data on the remote unit once data transmission
has occurred.

[0022] Biometric information is illustratively read and
integrated with the pulse oximetry data. This combined data
represents a uniquely identifiable dataset for each individual.
Biometric information can be read with the use of a bio-
metric sensor, such as second sensor 16, that may be
incorporated or may be separate from the pulse oximeter
sensor. Biometric information may also be read with finger
sensor 14. Illustratively, second sensor 16 is an ear clip
capable of taking the pulse of the patient. Any method of
attachment to the individual patient may be utilized (soft
rubber material, plastic, adhesive tape, fabric, Velcro fas-
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tener material and or any other material suitable for holding
the sensor in position on the finger or other body part may
be used). If the second sensor is utilized as a separate device
then alternative means to incorporate biometric data may be
used (retinal scan, voice recognition, facial recognition, etc.)
or fingerprint biometric data may be collected in a different
manner (hand scanner, separate finger probe, etc.). Regard-
less of what biometric information is used and/or how the
biometric information is collected, it can be incorporated
with the pulse oximeter data to uniquely identify each
individual patient.

[0023] Portable processor 12 can be configured to read
biometric information (fingerprint, retinal scan, etc.) on a
continuous or intermittent basis and inter-mingle the bio-
metric data with pulse oximetry readings (or other relevant
readings depending on the test being performed) from a
patient along with the patient’s heart rate information. This
combined group of data will be unique to each individual
being tested (due to the biometric and heart rate information)
and can be uniquely linked to each individual.

[0024] All readings and identification data are bundled in
an encrypted data packet that can be sent securely via digital
media (Internet, Intranet, Extranet, Virtual Private Network,
Local Area Network, Wide Area Network, etc.). The por-
table processor can be configured to remotely (example is
from a patient’s home) transmit all relevant data (patient
pulse oximeter readings along with identification data) to a
central data repository accessible via the Internet or other
data connection (Intranet, Extranet, VPN, LAN, WAN, etc.).
This central data repository can be accessed as a web
application, ASP Model (Application Service Provider), or
can be synchronized with one or multiple client workstations
or other client devices (Personal Digital Assistants (PDA),
WAP (Wireless Access Protocol) enabled phones, etc.) that
are running client-side software.

[0025] The following process can be employed at the test
site.

[0026] Employee biometric information is taken to
verify the identity of the person administering the test.
This will allow the IDTF (Independent Diagnostic
Testing Facility) to validate that only people qualified
to give certain tests are performing the tests. It will also
identify the person administering the tests for fraud

purposes.

[0027] The employee will also have their photograph
taken to further ensure that the person administering the
test is the person who is qualified and authorized to
administer the test. This is done, once again, to reduce/
eliminate fraud. This step will be done in tandem with
the biometric readings taken on the employee to vali-
date the employee.

[0028] A test administrator central repository will be
developed based on the unique test administrators
entered into the system. This central repository will be
checked with each test to make sure that the employee
is a valid, test administrator to administer the test.
Different levels of certification and qualification will be
required for employees to be eligible to administer
certain types of tests. The IDTF (Independent Diag-
nostic Testing Facility) will house the central database
of all employees qualified to administer tests. The IDTF
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will provide access rights based on the qualification of
different levels of employees

[0029] Qualification will also be based on a valid driv-
er’s license, a criminal background check and clearance
(immediate and periodic checks), and clinical license
and certification (i.e. RCP (Repiratory Care Practitio-
ner), RN (Registered Nurse), Sleep Technician, etc.).
This data will also be housed in the central data
repository and may be necessary when performing
certain tests (OSA, etc.).

[0030] To begin a test an initialization procedure can be
followed:

[0031] Step 1: The dealer’s employee/test administrator
enters, downloads or transfers required information, i.e.
patient demographic, insurance & physician information,
prior to taking the patient identification system 10 to the test
site. Software may be utilized in the portable processor 12.

[0032] Step 2: Once with the patient (home or remote
location), the test administrator chooses the test to be
performed on the patient, i.e. Oximetry, Sleep Apnea pre-
screen, etc.

[0033] Step 3: The test administrator will then take his/her
own biometric (could also take their own photograph) by
placing the first sensor on his/her finger. The portable
processor will record the employee’s biometric information
(and photograph if relevant) and will prepare itself for step
4.

[0034] Step 4: The test administrator will have 5 minutes
(or other relevant time frame depending on the test to be
performed, OSA, Oximetry, OSA pre-screen, etc.) to take a
photograph and biometric measurement of the patient on
whom the test will be performed. The reason for imposing
a time limitation on the patient setup is to avoid a company
or person taking a biometric of an authorized employee but
then having another do the actual patient setup (employee
substitution). At precisely the same time as the photograph,
the patient’s heart rate is taken on the finger sensor. Addi-
tionally, a separate sensor can be in place on the patient’s ear
(or elsewhere) to record a separate instance of the patient’s
heart rate. This heart rate will be compared with the heart
rate taken from the finger sensor to validate that the readings
are from the same person. The illustrative second sensor 16
is equipped with an LCD (Liquid Crystal Display) or LED
(Light Emitting Diode) to display a randomly generated
alphanumeric number or other identifier (generated by this
device or software) to further validate the patient’s identity.
The random identifier is generated when the picture is taken
and will serve 2 purposes. This random identifier will be
displayed in plain view on the ear sensor to be included in
the photograph of the patient. Additionally, the software on
the portable processor 12 can digitally sign the data with the
same random identifier to further validate the patient iden-
tity.

[0035] Step 5: Portable processor 12 will then connect
with the central test administrator database (dial-up modem,
broadband, VPN, Intranet, Extranet, etc.). The portable
processor 12 device ID is checked to ensure the device is
valid based on the dealer to which it has been assigned.
Next, the employee biometric will be compared to the
biometric in the test administrator database, for that dealer,
to ensure that the employee is valid, and is authorized to
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conduct this test. This can be illustratively done in real time.
If the person is not authorized to conduct the test, the
portable processor 12 will notify the employee that they are
not authorized to conduct the test and the process will not be
permitted to continue. Illustratively, to perform a test on the
patient a new test must be established and initialized as
described above. The benefit to this procedure is that the
exact person conducting the test is known and fraud can be
substantially reduced. Once the test administrator has been
verified and approved, the patient biometric information is
recorded. This will allow the IDTF to track the expected
patient test submissions within a prescribed time limit (i.e.
24-36 hours). Additionally, this will allow the IDTF to
compare the patient data to patient data already existing in
the central repository. If duplicate patient biometric infor-
mation is recorded, but not expected by the system (i.e.
Medicaid required qualifying patients to be re-tested every
2 years, etc.) then IDTF officials will be notified and the
patient record (along with the HME Dealer record) will be
highlighted for review. If fraud is detected (i.e. the HME
Dealer is intentionally submitting false results or duplicate
qualifying results) then the appropriate authorities will be
contacted. Providing the test administrator is qualified and
the patient data record is in order, an approval code will be
transmitted to the remote device and the test will be initial-
ized. At this point, the test administrator may disconnect the
device from the central repository and may leave the remote
device with the patient. The patient may begin the actual test
at any time they wish.

[0036] Step 6: The patient will connect the finger sensor to
begin the test. The patient biometric is then compared with
the patient biometric data recorded during the initialization
step. Throughout the course of the test, continuous and/or
random biometric patient validation tests will be conducted
in conjunction with the oximetry tests being conducted. If at
any point a patient’s biometric information is found to be
different from the patient biometric information recorded
during the initialization phase, the test will be invalidated
and can signal for immediate conclusion.

[0037] Step 7: Once the test has been completed, the test
administrator can return to the patient’s location to confirm
process completion (device will indicate to employee that
test is complete and data is ready to transmit. Data is
unalterable by the employee) and to transfer the test results
to the central data repository. The test administrator will be
able to use any type of connectivity to connect to the central
data repository (dial-up modem, broadband, wireless, VPN,
Extranet, Intranet, etc.). Once connected and authenticated
the patient test data is transferred to the central data reposi-
tory and associated with the patient record. The test data is
then purged from the remote device and the device is now
ready to be initialized for another patient test.

[0038] Step 8: The biometric test data can be compared
automatically or manually to ensure patient identity. Assum-
ing there is no discrepancy, the test results along with the
photograph are illustratively sent to a physician and dealer.

[0039] Step 9: Once a patient’s test results have been
submitted and validated to that patient the patient data is
stored in the central data repository. Patient test results,
along with the patient’s photograph, are sent to the physician
for validation. Upon review and validation of the patient
results and photograph the physician approves the results.
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This information is then used to auto populate the CMN
(Certificate of Medical Necessity) or Electronic Certificate
of Medical Necessity. The CMN can be electronically trans-
mitted and may be signed by the doctor electronically
(electronic signature). Once the doctor has signed the CMN,
the CMN is automatically transmitted to the appropriate
entities (i.e. IDTF, HME Dealer, etc.). The doctor will have
the ability to confirm patient identity through the patient data
transmitted on the CMN as well as via the patient photo-
graph which can be attached on the transmission to the
doctor (and HME Dealer). The doctor can either accept or
reject the test results (and CMN form). To accept the results,
the doctor will sign the form (electronically and/or manu-
ally) and will transmit the completed CMN form (electroni-
cally and/or manually) to the appropriate entitie(s) (HME
Dealer). To reject the results or CMN the doctor will select
the appropriate entry digitally or manually and will notify
the appropriate entities(s) (HME Dealer, IDTF). If any
discrepancies are found in the patient data record or patient
results that the doctor does not agree with, the doctor will
have the ability to reject the results and indicate and describe
the appropriate reason(s). If the IDTF is contacted by the
doctor and fraud is detected, the appropriate authorities will
be contacted.

[0040] Tt is important to note that the CMN forms and test
results are un-alterable.

[0041] Although the current system has been developed
specifically related to pulse oximeter readings and unique
patient identification, the applicability of this system is far
reaching. This system has utility as related to any home
healthcare and/or remote patient monitoring system (fetal
monitoring, OSA (Obstructive Sleep Apnea: www.sleep-
solutions.com) studies, etc.) as this system provides a way to
specifically identify an individual patient with the results
and readings being recorded and submitted. This system
provides a data trail and unique signature to allow any type
of home healthcare procedure to specifically identify the
appropriate individual with their readings. The system can
be set to work in relation in prescreening studies for OSA.
Alternative equipment may also be incorporated into this
system for additional testing such as a thermistor which
could be used for OSA prescreening.

[0042] While the disclosure is susceptible to various modi-
fications and alternative forms, specific exemplary embodi-
ments thereof have been shown by way of example in the
drawings and have herein been described in detail. It should
be understood, however, that there is no intent to limit the
disclosure to the particular forms disclosed, but on the
contrary, the intention is to cover all modifications, equiva-
lents, and alternatives falling within the spirit and scope of
the disclosure as defined by the appended claims.

[0043] There is a plurality of advantages of the present
invention arising from the various features of the patient
identification system and associated method described
herein. It will be noted that alternative embodiments of the
patient identification system and associated method of the
present invention may not include all of the features
described yet still benefit from at least some of the advan-
tages of such features. Those of ordinary skill in the art may
readily devise their own implementations of a patient iden-
tification system and associated method that incorporate one
or more of the features of the present invention and fall
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within the spirit and scope of the present invention as
defined by the appended claims.

What is claimed is:
1. A patient identification device comprising

a first biometric sensor configured to sense biometric data
from a patient’s finger,

a second biometric sensor,

a processor coupled to the first and second biometric
sensors and configured to receive signals from the first
and second sensors, and

an identifier coupled to the second sensor, the identifier
projecting an identification code.

2. The device of claim 1, wherein the identifier is con-
figured to display an alphanumeric code.

3. The device of claim 2, wherein the identifier comprises
one selected from an LCD and an LED.

4. The device of claim 1, wherein the processor is
configured to display a random code on the identifier.

5. The device of claim 1, further comprising a camera
coupled to the processor.

6. The device of claim 5, wherein the processor is
configured to store photographs taken by the camera.

7. The device of claim 1, wherein the second biometric
sensor is configured to sense the heart rate of the patient.

8. The device of claim 1, wherein the second biometric
sensor is configured to sense one biometric quality selected
from the group consisting of a retinal scan, voice recogni-
tion, facial recognition, pulse oximetry, and a fingerprint.

9. The device of claim 1, wherein the first biometric
sensor is configured to sense the pulse oximetry of a patient.

10. A patient identification device comprising

a first biometric sensor configured to sense biometric data
from a patient’s finger,

a second biometric sensor configured to sense biometric
data from the patient at a position remote from the
patient’s finger,

a processor coupled to the first and second biometric
sensors and configured to receive signals from the first
and second sensors and compare the signals, and

a storage device coupled to the processor for storing data
from the first and second sensors.
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11. The device of claim 10, further comprising an iden-
tifier coupled to the second sensor, the identifier providing
data for storage in the storage device.

12. The device of claim 11, wherein the identifier displays
an alphanumeric code randomly generated by the processor.

13. The device of claim 12, further comprising a camera
for photographing the identifier when it is attached to the
patient and displaying the alphanumeric code.

14. The device of claim 10, wherein the first and second
sensors are configured to simultaneously monitor the heart
rate of the patient.

15. The device of claim 10, wherein the first and second
sensors are configured to simultaneously monitor the same
biometric characteristic of the patient.

16. A patient identification device comprising

a first biometric sensor configured to sense biometric data
from a patient’s finger,

a second biometric sensor configured to sense biometric
data from the patient at a location remote from the
patient’s finger,

a portable processor configured to be coupled to the first
and second biometric sensors and configured to receive
and store signals from the first and second sensors.

17. The device of claim 16, wherein the portable proces-
sor comprises a personal digital assistant.

18. The device of claim 16, wherein the portable proces-
sor comprises a camera.

19. The device of claim 16, wherein the portable proces-
sor is configured to communicate electronically with a
central repository.

20. The device of claim 16, further comprising an iden-
tifier configured to be coupled to one of the first and second
sensors.

21. The device of claim 20, wherein the identifier is a
display for displaying an alphanumeric code randomly gen-
erated by the portable processor.

22. The device of claim 16, wherein the first sensor senses
the pulse oximetry of the patient.

23. The device of claim 16, wherein the first and second
sensors are configured to simultaneously sense the same
biometric characteristic of the patient.
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