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that simplifies the connectivity of medical diagnostic devices
to the portable computers in electronic medical record sys-
tems (EMR’s). The appliance utilizes location support hard-
ware and software to locate and map various tagged assets
within the existing environment. The appliance automatically
determines the proximity of nearby portable assets and com-
puting devices, and creates network connection to each. Data
obtained from a diagnostic device connected to the appliance
is buffered and transmitted to portable computing devices
connected to the appliance. Using specific IP addressing,
support teams can connect to the appliance to diagnose and
correct problems remotely using a local area network, wide
area network or the Internet. A video port for remotely con-
trolled video display and for local data acquisition is
included. Location data from the appliance can be utilized in
improving billing algorithms and workflow analysis. Asset
management and location mapping of resources are also sup-
ported.
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1
NETWORKED INTERFACE APPLIANCE FOR
IMPROVED MEDICAL DEVICE
INTEGRATION AND PHYSICIAN
WORKFLOW

TECHNICAL FIELD

This invention generally relates to improving medical
workflow efficiency and asset management in medical ser-
vice delivery.

BACKGROUND

The medical services industry has sought for several years
to utilize technology to improve medical workflow efficiency.
Specifically, physicians desire to transition from paper based
records to electronic health record systems. At the same time,
diagnostic devices are being enhanced to include digital tech-
nology and to provide digital communication interfaces for
communication with external information systems.

Unfortunately, it has been difficult to achieve the ultimate
goal of combining the existing devices and documentation
systems into a single integrated system. This ultimate objec-
tiveis frustrated by a number of factors. Firstly, PC’s typically
have a limited input/output capability, that is, a limited num-
ber of ports of various types required. Laptops and tablet or
palmtop computers are often limited in their connections.
Furthermore, PC’s typically do not have the appropriate soft-
ware (application software as well as operating system soft-
ware and device drivers) needed to communicate with the
wide variety of medical devices that are in common use.
Furthermore, even if there was a PC configured to overcome
these problems, the end user would be required to deal with a
jumble of wires and interconnections to properly connect to
the equipment relating to a particular patient. This is a par-
ticularly problematic issue if the PC is a mobile device,
intended to travel with the medical professional, in which
case the required connections and disconnections become a
major inconvenience.

One approach to avoid the inconveniences just mentioned
is to use networked communications. In the current state of
the art, there are a wide variety of network adapters that canbe
used to connect multiple medical devices to a network so that
data may be exchanged with electronic medical records sys-
tems. However, configuration of those network devices is
complicated and requires significant technical support. The
configurations are generally static in nature (for example, a
specific serial port adapter is mapped to a static I[P address,
and then that static IP address is monitored by a PC to com-
municate with the device). When medical devices, computers
and personnel move around in the healthcare organization,
these static relationships need to be reconfigured, resulting in
inconvenience to patients and healthcare providers.

Networking errors are common when using static IP
addressing, and in a medical environment, those errors can be
life threatening. Consider, for example, two ECG devices in
different examination rooms, connected to a common net-
work. A healthcare professional configuring a computer to
monitor a patient (e.g., a mobile computer connected to the
network via wireless network) will have no easy basis to
determine which ECG is associated with a given [P address.
Although the user could be presented with a list of ECG
devices on the network, the time and energy spent in selecting
the correct choice slows the workflow, and there is a risk that
the wrong ECG device is selected, which can lead to a mis-
diagnosis and other threats to the patient. What is needed is a
device that resolves these issues, provides interfaces to many
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types of medical devices and can automatically establish the
correct network connections between those medical devices
and the appropriate computers and applications in a dynamic,
mobile environment.

In addition to the inefficiencies in device integration, there
also exists a level of inefficiency in the medical arena with
respect to asset management and workflow for medical and
ancillary staff. Understanding the real time locations of phy-
sicians, nurses, staff, patients, devices, and other high value
entities would provide tremendous immediate improvement
in workflow. In addition to on-the-spot locating abilities, the
ability to analyze patterns and problems using long term data
for these mobile entities in the office could prove extremely
valuable to making medical care more productive, efficient,
reliable, safe, and profitable.

SUMMARY OF THE INVENTION

The networked interface appliance, and the system in
which it is used, addresses the above needs.

In accordance with one aspect, the invention features an
interface appliance which interconnects with a statically
interfaced device and a dynamically interfaced devices within
a specified area (such as an exam room). The statically inter-
faced device (such as medical diagnostic devices like electro-
cardiograms (ECG), spirometers, blood pressure meters,
x-ray and video equipment) interfaces with the appliance
using existing interface technologies such as Universal Serial
Bus (USB) ports, serial ports, infrared, BLUETOOTH®,
including IEEE 802.15, or other interface methodologies.
The dynamically interfaced device (such as a portable com-
puter being used by physicians to receive data from or control
diagnostic equipment, or mobile diagnostic equipment) intet-
faces with the appliance using an internet protocol network.
To establish this internet protocol network connection, a bea-
con signal is transmitted between the dynamically interfaced
device and interface appliance, which includes an identifier
unique to the transmitting device. A beacon listener receives
the beacon signal, and when a beacon signal is detected, the
identifier in the wireless beacon signal is used to establish
communication between the interface appliance and the
dynamically interfaced device over the internet protocol net-
work, thereafter allowing the interface appliance to commu-
nicate with the dynamically interfaced device.

In specific embodiments, the beacon signal is transmitted
by the interface appliance, and received by the dynamically
interfaced device, and the dynamically interfaced device
establishes communication with the interface appliance by
transmitting a broadcast message over the internet protocol
network, the message incorporating the identifier received
from the wireless beacon signal and the internet protocol
address of the dynamically interfaced device. The interface
appliance receives this broadcast message, and upon identi-
fying that its own identifier is included within the broadcast
message, responds with a handshake message to the internet
protocol address that originated the broadcast message, so
that the interface appliance and the dynamically interfaced
device thereafter possess each other’s internet protocol
addresses for future communication.

In an alternative embodiment, the beacon signal is trans-
mitted by the dynamically interfaced device, and received by
the interface appliance, the broadcast message is transmitted
by the interface appliance, and the handshake message is
transmitted by the dynamically interfaced device. In this
embodiment, the handshake message may further identify the
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attributes of the dynamically interfaced device, enabling the
interface appliance to identify possible future communica-
tions.

In one specific implementation, the dynamically interfaced
device is a PC, mobile computer, palmtop, laptop, or other
mobile computing device, utilizing medical diagnostic or
record software, and the interface appliance includes inter-
faces to various medical diagnostic equipment, such that the
medical diagnostic or record software may connect to and
receive data from the diagnostic equipment as part of analyz-
ing a patient’s condition and/or developing a patient care
record. Furthermore, the medical diagnostic or record soft-
ware may control the diagnostic equipment via the interface
appliance. In such applications, the interface appliance may
also act as a data buffer, using memory within the interface
appliance to buffer data received from the medical diagnostic
equipment for transmission to the dynamically interfaced
device over the internet protocol network, thus improving the
reliability of the medical data.

In further implementations, the dynamically interfaced
device may be a medical diagnostic device coupled to the
Internet protocol network (such as a portable X-ray or por-
table ECG), and the interface appliance interfaces to the
medical diagnostic device to facilitate communication
between the medical diagnostic device and other dynamically
interfaced devices which connect to the interface appliance in
the manner described above. It is also possible that the
dynamically interfaced devices interface with each other via
the Internet protocol network.

The interface appliance may furtherinclude a storage inter-
face for connection to removable storage devices such as
secure digital cards (SD cards), flash memory cards, USB
flash memory drives, and memory sticks. Data within the
storage devices connected to the interface appliance may be
made available to dynamically interfaced devices connected
thereto. The interface appliance may further use such storage
devices to store data received from dynamically and statically
interfaced devices for later use.

In the detailed embodiment described below, the interface
appliance utilizes an operating system permitting remote
access to data from and control of dynamically and statically
interfaced devices connected to the interface appliance. In
addition, the interface appliance permits access to internal
functions thereof via the internet protocol network, facilitat-
ing remote support and maintenance. In a related functional-
ity, the interface appliance operating system may include a
diagnostic routine for detecting malfunctions of the interface
appliance or of devices interfaced thereto, and generating
messages over the internet protocol network in the event of
detection of such malfunctions.

In the specific embodiment described herein, the wireless
beacon signal comprises a combined radio frequency and
ultrasonic signal, such as the combined radio frequency and
ultrasonic signaling used in the Cricket technology developed
at the Massachusetts Institute of Technology. In this embodi-
ment, the dynamically interfaced device and/or the interface
appliance utilizes a Cricket listener for identifying nearby
beacons and the proximity thereof to the listener. In the event
the proximity between the beacon and listener is known, as
can be achieved using the Cricket technology, the interface
appliance may establish communication with dynamically
interfaced devices which meet a certain proximity criterion,
such those devices closer than a predetermined distance from
the interface appliance.

In a further embodiment, managed assets (such as valuable
portable devices, personnel such as medical staff and physi-
cians, and customers or patients) are identified by the inter-
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face appliance or by a mobile computing device through the
use of wireless beacon signals. For example, such assets may
generate wireless beacon signals with unique identifiers,
received by the interface appliance. The interface appliance
may deliver the identifiers received from the additional man-
aged assets to an asset tracking database. If the asset tracking
database receives identifiers from plural interface appliances
at plural locations, and each interface appliance is associated
with its location, the asset tracking database can provide real
time tracking of the managed assets. Furthermore, the asset
tracking database may permit analysis of workflow, schedul-
ing, equipment utilization, and intra-office communications,
and be used for service billing and payroll time entry.

Tt will be appreciated that the interface appliance described
above may improve existing electronic medical record sys-
tems, by permitting automatic proximity-based selection and
control of medical diagnostic equipment. A physician or staff
member carrying a portable computing device can be auto-
matically connected to the medical data for a patient upon
entering the patient’s room or approaching the patient, thus
improving efficiency.

Furthermore, the asset management and proximity detec-
tion functions described above may further simplify work-
flow and improve security; for example, a portable computing
device connected with an interface appliance, can detect
through the interface appliance whether a physician or staff
member is in the vicinity of the portable computing device. If
not, the portable computing device may prevent access until a
physician or staff member returns. This can prevent the por-
table computing device from providing access to patient
records to unauthorized persons. Furthermore, because the
portable computing device may verify that the physician or
staff member logged into the device is present in the same
location as the portable computing device, the integrity of the
medical records may be improved, by verifying that the per-
son loggedinto the portable computing device is in its vicinity
during activities conducted under that persons login identity.

In a further embodiment, the interface appliance may pro-
vide a video interface. The interface may be used to deliver
video to the proximity of the appliance, such as television
signals, educational video and organizational news reports.
Further, the video interface may permit the receipt of video
from the proximity of the appliance.

Various features discussed below inrelation to one or more
of the exemplary embodiments may be incorporated into any
of the above-described aspects of the present invention alone
or in any combination. Again, the brief summary presented
above is intended only to familiarize the reader with certain
aspects and contexts of the present invention without limita-
tion to the claimed subject matter.

BRIEF DESCRIPTION OF THE FIGURES

Various features, aspects, and advantages of the present
invention will become better understood when the following
detailed description is read with reference to the accompany-
ing figures in which:

FIG. 1 is block diagram of a medical diagnostic environ-
ment utilizing an interface appliance in the form of a medical
diagnostic gate;

FIGS. 2A-2C are network diagrams illustrating the con-
nectivity of a mobile computing device to a medical diagnos-
tic gate via a network, and illustrating the delivery of'a beacon
signal from the gate to the device and responsive broadcast,
handshake and service request packet exchanges;

FIG. 3A is network diagram illustrating a more complete
implementation of the invention in a medical diagnostic envi-
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ronment, including multiple gate devices for each of several
local areas. multiple PC/mobile computing devices, and mul-
tiple assets (persons, objects), the locations of which are
tracked, in which a mobile asset beacon signal is received by
a listener at a gate;

FIG. 3B illustrates an embodiment in which the mobile
asset provides network-enabled functionality, and initiates a
handshake response of to the broadcast signal issued thereto,
and FIG. 3C illustrates a subsequent service request to the
mobile asset.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

One or more specific embodiments of the present invention
will be described below. In an effort to provide a concise
description of these embodiments, all features of an actual
implementation may not be described in the specification. It
should be appreciated that in the development of any such
actual implementation, as in any engineering or design
project, numerous implementation-specific decisions must be
made to achieve the developers’ specific goals, such as com-
pliance with system-related and business-related constraints,
which may vary from one implementation to another. More-
over, it should be appreciated that such a development effort
might be complex and time consuming, but would neverthe-
less be a routine undertaking of design, fabrication, and
manufacture for those of ordinary skill having the benefit of
this disclosure.

Referring now to FIG. 1, the present invention will be
described in connection with a medical diagnostic environ-
ment, in which the interface appliance forms a medical diag-
nostic gate 10 forming a communications hub for a plurality
of medical diagnostic devices. Gate 10 is a network appliance
built in a hard case enclosure designed to be located on a
desktop, on a wall, within an exam table, or directly interfaced
within a device (such as a vital sign monitor (VSM)). In one
embodiment, this appliance has a Windows compliant pro-
cessor board as its backbone, with necessary onboard hard-
ware for 100 mbps Ethernet connectivity to an Internet pro-
tocol network and 802.11 (a, b, g and/or n) wireless
networking, enabling connectivity to other network con-
nected devices such as a physician PC or other mobile com-
puting device 28, an electronic medical records (EMR) server
36, any network-enabled medical equipment such as an x-ray
22, and the public Internet 30.

Gate 10 includes 4 universal serial bus (USB) ports,
US-232 serial port, Bluetooth® connectivity, and an infra-red
emitter and reader, each to permit connectivity to medical
diagnostic devices, including a scale 14 (e.g., a Seca Model
882, Tanita Model BF-350 or A&D Model UC-321 P con-
nected via wired or wireless infrared communication),
spirometry device 16 (connected via wired communication),
ECG device 18 (connected via wired communication), vital
signs monitor (VSM) 20 (delivering blood pressure, pulse
and temperature signals via wired or wireless infrared com-
munication), a USB camera, and other medical diagnostic or
monitoring equipment connectable via USB, RS-232, Blue-
tooth or infrared. The technology for providing connectivity
to a wide variety of devices in this manner is available in
products sold by the assignee of the present application in its
1Q-mark product line, such as:

1Qvitals Mobile Cart

Midmark IQcart™

Midmark IQclassic™

Midmark IQecg™

Midmark 1Qflex™
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Midmark IQholter™

Midmark IQmanager™

Midmark IQspiro™

Midmark IQstress™

Midmark IQvitals™

Midmark IQvitals™ PC.

Gate 10 further includes a VGA video port and S-video
port, enabling the delivery of video signals to an in-room
monitor (not shown). The outgoing video port on gate 10
allows for display of patient education videos, patient
directed history functions, broadcast television, or office pro-
ductions. EMR server may utilize central software to deter-
mine the most appropriate video imagery for a given patient
situation. Such software will have the capacity to direct the
programs to be displayed locally based on logic that is sen-
sitive to patient age, diagnoses, problem lists, user input,
physician directed video, and other considerations.

Gate 10 further includes a secure digital (SD Card) port, a
flash media card port, and a memory stick port, providing for
storage an retrieval of data, such as data collected from diag-
nostic monitoring devices.

The surface of the cased enclosure of gate 10 includes light
emitting diode lights which display status information
regarding the gate 10, including power status, ‘device con-
nected’, ‘input data stream active’, ‘network linked’ (solid)/
"network transmission active’ (fast blink). The surface of the
gate 10 enclosure may further include a display, such as a
single line alphanumeric display LCD display of 16 charac-
ters or similar. The display may be used to display an identi-
fier of gate 10 to distinguish it from other gates, or for other
status informationuseful when connecting diagnostic devices
to gate 10.

The internal software of gate 10 incorporates an operating
system for managing the functionality of the gate 10. In one
embodiment, this internal software includes an operating sys-
tem (e.g., Windows XP, XP embedded, Vista or Windows CE)
that controls device drivers, memory management, and net-
work functions. When devices are attached to gate 10 via any
one of the various ports (USB, Serial, BLUETOOTH®,
including IEEE 802.15), gate 10 automatically powers up the
device, initiates communications with the external hardware,
and informs the network of the device’s availability at the
specific gate location.

Gate 10 is further equipped with the “Cricket Location
Support System” developed at the Massachusetts Institute of
Technology and documented in U.S. Pat. No. 6,816,437 to
Teller et al. and assigned to the Massachusetts Institute of
Technology, the entirety of which is incorporated herein by
reference. Cricket technology is further described in the paper
entitled “The Cricket Location-Support System” by Priyan-
tha, Chakraborty and Balakrishnan, 6<s International Con-
ference on Mobile Computing and Networking (ACM
MOBICOM), Boston, Mass. August 2000 and incorporated
herein in its entirety.

The Cricket technology utilizes a beacon signal compris-
ing a simultaneous pulse of ultrasound and radiofrequency
waves to determine the distance between beacons and listen-
ers with respect to each other. Software, made available from
the Massachusetts Institute of Technology as public domain,
uses a logic algorithm to accurately determine locations of the
beacons through mathematical analysis of the ultrasonic and
radiofrequency signal timing.

The beacon component 24 included in gate 10 periodically
generates a combined ultrasonic/radiofrequency signal to be
utilized in proximity detection by wireless computing devices
such as laptop computer 28, as discussed below with refer-
ence to FIGS. 2A to 2C. Each mobile computing device has a
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USB driven listening device 26 that provides capabilities that
will used to detect beacon signals from nearby gate appli-
ances and initiate the network conversation using either wire-
less or wired network protocols and embedded software as
discussed in further detail below.

The Cricket listening component 26 included in gate 10
periodically detects other beacons 24 that are within the range
of the listener 26. Beacons 24 are attached to assets within the
medical facility such as a portable X-ray 24. Beacons 24
utilize small circuit boards that include controlled ultrasound
and radiofrequency emitters. Cricket circuit boards are cur-
rently publicly available through Crossbow Technology, Inc.,
4145 N. First Street, San Jose, Calif. 95134. This device may
be condensed to smaller size so that it may be attached to, or
carried by, objects or people.

As discussed below, listener component 26 of gate 10
monitor the local environment and relay each discovered
object’s identifier to the internet protocol network. Software
within an asset tracking database server may then, based on a
known location of the gate, plot the location of each object in
a facility map, and store that data for future analysis. Analysis
of each asset’s location on a day to day basis may permit
workflow improvement.

Gate 10 also connects to electronic medical record soft-
ware in an EMR server 36. Specifically, gate 10 periodically
generates internet protocol messages directed to EMR server
36 to notify server 36 that gate 10 is on-line and, optionally, to
notify server 36 of the current capabilities of the diagnostic
equipment connected to gate 10. In one embodiment, after
establishing such communication, gate 10 continuously feeds
data from the diagnostic equipment connected to gate 10, to
EMR server 36 so that EMR server 36 may store this infor-
mation and/or provide a feed of this information to other
destinations such as a mobile computing device 28 being used
by a physician or staff member visiting the patient or moni-
toring the patient from a remote location.

Gate 10 may also connect to EMR server 36 to provide real
time tracking of assets identified as in the vicinity of gate 10.
One asset that can be tracked is a physician or staff person, or
the mobile computing device 28 being carried by a physician
or staff person. In response to a physician, staff member or
mobile computing device entering the vicinity of the gate 10,
EMR server 36 may automatically load a patient’s electronic
record on the mobile computing device 28. Furthermore,
EMR server 36 may evaluate whether a physician or staff
person is in the same room as mobile device 28, to automate
physician/staff log-in to the mobile device 28, or lockout the
mobile device 28 in the event of the absence of authorized
personnel in the vicinity of the wireless computing device.
Furthermore, EMR server may log the time spent by a phy-
sician or staff with a patient for billing purposes, may log
whether there is a ‘witness present” during sensitive exami-
nations requiring a second staff person present, and may
accumulate various additional data to assist with EMR work-
flow analysis (such as patient waiting and scheduling time).
These features may aid in improving physician workflow as
well by providing instruction on current location of patients,
next patient to be seen, etc.

Gate 10, when acquiring medical diagnostic data, serves as
an electronic data buffer for the acquired data. Internal
memory in gate 10 will save the data stream, allowing a
controlled data transmission to a client (mobile computing
device 28, EMR server 36), that is dynamic in response to the
available network speed. Gate 10 can thus improve the data
obtained by the EMR or mobile device 28 from the medical
diagnostic device by improving accuracy and completeness.
Failed data transfers will be stored locally within gate 10 until
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the communication problem is resolved. When communica-
tion is re-established, the gate will continue the transmission
using stored data. Local ports on gate 10, such as the SD slot
or memory stick slot, can be used to back up the data should
the network fail consistently.

Itwill be appreciated that mobile computing device 28 may
operate in a “thin client” mode in which data is delivered to
EMR server, and displays generated at EMR server 36 sum-
marizing that information are presented at mobile device 28,
or mobile computing device 28 may operate in a “thick client”
mode in which data is delivered from gate 10 directly to
mobile computing device 28 for interpretation and storage
within the portable device 28.

Gate 10 is connectable using secure internet protocol com-
munication 30, to the intranet of the medical facility and/or
(via a router or gateway) to the public Internet. Support staff
32 located within the medical facility’s intranet, or at a remote
location connected the public Internet, may use the gate 10°s
internal internet protocol (IP) address to connect to the opet-
ating system within gate 10, for example in response to a
support telephone call placed by a physician over the physi-
cian’s wireless telephone 34. The operating system of gate 10
supports log-in to the device for diagnosis of malfunctions
and remote correction of internal errors. In addition, the sup-
port staff may also perform firmware and driver downloads to
gate 10 from a remote location. In addition, the device may
perform automatic diagnostics and deliver email or other
Internet-compatible messages to support team members in
the event of problems, potentially prior to awareness by the
end user.

Referring now to FIG. 2A, the interaction of a mobile
computing device 28 and a gate 10 can be elaborated. Gate 10,
computing device 28 and EMR server 36 are each connected
to an internet protocol network backbone 40. The connection
of gate 10 to network 40 may be wired or wireless, as noted
above. Mobile computing device 28 typically is connected
wirelessly to network 40 and EMR server 36 is typically
connected via 100 Mbps Ethernet to backbone 40.

An interaction of a mobile computing device 28 and gate
10 is initiated by the delivery of a wireless beacon signal from
beacon 24 associated with gate 10 to a listener 26 associated
with mobile computing device 28. Device 28 captures the
beacon identifier from the received beacon signal, and issues
an internet protocol packet including the beacon identifier
and its own identifier. In the event plural beacon signals are
received, the identifier from the nearest beacon (as deter-
mined using the above-referenced Cricket logic) is used. In
the event multiple beacons are seen but at least one beacon
lacks location information, the ambiguity needs to be
resolved. In one embodiment, the identifiers of each of the
beacons (which may be intuitive text names) are presented to
the user for the user to select the desired beacon.

In a thin client implementation of the invention, gate 10
initially delivers all medical diagnostic data to EMR server
36, and mobile computing device receives this data from
EMR server 36 by delivering the internet protocol packet 37
to EMR server 36, so that EMR server 36 may identify mobile
computing device 28 as within the vicinity of gate 10, and
begin delivery of medical diagnostic information received
from gate 10 to mobile computing device 28.

In athick client implementation of the invention, a connec-
tion is established from gate 10 directly to mobile computing
device 28. To accomplish this, mobile computing device 28
must learn the IP address of the gate 10 that issued the beacon
signal. In this case, the internet protocol packet 37 issued by
mobile computing device 28 in FIG. 2A is a broadcast packet,
issued to all nodes on the local network, including gate 10.
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Gate 10, upon receipt of this broadcast packet, responds as
shown in FIG. 2B by delivering a handshake IP packet 38
identifying the gate 10 and its device attributes (i.e., data
streams provided, etc.) This packet is directed to the return
address of the broadcast packet issued by mobile computing
device 28, and as such is returned to mobile computing device
28. When this packet is successfully received in response to a
broadcast message, mobile computing device 28 may
respond by issuing a service request to gate 10 to begin
streaming of medical diagnostic information from gate 10.
Mobile computing device 28 may further issue data access
requests to EMR server 36 to retrieve the medical record for
the patient in the current proximity of gate 10 and to combine
this information with incoming diagnostic data from gate 10
to present on the screen of the mobile computing device.

It will be noted that mobile computing device 28 should
properly handle error conditions such as the receipt of mul-
tiple responses to a broadcast packet, and the receipt of such
responses without the prior transmission of a broadcast
packet. Both conditions indicate an address conflict or other
malfunction which may be notified to the administrator or
otherwise handled appropriately.

Referring now to FIG. 3A, in a more complex implemen-
tation of the invention, the computing environment may
include a plurality of gates 10, 10-1, 10-2, 10-3, each associ-
ated with its own location. Each gate, however, is assigned a
unique identifier and a unique IP address (typically by a
dynamic host configuration protocol (DHCP) server), as a
consequence of which only one gate will respond to a broad-
cast message incorporating a beacon signal. Furthermore,
plural mobile computing devices 28 move about the mobile
computing environment and are dynamically connected with
information regarding particular patients as they enter and
leave the vicinity of those patients.

Additionally, in the embodiment of FIG. 3A, plural assets
42-1, 42-2 and 42-3 are associated with beacons 24, to allow
tracking of the location of those assets. Specifically, the bea-
con 24 attached to an asset 42-1 issues a wireless beacon
signal which, when in range, is received by the listener device
ona gate 10-1. Gate 10-1 responds by originating an IP packet
43 incorporating the beacon identifier. This IP packet 43 is
delivered to an asset tracking database 44 within EMR server
36. Within asset tracking database 44, the gate identifier is
used as an index in a first table 46 associating each gate with
its physical location, and then this physical location is stored
along with the beacon ID for the asset in a second database 48,
so that database 48 accumulates asset tracking data over time,
for use in various ways as discussed above.

It will be noted that assets tracked in the manner described
above, may include networked communications capabilities.
Forexample, a portable x-ray device such as 22 shown in FIG.
1, may incorporate networked communication capability
which may be accessed. In such a circumstance, the packet 43
issued in FIG. 3A may be a broadcast packet, receivable by
the mobile asset 42. If mobile asset 42 includes a networked
communications capability, asset 42 may respond to this
broadcast message by delivering a responsive handshake
message 45 identifying itself and/or its capabilities. Upon
receipt of this responsive message, the gate 10 may then issue
aservice request 47 to the IP address of the asset 42-1 to begin
use of its networked communications capability.

Itwill be appreciated that the functionality described above
for connecting to a mobile asset, may also be implemented in
amobile computing device. Specifically, a mobile computing
device may listen for a beacon signal from an asset, deliver a
responsive broadcast packet 43, receive a reply message 45,
and issue a service request 47. In this manner networked
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communication with diagnostic devices may extend to
devices that do not connect through gate 10 for network
communication.

The invention has been described herein in substantial
detail, however, it is not the Applicant’s intention to be limited
to such details which are presented for illustrative purposes.
Specifically, when introducing elements of the present inven-
tion (E.G., the exemplary embodiments(s) thereof), the
articles “a”, “an”, “the” and “said” are intended to mean that
there are one or more of the elements. The terms “compris-
ing”, “including” and “having” are intended to be inclusive
and mean that there may be additional elements other than the
listed elements.

It will be noted that beacon technology other than Cricket
may be used consistently with the present invention. Specifi-
cally, radiofrequency identification (RF-ID) technology may
be used to generate and detect beacon signals. For example,
RF-ID operating at 438 MHz at a power level less than 50 mW
could be used without substantial interference in a medical
environment, and would provide functionality for identifying
proximity of mobile assets and mobile computing devices to
gates 10 positioned about a medical facility, however, it is
presently believed that Cricket offers advantages in its ability
to measure proximity and in limiting connectivity to line-of-
sight circumstances which may reduce the potential for mak-
ing incorrect connections.

As various changes could be made in the above-described
aspects and exemplary embodiments without departing from
the scope of the invention, it is intended that all matter con-
tained in the above description shall be interpreted as illus-
trative and not in a limiting sense.

What is claimed is:

1. An interface appliance for interconnecting with stati-
cally and

dynamically interfaced devices within a specified area by

the use of a remote beacon listener, the interface appli-
ance comprising:

an interface connector of the type used on personal com-

puters for connection to a statically interfaced device,
an internet protocol network interface,

awireless beacon signal device separate from said internet

protocol network interface, and

a controller,

the wireless beacon signal device configured for transmit-

ting a beacon signal to said remote beacon listener, the
beacon signal including an identifier unique to the wire-
less beacon signal device,

the controller configured for establishing an internet pro-

tocol connection with a dynamically interfaced device
via the internet protocol network interface using the
identifier incorporated into the wireless beacon signal,
and thereafter communicating with the dynamically
interfaced device.

2. The interface appliance of claim 1 wherein said internet
protocol network interface comprises one or more of an Eth-
ernet interface and an 802.11 wireless interface.

3. The interface appliance of claim 1, wherein said stati-
cally interfaced device comprises one or more of:

an electrocardiogram (ECG) device,

a spirometer device,

a blood pressure meter,

a pulse meter,

a temperature meter,

an x-ray device, and video equipment.

4. The interface appliance of claim 1 wherein said interface
connector of the type used on personal computers comprises
one or more of:
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a Universal Serial Bus (USB) port,

an RS-232 serial port,

an infrared port, and

an IEEE 802.1x interface.

5. Theinterface appliance of claim 1, wherein said wireless
beacon signal device is configured for transmitting said bea-
con signal incorporating an identifier unique to said interface
appliance and receiving broadcast messages from a dynami-
cally interfaced device.

6. The interface appliance of claim 5 wherein said internet
protocol network interface is configured for receiving from
said remote beacon listener device a broadcast message over
the internet protocol network, the message incorporating the
identifier included in the wireless beacon signal.

7. The interface appliance of claim 6 wherein said control-
ler is configured for receiving said broadcast message and,
upon recognition of said identifier in said broadcast message,
responding with a handshake message to the internet protocol
address originating said broadcast message, whereby said
dynamically interfaced device and said interface appliance
establish their respective internet protocol addresses for
future communication.

8. The interface appliance of claim 1 wherein said dynami-
cally interfaced device is a PC, mobile computer, palmtop,
laptop, or other mobile computing device configured for
executing medical diagnostic software, said interface appli-
ance configured for supplying information received from said
statically interfaced device to medical diagnostic software.

9. The interface appliance of claim 1 further comprising
memory, wherein the interface appliance is configured for
buffering data received from said statically interfaced device
into said memory for subsequent transmission to said
dynamically interfaced device over the internet protocol net-
work.

10. The interface of claim 1 wherein said dynamically
interfaced device is a PC, mobile computer, palmtop, laptop
or other mobile computing device configured for executing
medical diagnostic software, said interface appliance for-
warding commands received from said medical diagnostic
software to said statically interfaced device.

11. The interface of claim 1 wherein said dynamically
interfaced device is a medical diagnostic device coupled to
said internet protocol network, said interface appliance con-
figured for interfacing to said medical diagnostic device via
said internet protocol network to facilitate communication
between the medical diagnostic device and other dynamically
interfaced devices.

12. The interface appliance of claim 1 further comprising a
storage interface configured for connection to a removable
storage device.

13. The interface appliance of claim 12 wherein said
removable storage device comprises one or more of a secure
digital card (SD card), flash memory card, USB flash memory
drive, and memory stick media.

14. The interface appliance of claim 12 wherein said con-
troller is configured for storing data from the removable stor-
age device to said dynamically interfaced device.

15. The interface appliance of claim 14 wherein said con-
troller is configured for storing data received from said
dynamically or statically interfaced devices in said removable
storage device.
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16. The interface appliance of claim 1, wherein said con-
troller is configured for implementing an operating system
permitting remote access thereto via said internet protocol
network.

17. The interface appliance of claim 16 wherein said opet-
ating system comprises instructions to permit remote support
and maintenance of said interface appliance via said internet
protocol network.

18. The interface appliance of claim 1 wherein said con-
troller performs is configured for performing a diagnostic
routine for detecting malfunction ofthe interface appliance or
of devices interfaced thereto, said diagnostic routine gener-
ating messages over the internet protocol network in the event
of detection of a malfunction.

19. The interface appliance of claim 1 wherein said wire-
less beacon signal device is configured for transmitting a
beacon signal which comprises a radio frequency and an
ultrasonic signal.

20. The interface appliance of claim 19 wherein said wire-
less beacon signal device is configured for utilizing Cricket
signaling.

21. The interface appliance of claim 1 wherein said con-
troller is configured for establishing communication with a
dynamically interfaced device which meets a certain proxim-
ity criterion.

22. An interface appliance for interconnecting with stati-
cally and dynamically interfaced devices within a specified
area by the use of a beacon signal, the interface appliance
comprising:

an internet protocol network interface,

a wireless beacon listener device separate from said inter-

net protocol network interface, and

a controller,

the wireless beacon listener device configured for receiv-

ing a beacon signal from a remote beacon signal device,
the beacon signal incorporating an identifier unique to a
dynamically interfaced device,

the controller configured for generating an internet proto-

col message via the internet protocol network interface
using the identifier incorporated into the wireless beacon
signal.

23. The interface appliance of claim 22 wherein said con-
troller is configured for transmitting a message over said
internet protocol network including said identifier, the mes-
sage indicating the dynamically interfaced device is located
in the vicinity of the interface appliance.

24. The interface appliance of claim 22 wherein said wire-
less beacon signal device is configured for transmitting bea-
con signals having unique identifiers, the interface appliance
configured for storing identifiers received from the additional
managed assets in an asset tracking database.

25. The interface appliance of claim 24 wherein said inter-
face appliance is configured for storing identifiers from one or
more of: valuable portable devices, personnel such as medical
staff and physicians, customers or patients.

26. The interface appliance of claim 23 wherein said wire-
less beacon signal device is configured for transmitting a
beacon signal which comprises a radio frequency and an
ultrasonic signal.

27. The interface appliance of claim 26 wherein said wire-
less beacon listener device is configured for utilizing Cricket
signaling.
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