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7) ABSTRACT

A system, device and method are provided for monitoring
parameters, comprising a wireless mobile monitoring device
including an array of sensors; and a medical center server
enabled to remotely reconfigure the functioning of the
monitoring device. In some embodiments the system may be
remotely customized by the server. The array of sensors may
include one or more physiological sensors and/or one or
more environmental sensors. The monitoring device may
function in keeper mode, extended mode, and/or emergency
mode, and may enable measurement of one or more selected
parameters continuously and/or intermittently. In some
embodiments the communications between the monitoring
device and the medical center are encrypted and/or authen-
ticated.
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WEARABLE DEVICE, SYSTEM AND METHOD
FOR MONITORING PHYSIOLOGICAL AND/OR
ENVIRONMENTAL PARAMETERS

FIELD OF THE INVENTION

[0001] The present invention relates to wearable devices,
systems and methods for monitoring physiological and/or
environmental parameters, and to communication devices,
systems and methods for monitoring selected physiological
and/or environmental parameters by the wearable devices,
remotely responding to monitored parameters, and remotely
updating the wearable devices.

BACKGROUND OF THE INVENTION

[0002] Continuously monitoring a patient’s physiological
condition generally requires the patient’s hospitalization,
usually at great cost, especially where long term monitoring
is required. In certain situations it is possible to monitor the
physiology of patients who are physically outside of the
hospital using wearable monitoring devices.

[0003] There are, for example, wrist-worn devices that
typically record a patient’s physiological data, such as the
patient’s ECG, during a predetermined recording time.
These devices may include event recorders that may capture
a patient’s physiological data during a physiological
“event”, such as a cardiac arrhythmia or an episode of
patient discomfort. The event recording may be activated
manually by the patient or automatically by when predefined
event criteria are met.

[0004] Wrist-worn devices typically require that a patient
return to a medical center periodically or remotely commu-
nicate with a medical center in order to transfer the recorded
data for analysis, interpretation and/or treatment by medical
staff.

SUMMARY OF THE INVENTION

[0005] A system, device and method are provided for
monitoring parameters. According to some embodiments of
the present invention, the monitoring system may include a
wireless mobile monitoring device including an array of
sensors; and a medical center server enabled to remotely
reconfigure the functioning of the monitoring device. In
some embodiments the system may be remotely customized
by said server. The array of sensors may include one or more
physiological sensors and/or one or more environmental
sensors. The monitoring device may perform one or more
functions, including selected from the group consisting of
measuring parameters, transmitting parameter data, process-
ing parameter data, analyzing parameter data, initiating
device actions, updating parameter settings, providing warn-
ings, and providing instructions. The monitoring device may
function in keeper mode, extended mode, and/or emergency
mode, and may enable measurement of one or more selected
parameters continuously and/or intermittently. In some
embodiments the communications between the monitoring
device and the medical center are encrypted and/or authen-
ticated.

[0006] According to some embodiments of the present
invention, a device for monitoring of parameters is provided,
the device including an array of sensors, each sensor having
a sensor controller; and a main controller to enable recon-
figuration of the sensor controllers by commands received
from a remote server.
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[0007] According to some embodiments of the present
invention, a method is provided for remotely reconfiguring
a monitoring device, the method comprising transmitting
commands to a wireless monitoring device, from a medical
center server, to remotely reconfigure settings of the device;
and reconfiguring settings of the device, by a main controller
in the wireless monitoring device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The principles and operation of the system, appa-
ratus, and method according to the present invention may be
better understood with reference to the drawings, and the
following description, it being understood that these draw-
ings are given for illustrative purposes only and are not
meant to be limiting, wherein:

[0009] FIG. 1 is a schematic illustration of a medical
monitoring system according to some exemplary embodi-
ments of the present invention;

[0010] FIGS.2A,2B, and 2C are schematic illustrations of
external top, bottom, and side view layouts, respectively, of
a wearable device according to some exemplary embodi-
ments of the present invention;

[0011] FIG. 3 is a schematic illustration depicting an
internal layout of a wearable device according to some
embodiments of the present invention;

[0012] FIG. 4 is a schematic flow-chart illustrating a
method of wirelessly updating diagnostic ranges of a wear-
able device according to some exemplary embodiments of
the present invention; and

[0013] FIG. 5 is a schematic flow-chart illustrating a
method of wirelessly requesting data for selected physi-
ological and/or environmental parameters from a wearable
device, according to some exemplary embodiments of the
present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0014] The subject matter regarded as the invention is
particularly pointed out and distinctly claimed in the con-
cluding portion of the specification. Embodiments of the
invention, however, both as to organization and method of
operation, together with objects, features and advantages
thereof, may best be understood by reference to the follow-
ing detailed description when read with the accompanying
drawings.

[0015] Tt will be appreciated that for simplicity and clarity
of illustration, elements shown in the figures have not
necessarily been drawn to scale. For example, the dimen-
sions of some of the elements may be exaggerated relative
to other elements for clarity. Further, where considered
appropriate, reference numerals may be repeated among the
figures to indicate corresponding or analogous elements.

[0016] Inthe following description, various aspects of the
invention will be described. For purposes of explanation,
specific configurations and details are set forth in order to
provide a thorough understanding of the invention. How-
ever, it will also be apparent to one skilled in the art that the
invention may be practiced without the specific details
presented herein. Furthermore, well-known features may be
omitted or simplified in order not to obscure the invention.
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[0017] Unless specifically stated otherwise, as apparent
from the following discussions, it is appreciated that
throughout the specification discussions utilizing terms such
as “processing,”“‘computing,” calculating,”“determining,”
or the like, refer to the action and/or processes of a computer
or computing system, or to a similar electronic computing
device, that manipulates and/or transforms data represented
as physical, such as electronic quantities within the com-
puting system’s registers and/or memories into other data
similarly represented as physical quantities within the com-
puting system’s memoties, registers or other such informa-
tion storage, transmission or display devices.

[0018] The processes and displays presented herein are not
inherently related to any particular apparatus. Various gen-
eral-purpose systems may be used with programs in accor-
dance with the teachings herein, or it may prove convenient
to construct a more specialized apparatus to perform the
desired method. The desired structure for a variety of these
systems will appear from the description below. In addition,
embodiments of the present invention are not described with
reference to any particular programming language. It will be
appreciated that a variety of programming languages may be
used to implement the teachings of embodiments of the
invention as described herein.

[0019] Tt should be appreciated that according to some
embodiments of the present invention, the method described
below, may be implemented in machine-executable instruc-
tions. These instructions may be used to cause a general-
purpose or special-purpose processor that is programmed
with the instructions to perform the operations described.
Alternatively, the operations may be performed by specific
hardware that may contain hardwired logic for performing
the operations, or by any combination of programmed
computer components and custom hardware components.

[0020] Although the scope of the present invention is not
limited in this respect, the wearable device disclosed herein
may be implemented in any suitable wired or wireless
device that may be a handheld, worn, or other suitable
portable communications device. By way of example, the
wearable devices may include wireless and cellular tele-
phones, smart telephones, personal digital assistants
(PDAs), wrist-worn devices, and other suitable wearable
devices or any parts of them. Alternatively, according to
other embodiments of the present invention, the system and
method disclosed herein may be implemented in computers.

[0021] Embodiments of the present invention are directed
to improved wearable devices, systems, and methods for
monitoring vital parameters. Monitoring, as used hereinaf-
ter, may refer to various functions associated with intelligent
or smart monitoring of one or more parameters associated
with a patient, for example, measuring physiological and/or
environmental parameters, transmitting data, receiving data,
processing, analyzing and/or evaluating data, providing
warnings, advice and/or treatment instructions, updating
monitoring thresholds and/or device functions etc. For
example, some embodiments may enable monitoring of
physiological and/or environmental parameters, sending
alerts to a Medical Center (MC) or to a patient, data
processing of sensed data, and updating device parameters
and/or functions.

[0022] In other embodiments the devices, systems and
methods described below may enable remotely initiating
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measurements, for example, by providing instructions from
a MC to initiate a selected operations or actions by the
wearable device, as is described in detail below. The wear-
able device, according to some embodiments of the present
invention, may be operated in accordance with different
modes of operation, wherein the different modes may be
configured based, for example, on the health conditions of
individual patients. The wearable device, according to other
embodiments of the present invention, may be remotely
requested to take measurements of physiological and/or
environmental parameters, or to initiate other suitable func-
tions. For example, a server associated with a medical center
(MC) may initiate one-time operations, operations that occur
multiple times, permanent operations, temporary operations
etc. Such requests, which may include providing software
updates, may be initiated by the MC in accordance with
previous measurements received from the wearable device.
The request may be done by the MC staff, for example,
medical staff; information technology staff and/or technical/
engineering staff. In other embodiments a device at the MC
may automatically update various parameters in accordance
with pre-configured criteria.

[0023] The wearable device according to some embodi-
ments of the present invention, may independently transfer
a patient’s physiological and/or environmental data to, for
example, a MC, when certain parameters are above or below
predetermined ranges or thresholds that may be defined
according to the particular needs of the patient. In some
embodiments, the wearable device may also transfer the data
to the MC if the parameters are within predetermined
thresholds or ranges. In some embodiments, the MC may
receive, via a communications channel, a patient’s physi-
ological and/or environmental data and additional informa-
tion, such as, for example, the location of the patient,
directly from the wearable device. The MC may remotely
update, for example, the ranges and/or thresholds for deter-
mining the status of vital parameters of an individual patient.
For example, in one embodiment an update may be initiated
at the discretion of staff in the MC, for example, medical,
information technology, engineering or technical staff, etc.,
or automatically by a suitable device and/or programmed
computer, which may include hardware and/or software, at
the MC itself or remotely connected to the MC. The MC
may remotely update operational features, for example,
changing modes of operation, adding new features, updating
the device’s software and/or part thereof, for a wireless
device of an individual patient or for a group of patients.

[0024] In another embodiment a person or persons at the
MC may remotely determine, for example, the need for
measurements and/or updated measurements of physiologi-
cal and/or environmental parameters of an individual user,
or a group of users, at the discretion of the staff at the MC,
or the MC system automatically. In some embodiments the
MC may remotely send messages to the user. In some
embodiments the wearable device may perform the
requested measurement automatically without the user’s
intervention. In some other embodiments, the wearable
device may request the intervention and/or confirmation of
the user before taking measurement(s).

[0025] Reference is now made to FIG. 1, which schemati-
cally illustrates a medical monitoring system 100 in accor-
dance with some exemplary embodiments of the present
invention. Medical monitoring system 100 may include, for
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example, at least one wearable device 105 that may com-
municate with a medical center (MC) server 110. Wearable
device 105 may have a bidirectional communication link
with MC server 110, which may be associated with, for
example, a clinic, hospital, remote center, medical profes-
sional, or any other suitable provider of suitable medical
services. For example, wearable device 105 may communi-
cate with MC server 110 using a serial communication port,
a parallel connection, USB, a modem, network card (e.g.,
ADSL, Cable, satellite) or other data communications tech-
nologies. For example, wearable device 105 may commu-
nicate with MC server 110 using wireless data communica-
tion, for example, using cellular communication (e.g.,
General Packet Radio Service (GPRS)), satellite communi-
cations technology, wireless [LAN technology, infrared tech-
nology, Wireless Fidelity (WiFi), Bluetooth, or other suit-
able wireless communications technologies. Data may be
transferred between wearable device 105 and MC server 110
using the above or other suitable means.

[0026] The communication may be performed over a
computer network, for example, the Internet or a local area
network (LAN), etc. There may be a plurality of bidirec-
tional and/or uni-directional communication channels
between MC server 110 and wearable device 105, and there
may be a plurality of medical centers (MC), MC servers 110
and/or wearable devices 105.

[0027] In one embodiment the bi-directional communica-
tion channel between the MC server 110 and wearable
device 105 is a Short Message Service (SMS) channel that
may enable communication of data via SMS transceiver 115
to and/or from the wearable device 105, via a cellular
communications network. The SMS channel may enable
transmission of messages from wearable device 105 to MC
server 110, via SMS transceiver 115. In one embodiment the
bi-directional communication channel between the MC
server 110 and wearable device 105 is an Internet Protocol
(IP) based channel, that may enable communication of data
via Internet server 120, for example, using File Transfer
Protocol (FTP) or other suitable data transfer protocols. In
some embodiments a combination of communication net-
works may be used. For example, if the SMS channel is not
available and/or not chosen by the wearable device 105,
wearable device 105 may communicate with MC server 110
using FTP. In other embodiments wearable device 105 may
communicate with MC server 110 using, for example, SMS
and Internet communications. In some embodiments wear-
able device 105 may communicate with MC server 110, via
a Web interface, for example, a Website, where data, com-
mands, and/or requests etc. may be entered and/or received
by wearable device 105 and/or MC server 110.

[0028] In one embodiment the bidirectional communica-
tion channel between the MC server 110 and wearable
device 105 may utilize TCP/IP protocol. In one embodiment
a File Transfer Protocol (FTP) may be used to upload
physiological data of the patient, e.g., sensed measurement
data, from wearable device 105 to MC server 110, and to
download data such as updates to software modules from
MC server 110 to wearable device 105. Usage of FTP or any
other suitable protocol may require the wearable device 105
to logon as an FTP client to the Internet server 120.

[0029] In some embodiments a voice channel, as
described below, may be used to enable the staff at MC
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server 110, or a device or suitable software and/or hardware
associated with the MC server 100, to communicate with the
patient who is using wearable device 105 and/or to enable
the patient using wearable device 105 to communicate with
the staff of MC server 110 or the MC server 110 itself.

[0030] Reference is now made to FIGS. 2A, 2B, and 2C
which schematically illustrate external top, bottom, and side
view layouts, respectively, of a wearable device 105 in
accordance with some exemplary embodiments of the
present invention. Wearable device 105 may include, for
example, input conponents such as functional buttons 112
and 114 for inputting data or commands to operate wearable
device 105. Wearable device 105 may include, for example,
emergency buttons 116 and 118 that may be used to manu-
ally initiate an emergency mode (e.g., by pressing them
together or pressing one of them), and an On/Off button 125
to switch wearable device 105 on or off. The On/Off button
125 may be unified with any of the other buttons, for
example functional buttons 112 and 114. Wearable device
105 may include one or more electrodes, for example, an
ECGRA (Right Arm) finger electrode 122, an ECG LA (Left
Arm) wrist electrode 124 (FIG. 2B), and an ECG REF
(Reference) wrist electrode 126 (shown in FIG. 2C). Elec-
trodes 122 and 124 may be located in any suitable location
or locations on wearable device 105. For example, electrode
124 may be located on the top side of wearable device 105.
In some embodiments the ECG REF. Wrist electrode 126
may be located at any suitable location in the inner side of
wearable device 105 or on the inner side of strap 144.
Wearable device 105 may be worn on a patient’s left or right
hand or arm, e.g., on the wrist, or on the left or right foot or
leg, e.g., on the ankle, and the various comporents may be
appropriately located to enable measuring of parameters
whether on the left and/or right hand and/or arm and/or foot
and/or leg.

[0031] In some embodiments ECG electrodes 124 and/or
126 may be used to sense the ECG of the patient, by, for
example, performing ECG measurements when the patient
touches finger electrode 122 with his/her finger. In addition,
wearable device 105 may include a blood oxygen saturation
level (SpQ,) transceiver 128 to measure the level of the
oxygen in the patient’s blood, a pulse transceiver 130
(shown in FIG. 2B) to measure the patient’s pulse, and/or a
microphone 132 that may be used to enable the patient’s
voice to be input, and optionally converted to electronic
impulses for electronic communication. Blood oxygen level
(SpO,) transceiver 128 may be incorporated, for example, in
the ECG RA finger electrode 122 and/or may be a separate
sensor. Blood oxygen level (SpO,) transceiver 128 may be
located in a suitable location, for example, in the inner side
of the strap 144. In some embodiments wearable device 105
may include a pulse transceiver or sensor 129 located in a
suitable position in wearable device 105. In some embodi-
ments, wearable device 105 may include one or more
transceivers, electrodes, or sensors to enable measurement
of physiological data including, for example, blood pressure
data, skin temperature data, respiration data, cardio imped-
ance data, blood sugar or glucose level, and/or other suitable
data. In some embodiments, wearable device 105 may
include one or more transceivers, electrodes, or sensors to
enable measurement of environmental data including, for
example, external temperature data, air humidity data, air
pollution data, and/or other suitable data. Other suitable
sensors, detectors, devices etc. may be used.
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[0032] Wearable device 105 may include a speaker 136 to
enable a patient to receive audio signals, for example voice
communication, from MC server 110. When wearable
device 105 is operated in a continuous mode of operation,
wearable device 105 may, for example, continuously or
according to a pre-defined schedule, read the pulse of the
patient, using pulse transceiver 130. The location of pulse
transceiver 130 within wearable device 105 may be appro-
priately positioned to enable sensing of the pulse of the
patient. Pulse transceiver 130 may be incorporated within
electrode 124 or may be separate from electrode 124. An
indication of the pulse of the patient and/or other parameters
may be presented on the display area 134 of wearable device
105. The pulse and/or other parameters may also be trans-
ferred to the MC server 110. Other sensor mechanisms may
be used.

[0033] Display area 134 may display additional informa-
tion such as, for example, medical parameters of the patient,
messages received from a MC, operational instructions, date
and time, parameters that are related to functional elements
of wearable device 105 etc. Display area 134 may be, for
example, a color display and/or a monochromatic display
and may have any desired resolution, depending on the type
of data to be displayed. In some embodiments, display area
134 may include an interactive display, for example, a touch
sensitive display. Display area 134 may display any com-
bination of alphanumeric characters, and/or text and/or
two-dimensional and/or three-dimensional graphics and/or
icons.

[0034] Additional elements in wearable device 105 may
include one or more service connectors, for example, a
service connector 138 that may connect the wearable device
105 to external units such as, for example, a computer that
may help provide software updates, testing, technical diag-
nostics etc., a testing unit that may enable testing the
usability of device 105, an external medical device, for
example, to measure blood pressure, ECG etc., an external
display unit, communication unit, for example, a Blue-tooth
chip and circuitry, and/or other suitable external units.
Wearable device 105 may include a charge connector 140
that may be used to connect wearable device 105 to a power
source to enable charging of a battery 142 (FIG. 2B). A
charger connector 140 may be included in service connector
138. Wearable device 105 may include optional strap 144
that may be used to attach wearable device 105 to the wrist
or other location of the patient. Wearable device 105 may
include various other suitable components and/or devices,
which may be implemented using any suitable combination
of elements and components and may incorporate hardware
and/or software.

[0035] In accordance with some embodiments of the
present invention, medical monitoring system 100 may
operate in at least one of keeper mode, extended mode, and
emergency mode, or any other appropriate mode, as
described below.

[0036] The keeper mode may be used as the default mode
of wearable device 105, such that wearable device 105 may
enter this mode when the device is switched on. Other
modes may alternatively be used as the default mode. In the
keeper mode, wearable device 105 may, for example, con-
tinuously or intermittently, read the pulse and/or another
parameters of a patient. In one example of keeper mode
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functioning, wearable device 105 may display parameter
data on display area 134, may alert the patient with a
message on display area 134, and/or may alert the patient
using an audible signal via speaker 136, for example, by
playing back predefined audio signals. In addition, wearable
device 105 may transmit the measured parameters to MC
server 110 for analyses or processing of the measured
parameters, for example, using a FTP channel and/or a SMS
channel. In the event where the staff in MC server 110
determines that the patient’s pulse is abnormal, according to
predetermined criteria or ranges described in detail below,
wearable device 105 may alert the patient.

[0037] According to some embodiments of the present
invention wearable device 105 itself may determine when
one or more parameters are abnormal or, for example, in a
danger range, instead of or in addition to the staff in MC
server 110. According to some embodiments of the present
invention MC server 110 may automatically determine when
one or more parameters are abnormal or, for example, in a
danger range, instead of or in addition to the staff in MC
server 110. Additionally, wearable device 105 may send a
warning message to MC server 110, using, for example, the
SMS channel, FTP channel etc. When wearable device 105
is operated in keeper mode, parameters such as pulse, SpO,,
and ECG may be monitored continuously and/or at selected
intervals, for example, every twelve hours.

[0038] Inthe extended mode, wearable device 105 may be
set to perform operations according to a pre-defined sched-
ule, for example, to periodically measure oxygen levels in
the patient’s blood (Sp02) and/or ECG. In this mode,
wearable device 105 may display parameter data on display
area 134, may alert the patient with a message on display
area 134, and/or may alert the patient using an audible signal
via speaker 136, for example, by plaving back predefined
audio signals. In addition, wearable device 105 may transmit
the measured parameters and/or results from analyses or
processing of the measured parameters, to MC server 110,
for example, using FTP channel and/or SMS channel. When
wearable device 105 is operated in extended mode, vital
signs such as pulse, SpO2, and ECG, may be monitored, for
example, five times a day by default (e.g., the default may
be at shorter or longer intervals, as required). If the staff at
MC server 110 or the MC server 110 detect, for example,
that the heart rate, oxygen level in the blood, and/or ECG
records and/or other data are abnormal (e.g., according to
pre-defined criteria or ranges as discussed below), wearable
device 105 may alert the patient by providing output signals
in the display area 134 or via speaker 136. Additionally or
alternatively, wearable device 105 may send a message to
MC server 110, or to another destination, for example, using
the FTP channel.

[0039] Inemergency mode a patient may initiate operation
of the medical monitoring system 100 by pressing, for
example, any of the emergency buttons 116 or 118. When
operating in emergency mode, wearable device 105 may
send emergency messages to MC server 110 or to another
destination using, for example, the FTP channel. Emergency
messages may additionally or alternatively be sent to MC
server 110 or to another destination via the SMS channel, for
example, in cases where the FTP channel is not available. In
addition, when entering an emergency mode, measurement
of SpO2 level, ECG level, and/or additional suitable param-
eters may be initiated. The staff of MC server 110 or the MC
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server 110 itself may initiate a call to the patient of wearable
device 105, or may send a message etc.

[0040] According to some embodiments of the present
invention, software or device program updates (referred to
herein as “software updates”) may be implemented to enable
individualized adaptation of operation parameters of device
105. Customizable software updates may include, for
example, customizing one or more modes of operation for
each patient, customizing ranges or thresholds for monitor-
ing of an individual patient’s parameters, customizing tim-
ing of parameter measurements, customizing alert functions,
determination of types of measurements to be monitored,
customizing diagnostic ranges, adding new features or soft-
ware improvements, deleting features that are not relevant
for a particular patient’s condition monitoring, customizing
operational modes, correcting software problems, and/or
any other suitable modifications. The customized or indi-
vidualized programs may be programmed directly into wear-
able device 105 using wire based or wireless data commu-
nication, and/or may be remotely transferred to wearable
device 105. In this way the timing parameters or other
aspects of operation of wearable device 105 may be modi-
fied and updated, optionally remotely, by MC server 110, at
the discretion of the MC staff or automatically using pre-
defined criteria. For example, the MC may remotely initiate
a certain mode of operation for wearable device 105, and/or
may remotely change vital parameter ranges, etc., optionally
for each patient individually. Customized or individualized
programs may be programmed directly into a single wear-
able device 105 or into a group of wearable devices 105.

[0041] In accordance with some embodiments of the
present invention, wearable device 105 may be able to
receive SMS messages, for example, from the MC server
110 via the SMS channel. The SMS messages may be
displayed to the patient on display area 134. The SMS
messages may be selected from a list of pre-defined mes-
sages or written by the staff in MC server 110. SMS
messages may include instructions to perform additional
tests, embedded or attached software updates, instructions to
logon to Internet server 120 for software or device program
updates, alerts and/or instructions for the patient to physi-
cally visit the MC, updated medical parameters or diagnostic
ranges, or any other suitable data.

[0042] In some embodiments of the present invention,
diagnostic ranges of the wearable device 105 may be defined
for an individual patient, to facilitate the monitoring and/or
analysis of the sensed vital signs of wearable device 105. For
example, the MC staff or an automatic procedure or device
connected with the MC server 110 may initiate diagnostic
modifications to help determine a patient’s status, for
example, to enable remote testing of the patient’s vital signs,
and/or to command the medical monitoring system 100 to
operate in desired modes of operation, etc. New ranges,
commands, etc., may be determined for each patient by the
MC staff or by an automatic procedure executed by a device
at the MC, and may be programmed into the wearable device
105 either by wire-based or wireless data communications.

[0043] In accordance with some embodiments of the
present invention, as discussed in detail below, various types
of diagnostic ranges may be defined, for example: a “nor-
mal” range; a “deviation” range; and a “risk” range. The
normal range may be defined as the range of the medical
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parameters of the patient when the patient is in his/her
normal medical condition, for example, as determined by an
initial medical examination, or as according to a later
updated. When measurements are within the normal range,
wearable device 105 may record and store the results, and
may transmit the data to MC server 110, for example, once
a day or in accordance with any suitable preset schedule. The
timing and/or frequency of the communications between
MC server 110 and device 105 may be modified remotely by
MC server 110, or locally by the patient, or by any other
suitable means.

[0044] A deviation range may be defined as the range of
the medical parameters of the patient that are not within the
predefined normal range of the patient. Deviation range may
be higher or lower than normal range, e.g., medical param-
eters that may be above and/or below the range that is
defined as “normal”. For example, if a “normal” range of the
pulse rate of the patient is defined as 50-150 beats per minute
(BPM), and the sensed pulse is higher than 150 BPM or
lower than 50 BPM, the pulse of the patient may be defined
as being in the deviation range. When measurements are
within the deviation range, the wearable device 105 may
alert the patient and/or transmit the measurements to MC
server 110.

[0045] The risk range may be defined as the range where
certain parameter values indicate a condition that may be
potentially dangerous to a particular patient or to a group of
patients. In some embodiments, readings of parameter val-
ues in the risk range may automatically initiate an Emer-
gency mode of operation. When measurements are within
the risk range, the wearable device 105 may alert the patient
and/or may transmit the measurements to MC server 110.

[0046] In accordance with some embodiments of the
present invention, the staff of MC server 110 or the MC
server 110 itself, may execute or perform software updates,
which may include, for example, changes in diagnostic
ranges, feature updates, changes in wearable device opera-
tion, or changes to other functions, for an individual
patient’s device 105 or for a group of devices 105. In some
embodiments software updates may be remotely pro-
grammed into the patient’s wearable device 105.

[0047] Reference is now made to FIG. 3, which is a
schematic illustration of an internal layout of wearable
device 105 in accordance with some exemplary embodi-
ments of the present invention. Wearable device 105 may
include, for example, a main controller 302 to control
wearable device operation. Wearable device 105 may
include an ECG reading controller 304 that may receive
input from, for example, ECG electrodes 122, 124, and/or
126 (also shown in FIGS. 2A, 2B, and 2C, respectively), or
from other sensors or combinations of sensors, and may
generate output signals through main controller 302. Wear-
able device 105 may include a blood oxygen reading con-
troller 306 that may receive input from, for example, SpO2
transceiver 128 and pulse transceiver 130, or from other
sensors or combinations of sensors, and may generate output
signals through main controller 302. Wearable device 105
may include a pulse reading controller 307 that may receive
input from pulse sensor 129, or from other transceivers or
sensors, or combinations of transceivers or sensors, and may
generate suitable output signals through main controller 302.
Wearable device 105 may include additional or alternative
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controllers 305, for example a blood pressure reading con-
troller, blood sugar reading controller, temperature reading
controller, Cardio Impedance (CI) reading controller, etc.,
that may receive input from one or more suitable sensor(s)
127, or from other transceivers or sensors, or combinations
of transceivers or sensors, and may generate suitable output
signals through main controller 302. Wearable device 105
may further include at least one modem 308, to transmit and
receive data to and from MC server 110, for example using
at least one antenna 310. Wearable device 105 may include
one or more of a synchronization module 312, an update
module 314, a memory module 316, and an identification
module 318. Identification module 318, which may be used,
for example, for MC to identify a particular device user, may
include, for example, a Subscriber Identity Module (SIM)
card and/or alternative identification means.

[0048] In some embodiments, main controller 302 may
receive data from input components, for example, data
received from functional buttons 112 and 114, emergency
buttons 116 and 118, On/Off button 125, and/or from other
components, such as service connector 138, charge connec-
tor 140, and battery 142. Main controller 302 may generate
output that may be transferred to output components, for
example, display area 134, modem 308, antenna 310, etc.

[0049] 1In some embodiments, ECG controller 304 may
receive signals indicative of vital signs of the patient from
ECG RA finger electrode 122, ECG LA wrist electrode 124,
and/or ECG REF wrist electrode 126. ECG reading control-
ler 304 may receive data, for example via main controller
302, from functionality buttons 112 and 114, emergency
buttons 116 and 118, or other suitable sources. ECG reading
controller 304 may transfer data, for example, via main
controller 302, to output components, for example, to dis-
play area 134, to speaker 136, to modem 308, etc.

[0050] In some embodiments, Oxygen Level reading con-
troller 306 may receive signals indicative of vital signs
and/or other physiological parameters of the user from
sensor 128 and/or 130. Oxygen Level reading controller 306
may also receive instruction data, for example via main
controller 302, from functionality buttons 112 and 114,
emergency buttons 116 and 118, or other suitable sources.
Oxygen Level reading controller 306 may transfer data, for
example via main controller 302, to output components, for
example display area 134, speaker 136, communications
modem 308 etc.

[0051] Insomeembodiments, Pulse reading controller 307
may receive signals indicative of vital signs and/or other
physiological parameters of the user from sensor 129, or
other suitable transceivers or sensors. Pulse reading control-
ler 307 may receive data, for example via main controller
302, from functionality buttons 112 and 114, emergency
buttons 116 and 118, or other suitable sources. Pulse Level
controller 307 may transfer data, for example via main
controller 302, to output components, for example display
area 134, speaker 136, and communications modem 308 etc.

[0052] In some embodiments, wearable device 105 may
include sensors and controllers to enable measurement and
usage of blood pressure data, skin temperature data, body
temperature data, respiration data, cardio impedance data,
humidity level data and other suitable data. Respective
controllers may receive signals indicative of vital signs
and/or environmental parameters associated with the patient
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from respective sensors. Respective controllers may receive
data, for example via main controller 302, from functionality
buttons 112 and 114, emergency buttons 116 and 118, or
other suitable sources. Respective controllers may transfer
data, for example via main controller 302, to output com-
ponents, for example display area 134, speaker 136, com-
munications modem 308 etc.

[0053] In some embodiments, one or more of main con-
troller 302, ECG reading controller 304, Oxygen level
reading controller 306 and pulse reading controller 307, as
well as other controllers 305, for example blood pressure
reading controller, blood sugar reading controller, tempera-
ture reading controller etc. may be implemented in at least
a single controller or in multiple separate controllers or
combinations of controllers.

[0054] According to some embodiments of the present
invention software updates, for example, including new
values of the diagnostic ranges, may be stored temporarily
in memory 316. Memory 316 may include, for example, one
or more read-only memories (ROM), random access memo-
ries (RAM), electrically programmable read-only memories
(EPROM), electrically erasable and programmable read
only memories (EEPROMs), FLASH memories, magnetic
or optical cards, or any other types of media suitable for
storing electronic instructions and values, or combinations
thereof.

[0055] In accordance with some embodiments of the
present invention, wearable device 105 may start using the
software updates after their validity has been checked. In
other embodiments wearable device 105 may start using the
software updates after rebooting of device 105, after device
105 has been turned off and back on, or after a user’s
approval.

[0056] In accordance with some embodiments of the
present invention, wearable device 105 may start the
required parameter measurement after the validity of the
request has been verified. In other embodiments wearable
device 105 may take the required measurements immedi-
ately upon receipt of such request(s). In other embodiments
wearable device 105 may take the required measuremernts
after a pre-defined interval following receipt of such
request(s).

[0057] After checking the validity of the software update,
in accordance with some embodiments of the present inven-
tion, wearable device 105 may alert MC server 110 that an
update either failed or succeeded. Such an alert may be sent
by a SMS message, or using switched circuit communica-
tion, or by logging in to a computer associated with MC
server 110 and uploading a message, for example, a warning
or success message, and/or by initiating a data transfer,
and/or by any other suitable means as are known in the art.
Such a message or data transfer may be uploaded through
the Internet, through Internet server 120, through the cellular
network, or using any other suitable data communication
mediums as are known in the art.

[0058] In accordance with some embodiments of the
present invention, wearable device 105 may inform the
patient through one or more output components, for example
display area 134 and/or speaker 136, when the update is
completed and/or whether the update was successful or not.

[0059] In some embodiments of the present invention,
modem 308 may transfer and receive data from and to MC
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server 110, and/or from and to other devices, for example,
via antenna 310. For example, modem 308 in association
with antenna 310 may receive instructions sent from MC
server 110 (e.g., through an SMS channel), or answer to
voice calls received from MC server 110. Modem 308 may
receive new software updates, for example including
updated medical parameters, and updated diagnostic ranges,
etc. Modem 308 may receive instruction data, for example,
sensed measurements of vital signs, from main controller
302. Modem 308 may receive and transfer signals from and
to microphone 132, identification module 318, and speaker
136. Modem 308 may be a wireless modem, or of another
suitable technology enabling data transmission from or to
wearable device 105.

[0060] In some embodiments of the present invention,
data and signals transferred between the components and
modules of wearable device 105 may be transferred in serial
communication lines, I/O lines, and/or designated lines. For
example, a V.7 signal may activate an alert indicating that
battery 142 is weak, and a Vg \r g Signal may activate an
alert indicating that battery 142 is charged.

[0061] In some embodiments, synchronization module
312 may receive data from various components in wearable
device 105, and may synchronize the data before transfer-
ring it to main controller 302. For example, synchronization
module 312 may receive data from update module 314,
memory unit 316 and/or identification module 318, and may
determine, for example, which data is the most updated, and
may initiate transfer of the most updated received data to
main controller 302. In some embodiments, synchronization
module 312 may be implemented as software and/or hard-
ware components in the main controller 302. In some other
embodiments of the present invention the update module
314 may be implemented as software and/or hardware
components in the main controller 302. In some other
embodiments of the current innovation the identification
module 318 may be implemented as software and/or hard-
ware components in the main controller 302. In some other
embodiments of the present invention the memory 316 may
be implemented as part of the main controller 302.

[0062] Wearable device 105, according to some embodi-
ments of the present invention, may be remotely updated, for
example, by updating the device software. Software updates
may be initiated in accordance with previous measurements
received from the wearable device within the MC server
110, and/or by the sole initiative of the MC. For example,
wireless device 105 may include a plurality of sensors, one
or more of which may be required for a particular patient
and/or at a particular time. The remote reconfiguration or
wireless update may, for example, enable a remote MC to
determine which sensors are to be operated during selected
periods, remotely configure the monitoring thresholds or
ranges of selected sensors for an individual patient’s param-
eters, customize one or more modes of operation for each
patient, customize timing of parameter measurements, cus-
tomize alert functions, determine of types of measurements
to be monitored, customize diagnostic ranges, add new
features or software improvements, delete features that are
not relevant for a particular patient’s condition monitoring,
customize operational modes, correct software problerns,
and/or any other suitable modifications. Requests for mea-
surements may include, for example, a request for new or
updated pulse measurement, a new or updated ECG mea-
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surement, a new or updated blood oxygen saturation mea-
surement, a command for a message to be displayed to the
user, or other suitable requests for functions. Additionally or
alternatively, the system may initiate requests for voice
conversation with the user of device 105 or any other
suitable requests.

[0063] The update may be initiated by the MC staff, for
example, medical staff; information technology staff' and/or
technical/engineering staff, or a device at the MC server 110
may automatically update various parameters. The wearable
device may have a bi-directional communication link with
the MC server 110, which may be, for example, a clinic,
hospital, remote center, medical professional, call center, or
any other suitable provider of suitable medical services.

[0064] The remote reconfiguration may be performed, for
example, by transmitting software updates, commands and/
or instructions from MC server 10 to wireless device 105,
using infrared line of sight, cellular, microwave, satellite,
packet radio and/or spread spectrum technologies, or other
suitable wireless data communication technologies. For
example, a wireless data update of device 105 may be
implemented using cellular network technology, for
example, Global System for Mobile Communications
(GSM), General Packet Radio Service (GPRS), Code Divi-
sion Multiple Access (CDMA), Frequency Division Mul-
tiple Access (FDMA), Time Division Multiple Access
(TDMA), Cellular Digital Packet Data (CDPD), Universal
Mobile Telecommunication System (UMTS) or other suit-
able cellular communications methods. Additionally or
alternatively, a remote update may be performed using
short-range wireless communication protocols, for example,
Wireless Fidelity (WiFi) and/or Bluetooth and/or ZigBee
etc. Software updates may, for example, be packed into one
or more update files that may be transmitted via SMS, FTP
or other suitable protocols.

[0065] In accordance with some embodiments of the
present invention, wearable device 105 may inform the user
through one or more output components, for example dis-
play area 134 and/or speaker 136 etc., when an update is
received and/or whether the implementation of the update
was successful or not. For example, Modem 50§ may
receive data, for example sensed measurements of vital
signs, from main controller 502. Modem 508 may receive
and transfer signals from and/or to microphone 132, iden-
tification module 518, and speaker 136. Modem 508 may be
a wireless modem, or another suitable technology for
enabling data transmission from or to wearable device 105.

[0066] Reference is now made to FIG. 4, which schemati-
cally illustrates a method of remotely updating wearable
device 105, in accordance with some embodiments of the
present invention. At block 400, updates (e.g., software
update, new commands, instructions, or new measurement
thresholds etc.) may be provided by a medical team, a
programming team and/or other technical team at MC server
110 to a computer associated with MC server 110. At block
405 MC server 110 may initiate communication with wear-
able device 105, for example, by sending a message to alert
wearable device 105 or the patient wearing device 105 that
an update is available and/or that an update may be neces-
sary. In some embodiments this message may include, for
example, the update’s level of importance, preferred dead-
line or timing for downloading, etc. At block 410, wearable
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device 105 may connect to MC server 110 or to a suitable
external device, such as a computer, through wire-based
and/or wireless mediums. At block 415, MC may verify
whether the particular update(s) are required for an indi-
vidual patient. Such verification may be reached, for
example, by the patient and/or MC staff, according to
preconfigured criteria, after the patient has a medical exami-
nation, or from an analysis of monitored data transferred to
MC server 110.

[0067] At block 420 wearable device 105 may communi-
cate with MC server 110 to initiate downloading of the
software update. The communication between wearable
device 105 and MC server 110 may be done, for example,
manually at the discretion of the patient, automatically (e.g.,
immediately, or after a period of time following receipt of
the report about the available update, or after turning on the
wearable device 105 etc. Wearable device 105 may com-
municate with Internet server 120, SMS transceiver 115
(both shown in FIG. 1), or other suitable data communica-
tion mediums to download the software update. At block
425, for example after the download of the diagnostic update
is completed, wearable device 105 may check whether the
software update was successfully received, for example,
checksum tests, Cyclical Redundancy Checking (CRC), or
any other software validation methods as are known in the
art. Software verification may be used, for example, to verify
the new ranges and/or to verify that the downloaded soft-
ware is the correct software, that the software update has
reached the correct destination, that the software update is
the correct version, and/or that the software update has
arrived completely and successfully.

[0068] Atblock 430, wearable device 105 may execute the
software updates, for example, by updating new rules of
operation, defining updated diagnostic ranges of the wear-
able device 105 etc. Software updates, for example, update-
able parameter ranges, may be stored in memory 316 (shown
in FIG. 3), such that when new parameter ranges are
received, these new ranges may replace or modify the
previously stored ranges in memory 316. The software
updates may update and/or replace previous software ver-
sion in memory 316. Executable files may be received, for
example as attachments, and wearable device 105 may have
suitable software for running received software updates. A
message may be sent from device 105 to MC server 110 to
inform MC server 110 that an update has been successfully
implemented. At block 435, a report or message about the
update may be generated by wearable device 105 and
optionally transferred from wearable device 105 to MC
server 110. A report or message may include, for example,
a message or alert that a new update was received, executed
and/or failed etc. The transfer of this report may be done, for
example, by sending an SMS message from wearable device
105 to MC server 110, or by transferring data via a switched
circuit communication link or cellular communication link,
etc.

[0069] In accordance with some embodiments of the
present invention, a SMS message sent from MC server 110
to wearable device 105 may include a software update, for
example, including the values of new diagnostic ranges. In
some embodiments the software update may include a
reporting message. The updated software may be included in
the reporting message, or in one or more separate SMS
messages. Alternatively, when a communication session
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between MC server 110 and wearable device 105 is initiated,
the staff of MC server 110 or an automatic procedure at MC
server 110 itself may send the updated software in a single
message or in multiple messages.

[0070] According to some embodiments of the present
invention the updated software, for example, updated diag-
nostic values, may be encrypted by a computer associated
with MC server 110, or in computer that is part of an
automated portion of MC server 110, before transferring the
updates to wearable device 105. Wearable device 105 may
decrypt the updates and check their validity. Any method of
encryption may be applied, for example, DES, 3DES, AES
or other suitable methods.

[0071] In accordance with some embodiments of the
present invention, MC server 110 may initiate an authenti-
cation process when wearable device 105 approaches or
attempts to connect to a computer associated with MC server
110 to download a software update. For example, a Secure
Sockets Layer (SSL) session or other suitable methods may
be used to authenticate the data communication between MC
server 110 and wearable device 105.

[0072] Some embodiments of the present invention are
directed 10 an improved wearable device, a system, and a
method for remotely initiating measurements, for example,
initial and/or updated measurements of selected physiologi-
cal and/or environmental parameters by the wearable device,
as is described in detail below. The wearable device 105,
according to some embodiments of the present invention,
may be remotely requested to take measurements of physi-
ological and/or environmental parameters, or to initiate
other suitable functions. Such requests, which may be soft-
ware updates, may be made in accordance with previous
measurements received from the wearable device within the
MC server 110. The request may be done by the MC staff,
for example, medical staff, information technology staff
and/or technical/engineering staff, or a device at the MC
server 110 may automatically update various parameters.
The wearable device may have a bi-directional communi-
cation link with the MC server 110, which may be, for
example, a clinic, hospital, remote center, medical profes-
sional, call center, or any other suitable provider of suitable
medical services. For example, wearable device may com-
municate with the MC server 110 using wireless data
communication, for example cellular network technology,
for example, Global System for Mobile Communications
(GSM), General Packet Radio Service (GPRS), Code Divi-
sion Multiple Access (CDMA), Frequency Division Mul-
tiple Access (FDMA), Time Division Multiple Access
(TDMA), Cellular Digital Packet Data (CDPD), Universal
Mobile Telecommunication System (UMTS) or other suit-
able cellular communications methods. Additionally or
alternatively, a remote update may be performed using
short-range wireless communication protocols, for example,
Wireless Fidelity (WiFi) and/or Bluetooth, etc. Measure-
ment requests may, for example, be packed into one or more
update files that may be transmitted via SMS, FTP or other
suitable protocols.

[0073] According to some embodiments of the present
invention, the medical staff at MC 110 and/or an automatic
procedure at MC 110 may request measurements, e.g.,
updated measurements and/or new measurements of physi-
ological and/or environmental parameters (e.g., vital signs,
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body temperature), for example, in addition to or in place of
the regular measurements performed according to the above-
described modes of operation of the system. This may
enable the system to initiate new or updated measurements
at MC 110 by remotely controlling the operation of wearable
device 105. Requests for measurements may include, for
example, a request for new or updated pulse measurement,
a new or updated ECG measurement, a new or updated
blood oxygen saturation measurement, a command for a
message to be displayed to the user, or other suitable
requests for functions. Additionally or alternatively. the
system may initiate requests for voice conversation with the
user of device 105 or any other suitable requests. The
measurement request(s) and/or other software updates may
be transmitted directly to wearable device 105 using wire-
based data communications and/or witeless data communi-
cations. In this way updated measurements and/or other
actions may be requested from device 105, optionally
remotely, by MC 110. For example, MC 110 may remotely
initiate measurement of one or more parameters by wearable
device 105, optionally for each individual user. For example,
the medical or technical staff at MC 110 or a device at MC
110 may initiate diagnostic changes to help determine a
user’s status, for example, to enable remote testing of the
user’s physiological and/or environmental parameters.
Desired new or updated ranges, commands, etc., may be
determined for each user by the medical staff, and may be
programmed remotely into the wearable device 105 using
wireless data communications.

[0074] After checking the validity of the request for new
and/or additional measurements, in accordance with some
embodiments of the present invention, wearable device 105
may alert MC 110 that the request either failed or succeeded.
Such an alert may be sent in an SMS message, by using
switched circuit communication, by logging into a computer
associated with MC 110 and uploading a message, for
example a warning or success message, and/or initiating a
data transfer etc. Such a message or data transfer may be
uploaded using the Internet, via an Internet server 120,
through a cellular network, and/or by using other suitable
data communication mediums.

[0075] In accordance with some embodiments of the
present invention, wearable device 105 may inform the user
through one or more output components, for example dis-
play area 134 and/or speaker 136 etc., when a new and/or
additional request for a measurement is received and/or
whether the validity of the request was successful or not.

[0076] In some embodiments of the present invention,
communications modem 508 may transfer and receive data
from and to a MC 110, and/or from and to other devices, for
example, via antenna 510. For example, modem 508 may
receive instructions sent from MC 110 through the SMS
channel, or answer to voice calls received from MC 110.
Modem 508 may download new measurement requests, for
example including updated measurement schedules, mea-
surement types to be initiated, medical parameters, and
updated diagnostic ranges, etc. Modem 508 may receive
data, for example sensed measurements of vital signs, from
main controller 502, Modem 508 may receive and transfer
signals from and to microphone 132, identification module
518, and speaker 136. Modem 508 may be a wireless
modem, or another suitable technology for enabling data
transmission from or to wearable device 105.
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[0077] Reference is now made to FIG. 5, which schemati-
cally illustrates a method of remotely initiating updates (e.g.,
temporarily and/or permanent updates) to device 10 opera-
tions, for example, remotely initiating new requests/com-
mands and/or new instructions in wearable device 105, in
accordance with some embodiments of the present inven-
tion. At block 500, the MC may determine whether one or
more requests or actions may be required for an individual
user of wearable device 105. Such determination may be
reached, for example, after the user has had a medical
examination, or from an analysis of monitored occurrences
that were transferred to MC server 110, etc. At block 505,
after determining that, for example, one or more selected
measurements are required, one or more requests, com-
mands, instructions etc. relating to the required new and/or
updated actions may be generated by MC server 110. A
request may be embodied, for example, in a report or
message. One such report or message may contain more than
one request. Such a report or message may include, for
example, an alert that a new request for measurement is
ready, data about the new request (e.g., the request’s level of
importance), preferred deadline or timing for downloading,
the content of the request (e.g., instructions, code, algo-
rithms etc.) etc. The request, report and/or message genera-
tion may be implemented by the MC medical staff, or
automatically by appropriate hardware and/or software at
the MC, for example, based on trends of measurements from
the last week, month, etc. At block 510 the report or message
or the detailed new request/command and/or new instruction
may be transferred to wearable device 105, for example, by
sending an SMS message from MC server 110 to wearable
device 105, by transferring data via a switched circuit
communication link or cellular communication link etc. or
by other suitable means.

[0078] At block 515, once wearable device 105 receives a
message or other communication that a new action request,
for example, a request to take additional or new measure-
ments, is available, wearable device 105 may communicate
with MC server 110 to initiate downloading of a new
request/command and/or new instruction, which may, for
example, include one or more measurement requests. The
communication between wearable device 105 and MC
server 110 may be done, for example, manually at the
discretion of the user, or automatically (e.g., with a delay or
without a delay) after receiving the report about the avail-
able request/command and/or instruction etc. Wearable
device 105 may communicate with Internet server 120, SMS
transceiver 115 (both shown in FIG. 1), or other suitable data
communication mediums to download the update(s), if
necessary.

[0079] At block 520, for example after the download of an
update is completed, wearable device 105 may check the
validity of the new request/command and/or new instruction
by using, for example, checksum tests, Cyclical Redundancy
Checking (CRC) etc. Software verification may, for
example, be used to verify the validity of the new request/
command and/or new instruction and/or to verify that the
downloaded new request/command and/or new instruction
has reached the correct destination and/or that it has arrived
complete etc. At block 525, a message may be sent from
device 105 to MC server 110 to inform MC server 110 that
new requests/commands and/or new instructions have been
successfully received.
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[0080] At block 530, wearable device 105 may execute the
new request(s)command(s) and/or new instruction(s),
thereby enabling implementation of the new instructions or
requests by wearable device 105. For example, a request/
command and/or instruction may include a command to
initiate one or more measurements by the wearable device
105, select sensor activities etc. At block 535 a message may
be generated and sent from device 105 to MC server 110 to
inform MC server 110 that a new request/command and/or
new instruction has been successfully executed (or failed).

[0081] In accordance with some embodiments of the
present invention, an SMS message sent from MC server
110 to wearable device 105 may include one or more new
and/or additional instructions, for example, requests for
measurements. In some embodiment the request for addi-
tional measurement may include a reporting message. The
request may be included in the reporting message, or in one
or more separate SMS messages. Alternatively, when a
communication session between MC server 110 and wear-
able device 105 is initiated, the staff of MC server 110 or MC
system automatically, may send the request in a single or in
multiple messages.

[0082] According to some embodiments of the present
invention the request for new and/or updated measurements,
for example, an urgent request for a new ECG measurement,
may be encrypted by appropriate hardware and/or software
on a computer associated with MC server 110, or elsewhere
at MC server 110, before transferring the request to wearable
device 105. Wearable device 105 may decrypt the request
and check its validity. Device 105 may further encrypt the
measurement(s) taken before sending the measurement(s)
back to MC server 110. Any method of encryption may be
applied, for example, DES, 3DES, AES or other suitable
methods.

[0083] In accordance with some embodiments of the
present invention MC server 110 may initiate an authenti-
cation process when wearable device 105 approaches or
connects to a computer associated with MC server 110. For
example, a Secure Sockets Layer (SSL) session or other
suitable method may be used to authenticate the data com-
munication between MC server 110 and wearable device
105.

[0084] According to some embodiments of the present
invention, systems and methods are provided for enabling
data privacy using authentication and/or encryption tech-
nologies when using mobile monitoring device 105. A
mobile monitoring device 105, for example a wearable or
portable medical device, may be required to follow the data
privacy requirements and recommendations as described by,
for example, the European Legislation (e.g.: Directive
95/46/EC and Directive 97/66/EC), USA legislation
(HIPPA), and other common data privacy and security
requirements.

[0085] Suitable data privacy and security requirements
may include, for example, encryption of data, authentication
of the user that may log into the system, using special
protocols (known just to the system developers/users or any
suitable commercial protocols or mechanisms) and any
combination of the above.

[0086] In one example, all the data that is transferred
between the mobile monitoring device 105 and a medical

Aug. 23,2007

center or remote medical center (RMC) may be encrypted
before transmission. The data may be encrypted using
encryption key. The method of encryption (the encryption
algorithm) may include one or more of: DES, triple DES,
AES, RAS, or other suitable methods. The method may be
publicized or non-publicized.

[0087] The data may be transmitted via a SMS mecha-
nism. For example, GSM, GPRS, CDMA or any other
cellular method may be used. After the transmission, the
RMC may decrypt the data and continue its activities as
needed based on this data and/or other tasks.

[0088] In a second example, as described above with
regard to example 1, the transmission may be implemented
by creating a call between the mobile monitoring device 105
and the RMC by the mobile monitoring device 105 (e.g.,
using switched circuit communications) over a cellular
network.

[0089] Ina third example, as described above with regard
to example 1, the transmission may be implemented via a
cellular network and the Internet network.

[0090] Ina fourth example, as described above with regard
to example 1, the transmission may be implemented using
any other wireless communication technology.

[0091] In a fifth example, all the data that is transferred
between the RMC and the mobile monitoring device 105
may be encrypted before transmission. The data may be
encrypted using at least one encryption key. The method(s)
of encryption (the encryption algorithm) may include one or
more of: DES, triple DES, AES, RAS, or other suitable
methods. The method may be publicized or non-publicized.
The data may be being transmitted via a SMS mechanism,
for example, using GSM, GPRS, CDMA or any other
cellular method. After transmission of data the mobile
monitoring device 105 may decrypt the data and continue its
activities as needed based on this data and/or other require-
ments.

[0092] In a sixth example, as described above with regard
to example 5, the transmission may be implemented by
creating a call between the RMC and the mobile monitoring
device 105 by the RMC (e.g., using switched circuit com-
munications) over the cellular network.

[0093] In a seventh example, as described above with
regard to example 5, the transmission may be implemented
via the cellular network and the Internet network.

[0094] In an eighth example, as described above with
regard to example 5, the transmission may be implemented
in any other wireless communication method.

[0095] In a ninth example, any combination of examples
1, 2, 3 or 4 with examples 5, 6, 7 or 8 may be implemented.

[0096] According to some embodiments of the present
invention, system 100 may enable authentication of trans-
mitted data. In one example, when the mobile monitoring
device 105 approaches the RMC to create a call between the
mobile monitoring device 105 and the RMC by the mobile
monitoring device 105 (e.g., using switched circuit commu-
nications) over the cellular network (e.g., GSM, GPRS,
CDMA or any other cellular method) an authentication
requirement may be applied to prevent un-authorized device
to log to the RMC. The authentication may be implemented



US 2007/0197878 Al

using, for example, a public key. The authentication process
may use SSL techniques or any other publicized or non-
publicized techniques.

[0097] In a second example, as described above with
regard to example 1, the transmission may be implemented
via the cellular network and/or the Internet network.

[0098] In a third example, as described above with regard
to example 1, the transmission may be implemented using
any other wireless communication method.

[0099] In a fourth example, examples 1, 2 or 3 may be
implemented, but the key used for the authentication may be
a private key.

[0100] According to some embodiments of the present
invention, system 100 may enable the hiding of user iden-
tification. In one example, in order to prevent the correlation
of the user with the personalized medical (or any other
information) exchanged between the mobile monitoring
device 105 and the RMC (in either of the directions, or in
both directions), both the mobile monitoring device 105 and
the RMC may not transmit any form of public identification
of the mobile monitoring device 105 user (e.g., ID number,
social security number etc.). The substitute may be, for
example, a special ID known just to the mobile monitoring
device 105 and RMC.

[0101] In a second example, user identification may be
hidden, as described in example one, however the special ID
may be changed at pre-defined or random periods of time.
This 1D data may be exchanged, for example, using or
without using encryption and/or authentication.

[0102] According to some embodiments of the present
invention, system 100 may be operated using special pro-
tocols. In one example, all the data (or part of the data) that
is being transmitted between the mobile monitoring device
105 and the RMC (in either direction, or both directions)
may use predefined protocols known just to the mobile
monitoring device 105 and the RMC to exchange data.

[0103] In a second example, all the data (or part of the
data) that is being transmitted may use predefined codes for
the messages (e.g., the transmission may include only a code
for the message and not the message content).

[0104] In a third example, the data may be transmitted as
described in example 2, but the special ID may be changed
at pre-defined or random periods of time. The exchange of
ID data may or may not use encryption and/or authentica-
tion.

[0105] In addition, any combination of the above-de-
scribed techniques may be implemented.

[0106] While certain features of the invention have been
illustrated and described herein, many modifications, sub-
stitutions, changes, and equivalents may occur to those
skilled in the art. It is, therefore, to be understood that the
appended claims are intended to cover all such modifications
and changes as fall within the true spirit of the invention.

What is claimed is:

1. A system for monitoring parameters, comprising a
medical center server enabled to remotely reconfigure the
functioning of a wireless mobile monitoring device, said
device including an array of sensors.
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2. The system of claim 1, wherein the functioning of said
array of sensors may be remotely customized by said server.

3. The system of claim 1, wherein said array of sensors
includes at least one physiological sensor.

4. The system of claim 1, wherein said array of sensors
includes a plurality of physiological sensors.

5. The system of claim 1, wherein said array of sensors
includes a plurality of environmental sensors.

6. The system of claim 1, wherein said array of sensors
includes at least one physiological sensor and at least one
environmental sensor.

7. The system of claim 1, wherein said monitoring device
is to perform one or more functions selected from the group
consisting of measuring parameters, transmitting parameter
data, processing parameter data, analyzing parameter data,
initiating device actions, updating parameter settings, pro-
viding warnings, and providing instructions.

8. The system of claim 1, wherein said monitoring device
is to function in one or more of keeper mode, extended
mode, and emergency mode.

9. The system of claim 1, wherein said monitoring device
is to measure one or more selected parameters continuously
and/or intermittently.

10. The system of claim 1, wherein said monitoring
device is to automatically send a warning message to said
medical center server if parameters measured exceed a
selected threshold.

11. The system of claim 1, wherein said remote configu-
ration of said mobile monitoring device includes remotely
implementing a customized software update.

12. The system of claim 1, wherein communications
between said monitoring device and said medical center are
encrypted.

13. The system of claim 1, wherein communications
between said monitoring device and said medical center are
authenticated.

14. The system of claim 1, wherein communications
between said monitoring device and said medical center are
encrypted and authenticated.

15. The system of claim 1, comprising a synchronization
module.

16. The system of claim 1, comprising an update module.

17. The system of claim 17, comprising a data encryption
module and a data authentication module.

18. A device for monitoring of parameters, the device
comprising;

an array of sensors, each sensor having a sensor control-
ler; and

a main controller to enable reconfiguration of said sensor
controllers by commands received from a remote
server.

19. The device of claim 18, wherein said array of sensors
includes at least one sensor to measure physiological param-
eters and at least one sensor to measure environmental
parameters.

20. The device of claim 18, wherein said array of sensors
includes one or more sensors selected from the group
consisting of an ECG sensor, Oxygen level sensor, pulse
sensor, blood pressure sensor, SpA, sensor, glucose level
sensor, sweat sensor, skin temperature sensor, pH level
sensor, external temperature sensor, air humidity level sen-
sot, and pollution level sensor.
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21. The device of claim 18, comprising a synchronization
module.

22. The device of claim 18, comprising an update module.

23. The device of claim 18, comprising a data encryption
module.

24. The device of claim 18, comprising a data authenti-
cation module.

25. The device of claim 18, comprising a data encryption
module and a data authentication module.

26. A method for remotely reconfiguring a monitoring
device, the method comprising:

transmitting commands to a wireless monitoring device,
from a medical center server, to remotely reconfigure
settings of said device; and

reconfiguring settings of said device, by a main controller

in said wireless monitoring device.

27. The method of claim 26, comprising checking the
validity of said commands.

28. The method of claim 26, wherein said wireless moni-
toring device includes an array of sensors, said sensors
enabled to be individually reconfigured by said medical
center server.

29. The method of claim 26, wherein said array of sensors
includes one or more sensors selected from the group
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consisting of an ECG sensor, Oxygen level sensor, pulse
sensor, blood pressure sensor, SpA, sensor, glucose level
sensor, sweat sensor. skin temperature sensor, pH level
sensor, external temperature sensor, air humidity level sen-
sor, and pollution level sensor.

30. The method of claim 26, comprising remotely initi-
ating one or more actions in said wireless monitoring device,
by said medical center server.

31. The method of claim 26, wherein said remote con-
figuration includes implementing customized software
updates.

32. The method of claim 26, comprising remotely updat-
ing client software in said wireless monitoring device, by
said medical center server.

33. The method of claim 26, comprising encrypting data
communicated between said wireless monitoring device and
said medical center server.

34. The method of claim 26 comprising authenticating
data communicated between said wireless monitoring
device and said medical center server.

35. The method of claim 26, comprising authenticating
data and encrypting data communicated between said wire-
less monitoring device and said medical center server.

[ T R
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