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(57) ABSTRACT

A method of detecting syndromes can include receiving, at
a mobile personal medical device, a measurement of a
parameter associated with a body and comparing, at the
mobile personal medical device, the measurement of the
parameter to stored data associated the body to provide a
syndrome associated with the body. Related Devices and
computer program products are also disclosed.
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METHODS, DEVICES, AND COMPUTER
PROGRAM PRODUCTS FOR DETECTING
SYNDROMES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is related to U.S. patent applica-
tion Ser. No. entitled and Ser. No. , entitled

(Attorney Docket Nos.: 9400-266/060105 and 9400-
272/060104, respectively), each filed concurrently with the
present application, the entireties of which are incorporated
herein by reference.

FIELD OF THE INVENTION

[0002] The present invention generally relates to the field
of electronics in general, and more particularly, to methods
devices and computer program products for mobile personal
medical devices.

BACKGROUND

[0003] One of the problems faced by emergency medical
providers, such as Emergency Medical Technicians (EMTs),
is that a person in distress may not be able to communicate
during an emergency. For example, a person may be expe-
riencing a diabetic crisis, where the person is unable to
answer questions asked by the EMTs.

[0004] Moreover, given the ease with which people are
able to move throughout society and the world, it can be
difficult to determine when an outbreak of a particular
medical syndrome, such as Severe Acute Respiratory Syn-
drome (SARS) is underway. For example, a person may
have contracted SARS before boarding an airplane to travel
to another city, region or country. A SARS outbreak may,
therefore, cross regional or international boundaries quite
easily given the ease of travel. This mobility can make
discovery of the syndrome difficult and, moreover, may
place emergency medical providers in a somewhat reactive
position so that the nature of the crisis is only understood
after it is well underway.

[0005] In addition, legal restrictions on the handling of
private medical information, such as the Health Insurance
Portability And Accountability Act Of 1996 (HIPPA),
require medical providers, such as doctors, EMTs, etc., to
handle a person’s private medical information as set out
under the law. These legal restrictions may hinder the
dissemination of critical medical information during a crisis
which may place emergency medical providers at a further
disadvantage during an outbreak.

SUMMARY

[0006] Embodiments according to the invention can pro-
vide methods, devices, and computer program products for
detecting syndromes. Pursuant to these embodiments, a
method of detecting syndromes can include receiving, at a
mobile personal medical device, a measurement of a param-
eter associated with a body and comparing, at the mobile
personal medical device, the measurement of the parameter
to stored data associated the body to provide a syndrome
associated with the body.

[0007] Insome embodiments according to the invention, a
method of detecting syndromes includes receiving, at a
mobile personal medical device, a measurement of a param-
eter associated with a body, comparing, at the mobile
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personal medical device, the measurement of the parameter
to stored data associated the body to provide a syndrome
associated with the body, and transmitting medical informa-
tion, from the mobile personal medical device, if a privacy
code associated with the medical information exceeds a
variable privacy threshold that is varied based on determin-
ing whether the syndrome indicates an emergency for the
body.

[0008] Insome embodiments according to the invention, a
mobile personal medical device is configured for chronic
implantation in a body or for portability by the body, and
includes a processor circuit that is configured to coordinate
measurement of a parameter associated with the body to
provide a syndrome associated with the body and to com-
pare the measurement of the parameter to stored data asso-
ciated with the body to provide a syndrome associated with
the body.

[0009] Other systems, methods, and/or computer program
products according to embodiments of the invention will be
or become apparent to one with skill in the art upon review
of the following drawings and detailed description. It is
intended that all such additional systems, methods, and/or
computer program products be included within this descrip-
tion, be within the scope of the present invention, and be
protected by the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a schematic representation of a mobile
personal medical device configured for in vivo implantation
or coupling to in vivo implanted sensors according to some
embodiments of the invention.

[0011] FIG. 2 is a block diagram that illustrates mobile
personal medical devices according to some embodiments of
the invention.

[0012] FIG. 3 is a schematic representation of data main-
tained by mobile personal medical devices and persistent
storage devices according to some embodiments of the
invention.

[0013] FIGS. 4-6 are flowcharts that illustrate operations
of mobile personal medical devices in some embodiments
according to the invention.

[0014] FIG. 7 is a schematic representation of an in vivo
mobile personal medical device configured to communica-
tion with a remote electronic device in some embodiments
according to the invention.

[0015] FIG. 8 is a schematic representation of a remote
electronic device included in airline seat and configured for
communication with an in vivo mobile personal medical
device in some embodiments according to the invention.
[0016] FIG. 9 is a schematic representation of an in vivo
mobile personal medical device configured for communica-
tion with a recognized medical device operated by an
authorized emergency medical provider in some embodi-
ments according to the invention.

[0017] FIGS. 10-11 are flowcharts that illustrate opera-
tions of mobile personal medical devices in communication
with remote electronic devices including recognized medi-
cal devices in some embodiments according to the inven-
tion.

[0018] FIG. 12 is a schematic representation of a remote
system configured for operation by a medical provider for
communication with mobile personal medical devices in
some embodiments according to the invention.
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[0019] FIGS. 13-15 are flowcharts that illustrate opera-
tions of remote systems in conjunction with mobile personal
medical devices in some embodiments according to the
invention.

[0020] FIG. 16 is a schematic representation of an aggre-
gation system in communication with a plurality of mobile
personal medical devices in some embodiments according to
the invention.

[0021] FIG. 17 is a flowchart that illustrates operations of
aggregation systems in communication with mobile per-
sonal medical devices in some embodiments according to
the invention.

DESCRIPTION OF THE EMBODIMENTS
ACCORDING TO THE INVENTION

[0022] The present invention now is described more fully
hereinafter with reference to the accompanying figures, in
which embodiments of the invention are shown. This inven-
tion may, however, be embodied in many alternate forms
and should not be construed as limited to the embodiments
set forth herein. Like numbers refer to like elements
throughout the description of the figures.

[0023] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting of the invention. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises”
and/or “comprising,” when used in this specification, specify
the presence of stated features, integers, steps, operations,
elements, and/or components, but do not preclude the pres-
ence or addition of one or more other features, integers,
steps, operations, elements, components, and/or groups
thereof. As used herein the term “and/or” includes any and
all combinations of one or more of the associated listed
items.

[0024] It will be understood that, when an element is
referred to as being “coupled” to another element, it can be
directly coupled to the other element or intervening elements
may be present. In contrast, when an element is referred to
as being “directly coupled” to another element, there are no
intervening elements present.

[0025] Unless otherwise defined, all terms (including tech-
nical and scientific terms) used herein have the same mean-
ing as commonly understood by one of ordinary skill in the
art to which this invention belongs. It will be further
understood that terms, such as those defined in commonly
used dictionaries, should be interpreted as having a meaning
that is consistent with their meaning in the context of the
relevant art and will not be interpreted in an idealized or
overly formal sense expressly so defined herein.

[0026] The present invention is described below with
reference to diagrams (such as schematic illustrations) and/
or operational illustrations of methods, devices, and com-
puter program products according to embodiments of the
invention. It is to be understood that the functions/acts noted
in the figures may occur out of the order noted in the
operational illustrations. For example, two elements shown
in succession may in fact be executed substantially concur-
rently or the elements may sometimes be executed in the
reverse order, depending upon the functionality/acts
involved.

[0027] The present invention may be embodied in hard-
ware and/or in software (including firmware, resident soft-
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ware, micro-code, etc.). Furthermore, the present invention
may take the form of a computer program product on a
computer-usable or computer-readable storage medium hav-
ing computer-usable or computer-readable program code
embodied in the medium for use by or in connection with an
instruction execution system. In the context of this docu-
ment, a computer-usable or computer-readable medium may
be any medium that can contain, store, communicate, propa-
gate, or transport the program for use by or in connection
with the instruction execution system, apparatus, or device.
[0028] The computer-usable or computer-readable
medium may be, for example but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, device, or propagation
medium. More specific examples (a non-exhaustive list) of
the computer-readable medium would include the follow-
ing: an electrical connection having one or more wires, a
portable computer diskette, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), an
optical fiber, and a portable compact disc read-only memory
(CD-ROM).

[0029] Computer program code or “code” for carrying out
operations according to the present invention may be written
in an object oriented programming language such as
JAVA®v, Smalltalk or C++, JavaScript, Visual Basic,
TSQL, Perl, or in various other programming languages.
Software embodiments of the present invention do not
depend on implementation with a particular programming
language. Portions of the code may execute entirely on one
or more systems utilized by an intermediary server.

[0030] In some embodiments according to the invention,
the computer program code may be provided to a processor
circuit of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
as instructions to produce a machine, such that the instruc-
tions, which execute via the processor circuit of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions specified in the
illustrations.

[0031] The computer code may be stored in a computer-
readable memory that can direct a computer or other pro-
grammable data processing apparatus to function in a par-
ticular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the func-
tion specified in the illustrations.

[0032] As described herein below in greater detail, mobile
personal medical devices can be configured for chronic in
vivo implantation and can operate to receive and record
parameters associated with functions of the body in which
the device is implanted. For example, the mobile personal
medical device can receive measurements regarding blood
pressure, blood glucose level, blood oxygen, temperature,
etc.

[0033] The measured parameters can be recorded and
incorporated into previous measurements made over time to
provide an ongoing record of the functions monitored by the
mobile personal medical device. In some embodiments
according to the invention, the mobile personal medical
device can compare the measured parameters with known
conditions or syndromes stored therein. If the measured
parameters correlate to a syndrome stored in the mobile
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personal medical device, the device can transmit an alert
signal or description of the syndrome as a warning.

[0034] In still other embodiments according to the inven-
tion, the mobile personal medical device can be configured
to compare the measured parameters to known standards
such as historical measurements of the individual body,
regional, national, or international standards. Furthermore,
the standards may be provided on the basis of an ethnic,
racial, or cultural background. In operation, the mobile
personal medical device can compare the measured param-
eters to the standards stored within the device and transmit
an alert signal if any of the measured parameters (or any
combination of the measured parameters) exceeds a thresh-
old established for any of the standards.

[0035] Furthermore, the mobile personal medical device
can transmit the alert after the threshold for the relevant
parameter has been exceeded by a predetermined amount for
a predetermined time. For example, the mobile personal
medical device may not transmit the alert signal if the
measured parameter exceeds the threshold only momen-
tarily. In contrast, the mobile personal medical device may
transmit the alert signal when the measured parameter
exceeds the threshold for that parameter by either a rela-
tively large amount or for a relatively long time.

[0036] In still other embodiments according to the inven-
tion, the mobile personal medical device can store geo-
graphic location information (such as that provided by a
GPS circuit) to record the movements of the body in which
the mobile personal medical device is implanted. Further-
more, the device may record proximity information regard-
ing similar mobile personal medical devices that are
detected. In particular, the device may record the detection
of another nearby mobile personal medical device implanted
in (or carried by) another person. This peer information may
be useful in tracking communicable diseases.

[0037] Instill further embodiments according to the inven-
tion, the mobile personal medical device is configured to
communicate with remote systems, such as systems oper-
ated by authorized Emergency Medical Technicians (EMTs)
or systems operated by medical providers, such as physi-
cians. In such embodiments, the mobile personal medical
device may upload and/or download information to/from the
remote system. Accordingly, the mobile personal medical
device may provide the record of measured parameters to
the remote system for further analysis. Likewise, the remote
system may download updated standards, and other data to
the device for later operation. Furthermore, the remote
system and the device may utilize a shared key to protect the
privacy of the medical data stored therein. Accordingly,
when the remote system requests access to information
stored in the mobile personal medical device, the shared key
may be used to authorize such access.

[0038] In still further embodiments according to the inven-
tion, the mobile personal medical device may be included as
part of a wide scale aggregation system to monitor the
medical situation for a local, regional, and/or national popu-
lation. For example, the devices may be detectable by public
sensors which can then relay information transmitted by the
mobile personal medical devices to the aggregation system.
The aggregation system can, in-turn, analyze the data for-
warded by the mobile personal medical devices to determine
whether similar syndromes or parameters are present in
significant numbers. The aggregation system can then act on
the determined information to help alleviate the potential
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outbreak by, for example, transmitting alert messages to the
mobile personal medical devices integrated into the system.
[0039] FIG. 1 is a schematic illustration of a body 105
having a mobile personal medical device 100 implanted
therein. The mobile personal medical device 100 can be
configured for chronic in vivo implantation. Accordingly,
the mobile personal medical device 100 can be sized suffi-
ciently for implantation in any one of a number of bodily
locations such as in one or more appendages. It will be
understood that the mobile personal medical device will be
implanted in regions that enable convenient measurement of
the parameters described herein.

[0040] Tt will further be understood that the mobile per-
sonal medical device 100 can be configured so as to reduce
a phenomenon referred to as bio-fouling which if unad-
dressed can lead to degradation and ultimate failure of an
implanted device. Furthermore, the mobile personal medical
device 100 should be fabricated using an enclosure which is
bio-compatible with the surrounding environment to reduce
bio-fouling as well as any potential rejection by the body.
For example, the mobile personal medical device may be
encapsulated in glass or other bio-compatible material while
still allowing sensors to measure parameters and to com-
munication with the mobile personal medical device. In
some embodiments according to the invention, the mobile
personal medical device is configured for chronic implan-
tation such that the device 100 can be implanted for periods
of at least six months without intervention.

[0041] An external sensor package for the device 100 may
be about 2 mmX10 mm in the form of a rounded cylinder.
This configuration may ease insertion into the body 105
when used in conjunction with a device similar to a biopsy
needle. The standardization of package size and geometry
may enable a diverse range of coatings such as Diamond
Like Carbon (DLC) or glasses of various compositions and
plastics. The inner portion of the package can be used to
provide a hermetic seal isolating the device 100 from the
effects of moisture and attack by the body.

[0042] As further shown in FIG. 1, a mobile personal
medical device 110 can be adapted for external mounting to
the body 105 whereas sensors 115 are located in vivo.
Accordingly, the in vivo sensors 115 are in communication
with the mobile personal medical device 110 that is outside
the body 105. Although many of the embodiments described
herein describe the mobile personal medical device 100 as
being implanted in vivo, embodiments can also be provided
where the mobile personal medical device 100 is outside the
body 105 while the sensors 115 are located either in vivo or
have access to the body so that the parameters described
herein can be measured. For example, the sensors 115 in
communication with the mobile personal medical device 110
may be provided as part of an external vest or other
apparatus that may be worn. In some embodiments accord-
ing to the invention, the device 100 and the sensors 115 may
be integrated into an apparatus, such as a vest, that is worn,
so that all components are carried by the body 105 and are
not implanted in vivo.

[0043] Although FIG. 1 shows a single mobile personal
medical device 100, it will be understood that multiple
devices 100 can be used. For example, mobile personal
medical devices 100 may be implanted in a number of
different locations of the body to provide data redundancy to
guard against data loss due to failure of a stand-alone device
or through a catastrophic accident where the device 100 is
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destroyed. Accordingly, in some embodiments according to
the invention, a plurality of mobile personal medical devices
10 may be used rather than the single device 100 shown in
FIG. 1.

[0044] FIG. 2 is a block diagram that illustrates the mobile
personal medical device 100 in some embodiments accord-
ing to the invention. According to FIG. 2, a processor circuit
200 operates to coordinate the function of each of the other
components shown therein. The processor circuit 200 can be
any device which can be reprogrammed to coordinate the
measurement of the parameters described herein over a
relatively long period of time, such as six months. The
processor circuit 200 is also capable of coordinating com-
munication with remote systems or devices located outside
the body. The processor circuit 200 is further configured to
evaluate the measured parameters against standards and
syndromes and/or other medical information stored in the
mobile personal medical device 100 to determine whether a
significant situation exists for the body 105. The processor
circuit 200 may be implemented using special-purpose hard-
ware, such as an Application Specific Integrated Circuit
(ASIC), a gate array, a microcontroller or digital signal
processor

[0045] The mobile personal medical device 100 further
includes a number of sensor circuits 205 which may be
integrated into the same package as the device 100 or
separately therefrom and in communication with the pro-
cessor circuit 200. In some embodiments according to the
invention, the sensor circuits 205 can include sensors to
provide measurements regarding blood glucose level, tem-
perature, pH, blood pressure, blood oxygen content, respi-
ration, voice analysis, and impact force. For example, the
sensor circuits 205 can include an impact sensor to record
whether the body 105 has suffered a severe trauma in an
automobile accident, the results of which may not be imme-
diately evident on the exterior of the body 105. In other
embodiments according to the invention, other sensors can
be included in the sensor circuits 205 for the measurement
of other parameters of the body 105.

[0046] The mobile personal medical device 100 includes a
location information circuit 210, such as a GPS circuit found
in some cell phones, which provides a geographic location
of the mobile personal medical device 100. As will be
appreciated by those skilled in the art, the location infor-
mation circuit 210 may determine a location using a GPS
receiver circuit based on any available GPS or assisted GPS
based location approach in conjunction with a GPS satellite
system. Such approaches are commonly referred to as
assisted-GPS, which is defined, for example, in specification
numbers 3GPP TS 04.31, 3GPP TS 03.71 and 3GPP TS
04.35. Assisted-GPS approaches are also discussed, for
example, in U.S. Pat. Nos. 4,445,118, and 5,418,538, and
5,663,734, and 5,663,735, and 6,433,735, and in published
US Patent Application No. US 2003/0011511 A1, the dis-
closures of which are hereby incorporated herein by refer-
ence.

[0047] The device 100 also includes a wireless interface
circuit 220 that is configured to communicate with remote
systems or electronic devices located outside the body 105
and with other mobile personal medical devices 100 (i.e.,
peers). The processor circuit 200 can use the wireless
interface circuit 220 to transmit medical information from
the device 100 to the remote system (such as a system
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configured for use in a physician’s office), a device operated
by an authorized EMT, and/or another device 100.

[0048] In some embodiments according to the invention,
the wireless interface circuit 220 can provide an ad-hoc
networking interface to enable communication with other
peer devices 100 as those devices come into proximity with
the device 100. For example, the wireless interface circuit
220 may be a Bluetooth™ interface that can detect other
devices mobile personal medical devices 100 that have
Bluetooth™ interfaces. When the device 100 is near enough
to another device 100, the device 100 recognizes the prox-
imity of the other device 100 and establishes a communi-
cation link therewith using the wireless interface circuit 220
(i.e., the Bluetooth™ interface).

[0049] Bluetooth™ is directed to providing a relatively
robust high-speed wireless connection with low-power con-
sumption and a low-cost architecture. Bluetooth™ technol-
ogy may provide a universal radio interface in the 2.45 GHz
frequency band to enable portable electronic devices to
connect and communicate wirelessly via short-range ad hoc
networks. Bluetooth™ technology is generally targeted
towards the elimination of wires, cables, and connectors
between such devices and systems as cordless or mobile
phones, modems, headsets, personal digital assistants
(PDAs), computers, printers, projectors, and local area net-
works. The Bluetooth™ interface is further described in an
article authored by Jaap Haartsen entitled Bluetooth—The
universal radio interface for ad hoc, wireless connectivity,
[0050] As used herein, “ad-hoc” networking refers to
where devices are generally configured at the time of use
based on the resources available. Such networks, typically,
provide a service discovery protocol to allow, for example,
identification of available resources. They may also negoti-
ate various aspects of operations, such as peer relationships
between resources, at the time of use of the resources.
[0051] In other embodiments according to the invention,
the wireless interface circuit 220 can be an IEEE 80211
compliant interface that is configured to communicate with
a network access point that may be included in a local area
network or wide area network.

[0052] In some embodiments according to the invention,
the wireless interface circuit 220 can be a RadioFrequency
ID type interface (RFID). It will be understood that the
RFID interface provided by the wireless interface circuit 220
can be either active or passive. In a passive RFID interface,
the device 100 may be activated by a remote RFID scanner
that can provide power to the device 100 to activate the
wireless interface circuit 220 for transmission of medical
information to/from the device 100. In some embodiments
according to the invention, the RFID interface provided by
the wireless interface circuit 220 can be an active RFID
circuit that is continuously powered and transmits the medi-
cal information without excitation from an external scanner
needed. Other types of wireless interfaces may be used to
communicate with remote systems or devices including the
physician’s system and EMT systems described herein.
[0053] In operation, information stored in the device 100
can be “read” by transmitting an RF signal from an RFID
interface of the remote system to energize an RF antenna
associated with the wireless interface circuit 220, if the tag
is within transmit range of the remote system. Once ener-
gized, the wireless interface circuit 220 can transmit an
RFID signal including the medical information stored in the
device 100. It will be understood that the energy imparted to
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the antenna can be used to power the tag transmitter circuit
and ancillary circuits used by the wireless interface circuit
220 to transmit. Accordingly, the device 100 may not require
a battery or other on-board power source to necessarily
transmit, which is sometimes referred to as passive RFID
tags. RFID is discussed further on, for example, the Internet
at idtechex.com/pdfs/en/0728923822.pdf, which is hereby

incorporated herein by reference.

[0054] The mobile terminal 20 includes a location deter-
mination circuit 260 that is configured to determine the
location information for a movable object based on the ID
information received from the moveable object via an RFID
interface circuit 265. In some embodiments according to the
invention, the location determination circuit 260 is a Global
Positioning System (GPS) location circuit, including a GPS
receiver circuit, that uses, for example, any available GPS or
assisted GPS based location approach in conjunction with a
GPS satellite system 274. Such approaches are commonly
referred to as assisted-GPS, which is defined, for example,
in specification numbers 3GPP TS 04.31, 3GPP TS 03.71
and 3GPP TS 04.35. Assisted-GPS approaches are also
discussed, for example, in U.S. Pat. Nos. 4,445,118, and
5,418,538, and 5,663,734, and 5,663,735, and 6,433,735,
and in published US Patent Application No. US 2003/
0011511 A1, the disclosures of which are hereby incorpo-
rated herein by reference.

[0055] In some embodiments according to the invention,
the wireless interface circuit 220 can be used to transmit an
emergency message to nearby electronic devices, such as
cell phones, PDAs, etc. Accordingly, the processor circuit
200 may utilize the wireless interface circuit 220 to transmit
emergency messages to other electronic devices within
range of the interface circuit 220. For example, the processor
circuit 200 may transmit a message over the wireless inter-
face circuit 220 to a nearby cell phone using a Bluetooth
interface, whereby a message may be displayed on the cell
phone that a nearby person is experiencing a medical
emergency. Similar type communications may be provided
to laptops, PDAs, or other electronic devices having dis-
plays.

[0056] The device 100 also includes an alarm circuit 215
that can be activated by the processor circuit 200. The alarm
circuit 215 is configured to alert the person and/or those
nearby that the person with the implanted device 100 is
experiencing a possible emergency or may otherwise be in
distress. In some embodiments according to the invention,
the alarm circuit 215 is an audible and/or a visible alert, such
as a tone coupled with a light.

[0057] As further shown in FIG. 2, the device 100 also
includes a memory 225 that stores data 230, which can be
written and read by the processor circuit 200. The memory
225 may include any memory devices containing the soft-
ware and data used to implement the functionality in accor-
dance with embodiments of the present invention. The
memory 225 can include, but is not limited to, the following
types of devices: cache, ROM, PROM, EPROM, EEPROM,
flash memory, SRAM, DRAM and magnetic disk. The
memory 225 may include several categories of software to
provide operation of the profile manager 110: an operating
system; application programs including the software to
receive measured parameters and incorporate those mea-
surements into previously received values, input/output
device drivers, etc. The memory 225 can also include data
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that is used to coordinate the operations of the circuits shown
therein as well as an operating system to govern the overall
function of the device 100.

[0058] The data 230 can further include medical informa-
tion that is relevant to the body 105 and can be used by the
processor circuit 200 to determine whether the body 105 is
exhibiting a syndrome, such as a syndrome known to be
associated with the body or another type of syndrome which
is known, but has not been previously associated with the
body 105. In particular, according to FIG. 3, the memory
225 stores the data 230, which can include measured param-
eters that represent measurements received by the device
100 from the sensor circuits 205 for the bodily functions
monitored. For example, the parameters measured can
include blood pressure, blood glucose, PH, temperature,
respiration, voice analysis, impact force, PH, etc. The mea-
sured parameters can be stored as they are received or can
be processed to provide a statistical indication of the history
of the measured parameters. For example, the measured
parameters can include an average for each of the parameters
measured over a specified period of time. In some embodi-
ments according to the invention, the measured parameters
can include both a instantaneous as well as a historical value
over different lengths of time.

[0059] The data 230 also includes risk factors known to be
associated with the body, which can complicate the occur-
rence of events or can increase the likelihood that events can
occur. Risk factors can include, for example, excessive
smoking, drinking, and other lifestyle factors, etc. T he data
230 can also include a record of medications that the body
105 is currently being administered. The medications can be
important when, for example, an emergency medical pro-
vider is intervening to provide care or can be used to analyze
the measured parameters.

[0060] The data 230 can also include a record of allergies
which have been identified associated with the body 105.
The allergies can be used in the analysis of the measured
parameters (in conjunction with the other factors described
here) to set a threshold to be associated with the measured
parameters. The data 230 can also include a medical history
associated with the body 105 which includes all past medical
events, all previous treatments, medications, syndromes,
treating physicians, accreditations thereof, etc.

[0061] The data 230 can also include data indicating
geographic location of the mobile device 100 so that, for
example, a remote system can analyze the movements of the
body 105 throughout an environment and attempt to corre-
late those movements with an observed syndrome. The data
230 can also include peer proximity information which
indicates which peer devices the current device 100 has been
in close proximity to. Such information may be important in
predicting and/or monitoring the outbreak of communicable
diseases and may further be used in contacting persons who
may have been in close contact with others that have been
diagnosed with a particular syndrome.

[0062] The data 230 also includes privacy thresholds for
any of the medical information described herein. In particu-
lar, the privacy threshold can indicate that any information
having a lower privacy code is not to be transmitted whereas
information having a higher privacy code is transmitted. For
example, if a particular piece of medical information has a
privacy code that exceeds a privacy threshold, the medical
information would not be transmitted or accessed in the
device. However, if the privacy threshold is raised to exceed
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the privacy code of the medical information, the medical
information may then be transmitted or accessed.

[0063] The data 230 also includes an alert log which
records events (and other ancillary information such as time)
where an alert (either audible, visible, or a broadcast mes-
sage) was generated by the device 100. The data 230 also
includes a sharing log which records all access to the
medical information included in the device 100. For
example, the sharing log can record when the device 100
transmits medical information from the device 100 and
when the device 100 is accessed by a remote system (such
as a system operated in a physician’s office) or device.
[0064] The data 230 also includes parameters associated
with syndromes (both syndromes known to be associated
with the body as well as syndromes which are not known to
be previously associated with the body). For example, the
values for the measured parameters can define profiles
which may indicate the existence of particular syndromes,
such as SARS. Therefore, when the measured parameters
correlate to the parameters known to be associated with
SARS, the medical device 100 may determine that an alert
should be generated based on the likelihood that the body
105 is experiencing symptoms similar to SARS.

[0065] The data 230 can also include standards for the
measured parameters against which those measured param-
eters can be evaluated. For example, the standards can
include personal standards that are based on the measured
parameters over an extended period of time, a regional
standard which is based on medical studies for people
located within a particular region of the country of world,
cultural standards which can provide parameter values
according to a culture or subculture in which the individual
lives, ethnic standards which can indicate parameters known
to be associated with individuals having a particular ethnic
background, national standards, such as those determined by
a national medical board and international standards. It will
be also understood that the data 230 can include values for
seasonal variations that change these standards based on
particular times of the year or weather. The data 230 can also
include shared keys that are generated by the device 100 in
conjunction with the remote system, such as that that may be
operated in a physician’s office.

[0066] The data 230 can also include a Redundant Array
of Independent (or Inexpensive) Disks RAID table that
indicates the level of raid protection offered by the devices
100 associated with the body 105. For example, the RAID
table may indicate that the devices are configured so that
data and parity bits are stored across a plurality of devices
100 that are implanted in vivo in the body 105. If a particular
device fails or is lost due to a catastrophic accident, the
medical information including the measured parameters
may be rebuilt based on the data stored in the remaining
devices 100 and the parity bits.

[0067] RAID indicates a category of storage using two or
more devices in combination for fault tolerance. There are
number of different RAID levels, the most common of
which are designated as Levels 0, 3, and 5. Level O provides
data striping (spreading out blocks of each file across
multiple devices) but no redundancy. This may improve
performance but does not deliver fault tolerance. Level 1
provides disk mirroring, Level 3 is the same as Level 0, but
also reserves one dedicated device for error correction data,
which can provide some level of fault tolerance. Level 5
provides data striping at the byte level and also stripe error
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correction information, which can provide good fault toler-
ance. Other types of RAID protection are known and avail-
able.

[0068] According to FIG. 4, the processor circuit 200
receives the measurement of parameters monitored by the
sensor circuits 205 and stores the measured parameters as
data 230 in the memory 225 (block 405). Over time, the
processor circuit 200 incorporates the measurements of the
parameters into the measurements already stored in the
memory 225 (Block 410). For example, the processor circuit
200 may average the measured parameters with the previ-
ously stored parameters as well as maintain an ongoing
record of the instantaneous measurements received.
Although the incorporation of the new measurements into
the parameters is described herein in terms of averaging
those parameters with the previously stored parameters,
other types of statistical analysis and processing can be used
to provide an accurate indication of the parameters at a
particular time.

[0069] The measured parameters (having been incorpo-
rated into the previously measured parameters) are com-
pared to the stored standards and/or syndromes (block 415).
The comparison of the measured parameters to the stan-
dards/syndromes can be done by correlating the measured
parameters to the parameters associated with the syndromes.
For example, a correlation may be performed between the
respective parameters for SARS or Avian Flu and the
parameter values collected by the device 100. If the mea-
sured parameters correlate well with the parameters known
to be associated with any of the stored syndromes, a deter-
mination may be made that the body 105 may have been
exposed and is exhibiting symptoms associated therewith.

[0070] Alternatively, the comparison can be performed by
comparing the measured parameters to the standards (i.e.,
the personal, regional, cultural, ethnic, national and inter-
national standards) maintained by the device 100 to deter-
mine whether the measured parameters exceed any of these
standards. For example, if any of the measured parameters
exceeds any or all of the standards for more than a prede-
termined time threshold, it may be determined that the
measured parameters are unacceptably high and, therefore,
an alert may be warranted.

[0071] 1t will be further understood that some of the
parameters may be weighted more heavily than others in
determining the correlation between the stored syndromes
and the measured parameters. For example, blood glucose
may be a highly relevant parameter for a person known to
have a diabetic condition. Accordingly, the parameter can be
weighted differently in determining the comparison between
the measured parameters and the stored syndromes and/or
the standards. Furthermore, the other medical information
(such as risk factors, medications, allergies, medical history,
etc.) can be used to weight some of the parameters more or
less than would otherwise be done. For example, if a risk
factor of smoking is known to be associated with the body
105, blood pressure may be particularly important in deter-
mining whether a particular syndrome is correlated to the
measured parameters.

[0072] Furthermore, the medical history may indicate the
value of measured parameters previously associated with
past events. For example, the medical history for the body
105 may indicate that a particularly high blood oxygen level
was previously observed during a past emergency. Accord-
ingly, a measured value for the blood oxygen may be
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particularly relevant in determining correlation between a
syndrome and the measured parameters. The same can be
true for the medications, allergies, etc. that are known to be
associated with the body 105 such that particular parameters
may be weighted more or less depending on what those
known medications/allergies are.

[0073] Once the comparison has been performed, the
device 100 may indicate an emergency (block 420) and
thereby transmit an alert signal (block 425) from the device.
As described herein, the alert signal may be an audible
and/or visible alert to notify the body 105 or persons nearby
that the person is maybe experiencing a medical emergency.
Alternatively (or in combination with the audible/visible
alert), the alert signal may be an electronic signal transmitted
to a nearby electronic device, such as a cell phone, PDA or
laptop, indicating that someone nearby is in distress and may
further indicate the nature of the emergency determined by
the comparison to the standards/syndromes. It will be further
understood that the alert signal transmitted by the device 100
may be received by a network access point which may then
be relayed over a wide area or local area network.

[0074] FIG. 5 is a flowchart that illustrates operations of
the device 100 in indicating an emergency according to
some embodiments of the invention. According to FIG. 5, if
any of the measured parameters exceeds a predetermined
emergency threshold for any of the parameters for a speci-
fied period of time and/or by a specific amount (block 505),
the device 100 determines that medical information and/or
an alert signal should be transmitted. If, on the other hand,
no emergency has occurred no information is transmitted
from the device 100 (block 506). Accordingly, if the medical
information is to be transmitted (block 505), the processor
circuit 200 raises a privacy threshold (block 510) intended to
protect the privacy of the medical information stored in the
device 100 so that at least some medical information can be
transmitted along with the alert signal from the device 100
(block 515).

[0075] The medical information transmitted from the
device 100 can be transmitted in an order according to the
priority of the medical information therewith. For example,
the processor circuit 200 may determine that the blood
glucose level is the highest priority medical information to
be transmitted along with the alert signal. Accordingly, the
processor circuit 200 may transmit the recorded values for
the blood glucose level from the device 100 along with the
alert signal (block 515). In some embodiments according to
the invention, only the relevant medical information that
does not exceed the privacy threshold is transmitted so that
other higher privacy medical information is protected.
[0076] It will be further understood that rather than deter-
mining that an emergency exists, the processor circuit 200
may determine that the measured parameters nonetheless
indicate a serious situation which may worsen over time and,
therefore, may elect to transmit information despite the fact
that the measured parameters have not reached the level
deemed to be an emergency. Accordingly, the processor
circuit 200 may lower the privacy threshold enough to allow
the transmission of only selected portions of the medical
information, rather than a more complete set of medical
information as described above in reference to an emergency
situation.

[0077] FIG. 6 is a flowchart that illustrates operations of
the device 100 to correlate the measured parameters with
syndromes according to some embodiments of the inven-
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tion. According to FIG. 6, the measured parameters are
received by the device 100 (block 605), and are incorporated
into the stored values for the parameters (block 610) for
comparison to parameters that are associated with the stored
syndromes (block 615). It will be understood that the
correlation or matching between the parameters known to be
associated with syndromes and the measured parameters can
be provided as described above by, for example, weighting
some of the parameters more heavily than others and thereby
relying on closer correlation among a subset of parameters
rather than the entire set of parameters measure. Further-
more, some of the parameters may be more heavily or less
heavily weighted dependent on risk factors, medications,
allergies, and the other information stored in the device 100
as part of the data 230.

[0078] It will be understood that the correlation can be
performed using well known techniques, such as cross-
correlation, autocorrelation, and the like. The correlation can
be used to compare individual values of the parameters
and/or a series of values for the parameters. For example, the
parameters associated with a syndrome can include values
for a specified period of time, such as 24 hours, so that the
series of measured parameters received by the device 100
over the 24 hour period can be compared to the correspond-
ing values associated with the syndrome. Such values may
show, for example, the normal profile of a blood glucose
level for a person fitting the physical parameters (such as
height, weight, age, gender, etc.) with diabetes.

[0079] If the measured parameters correlate with at least
one of the stored syndromes (block 615), the device 100 can
transmit medical information associated with the correlated
syndrome if the privacy codes associated with each of the
individual pieces of medical information are less than the
privacy threshold (block 620). Furthermore, the device 100
records the transmission of the medical information from the
device 100 in the sharing log included in the data 230 (block
625). If, on the other hand, the measured parameters do not
correlate with at least one of the stored syndromes (block
615), the device 100 does not transmit the medical infor-
mation (block 610).

[0080] FIG. 7 is a schematic illustration of the body 105
including a device 100 that is configured to be in commu-
nication with a remote electronic device 700, such as a cell
phone, PDA, laptop, etc. In some embodiments according to
the invention, the device 100 can transmit a message to the
electronic device 700 over any wireless interface supported
by the wireless interface circuit 220. For example, the
message transmitted by the device 100 to the electronic
device 700 can be a message intended for the display of the
electronic device 700 or a message that is to be relayed to a
wireless network.

[0081] It will be further understood that the transmission
from the device 100 to the electronic device 700 can include
the medical information as described above in reference to
FIGS. 4-6, such as when an emergency situation occurs
where the electronic device 700 is to provide a message
thereon warning a viewer that the body 105 is experiencing
a serious medical event. Furthermore, in some embodiments
according to the invention, the electronic device 700 may be
associated with the body 105 and utilized to relay the
message or periodic information to a remote system for
storage on a persistent storage device included therein. For
example, the electronic device 700 may be located proxi-
mate to the device 100 so that the received parameters can
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be periodically relayed to the persistent storage system or a
system which is otherwise intended to monitor the param-
eters collected by the device 100. In some embodiments
according to the invention, the electronic device 700 is a
public sensor that can be coupled to an aggregation system
as described herein in reference to FIGS. 16 and 17. In still
other embodiments according to the invention, the electronic
device 700 is capable of transmitting to the device 100
including messages from an aggregation system to alert the
body 105 to exposure.

[0082] FIG. 8 is a schematic representation of the device
100 implanted in vivo in the body 105 and configured to be
in communication with an electronic device 800 that is
embedded within a seat in an airliner cabin. It will be
understood that in these embodiments according to the
invention, that the signal emitted by the device 100 can be
relatively low frequency and/or have relatively low power
spectral density to reduce potential interference between
transmissions from the device 100 and an aircraft’s com-
munication and navigation systems. In operation, the elec-
tronic device 800 can receive signals from the device 100
which can then be relayed to an onboard monitoring system
805, whereby a member of the crew may be alerted to an
emergency being experienced by the body 105 including a
particular seat number from which the alert was received. In
some embodiments according to the invention, the elec-
tronic device 800 is further in communication with an
attendant call signal 810 which provides a general visual
indication that the body 105 may be in need of assistance if,
for example, an emergency or serious medical situation has
arisen as indicated by the transmission from the device 100.
[0083] FIG. 9 is a schematic representation of the device
100 implanted in vivo in the body 105 and in communication
with a recognized emergency medical device 900 operated
by an authorized user (such as an EMT) 905 in some
embodiments according to the invention. According to FIG.
9, the EMT 905 establishes a privacy relationship with the
recognized emergency medical device 900 by, for example,
logging onto the device 900 using an authentication code
associated with the EMT 905.

[0084] The device 100 communicates with the device 900
to establish a privacy relationship therebetween so that the
device 100 can upload medical information to the device
900 while maintaining the privacy of the medical informa-
tion. Accordingly, the EMT 905 can administer emergency
assistance to the body 105 with the advantage of the medical
information provided by the device 100 even though the
body 105 may be unresponsive. Furthermore, other recog-
nized medical devices 910 may be used in conjunction with
the device 900 to provide further medical information
regarding the status of the body 105.

[0085] In operation as shown according to FIG. 10, if the
device 100 determines that an emergency situation exists or
that a measured parameter has exceeded a specified thresh-
old for a certain period of time (block 1005), an implied
authorization may be assumed between the device 100 and
the device 900 due to the fact that an emergency or a serious
situation has been detected (block 1010). If, on the other
hand no emergency exists (block 1005), no authorization is
granted (block 1006). The emergency or serious medical
situation determined by the device 100 can, therefore, pro-
vide the implied authorization for the device 900 to access
the medical information stored in the device 100. Accord-
ingly, the device 100 transmits the medical information to
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the recognized medical device 900 for further analysis
(block 1015). Furthermore, the device 100 records the
access to the medical information by the recognized medical
device 900 by updating the sharing log (block 1020).
[0086] FIG. 11 is a flowchart that illustrates operations of
the mobile personal medical device 100 transmitting medi-
cal information to a remote system in a non-emergency
situation in some embodiments according to the invention.
According to FIG. 11, an emergency medical provider
establishes a privacy relationship with the remote system,
which is a recognized medical device as illustrated by device
900 in FIG. 9 (block 1100). The privacy relationship with the
remote system can be established when the emergency
medical provider logs onto the device 900 using, for
example, an emergency medical provider authorization
code. The remote system sends a request to the device 100
to transmit the medical information to the remote system
(block 1105). It will be understood that the request from the
remote system can include the emergency medical provider
authorization code which the emergency medical provider
inputs into the remote system.

[0087] The device 100 receives the request from the
remote system including the code which authorizes the
remote system to receive the medical information (block
1110). It will be understood that even though the authori-
zation code provided by the emergency medical provider
may authorize access to some of the medical information
stored in the device 100, the code may not authorize the
device 100 to transmit all of the medical information to the
remote system. In particular, some of the medical informa-
tion may have a privacy code associated therewith which is
still greater than the privacy threshold stored within the
device 100. In still other embodiments according to the
invention, the authorization code provided by the emergency
medical provider may authorize the device 100 to raise the
threshold so that additional medical information is autho-
rized to be received by the remote system.

[0088] The device 100 transmits the medical information
requested by the remote system which has a privacy code
that is less than the privacy threshold (block 1115). The
device 100 then records the transmission of medical infor-
mation to the remote system along with the emergency
medical provider authorization code that accompanied the
request (block 1120). The medical information can then be
uploaded from the remote system to a persistent storage
device for long term storage of the medical information
accessed during the event (block 1125).

[0089] Although the description above in reference to
FIG. 11 illustrates authorization provided for the remote
system to access the medical information using an authen-
tication code provided by an emergency medical provider, it
will be understood that in other embodiments according to
the invention, the emergency medical provider or recog-
nized medical device may provide a copy of the shared key
that is stored in the memory of the device 100. Upon receipt
of the shared key, the device 100 can authorize the remote
system to access the medical information stored therein as
described above.

[0090] As shown in FIG. 9 above, authorization for access
to the medical information in the device 100 is implied due
to the nature of the emergency wherein, for example, the
body 105 may be unresponsive. In contrast, operations
described above in reference to FIG. 11 illustrate that
authorization can be provided by a key or code provided by
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the emergency medical provider to authorize access to the
medical information stored in the device 100.

[0091] FIG. 12 is a schematic representation of a remote
system, which may be operated by a medical provider such
as a physician, configured to access medical information
stored in the device 100 implanted in the body 105 in some
embodiments according to the invention. In particular, the
remote system 1200 is configured to access the medical
information stored in the device 100 via wireless commu-
nication via the wireless interface circuit 220 in the device
100. The remote system 1200 may provide essentially the
same communications as the systems described above in
reference to FIGS. 8 and 9, which are capable of requesting
that the device transmit the medical information.

[0092] The system shown in FIG. 12 further includes a key
generation circuit 1220 that operates under the control of the
remote system 1200 to generate a shared key that is stored
within the remote system 1200 and can be downloaded to the
device 100 for storage therein. The system in FIG. 12 also
includes a persistent storage device 1215 which can store
medical information uploaded from the device 100 and the
shared key generated by the key generation circuit 1220. The
system in FIG. 12 also includes access to an accreditation
system 1210 which lists the accreditation for medical pro-
viders that may provide medical services to the body 105
over an extended period of time. The system in FIG. 12 also
includes access to a recognized emergency medical device
1205, such as that described in reference to FIG. 9. Access
to the recognized emergency medical device can be used to
upload medical information retrieved in the field to the
persistent storage device 1215 so that the medical informa-
tion may be later accessed and analyzed. It will be under-
stood that the term “key” as used herein can refer to a
generated key pair, where one key of the pair remains private
and the other key in the pair is made publicly available.
Furthermore, the keys can be generated and used in accor-
dance with the approaches discussed in US Patent Publica-
tion No. 20060206361, entitled System For Maintaining
Patient Medical Records For Participating Patients, by
Logan, the entirety of which is incorporated herein by
reference.

[0093] In operation, the system shown in FIG. 12 can be
utilized according to the flowcharts shown in FIGS. 13-15.
According to FIG. 13, a patient (i.e., the body 105) can sign
a consent form which authorizes the operator of the system
in FIG. 12 to access medical information stored in the device
100 (block 1300). A serial number on the form can be used
to generate a shared key using the key generation circuit
1220 for storage in the device 100 (block 1305). The shared
key can be used to authorize subsequent access to the
medical information in the device 100. The shared key is
also stored on, for example, the persistent storage device
1215 or, alternatively, on local storage associated with the
remote system 1200 (block 1310).

[0094] According to FIG. 14, the device 100 compares the
shared key sent from the remote system to the shared key
stored within the device 100 (block 1400). If the shared keys
match (block 1405), the download of new medical informa-
tion is accepted (block 1410) and the new downloaded
medical information is stored in the device 100 (block
1415). The device 100 also updates the sharing log to record
access to the stored medical information (block 1420). If the
shared keys do not match, the access is denied (block 1406).
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[0095] Tt will be understood that the new medical infor-
mation downloaded from the remote system can represent
updated versions of the information previously stored as part
of the medical information in the device 100. For example,
the downloaded medical information may include new val-
ues for standards or entirely new standards altogether. The
downloaded medical information may also include updated
risk factors, allergies, new medications prescribed to the
patient, as well as additional medical history that was
collected during the time interval between the current down-
load and the previous download, such as when the patient
previously visited the physician’s office.

[0096] The additional medical history may include previ-
ous field events where the body 105 received an emergency
medical treatment in the field whereupon medical treatments
not stored in the device 100 were uploaded to the persistent
storage device 1215 and now subsequently downloaded into
the device 100 through the remote system 1200. The down-
loaded information may also include new types of syn-
dromes or revised parameters that are associated with those
known or new syndromes. The new medical information can
also include new processes to be used for the correlation of
the measured parameters to the syndromes.

[0097] FIG. 15 is a flowchart that illustrates operations of
the device 100 in conjunction with the remote system 1200
to upload stored medical information in some embodiments
according to the invention. According to FIG. 15, the shared
key provided by the remote system to the device 100 is
compared to the shared key stored therein (block 1500). If
the shared keys match (block 1505), medical information
stored in the device 100 is uploaded to the remote system
including all the measured parameters recorded since the
device 100 was last accessed (block 1510). If, however, the
keys to not match (block 1505), access to the device 100 is
refused (block 1506).

[0098] The medical information uploaded to the remote
system can include all the recorded measured parameters as
well as the geographic location information, peer proximity,
alert logs, and sharing logs. Furthermore, additional medical
information can be uploaded in, where, for example, the
patient has been treated by another physician during the time
interval between accesses by the remote system. For
example, the patient may have visited an allergy specialist
prior to the visit to the current physician wherein the allergist
downloaded into the device 100 including information
regarding the diagnosis of allergies for the patient. The
device 100 then updates the sharing log to reflect the current
access to the medical information stored in the device 100
(block 1515). In some embodiments according to the inven-
tion, the uploaded information can be sent from the remote
system to the persistent storage device 1215 (block 1520).

[0099] FIG. 16 is a schematic illustration of an aggrega-
tion system 1620 including devices 100A-C configured to
operate therein in some embodiments according to the
invention. According to FIG. 16, devices 100A-C are
implanted in bodies 105A-C respectively. The devices
100A-C are configured to communicate with sensors 1600,
which are configured as a lowest level in the hierarchy of the
aggregation system 1620. The aggregation system 1620
operates by receiving medical information from the devices
105A-C through the sensors 1600 to monitor the medical
information of a population and may be used to determine if
a local, regional or wider-scale outbreak is underway. It will
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be understood that the medical information can be collected
anonymously so that each person’s privacy can be safe-
guarded.

[0100] In operation, as illustrated in FIG. 17, the medical
information is collected from the devices 100A-C as the
bodies 105A-C move within the environment. The aggre-
gation system 1620 collects the medical information until a
statistically significant number of samples has been acquired
(block 1700).

[0101] As the medical information is continued to be
collected, the aggregation system compares the collected
medical information from the different devices 100A-C to
determine whether there are any similarities among the
information provided the devices (block 1705). Moreover,
the aggregation system 1620 operates to determine whether
there is a correlation between the medical information and
known syndromes, such as SARS, or other diseases (block
1710). The correlation between the medical information and
known syndromes can be performed, for example, as
described above in reference to FIG. 6.

[0102] Ifasyndrome is determine to likely exist within the
environment of the sampled devices 100A-C, the low level
aggregation system 1620 can forward the collected medical
information, and information regarding the correlation, to a
higher level of the aggregation system 1620, such as system
1610 which has access to other nodes within the aggregation
system 1620 that communicate with sensors that are located
in different areas of the environment (block 1715). The
higher levels of the aggregation system 1620 can then
compare similar information and determine correlations
between different regions (blocks 1705 and 1710) to deter-
mine whether a wider-scale outbreak is underway (block
1720).

[0103] In some embodiments according to the invention,
the aggregation system 1620 can be scaled vertically and
horizontally to cover a relatively large region, such as
several different areas within a region or a number of
metropolitan areas on a national or international level. It will
be understood that although a nationwide aggregation sys-
tem can be provided by monitoring medical information in
a number of metropolitan areas, it is not necessary that all
intervening areas (e.g., rural areas located between metro-
politan areas) are necessarily covered by the aggregation
system 1620. It will be understood that the comparisons and
correlations performed at the higher levels of the aggrega-
tion system 1620 can in-turn be forwarded to still higher
levels in the hierarchy of the system 1620 (block 1725).
[0104] In any event, the aggregation system 1620 at any
level can take action once a syndrome has been detected
including, for example, transmitting messages to the devices
100A-C whereupon the device 100A-C can transmit an alert
signal so that the body 105 can be alerted to the possibility
of exposure. For example, if the body 105A was exposed to
and contracted SARS, the device 100 A can begin measuring
parameters that indicate correlation with SARS which is, in
turn, communicated to the aggregation system 1620 through
the sensor 1600.

[0105] Moreover, as the body 105A moves about the
environment, it comes into proximity with bodies 105B and
105C. Accordingly, each of the devices 100A-C logs the
proximity information indicating that each of the respective
devices 100A-C was in close proximity to the others at a
particular time. Later, once the aggregation system 1620 has
detected the early outbreak of SARS by correlating the
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parameters provided by the device 100A to the parameters
known to be associated with the SARS syndrome, the
aggregation system can broadcast messages to the bodies
105B and C to indicate potential exposure to SARS even
though each of those bodies may not yet exhibit symptoms
of SARS.

[0106] The aggregation system 1620 may notify the other
bodies 105B and C even though those bodies are no longer
located in the same environment in which they came into
close proximity with 105A initially. It will be further under-
stood that the aggregation system 1620 may have access to
the persistent storage system 1215 described above in ref-
erence to FIG. 12 so that the aggregation system can access
the keys that enable the system 1620 to access the medical
information in each of the devices 100A-C to further inves-
tigate the medical information associated with each of the
bodies 105A-C.

[0107] In still other embodiments according to the inven-
tion, the aggregation system 1620 can broadcast a message
to each or any of the bodies 105A-C to download informa-
tion from the aggregation system 1620, such as a notation
that the respective body was exposed to SARS at a particular
time. The aggregation system 1620 may also transmit new
standards and/or thresholds to the devices 100A-C that are
deemed more relevant after the respective body 105A-C has
been expose to a particular event. The devices 100A-C can
then continue operation according to the new information
downloaded from the system 1620. It will be understood that
other information may be downloaded into the devices
100A-C from the system 1620.

[0108] Instill further embodiments according to the inven-
tion, the aggregation system 1620 is part of a mobile
wireless network, such as a cellular radio telephone network
that provides service to mobile radio telephone users. In
such a system, the sensor 1600 may be integrated into local
radio heads or other low level pieces of infrastructure that
support the wireless network. Accordingly, the messages
within the aggregation system 1620 communicating the
medical information may be formatted as standard messages
used to transmit registration information within the network.
[0109] Many alterations and modifications may be made
by those having ordinary skill in the art, given the benefit of
present disclosure, without departing from the spirit and
scope of the invention. Therefore, it must be understood that
the illustrated embodiments have been set forth only for the
purposes of example, and that it should not be taken as
limiting the invention as defined by the following claims.
The following claims are, therefore, to be read to include not
only the combination of elements which are literally set
forth but all equivalent elements for performing substan-
tially the same function in substantially the same way to
obtain substantially the same result. The claims are thus to
be understood to include what is specifically illustrated and
described above, what is conceptually equivalent, and also
what incorporates the essential idea of the invention.

What is claimed:

1. A method of detecting syndromes comprising:

receiving, at a mobile personal medical device, a mea-
surement of a parameter associated with a body; and

comparing, at the mobile personal medical device, the
measurement of the parameter to stored data associated
the body to provide a syndrome associated with the
body.



US 2008/0103368 Al

2. A method according to claim 1 wherein receiving com-
prises receiving, in vivo, the measurement and wherein com-
paring comprises comparing, in vivo, the measurement to the
stored data.

3. A method according to claim 1 further comprising:

transmitting an alert signal responsive to determining that
the syndrome indicates an emergency or if the measure-
ment of the comparison exceeds a threshold

4. A method according to claim 2 wherein comparing is
preceded by:

transmitting the measurement of the parameter associated
with the body from the mobile personal medical device
to a mobile electronic device that is outside the body for
storage therein.

5. A method according to claim 1 wherein stored data
comprises a previously received measurement of the param-
eter of the body.

6. A method according to claim 1 wherein the mobile
personal medical device further stores medical information
comprising pre-existing medical conditions of the body,
information associated with medications for the body, and/or
risk factors associated with the body.

7. A method according to claim 6 wherein the syndrome
associated with the body is provided by comparing the medi-
cal information for the body to a stored syndrome, wherein
the medical information comprises medical information asso-
ciated with the pre-existing medical condition of the body, the
information associated with the medications prescribed for
the body, the risk factors associated with the body, and/or the
measurement of the parameter associated with the body.

8. A method according to claim 6 wherein the medical
information further comprises a privacy code indicating a
level of privacy for the medical information, the method
further comprising:

refraining from transmitting medical information having

privacy codes that exceed a privacy threshold responsive
to determining that the syndrome indicates no emer-
gency;

increasing the privacy threshold responsive to determining

that the syndrome indicates an emergencys;
transmitting medical information for which associated pri-
vacy codes are less than the privacy threshold; and
reducing the privacy threshold responsive to determining
that the syndrome indicates the emergency has termi-
nated.

9. A method according to claim 1 wherein the mobile
personal medical device further stores historical location
information for the body, historical peer proximity informa-
tion.

10. A method according to claim 1 wherein comparing
further comprises:

comparing the received measurement of the parameter to

the stored version of the parameter, wherein the stored
version of the parameter is associated with other bodies.

11. A method according to claim 1 further comprising:

receiving a request to transmit the syndrome from the

body; and

transmitting the syndrome from the body if the request

includes an emergency medical provider authentication
code.

11
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12. A method according to claim 11 further comprising:

storing the emergency medical provider authentication
code associated with the request.

13. A method according to claim 1 further comprising:

incorporating the measurement of the parameter into the
stored version of the parameter to provide an updated
stored version of the parameter;

receiving a subsequent measurement of the parameter; and

comparing the subsequent measurement to the updated
stored version of the parameter.

14. A method according to claim 1 wherein the parameter
associated with the body comprises temperature, glucose
level, pH, blood pressure, blood oxygen, voice analysis,
impact force, respiration rate, and/or last medication admin-
istered.

15. A method according to claim 1 embodied in a computer
program product comprising a computer readable medium
having computer readable program code embodied therein.

16. A method according to claim 1 wherein the mobile
personal medical device is configured for chronic in vivo
implantation in the body for at least 6 months.

17. A method of detecting syndromes comprising:

receiving, at a mobile personal medical device, a measure-
ment of a parameter associated with a body; and

comparing, at the mobile personal medical device, the
measurement of the parameter to stored data associated
the body to provide a syndrome associated with the
body; and

transmitting medical information, from the mobile per-
sonal medical device, if a privacy code associated with
the medical information exceeds a variable privacy
threshold that is varied based on determining whether
the syndrome indicates an emergency for the body.

18. A mobile personal medical device configured for
chronic implantation in a body or for portability by the body,
the device comprising:

a processor circuit configured to coordinate measurement
of a parameter associated with the body to provide a
syndrome associated with the body and to compare the
measurement of the parameter to stored data associated
with the body to provide a syndrome associated with the
body.

19. A mobile personal medical device according to claim

18 further comprising:

a memory circuit, coupled to the processor circuit, config-
ured to store medical information for the body compris-
ing pre-existing medical conditions of the body, infor-
mation associated with medications for the body, risk
factors associated with the body and configured to store
an updated stored version of the parameter;

a wireless interface circuit, coupled to the processor cir-
cuit, configured to transmit the syndrome from the
device;

wherein the processor is further configured to incorporate
the measurement of the parameter into a stored version
of the parameter to provide the updated stored version of
the parameter and configured to receive a subsequent
measurement of the parameter and configured to deter-
mine the syndrome based on matching the medical
information to the stored syndrome; and

wherein the wireless interface circuit is further configured
to transmit the syndrome from the mobile personal
medical device and to transmit selected information
from the mobile personal medical device to be associ-
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ated with the syndrome based on the stored syndrome
that matches the medical information, wherein the
selected information is selected from parameters of the
body stored by the mobile personal medical device and/

or information from the medical information.
20. A mobile personal medical device according to claim
19 wherein the mobile personal medical device comprises

12
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one of a plurality of mobile personal medical devices config-
ured for chronic in vivo implantation in the body for at least 6
months, wherein the medical information is stored across the
plurality of mobile personal medical devices in a redundant
storage configuration.

Ed sk sk Ed Ed
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