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A system level scheme for networking of implantable
devices, electronic patch devices/sensors coupled to the body,
and wearable sensors/devices with cellular telephone/mobile
devices, peripheral devices and remote servers is described.
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SYSTEM FOR SEAMLESS AND SECURE
NETWORKING OF IMPLANTABLE
MEDICAL DEVICES, ELECTRONIC PATCH
DEVICES AND WEARABLE DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
patent application Ser. No. 13/432,873 filed Mar. 28, 2012,
which is a continuation of U.S. patent application Ser. No.
11/805,610 filed May 23,2007, now U.S. Pat. No. 8,183,998,
each of which is incorporated by reference in its entirety.

ABBREVIATIONS
[0002] Cellular Telephone is abbreviated as CT.
[0003] Mobile Device is abbreviated as MD.
[0004] Mobile Health Appliance is abbreviated as MHA.
[0005] Intelligent Personal Health Management Appliance

is abbreviated as IPHMA.

[0006] Personal Health Management is abbreviated as
PHM.

[0007] Implantable Device is abbreviated as ID.

[0008] Electro-Physiological/Electronic Patch device is

abbreviated as .EP wherein said device is configured for
attachment/coupling to the body.

[0009] Wearable Device is abbreviated, as WD wherein
said device is configured for carriage on the body including in
garments/clothing and various other forms of carriage.
[0010] The electro-physiological device/electronic patch
device/biological sensor device are referred to as EP device
for convenience.

[0011] The terms Electro-Physiological Device/Electronic
Patch Device/Biological Sensor include devices that sense,
measure, monitor, control and manage various types of
human/animal biological and bodily parameters in one or
more forms and functions.

BACKGROUND

[0012] The present application additionally cross refer-
ences and incorporates by reference related co-pending U.S.
patent application Ser. No. 11/001,668 tiled Nov. 30, 2004.
[0013] The present application further cross references and
incorporates by reference the U.S. patent application Ser. No.
11/018,862 filed Dec. 19,2004 which is a continuation in part
of U.S. patent application Ser. No. 11/001,668 filed Nov. 30,
2004.

[0014] In the cross referenced applications. Rao et al., the
common inventor of the present disclosure, teaches a system
level scheme and method for the networking of various types
of devices including mobile devices having capability for
communication, command and control of voice and data
information and the networking of intelligent appliances,
peripheral devices and sensors with a central server/network
server comprising said wired or wireless network.

[0015] Additionally, Rao et al., in the cross referenced
applications, teach the unique identification of said devices
and the encryption/decryption of communications for secure
and intended access to a selected device forming a commu-
nication network. Further Rao et al teach the communication
of information over a plurality of communication channels
wherein said communication channels may he configured for
one or more communication protocols/methods including the
multiplexing of a selected communication channel from a
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first communication to a second communication protocol/
method. Rao et al further each the feature wherein a mobile
device may be configured with a web server capability to
perform the additional functions of a server.

[0016] Further, Rao et al., in the cross referenced applica-
tions, teach novel methods for utilizing the mobile device for
tracking, and managing health information including gastro-
nomic information, physical activity and other parameters.
Additionally, Rao et al in cross referenced applications teach
the use of novel electronic patch device/activated electronic
patch device/drug delivery device/pain management device
and biological sensors that are configured for affixing/cou-
pling to the body and carriage on the body including a number
of novel personal health management appliances.

[0017] There is a need for systems and methods for the
wired and wireless networking of medical devices ranging
from implantable medical devices, electronic patch devices
that are configured for directly affixing/coupling to the body
and wearable devices that are configured for carriage on the
body. Additionally there is a need for devices that may be used
for identification and authentication of the person and for
controlling the access to one or more devices and one or more
networks comprising of said devices.

[0018] The prior art of record does not teach the means for
real time networking among a plurality of implantable medi-
cal devices implanted and present within the body. Conse-
quently, there is a need for wired and wireless networking of
one or more implanted medical devices within the body; and
further a need for system and methods for connecting one or
more of said implanted devices and the implantable device
network to one or more networks external to the body. In
addition there is a need for an implantable device for perform-
ing the functions of a server and alternately the configuration
of at least one implantable medical device configured for
performing the additional functions of a server.

[0019] The prior art of record further does not teach the
means for real time networking among a plurality of elec-
tronic patch devices and other types of electro-physiological/
biological sensors that are affixed/coupled directly to the
body. Consequently, there is a need for the wired and wireless
networking of electronic patch devices and other types of
electro-physiological/biological sensors that are affixed/
coupled to the body; and further there is a need fur systems
and methods for connecting one or more of said electronic
patch devices and other types of electro-physiological/bio-
logical sensors and the connection of the network thrilling
said devices to one or more networks that are located internal
to the body, affixed/coupled to the body and externally remote
to the body. In addition there is a need for the novel use of an
electronic patch device/biological sensor device for perform-
ing the functions of a server and alternately the configuration
wherein at least one electronic patch device/biological sensor
device is configured for performing the additional functions
of a server.

[0020] The prior art of record further does not teach the
means for real time networking among a plurality of wearable
devices and other types of devices that are configured for
carriage on the body. Thus, there is a need for wired and
wireless networking of wearable devices and other types of
devices that are configured for carriage on the body. Further-
more, there is a need for systems and methods for connecting
one or more of said devices and the connection of the network
thrilling said devices to one or more networks that are located
internal to the body, affixed/coupled to the body and exter-
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nally remote to the body. In addition there is a need for
wearable devices and other types of devices that are config-
ured for carriage on the body for performing the functions of
aserver; and alternately the configuration wherein at least one
wearable devices and other types of devices that are config-
ured for carriage on the body is configured for performing the
additional functions of a server.

[0021] The prior art does not teach the seamless and secure
networking among the devices forming the three different
networks described above and further does not teach the
seamless and secure coupling of each of said networks with
each other to enable the utility of delivering novel health care
applications for sensing, measuring, monitoring, managing
and controlling the desired parameters affecting a person
internal of the body, on the body and external of the body.
Thereis a need for configuring the body with all three types of
networks described above. As the number of implantable
devices, electronic patch devices/other types of biological
sensors that are affixed/coupled to the body and the wearable
devices configured for carriage on the body proliferate, there
is a need for defining a system level architecture and methods
fur configuring the different types of networks and for seam-
lessly enabling communication between the various networks
forming said life enhancing/supporting functions related to a
person’s health. Additionally, there is a need for uniquely
identifying said devices and for authenticating the communi-
cation between said devices; and also the persons accessing
said devices to ensure that spurious signals, accidental access
or unauthorized access is precluded.

[0022] In the prior art various types of devices lacked the
multi channel comnunication capability and also the capa-
bility of a single device to perform multiple functions such as
measuring temperature, blood flow, blood oxygen level, heart
pacing functions, measuring electro cardio gram, ECG sig-
nals and other functions. Consequently, there is a need for
multifunction implantable devices, electro-physiological
devices, electronic patch devices, biological sensors and
wearable devices and the system for networking said multi-
function devices to dynamically form a plurality of networks
for measuring, monitoring, managing, communication, com-
mand and control of a selected biological parameter and
biological information at a selected time and in a selected
manner.

INCORPORATION BY REFERENCE

[0023] Each patent, patent application, and/or publication
mentioned in this specification is herein incorporated by ref-
erence in its entirety to the same extent as if each individual
patent, patent application, and/or publication was specifically
and individually indicated to he incorporated by reference.

SUMMARY

[0024] The present invention teaches novel systems and
methods for networking of implantable devices, devices con-
figured for electro-physiological information, biological sen-
sors, devices configured affixing/coupling to as body and
wearable devices for carriage on a body. The present inven-
tion additionally teaches the methods for the sensors and
devices to be configurable with at least one unique identifi-
cation number whereby the devices and sensors may be
accessed, communicated with and addressed with specificity,
security and safety in one or more networks formed by said
devices and sensors. The system for addressing a device and
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or a sensor by a unique identification number is not taught in
the prior art of record. Additionally, the device and/or the
sensor may be configured with a unique device/sensor profile.
The user may be described and configured with a user profile
comprising of user information including health information
such that the user information/profiles and the device/sensor
information/profiles may he used individually or in tandem
with each other. These novel features are not taught in the
prior art of record. The various networks comprising the
medical devices are configured for real time data acquisition,
for communication of biological information, for archiving
said data for contemporaneous utility or for utility at a
selected time, for analyzing said data, for determining trends,
for communication of said data to one or more health profes-
sionals and for comprehensive real time management of the
personal health of an individual in a cost effective manner in
accordance with the quality/cost objectives that are accept-
able to the individual and society.

[0025] The present invention teaches novel systems, meth-
ods and devices to solve the above enumerated problems not
addressed in the prior art. Various other important objectives
of the present invention are also enumerated below. Other
objectives may become apparent to those knowledgeable in
the artand the invention is not to be construed as limited to the
specific objectives enumerated herein:

[0026] A. System level scheme for networking of implant-
able devices located within a human or mammalian body:

[0027] 1. An objective of the present invention is the net-
working of one or more implantable devices located within a
body for communication, coordination, command and con-
trol of functions performed by said implantable devices.

[0028] 2.An objective of the present invention is to identify
an individual and an implantable device associated with said
individual by a plurality of means for secure and seamless
networking.

[0029] 3. Another objective is to uniquely identity the is by
speech/voice recognition, photo, finger print and other bio-
metric identification methods to ensure that the health infor-
mation acquired accessed from an implantable device is
uniquely and securely related to the specific individual in real
time for safety and accurate personal health management.

[0030] 4. Another objective of the present invention is to
enable the individual to set permission levels for access to the
implantable device by means of as secure server such as an
escrow server and other means.

[0031] 5. Another objective of the present invention is to
enable access to the implantable device via one or more of the
biometric authentication methods and one or more of the
selected /O methods.

[0032] 6. Another objective of the present invention is to
configure the implantable devices and the network performed
by said implantable devices for authenticated communication
of information.

[0033] 7. Another objective of the present invention is to
enable seamless and secure communication of information
among one or more of the implantable devices within an
implant device network.

[0034] 8. Another objective of the present invention is to
enable seamless and secure communication of information
between one or more of the implantable devices within an
implant device network and one or more of the devices
located external to the body and the external networks.
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[0035] 9. Another objective of the present invention is
multi-channel implantable device configured for communi-
cation of information on one or more input and out put chan-
nels.

[0036] 10. Another objective of the present invention is a
multi-channel implantable device configured for communi-
cation of information on one or more input and output chan-
nels that are multiplexed.

[0037] 11. Another objective of the present invention is a
multi-function implantable device configured fir communi-
cation of information on one or more input and out put chan-
nels.

[0038] 12. Another objective of the present invention is a
multi-function implant device configured for communication
of information on one or more input and out put channels
wherein the function, power level, frequency and other
parameters of the device are configurable from a first con-
figuration to a different second configuration by software
selection.

[0039] B. System level scheme for networking of devices
affixed attached/coupled to a human or mammalian body:
[0040] 13. An objective of the present invention is the net-
working of one or more devices electrophysiological elec-
tronic patch/biological sensor devices coupled to a body to
enable enhanced communication, coordination, command
and control of functions performed by said devices.

[0041] 14. An objective of the present invention is to iden-
tify an individual and a electrophysiological/electronic patch/
biological sensor device coupled to said individual by a plu-
rality of means for secure and seamless networking.

[0042] 15. Another objective is to uniquely identify the
individual by speech/voice recognition, photo, finger print
and other biometric identification methods to ensure that the
health information acquired/accessed from a device coupled
to the body is uniquely and securely related to the specific
individual in real time for safety and accurate personal health
management.

[0043] 16. Another objective of the present invention is to
enable the individual to set permission levels for access to the
electrophysiological/electronic ~ patch/biological — sensor
device coupled to the body by means of a secure server such
as an escrow server and other means.

[0044] 17. Another objective of the present invention is to
enable access to the electrophysiological electronic patch/
biological sensor device coupled to the body via one or more
of the biometric authentication methods and one or more of
the selected I/O methods.

[0045] 18. Another objective of the present invention is to
configure the electrophysiological electronic patch/biologi-
cal sensor device coupled to the body and the network formed
by said electrophysiological electronic patch/biological sen-
sor devices coupled to the body for authenticated communi-
cation of information.

[0046] 19. Another objective of the present invention is to
enable seamless and secure communication of information
among one or more of the electrophysiological/electronic
patch/biological sensor device coupled to the body within a
device network comprising of said electrophysiological/elec-
tronic patch/biological sensor device coupled and located on
the body.

[0047] 20. Another objective of the present invention is to
enable seamless and secure communication of information
between one or more of the electrophysiological/electronic
patch/biological sensor device coupled to the body within a
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device network of electrophysiological electronic patch/bio-
logical sensor device coupled to the body; and one or more of
the devices implanted within the body and the implant device
network; and one or more of the devices located external to
the body and the external networks.

[0048] 21. Another objective or the present invention is a
multi-channel electrophysiological/electronic patch/biologi-
cal sensor device configured for communication of informa-
tion on one or more input and out put channels.

[0049] 22. Another objective of the present invention is a
multi-channel electrophysiological electronic patch/biologi-
cal sensor device configured for communication of informa-
tion on one or more input and out put channels that are
multiplexed.

[0050] 23. Another objective of the present invention is a
multi-function electrophysiological electronic patch/biologi-
cal sensor device configured for communication of intimation
on one or more input and out put channels.

[0051] 24. Another objective of the present invention is a
multi-function electrophysiological/electronic patch biologi-
cal sensor device configured for communication of informa-
tion on one or more input and out put channels wherein the
fanction, power level, frequency and other parameters of the
device are configurable from a first configuration to a differ-
ent second configuration by software selection.

[0052] C. System level scheme for networking of wearable
devices for carriage on a human or mammalian body:
[0053] 25. An objective of the present invention is the net-
working of one or more wearable devices for carriage on a
body to enable enhanced communication, coordination, com-
mand and control of functions performed by said devices.
[0054] 26. An objective of the present invention is to iden-
tify an individual and a wearable device carried by said indi-
vidual by a plurality of means for secure and seamless net-
working,

[0055] 27. Another objective is to uniquely identify the
individual by speech/voice recognition, photo, finger print
and other biometric identification methods to ensure that the
health information acquired/accessed from a wearable device
is uniquely and securely related to the specific individual in
real time for safety and accurate personal health management.
[0056] 28. Another objective of the present invention is to
enable the individual to set permission levels for access to a
wearable device by means of a secure server such as an
escrow server and other means.

[0057] 29. Another objective of the present invention is to
enable access to a wearable device via one or more of the
biometric authentication methods and one or more of the
selected /O methods.

[0058] 30. Another objective of the present invention is to
configure the wearable device and the network formed by said
wearable devices for authenticated communication of infor-
mation.

[0059] 31. Another objective of the present invention is to
enable seamless and secure communication of information
among one or more of the wearable devices and the device
network comprising of said wearable devices.

[0060] 32. Another objective of the present invention is to
enable seamless and secure communication of information
between one or more of the wearable devices and a device
network of wearable devices; and one or more of the electro-
physiological/electronic patch/biological sensor devices
coupled to the body and the network formed by said electro-
physiological/electronic patch biological sensor devices
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coupled to the body; and one or more of the devices implanted
within the body and the implant device network and one or
more of the devices located external to the body and the
external networks.

[0061] 33. Another objective of the present invention is to
dynamically configure a selected functional network of
devices by selecting one or more devices across the implant
device network, the electrophysiological/electronic patch/
biological sensor device network, the wearable device net-
work and one or more of the external networks wherein the
dynamically configured network of devices executes selected
functional tasks.

[0062] 34. Another objective of the present invention is a
multi-function wearable device configured for communica-
tion of information on one or more input and out put channels
wherein the function, power level, frequency and other
parameters of the device are configurable from a first con-
figuration to a different second configuration by software
selection.

[0063] Other objects, features and advantages of the
present invention will become apparent from the following
detailed description when taken in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0064] The accompanying drawings, which are incorpo-
rated in and form a part of this specification, illustrate
embodiments of the invention and, together with the descrip-
tion, serve to explain the principles of the invention:

[0065] FIG.1 shows an internal view of a body of a person/
mammal and an external view of a body of a person/mammal
with one or more devices located internal to the body, with
one or more devices located on/affixed to/coupled to the body
and one or more devices located external to the body wherein
said devices form a plurality of wired and wireless networks
for the acquisition, processing, computation, storage and
communication of information; and further enable the com-
mand and control of said individual devices and the plurality
of networks comprising of said devices.

[0066] FIG.2 shows an internal view of a body of a person/
mammal with one or more implanted devices located internal
to the body and the first implanted device network formed by
said implanted devices. FIG. 2 also shows an external view of
as body of a person/mammal with one or more electronic
patch/electro-physiological/biological ~ sensor  devices
located on/affixed to/coupled to the body and the second
network formed by said devices that are coupled to the body.
FIG. 2 further shows the connectivity of said first network and
the second network to one or more external networks includ-
ing a home network, a local area network. LAN, a wide area
network, WAN, an office network, a factory network, a health
care network, a transportation network, a public access net-
work and the Internet by wired or wireless communication
means.

[0067] FIG. 3 shows an internal view of a body of a person/
mammal with one or more implanted devices located internal
to the body and the first implanted device network formed by
said implanted devices. FIG. 3 also shows an external view of
a body of a person/mammal with one or more electronic
patch/electro-physiological/biological ~ sensor  devices
located on/affixed to/coupled to the body and the second
network formed by said devices that are coupled to the body.
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FIG. 4 additionally shows another third network formed by
one or more wearable devices configured for carriage on the
body.

[0068] FIG. 3 further shows the connectivity of said first
network, the second network and the third network to one or
more external networks including a home network, a local
area network, LAN, a wide area network, WAN, an office
network, a factory network, a health care network, a trans-
portation network, a public access network and the Internet
by wired or wireless communication means.

[0069] FIG. 4 shows an illustrative functional block dia-
gram configuration of an implantable device; an electronic
patch/electro-physiological/biological sensor device that
may be located on, affixed to or coupled to the body; and a
wearable device for carriage on the body wherein the illus-
trated block diagram illustration of these different devices is
intended to show multiple input and output channels for one
or more of wired and wireless communication. The block
diagram configuration shown is for illustrative purposes and
is not intended to he limiting in any way as to the presence of
one or more of the functional block and the exclusion of one
or more or the functional blocks. As an example an antenna is
not shown in the illustration but those knowledgeable in the
art would realize that for wireless transmission an antenna is
intended.

[0070] FIG. 5 shows an illustrative functional block dia-
gram configuration of a multifunction implantable device; a
multifunction electronic patch/electrophysiological/biologi-
cal sensor device that may be located on, affixed to or coupled
to the body; and a multifunction wearable device for carriage
on the body wherein the illustrated block diagram of these
different devices shows a plurality of functionalities 1
through N for use in conjunction with one or more input and
output channels that are configured for one or more of dedi-
cated and multiplexed wired and wireless communication.
The block diagram configuration shown is for illustrative
purposes and is not intended to be limiting in any way as to the
presence of one or more of the functional blocks and the
exclusion of one or more of the functional blocks. As an
example other functions that are not illustrated may be
included/excluded by those knowledgeable in the art for con-
figuring a selected multifunction device based on the desired
application needs.

[0071] FIG. 6 shows a matrix organization of the different
types of defined networks on the vertical, Y axis and different
types of devices that are available within each of these defined
networks on the horizontal X axis. The matrix organization is
for illustrative purposes only and is intended to show that any
number of devices may be selected from a selected network
and coupled to one or more devices from one or more other
defined networks to dynamically configure to form a new/
another network of devices spanning across these selected
networks.

DETAILED DESCRIPTION

[0072] Reference will now be made in detail to the pre-
ferred embodiments of the invention, examples of which are
illustrated, in the accompanying drawings. While the inven-
tion will be described in conjunction with the preferred
embodiments, it will he understood that they are not intended
to limit the invention to those embodiments. On the contrary,
the invention is intended to cover alternatives, modifications
and equivalents, which may be included within the spirit and
scope of the invention as defined by the appended claims.
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[0073] The novel embodiments and teachings of the
present invention will he made clear in conjunction with the
figures and the descriptions:

[0074] FIG.1shows a system level architecture for wired or
wireless networking of implantable devices located within
the body, electronic patch devices/biological sensors affixed/
coupled to the surface of the body and a plurality of devices
located external to the body. The system level architecture
and the various wired and wireless networks formed by the
various devices are made clear by referring in detail to FIG. 1
and examining the detailed description of the figure section
by individual section:

[0075] 1.Communication paths of implant devices internal
to and external of the body:

[0076] FIG.1 shows an internal and external view of abody
of an individual 130,

[0077] FIG. 1 shows an internal view of the human body,
130 showing a number of implant devices, ID1, ID2, 1D3,
1D4, ID5, ID6, ID7 and ID8 located at a plurality of locations
within the body. As an example ID2 may perform the func-
tions of a heart pacemaker, ID6 may perform the functions of
agastric pacemaker, ID5 may simply perform the functions of
aserver and ID8 may perform the functions of an implantable
radio frequency identification device, RPM that uniquely
identifies the individual 130 and stores selected information
related to the individual 130. One or more of the other implant
devices may perform various assigned functions and are
shown for illustration purposes to indicate that a plurality of
implant devices that may exist within the body to measure,
monitor and control the selected bodily function of the indi-
vidual 130.

[0078] 1.1 In one preferred embodiment, the communica-
tion path between a first implant device and a plurality of
other implant devices is represented by 151 wherein the com-
munication path 151 located internal to the body represents a
wired or wireless communication path utilizing a selected
communication protocol best suited for secure communica-
tion between one or more implant devices. As an example the
communication path 151 may be optimized and configured
for minimizing power consumption and limiting communi-
cation interference with external devices. The communica-
tion path 151 may similarly be optimized based on a number
of other considerations.

[0079] 1.2 In one preferred embodiment, a wireless com-
munication path between one or more of the implant devices
and the outside world is represented by the wired or wireless
communication path 155 wherein communication path 155
may utilize same or different communication protocols as
communication path 151. As an example the communication
path 155 may he optimized and configured for minimizing
power consumption and to ensure secure communication
with external devices. The communication path 155 may
similarly be optimized based on a number of other consider-
ations.

[0080] 1.3 In another preferred novel embodiment, one or
more implant devices may be configured to communicate
using communication path 151, with a selected implant
device such as IDS configured to perform the additional func-
tion of a server wherein said server configured implant device
enables the communication between one or more implant
devices and one or more devices/networks located external of
the body via the communication path 155.

[0081] 1.4 In another preferred novel embodiment a dedi-
cated server device such as ID5, may be implanted within the
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body to solely perform server functions with the ability to
control communication of information through the implanted
server device ID5 via an internal communication path 151
and an external communication path 155.

[0082] 1.5 in another preferred embodiment a dedicated
server device such as ID5, may be implanted within the body
to solely perform server functions with the ability to control
communication of information through the implanted server
device 1D5 via an internal communication path 151 and one
or more external communication paths 150, 155 and 140.

[0083] 1.6 In another preferred embodiment an implant
device such as ID1, ID2, 1ID3, 1D4, ID6 and ID7 may he
implanted within the body to perform one or more medical
device functions wherein one or more of these implant
devices may communicate via an internal communication
path 151 and a one or more external communication paths
150, 155 and 140. Communication path 140 may be con-
nected to the local area network, LAN, wide area network,
WAN and the Internet.

[0084] 1.6 In another preferred embodiment an implant
device located internal to the body may communicate with a
proximate mobile device such as a cellular telephone/per-
sonal digital assistant/lap top computer, 190 and other sta-
tionary and mobile devices located external to the body via
the wired or wireless communication path 155 utilizing a
selected communication protocol that optimizes the commu-
nication between the selected implant device and the selected
external proximate communication device.

[0085] 1.7 In another preferred embodiment an implant
device, ID1, 1D2, 1D3, ID4, ID5, 1D6, ID7 and ID8 located
internal to the body may communicate with one or more
peripheral devices such as a local printer 160, a local TV/dis-
play 161, a local personal computer, PC 162, a local server
163, an intelligent personal health management appliance
such as a portable cardiac function monitoring appliance,
170; another intelligent personal health management appli-
ance 171; another intelligent, personal health management
appliance 172, a central server 180, an escrow server 181, an
Internet server/global positioning server, GPS/a time keeping
server 182 and a remote facility/a health care facility/a doc-
tors office 183; and a local server 163, a local PC 162, a
mobile device CT/MD/MHA 190 configured with a display
192, an external port 191, an antenna 193 and a keyboard via
one or more wired or wireless communication paths 140 and
155 utilizing a selected communication protocol that opti-
mizes the communication between the selected implant
device and the selected external peripheral device.

[0086] 1.8 In another preferred embodiment an implant
device, ID1, 1D2, ID3,1D4, 1D6, ID7 and ID8 located internal
to the body may communicate with one or more electronic
patch devices/biological sensor devices, EPD devices thatare
coupled to the body at one or more locations on the body via
the wired and wireless communication path 150. The com-
munication path 150 is optimized for proximate communica-
tion between one or more implant devices located internal of
the body and one or more of the EPD devices, EPD1, EPD2,
EPD3, EPD4, EPD5, EPD6, EPD7 and EPDS8 coupled to the
external surface of the body, 130. The communication paths
155 and 140 while useful for communication may not be best
suited for the selected communication as these paths may be
better configured for distant communication with devices that
are not as proximate such as one or more of the remote
devices, for example 170 and the Internet.
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[0087] 1.9 In another preferred embodiment an implant
device ID1, ID2, ID3, ID4, ID5, ID6, ID7 and 1D8 located
internal to the body may communicate with one or more
mobile devices, 190 via the communication path 155 wherein
the communication path 155 is optimized for proximate com-
munication using a selected communication protocol best
suited for proximate communication. Alternately, an implant
device ID1, ID2, ID3, ID4, ID5, ID6, ID7 and 1D8 located
internal to the body may communicate with one or more
mobile devices, 190 via the communication path 140 wherein
the communication path 140 is optimized for distant commu-
nication using a selected communication protocol best suited
for distant communication with peripheral devices and the
Internet. Communication path 140 may be connected to the
local area network, LAN, wide area network, WAN and the
Internet, 184.

[0088] Referring once again to FIG. 1 and particularly the
external view of a body of the individual 130:

[0089] 2.Communication paths of electronic patch device/
biological sensor device, EPD devices coupled to the body:
[0090] 2.1 In another preferred embodiment an electronic
patch devices/biological sensor devices. EPD device EPDI,
EPD2, EPD3, EPD4, EPD5, EPD6, EPD7 and EPDS8 coupled
to the body may communicate with one or more implant
devices, ID1, ID2, ID3, IDA4, IDS5, 1D6, ID7 and ID8 located
internal to the body via the wired and wireless communica-
tion path 150, The communication path 150 may be opti-
mized for proximate communication between one or more of
the EPD devices, EPD1, EPD2, EPD3, EPD4, EPDS5, EPDS6,
EPD7 and EPD8 that are coupled to the external surface of the
body and one or more of the implant devices, ID1, ID2, ID3,
1D4, ID5, 1D6, ID7 and 1D8 located internal to the body. The
communication paths 155 and 140 while useful for commu-
nication may not be best suited for the selected communica-
tion as these communication paths/communication protocols
are better configured for distant communication with devices
that are not as proximate.

[0091] 2.2 In another preferred embodiment an electronic
patch devices/biological sensor devices, EPD device EPDI,
EPD2, EPD3, EPD4, EPD5, EPD6, EPD7 and EPDS8 coupled
to the body may communicate with one or more peripheral
devices such as a local printer 160, a local TV/display 161, a
local personal computer, PC 162, a local server 163, an intel-
ligent personal health management appliance such as a por-
table cardiac function monitoring appliance, 170; another
intelligent personal health management appliance 171,
another intelligent personal health management appliance
172, a central server 180, an escrow server 181, an Internet
server/global positioning server, GPS/a time keeping server
182 and a remote facility/a health care facility/a doctors office
183; and another server/PC/MD/display/printer located,
remotely via one or more wired or wireless communication
paths 140 and 155 utilizing a selected communication proto-
col that optimizes the communication between the selected
.EPD device and the selected external peripheral device.
[0092] 2.3 In another preferred embodiment an electronic
patch devices/biological sensor devices, EPD device EPDI,
EPD2, EPD3, EPD4, EPD5, EPD6, EPD7 and EPD8 coupled
to the body may communicate with one or more mobile
devices, 190 via the communication path 155 wherein the
communication path 155 is optimized tier proximate commu-
nication. using a selected communication protocol best suited
for proximate communication. Alternately, EPD device
EPD1, EPD2, EPD3, EPD4, EPD5, EPD6, EPD7 and EPDS8
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coupled. to the body may communicate with one or more
mobile devices, 190 via the communication path 140 wherein
the communication, path 140 is optimized for distant com-
munication using a. selected communication protocol best
suited for distant communication with peripheral devices and
the Internet, 184. Communication path 140 may be connected
to the local area network, LAN, wide area network, WAN and
the Internet, 184.

[0093] The invention is farther illustrated by the following
examples in conjunction with the FIG. 1 and the description:

[0094] Implanted medical devices generally are designed
to operate at low power in order to conserve battery power and
extend the battery life for many years. The replacement of the
device/battery is not easily possible since in order to access an
implanted device invasive surgical procedures are required.
The implant devices are also designed to perform a single
function or at best limited and related functions. Range of
wireless communication and the communication protocols
used are influenced to a large extent by various parameters
such as power and the frequency hand used for a selected
communication. In addition all frequency bands are not either
approved or available for communication due to interference
and safety considerations. Consequently, communication
between an implanted medical device and an external device
located in proximity is desirable as such communication may
be accomplished with low power and an approved frequency
band that minimizes interference. The present invention
teaches novel techniques for communication among
implanted medical devices and one or more electronic patch
devices/biological sensors that are coupled to the external
surface of the body.

Example 1

[0095] EPD device performing one or more functions of a
communication bridge and a gate keeping function to ensure
safe, secure and authorized access to an implanted medical
device from an external device/network:

[0096] Theuse of hand held devices that perform telemetry
Functions and communicate with implanted medical devices
is known in the prior art. Generally these telemetry devices
are used by the trained health care professional/physician to
noninvasively acquire diagnostic information and to program
an implanted medical device. However, the telemetry devices
are used in an ad hoc manner and generally they do not
provide continuous information.

[0097] Inthe present invention an EPD device, for example
EPD1 is attached/coupled externally to the surface of the
body on the chest in a location proximate to for example, an
implanted heart pacemaker, illustrated by ID1 located in the
pectoral cavity. EPD1 is configured to communicate with the
implanted device ID1 using a first communication protocol.
The communication protocol may use a first power level and
a first frequency band for communication. The EPD1 device
is easily replaceable and may not have the same battery life
consideration as the implanted device ID1. Consequently
EPD1 is configured for either periodic or continuous commu-
nication with one or more implanted devices, such as ID1
using wireless communication path 150 and the communica-
tion protocols associated uniquely with the communication
path 150. EPD1 may also be configured for either periodic or
continuous communication, with one or more and other
peripheral devices that are not proximately located in or on
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the body, fur example a remote server 180/a proximate mobile
device CT/MD/MHA 190 using one or more communication
paths 150, 155 and 140.

[0098] Utilizing the above illustrated communication sys-
teny/architecture, the implanted heart pace maker, ID1 may be
polled periodically or continuously by configuring/instruct-
ing the EPD1 device by software programming means. The
program instructions may be maintained within the memory
ofthe EPD1 device. Alternately the program information may
be communicated to the EPD1 device from a proximate
device such as a CT/MD/MHA 190 carried by the patient/
individual 130. The program instructions may he communi-
cated from a remote device local PC. 163, aremote server 180
and by a doctor using another mobile device at a remote
facility 183 using one or more communication paths directly
to the EPD1 device or indirectly to the EPD1 device via the
CT/MD/MHA 190. The present invention therefore addition-
ally teaches a novel method for continuous telemetry of
implanted devices via one or more of a electronic patch device
EPD1 or a mobile device CT/MD/MHA 190.

[0099] The present invention further enables an implant
device, example ID1 to be configured to perform the func-
tions of a server in an implant device network, an electronic
patch device example EPD1 to be configured to perform the
functions of a server in an electronic patch device network
and a mobile device CT/MD/MHA 190 to perform the func-
tions of a server.

[0100] There is a need for implanting one or more devices
within a body to measure, monitor and control various organ/
body functions. The use of implantable heart pace makers,
gastric devices, defibrillators and other devices is known.
However, the devices are implanted for a specific purpose and
generally operate in a standalone manner without adequate
consideration being given to the potential need to coordinate
the functions performed by as plurality of implant devices
acting individually. The human body is an integrated entity
and there is a need to look at the human body as an environ-
ment similar to a home. The present invention teaches novel
method for configuring an implantable device as a server or to
perform the additional Functions of a server in addition to
other intended device functions for sensing, measuring and
managing bodily functions.

[0101] In the above hierarchical communication architec-
ture and system the implant medical device. ID1 is available
for two way communication, command and control of infor-
mation without unduly draining its battery power which
would result from communicating at either a higher power
and/or a different communication protocol. This novel com-
munication system/architecture enables the design of small
form factor power efficient implant devices without having
the complexity associated with dual band communication. In
this configuration, the EP device that serves as a bridge
between the implant device ID1 and the outside devices/
world does the bulk of the transmit/receive functions with the
advantage that the battery of the EP device is easily replace-
able or alternately the EP device may be discarded when the
battery runs out and a replacement EP device used instead.
[0102] Additionally, the system and architecture limits the
inadvertent or malicious access via a LAN, WAN and the
Internet to a life supporting implant device; since the level of
access to the implant device is gated and controlled through
an intermediate device such as EPD1 and/or through CT/MD/
MHA 190. Further level of safety and security is provided as
one or more of the EPD device, EPD1 and the CT/MD/MHA,
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190 may he configured fir executing biometric authentication
using one or more of voice, speech, audio, text, hand writing,
passwords, user profiles, device profiles, photo, image, video,
finger print and retinal scan data related to the individual 130.
[0103] Additionally one or more other authorized persons
may be authenticated in a similar manner to ensure that only
authorized individuals/devices and networks are able to
access an implanted device located, within the body. This
novel invention is of paramount importance as the direct
communication and connection of an implanted medical
device to the Internet/other unauthorized networks/other
unauthorized devices is likely to infect the implant medical
device with software viruses and other hugs that impair or
disable the functioning of an implanted medical device with
the potential for injury to the health and life of the individual.
The novel system and architecture of the present invention
limits the potential for software related infection of implanted
medical devices/systems via the novel hierarchical access
approach in conjunction with various types of authentication
procedures used singly or in combination for obtaining access
to an implanted medical device.

[0104] Referring now to FIG. 2 in detail, the figure shows
an internal view and an external view of the body of an
individual 230.

[0105] Looking, at detail of the internal view of the indi-
vidual 230 in FIG. 2, the figure further shows an implant
device network labeled with the legend 230-IDN, comprising
of a plurality of implanted medical devices ID1, 1D2, 1D3,
D4, 1ID5, 1D6, ID7 and 1D8 that are configured to communi-
cate via wired and wireless communication means. Normally
the preferred communication path between one or more of the
implanted devices is intended to be a wireless communication
path. However, certain selected implanted devices may be
connected by wired communication means located fully
internal to the body and partially internal to the body and
partially external to the body. The wired/wireless communi-
cation path that connects one or more of the implanted
devices is represented by 250. One or more of the implanted
devices may be configured with an internal built-in server
function in addition to the intended function as an implanted
medical device that performs a specified medical function.
Alternately, ID5 may be configured to perform the functions
of a server exclusively. The connection path 250 may be
routed through the server to enable the server to exclusively
communicate with devices/networks outside the body
wherein the implant devices communicate with each other in
conjunction with the server. Alternately, one or more of the
implant devices may be enabled to communicate directly with
devices/networks outside the body using one or more of the
wired/wireless communication path 250, 260 and 270.
[0106] The communication path 250, 260 and 270 may
utilize common communication protocols but are generally
intended, to be configured for communication using different
wired/wireless communication protocols. The wired/wireless
communication path 260 is intended to be configured for
communication between one or more implanted devices/im-
plant device network 230-IDN and one or more EPD devices
EPD1, EPD2, EPD3, EPD4, EPD5, EPD6, EPD7 and EPD8
located/affixed/attached/coupled to the body of the same indi-
vidual 230.

[0107] Looking now at detail of the external view of the
individual 230 in FIG. 2, the figure further shows an EPD
device network labeled with the legend 230-EPN, comprising
of a plurality of EPD devices EPD1, EPD2, EPD3, EPD4,
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EPDS5, EPD6, EPD7 and EPDS that are coupled externally to
the body of the same individual 230 wherein these devices are
configured to communicate via wired and wireless commu-
nication means. Normally the preferred communication path
between one or more of the EPD devices is intended to be a
wireless communication path. However, certain selected
EPD devices may be connected by wired communication
means. The wired/wireless communication path that con-
nects one or more of the EP devices is represented by 240.
One or more of the EP devices may be configured with an
internal built-in server function in addition to the intended
function as an EP device that performs a specified medical
function. Alternately, EPD5 may be configured to perform the
functions of a server exclusively. The connection path 240
may be routed through the server to enable the server to
exclusively communicate with devices/networks on the body
wherein the EP devices communicate with each other in
conjunction with the designated server EP5. Alternately, one
or more of the EP devices may be enabled to communicate
directly with devices/networks inside of the body using one or
more of the wired/wireless communication path 240, 260 and
270.

[0108] The communication path 240, 250, 260 and 270
may utilize common communication protocols but are gen-
erally intended to be configured for communication using
different wired/wireless communication protocols based on
the application. The wired/wireless communication path 260
is intended to be configured fir communication between one
or more implanted devices/implant device network 230-IDN
and one or more EPD devices/EP device network 230-EPN.
[0109] Referring to the FIG. 2 once again the individual
230 configured with a plurality of implanted devices, ID1
through ID8 located internal to the body and a plurality of
electronic patch device EPD1 Through EPD8 coupled to the
body is enabled for seamlessly networking with a CT/MD/
MHA 284, the Internet 283, a home network/LAN/WAN 280,
a office network/factory network/health care network, 281, a
transportation network/public access network 282 and one or
more peripheral devices comprising said networks in a secure
manner while optimizing the user’s criteria for power con-
sumption, communication interference and other criteria.
Additionally the system level architecture leverages the capa-
bility of an implant device to be configured to perform the
functions of aserver, of an electronic, patch device, EPD to be
configured to perform the functions of a server and of a
mobile device to he configured to perform the functions of a
server for enhanced communication, command and control of
one or more devices within and across the various networks.
[0110] Referring now in detail to FIG. 3, the figure shows
another additional layer of a network formed by one or more
wearable devices WD1, WD2, WD3, WD4, WD5, WD6,
WD7 and WD8. The wearable devices may be configured for
carriage within‘on clothing and garments including other
variations thereof that generally include a wearable device to
be used as an accessory. A network formed by said wearable
devices is represented by 330-WPD wherein the wearable
devices such as WD1 through WD8 communicate via a wired
or wireless communication path 345 internal to said wearable
network 330-WDN.

[0111] The wearable devices may communicate via, a
wired or wireless communication path 340 for communica-
tion with one or more electronic patch devices EPD1 through
EPDS8 including the network 330-EPN thrilled by said elec-
tronic patch devices/sensors coupled to the body.
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[0112] The wearable devices may further directly commu-
nicate with implanted devices ID1 through ID8 via the wired
or wireless communication path 370 or indirectly via the
electronic patch devices EPD1 through EPD8 via the wired or
wireless communication path 360. The network formed by
the implanted devices ID1 through 1ID8 is shown by 330-IDN.
The wired or wireless communication path between the
implanted devices is represented by 350.

[0113] The wearable devices WD1 through WD8 may
communicate via wired or wireless communication means
via the path 370 with a home network/LAN/WAN 380, an
office network/factory network/healthcare network 381, a
transportation network/public access network 382 and the
Internet 383.

[0114] The novel system level architecture of the present
invention therefore teaches a method for seamlessly network-
ing a plurality of wearable devices with each other and further
teaches the networking of one or more wearable devices worn
by the individual 330, with other types of devices such as
electronic patch devices coupled to the individual 330’s body,
implanted devices located internal to the individual 330°s
body, communication devices such as CI/MD/MHA that are
adjacent/proximate/belong to the individual 330 and periph-
eral devices that are remote to the individual 330. The various
wired or wireless communication paths described may utilize
same or different protocols for the selected communication
between selected devices forming a network or across one or
more of the networks.

[0115] Additionally, the present invention teaches a novel
method for configuring, a wearable device such as WDS5 to
solely serve the functions of a server to enable the network
330-WDN to perform efficiently or in a selected manner.
Alternately one or more of the wearable devices WD1
through WD8 may additionally be configured with the func-
tionality of a server in addition to any other desired function-
ality. The wearable devices WD1 through WD8 may be con-
figured to perform one or more selected functions such as
measuring/monitoring temperature, wind velocity and other
environmental parameters and may also be configured to
sense/measure/monitor bodily parameters related to the indi-
vidual 330. The present invention enables the seamless cor-
relation of one or more environmental parameters, param-
eters on the surface of the body and parameters internal to the
body thus enhancing the ability of the individual 330 to con-
trol the selected parameters internal or external to the body in
response to a sensed, measured or monitored value in real
time.

[0116] For example the presence of extreme cold tempera-
tures in the environment may be sensed by a wearable sensor
WD1 and communicated to the wearable device WD5 that
serves the server function such that the wearable devices
WD2, WD3, WD4, WD6, WD7 and WD8 located at different
regions of a garment may regulate the temperature of the
garment/clothing in a manner selected, by the individual for a
desired comfort level at various anatomical locations of the
body. As an example the heat may be provided to selected
location within the garment/clothing by a heating mechanism
that is powered by battery. The regulation of the temperature
may be done in conjunction with the sensed body temperature
at the surface of the body via one or more of the electronic
patch devices EP1 through EP8 that are coupled to the body.
The wearable sensor device WDS5 performing the functions of
a server in the wearable sensor/device network 330-WDN
may coordinate with the electronic patch device EPD5 per-



US 2013/0072770 A1l

forming the functions of a server in the 330 EPN network.
Similarly the WD5 and EPD5 may coordinate with one or
more implant devices such as the ID5 performing the func-
tions of a server in the 330-IDN network to regulate/com-
mand/control the functions of one or more implant devices
located internal to the body. The present invention therefore
teaches a seamless method for communication/regulation/
command and control of human/mammalian body param-
eters internal to said body and at said body in response to
environmental and other factors sensed/measured/monitored
through wearable sensors worn by an individual in one or
more forms including in clothing and garments. For example,
pacing of the heart may be controlled in a desired manner in
response to a measured value of one or more parameters such
as temperature, altitude, ambient pressure of the environment
as measured by a wearable sensor device WD1, a value of
temperature and electro cardiogram information as measured
by an electronic patch sensor device EPD1 such that a pace-
maker implanted device ID1 regulates the pacing in accor-
dance with a selected pacing protocol as determined by the
individual 330 or a remote physician/health care professional
via wired or wireless communication.

[0117] Often the physician requires more than one param-
eter to be sensed and measured for recommending the best
course of action for an individual patient. Therefore there is a
need for locating a plurality of sensor devices within the body,
on the body or within wearable clothing to sense each param-
eter in a dedicated manner. However, the need for multiple
sensors/devices each performing a single function may be
obviated by configuring a single sensor/device that performs
multiple functions within said unit.

[0118] Referring now to FIG. 4 in detail, a sensor device
430 configured with a plurality of inputs 410, a plurality of
outputs 415, as multi-channel receiver 420, a multi-channel
transmitter 425, an input interface and decryption functional
block represented by 440, an identification and authentication
functional block represented by 450, a memory functional
block represented by 460, a web server/server functional
block represented by 470, other functional electronics/sens-
ing/measuring mechanism represented by 480 and an output
interface and encryption functional block represented by 445
is shown. The figure is for illustration purposes and other
configurations and organization of the various functional
blocks is possible by those knowledgeable in the art and the
illustration is not to he construed as limiting.

[0119] Theillustration of the FIG. 4 is generally applicable
for wearable devices WD1 through WDS8; for electronic
patch/sensor devices that are coupled to the body EPDI1
through EPD8 and for implantable devices ID1 through IDS.
Consequently only one figure is shown and is intended to
cover the various types of sensors and devices as referred to
herein. The present invention described the need for a sensor
device/medical to communicate utilizing one or more com-
munication protocols to communicate across the different
networks such as 330-WDN, 330-EPN, 330-IDN as shown in
FIG. 3 and with a host of proximate and remote devices such
as CT/MD/MHA 190 and a remote central server as shown in
FIG. 1. In order for a wearable device WDI1, an electronic
patch device EPDI1 and an implantable device ID1 to com-
municate within its own network and outside of its own net-
work, it would be desirable for each of said devices to have
multi-channel communication capabilities that are appropri-
ate for a selected communication with a selected device
within a network and outside of said network. The present
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invention teaches wearable devices, electronic sensor devices
and implantable devices that have multi-channel communi-
cation capabilities using one or more communication proto-
cols. For example, the use of the appropriate protocol by an
implantable device conserves power, minimizes interference
and enhances security.

[0120] Referring, now to FIG. 5, a multi function device
configuration 530 is illustrated and is generally intended to
cover implantable devices ID1, electronic patch/sensor
devices EPD1, and wearable devices WD1. The figure shows
a functional block 510 comprising of a plurality of inputs, a
functional block 515 comprising of a plurality of outputs, a
multi channel receiver block 520, a multi channel transmitter
block 525, an input interface/decryption block 540, an iden-
tification/authentication block 550, a memory block 560
wherein the memory may be of different types; a server/web
server fitnctional block 570, a functional electronics block
580, a function block 590 wherein one or more functions may
be configured/selected and actuated to sense, measure and
monitor one or more selected parameters and perform one or
more functions; and an output interface/encryption functional
block 545.

[0121] Referring now to FIG. 5, in addition to multi-chan-
nel communication capability, there is a need for one single
device such as an implantable device to perform more than
one function. For example, an implanted pace maker device
that measures cardiac activity and controls cardiac function
may he enhanced if the same device additionally performs
blood flow measurements within the artery, blood oxygen
levels and even temperature at a given location in the veins.
The combination of functions saves space, eliminates the
need for multiple devices and the surgical procedures for
implanting a plethora of devices and provides a method fir
obtaining amore comprehensive set of information needed by
the physician to better treat the patient and to correlate spe-
cific information to prior history of the patient and the popu-
lation at large. The present invention teaches a multi function
implantable device ID1, a multi function electronic patch
device EPD1, a multi function wearable device WD1 wherein
each said device has the capability to communicate on one or
more channels utilizing a plurality of communication proto-
cols that are appropriate for a selected communication
between one or more devices and across one or more net-
works comprising of said devices.

[0122] There is also a need for generally or selectively
utilizing encryption and decryption in the selected commu-
nications to maintain security and data integrity to ensure that
vital statistics and information is not easily accessible by
unauthorized individuals. The present invention couples vari-
ous types of authentication including biometric authentica-
tion such as hand writing, speech/voice recognition, photo,
image, fingerprint, retinal scary and other methods to grant or
deny access to a particular device such as ID1, EPD1, WD1
and other peripheral devices and one or more networks com-
prising said devices to enhance individual/patient safety and
security including limiting accidental or spurious access that
could be potentially damaging or life limiting.

[0123] Referring now to FIG. 6, the figure illustrates a
matrix for dynamic configuration of new functional net-
works, 600 comprising defined networks, 601 and defined
devices 602. FIG. 6 further comprises of an implant device
network 603 comprising of a plurality of implant devices ID1
through ID8, 604; an electronic patch/sensor device network
605 comprising of a plurality of electronic patch/sensor
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devices EPD1 through EPD8, 606; a wearable device network
607 comprising of a plurality of wearable devices WDI1
through WD8, 608; and a TLAN/WAN/Internet/home net-
work/office network/health care facility network/transporta-
tion network/public access network and other networks 609
comprising of a plurality of peripheral devices such as
CT/MD/HMA, PHMA, PC/TV, servers, printers and other
remote equipment represented by 610.

[0124] Referring to FIG. 6 in detail for example a new
network comprising of an implant device ID3 and ID4; EPD1
and EPD6 and a wearable device WD2 may he dynamically
configured to sense, measure and manage a desired set of
parameters to control a desired set of biological parameters
related to an individual. The communication across these
selected devices may utilize one or more selected communi-
cation protocols.

[0125] Referring once againto F1G. 6 in detail for example
another new network comprising of an implant device ID3
such as pace maker; EPD1 such as a device that measures
body temperature, EPD3, EPD4, EPD6, EPD7 and EPDS that
measure cardiac function and EPD5 which serves as a server
and a wearable device WD2 that measures ambient tempera-
ture and altitude may be dynamically configured to sense,
measure and manage a desired set of parameters to control a
desired set of biological parameters related to an individual.
The communication across these selected devices may utilize
one or more selected communication protocols. The dynami-
cally configurable biological sensor/device networks may
comprise of multi channel and multi function devices wherein
a single device that performs multiple functions may be con-
figured to be part of a plurality of dynamically configured
networks. As an example a multi function device ID1, EPD1,
WD1 wherein one function is that of sensing/measuring tem-
perature may he configured to be part of a temperature sens-
ing/control network, a first network wherein said first net-
work utilizes a first communication protocol for
communication on a first input/output channel of said respec-
tive devices; and wherein the same devices ID1, EPD1 and
WD1 measuring cardiac function may be part of a second
dynamically configured network wherein the second network
utilizes a first communication protocol or a second commu-
nication protocol for communication on a first or second
input/output channel of said respective devices. Therefore the
present invention teaches novel ways to partition the selected
functionality of a multi function device and enables the
dynamic configuration of multi function sensors and devices
around either the selected functionality, the selected commu-
nication protocols or other attributes and combinations of
said devices for dynamic utility. The present invention
teaches novel devices located internal/on the body/external to
the body wherein said devices may he configured to form a
plurality of wired and wireless networks for the acquisition,
processing, computation, storage and communication of
information. The system of the present invention further
enables the command and control of said individual devices
and the plurality of networks comprising of said devices.

[0126] The embodiments herein include a system and
method for dynamically configuring implantable medical
devices to form an implantable device network.

[0127] The embodiments herein include a system and
method fur dynamically configuring electronic patch sensor
devices that are coupled to the body to form an electronic
patch sensor device network.

Mar. 21, 2013

[0128] The embodiments herein include a system and
method for dynamically configuring, wearable devices to
form a wearable device network wherein the wearable
devices are worn on the body.

[0129] The embodiments herein include a system and
method for dynamically configuring a network of implant-
able devices, electronic patch sensor devices and wearable
devices to form a layered network for seamless and continu-
ous monitoring of human body parameters.

[0130] The embodiments herein include a system and
method fur dynamically configuring a network of implant-
able devices, electronic patch sensor devices, wearable
devices and remote devices to form a layered network for
seamless monitoring ofhumanbody parameters including the
communication of one or more human body parameters to a
remote device/network for measurement, monitoring, archi-
val and for command and control.

[0131] The embodiments herein include a system wherein
the individual device/sensor is uniquely addressable for sate,
secure and intended communication with a selected level of
device/user authentication including biometric authentica-
tion.

[0132] Theembodiments herein include a system wherein a
network formed by selected devices/sensors is uniquely
addressable for safe, secure and intended communication
with a selected level of device/user authentication including
biometric authentication.

[0133] The embodiments herein include a system for
dynamically forming one or more new networks by selecting
one or more individual/groups of devices/sensors from one or
more other defined networks wherein the new network is
configured for a defined functional task and/or a defined
utility at a selected time and for a selected duration.

[0134] Aspects of the embodiments described herein may
be implemented as functionality programmed into any of a
variety of circuitry, including programmable logic devices
(PLDs), such as field programmable gate arrays (FPGAs),
programmable array logic (PAL) devices, electrically pro-
grammable logic and memory devices and standard cell-
based devices, as well as application specific integrated cir-
cuits (ASICs). Some other possibilities for implementing
aspects of the embodiments include: microcontrollers with
memory (such as electronically erasable programmable read
only memory (EEPROM)), embedded microprocessors,
firmware, software, etc. Furthermore, aspects of the embodi-
ments may he embodied in microprocessors having software-
based circuit emulation, discrete logic (sequential and com-
binatorial), custom devices, fuzzy (neural) logic, quantum
devices, and hybrids of any of the above device types. Of
course the underlying device technologies may be provided in
a variety of component types, e.g., metal-oxide semiconduc-
tor field-effect transistor (MOSFET) technologies like
complementary metal-oxide semiconductor (CMOS), bipo-
lar technologies like emitter-coupled logic (ECL), polymer
technologies (e.g., silicon-conjugated polymer and metal-
conjugated polymer-metal structures), mixed analog and
digital, etc.

[0135] It should be noted that any system, method, and/or
other components disclosed herein may be described using
computer aided design tools and expressed (or represented),
as data and/or instructions embodied in various computer-
readable media, in terms of their behavioral, register transfer,
logic component, transistor, layout geometries, and/or other
characteristics. Computer-readable media in which such for-
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matted data and/or instructions may be embodied include, but
are not limited to, non-volatile storage media in various forms
(e.g., optical, magnetic or semiconductor storage media) and
carrier waves that may be used to transfer such forma tied data
and/or instructions through wireless, optical, or wired signal-
ing media or any combination thereof. Examples of transfers
of such formatted data and/or instructions by carrier waves
include, but are not limited to, transfers (uploads, downloads,
e-mail, etc.) over the Internet and/or other computer networks
via one or more data transfer protocols (e.g., HI'TP, FTP,
SMTP, etc.). When received within a computer system via
one or more computer-readable media, such data and/or
instruction-based expressions of the above described compo-
nents may be processed by a processing entity (e.g., one or
more processors) within the computer system in conjunction
with execution of one or more other computer programs.
[0136] Unless the context clearly requires otherwise,
throughout the description and the claims, the words “com-
prise,” “comprising,” and the like are to he construed in an
inclusive sense as opposed to an exclusive or exhaustive
sense; that is to say, in a sense of “including, but not limited
to.” Words using the singular or plural number also include
the plural or singular number respectively. Additionally, the
words “herein,” “hereunder,” “above,” “below,” and words of
similar import, when used in this application, refer to this
application as a whole and not to any particular portions of
this application. When the word “or” is used in reference to a
list of two or more items, that word covers all of the following
interpretations of the word: any of the items in the list, all of
the items in the list and any combination of the items in the
list.

[0137] The above description of embodiments is not
intended to be exhaustive or to limit the systems and methods
to the precise forms disclosed. While specific embodiments
and examples are described herein for illustrative purposes,
various equivalent modifications are possible within the
scope of the systems and methods, as those skilled in the
relevant art will recognize. The teachings of the embodiments
provided herein can be applied to other systems and methods,
not only for the systems and methods described above.
[0138] The elements and acts of the various embodiments
described above can be combined to provide further embodi-
ments. These and other changes can be made to the embodi-
ments in light of the above detailed description.

[0139] In general, in the following claims, the terms used
should not be construed to limit the embodiments to the
specific embodiments disclosed in the specification and the
claims, but should he construed to include all systems that
operate under the claims. Accordingly, the embodiments are
not limited by the disclosure, but instead the scope of the
embodiments is to be determined entirely by the claims.
[0140] While certain aspects of the embodiments are pre-
sented below in certain claim forms, the inventors contem-
plate the various aspects of the embodiments in any number
of claim forms. Accordingly, the inventors reserve the right to
add additional claims after filing the application to pursue
such additional claim forms for other aspects of the embodi-
ments.

[0141] Theforegoing descriptions of specific embodiments
of the present invention have been presented for purposes of
illustration and description. They are not intended to be
exhaustive or to limit the invention to the precise forms dis-
closed, and it should he understood that many modifications
and variations are possible in light of the above teaching. The
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embodiments were chosen and described in order to best
explain the principles of the invention and its practical appli-
cation, to thereby enable others skilled in the art to best utilize
the invention and various embodiments with various modifi-
cations as are suited to the particular use contemplated. It is
intended that the scope of the invention be defined, by the
claims appended hereto and their equivalents.

What is claimed is:

1. A system comprising:

a first medical device configured for implantation inter-
nally within a body, wherein the first medical device
includes a first processor that is dynamically config-
urable;

a second medical device configured for implantation inter-
nally within the body, wherein the second medical
device includes a second processor that is dynamically
configurable, wherein the first medical device and the
second medical device are coupled forming a network
including at least the first medical device and the second
medical device;

an external electronic patch medical device, wherein the
electronic patch medical device includes a processor and
where the electronic patch medical device is configured
fir communication, wherein the electronic patch medical
device is further configured to sense one or more envi-
ronmental parameters external to the body and to control
one or more of the medical devices in response to the one
or more environmental parameters; and

a non-transitory computer implemented application on a
remote server or a mobile device separate from the elec-
tronic patch medical device, wherein the electronic
patch medical device is configured to communicate to at
least the first medical device and is further configured to
communicate to the remote server or mobile device;

wherein each device has a unique identifier.

2. The system of claim 1, wherein the electronic patch
medical device is configured to receive one or more human
body parameters and further process, measure, monitor, and/
or archive the human body parameters.

3. The system of claim 2, wherein the mobile device com-
prises multifunction communication devices, handheld com-
puters, or cellular telephones.

4. The system of claim 3, wherein the system is configured
to store data received from the first medical device and second
medical device on a storage component coupled to the elec-
tronic patch medical device.

5. The system of claim 4, wherein the electronic patch
medical device is configured to store data received from the
first medical device or second medical device in a memory
component coupled to the electronic patch medical device
and wherein the electronic patch is configured to communi-
cate said stored data m memory to a remote server or mobile
device periodically or continuously.

6. The system of claim 5, wherein the device/user authen-
tication comprises biometric authentication.

7. The system of claim 1, wherein the second medical
device and the remote server are coupled as part of the net-
work.

8. The system of claim 1, wherein the second medical
device and the electronic patch medical device are coupled as
part of the network.

9. The system of claim 1, wherein one or more of the
implanted medical devices is in wireless communication with
one or more peripheral devices located external to the body.
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10. The system of claim 9, wherein the one or more periph-
eral devices are selected from the group consisting of a local
printer, local TV/display, local personal computer, local
server, intelligent personal health management appliance,
central server, escrow server. Internet global positioning,
server, global positioning server/time keeping servet, remote
facility, health care facility, doctor’s office, local server, local
personal computer, cellular telephone, mobile device, mobile
health appliance utilizing a selected communication protocol.
11. The system of claim 1, wherein one or more of the
implanted medical devices are in communication with an
external mobile device.
12. The system of claim 11, wherein the external mobile
device is selected from the group consisting of a cellular
telephone, personal digital assistant, and lap top computer.
13. The system of claim 2, further comprising a dedicated
server implanted within the body, wherein the dedicated
server is configured to control an internal communication
path of information between the first and second medical
devices and with one or more or more external communica-
tion paths.
14. The system of claim 1, wherein the first and/or second
implanted medical device is configured to send command
instructions to a device coupled to the body.
15. The system of claim 1, Wherein the one or more medi-
cal devices are coordinated to control one or more organ or
bodily functions.
16. The system Of claim 1, wherein the one or more medi-
cal devices is comprised of a heart pacemaker device, gastric
pacemaker device, defibrillator, or RFID identification
device.
17. The system of claim 16, wherein the one or more
medical devices are configured to communicate and coordi-
nate with one another.
18. The system of claim 1, Wherein the one or more medi-
cal devices comprises a pacemaker device configured to mea-
sure cardiac activity and to control cardiac function,
19. The system of claim 1, wherein the one or more medical
devices comprises a heart pacemaker device.
20. The system of claim 19 wherein the heart pacemaker
device is programmed with a pacing protocol which is select-
able via wired or wireless communication.
21. The system of claim 1, wherein the electronic patch is
configured to acquire ECG signals.
22. A method of controlling communication within a
formed network, comprising:
dynamically configuring a first medical device configured
for implantation internally within a body, wherein the
first medical device includes a first processor; and

dynamically configuring a second medical device config-
ured for implantation internally within the body,
wherein the second medical device includes a second
processor;

forming a network including at least the first medical

device and the second medical device, the network com-
prising a coupling between the first medical device and
the second medical device, wherein each device com-
prises a unique identifier such that communication
betweenthe devices is controlled via identification of the
unique identifier;

sensing one or more environmental parameters external to

the body via a wearable medical device configurable
with a communication protocol and worn upon the body;
and
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controlling one or more of the implanted medical devices
with the wearable device in response to the sensed one or
more environmental parameters.

23. The method of claim 42, wherein the first and second
implantable devices are further configured and controlled by
amobile device.

24. The system of claim 23, wherein forming a network
further comprises optimizing a communication path between
each of the devices such that power consumption is mini-
mized.

25. A system comprising;

a first medical device configured for implantation inter-
nally within a body, wherein the first medical device
includes a first processor that is dynamically config-
urable, wherein the first medical device is configured
with a first communication protocol, and wherein the
first medical device is further configured with a first
unique identification number;

a second medical device configured for implantation inter-
nally within a body, wherein the second medical device
includes a second processor that is dynamically config-
urable, wherein the second medical device is configured
with a second communication protocol, and wherein the
second medical device is further configured with a sec-
ond unique identification number; and

awearable device which is sized to be worn upon the body,
wherein the wearable device is configured for commu-
nication and is further configured to receive one or more
human body parameters-and to further process, mea-
sure, monitor, and/or archive the human body param-
eters, wherein the wearable device is further configured
to sense one or more environmental parameters external
to the body and to control one or more of the implanted
medical devices in response to the one or more environ-
mental parameters,

wherein the wearable device is further configured with a
communication protocol-and is also configured to
receive the one or more human body parameters with the
first medical device and with the second medical device
upon recognition of the first and second unique identi-
fication numbers.

26. The system of claim 25, wherein at least one of the
devices is configured with an encryption function and decryp-
tion function.

27. The system of claim 25, wherein the remote wearable
device is configured to control a power level and frequency of
the first medical device and second medical device.

28. The system of claim 25, wherein the remote wearable
device stores a stream of data acquired first by the first or
second implantable device.

29. The system of claim 25, wherein the remote wearable
device communicates velocity to the first medical device and
to the second medical device.

30. The system of claim 25, wherein the remote wearable
device communicates altitude to the first medical device and
to the second medical device.

31. The system of claim 25, wherein the remote wearable
device communicates ambient pressure to the first medical
device and to the second medical device.

32. The system of claim 25, wherein the remote wearable
device archives blood oxygen levels from the first medical
device and the second medical device.
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33. The system of claim 25, wherein the remote wearable
device archives blood flow levels from the first medical
device and the second medical device.

34. The system of claim 25, wherein the remote wearable
device is configured to acquire ECG signals.

* % % ok &

Mar. 21, 2013



RiES

[ i (S RIR) A ()

RE(EFR)AGE)

HAT R E(ZFRR)AGE)

FRI& B A

EHA

IPCH 3=

CPCH¥E=

L M2 TF S0k
S\EReERR

BEG®)

BRTRATITHEARENEMNRERAR  BESENB TR
#MERER  UREERERE/BIRE  NERZFMNEZERSHN A

BERIBERE

patsnap

ATHARESRE B FURRENTRBRENTENLZENENRE

US20130072770A1

US13/665065

PR BRI
BEREKHAK

% , REKHA K.

IP HOLDINGS , INC.

% , REKHA K.

RAO RAMAN K
RAO SANJAY K

RAO, RAMAN K.
RAO, SANJAY K.

AFF ()R 2013-03-21

RiEHR 2012-10-31

H04B13/00 A61N1/362 A61B5/00 A61N1/365 A61B5/1455 A61B5/026 AG61N1/39 A61N1/372

A61B5/0031 A61N1/3956 H04L63/0861 HO4M11/04 A61B5/0022 A61B5/026 A61B5/14551 A61N1/362
A61N1/365 A61N1/37211 A61N1/39 H04B13/005 A61N1/37 A61N1/37264 A61B5/0015 A61N1/36007
A61N1/37288 GO6F19/34 GO6F19/3418 G16H40/67 A61N1/372 A61N1/37217 G16H20/00

US8653966

Espacenet USPTO



https://share-analytics.zhihuiya.com/view/4b6f362c-b2ca-4f88-ab0e-c043dd74d5de
https://worldwide.espacenet.com/patent/search/family/039475044/publication/US2013072770A1?q=US2013072770A1
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220130072770%22.PGNR.&OS=DN/20130072770&RS=DN/20130072770

