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HEALTHCARE PERSONAL AREA
IDENTIFICATION NETWORK METHOD AND
SYSTEM

FIELD OF THE INVENTION

[0001] This invention relates to the field of health care,
and to the use of personal area networks in patient care.

BACKGROUND OF THE INVENTION

[0002] Ttis a continuing challenge in health care to ensure
that intended health care actions are taken with respect to a
given patient. With the proliferation of devices that collect
information it has become increasingly difficult to associate
patient data with the appropriate patient. Moreover, with the
increased complexity of health care practices, even seem-
ingly straightforward tasks such as matching a treatment
action to a patient have become more difficult. Horror stories
exist about patients receiving the wrong surgical or medical
treatment due to failure to confirm the patient’s identity or
condition, or failure to confirm that the treatment or other
health care action taken is the right one for the patient.

[0003] Thus, a need exists for action confirmation and
validation for proposed health care practices, such as treat-
ments. A need exists as well for improved ease of association
between a patient and his or her medical data.

[0004] Personal area networks are known that are capable
of handling communications using the electrochemical char-
acteristics of a person. Such personal area networks have
been used, for example, to uniquely identify persons for
security purposes. Personal area networks have been dis-
closed, for example, in U.S. Pat. No. 6,104,913 to McAl-
lister and in an article in IBM Systems Journal, Vol. 35, No.
3&4, 1996-MIT Media Lab, 0018-8670/96, copyright IBM,
entitled Personal Area Networks: Near-Field Intrabody
Communication, by T. G. Zimmerman. Both publications,
together with all other patents, patent applications, and
publications referenced herein are hereby incorporated by
reference.

[0005] There is potential for personal area networks to
solve the persistent problems of action confirmation, action
validation, and the proper association of patient data.

SUMMARY OF THE INVENTION

[0006] Embodiments of the present invention provide a
system, method, apparatus, and computer program code for
delivering a treatment includes generating a personal area
network associated with a patient, said personal area net-
work transmitting a patient identifier associated with said
patient, retrieving treatment data associated with said patient
identifier, and operating a treatment device pursuant to said
treatment data.

[0007] Insome embodiments, the personal area network is
generated using a transmitting device associated with the
patient. In some embodiments, the treatment device is
adapted to receive data from the transmitting device, includ-
ing a patient identifier. In some embodiments, the personal
area network is generated by a transmitter adapted to trans-
mit signals through a body using electrical properties of said
body. In some embodiments, the transmitter is configured as
at least one of: a bracelet, a necklace, a card, a ring, and a
molecular tag.
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[0008] In some embodiments, delivering a treatment fur-
ther includes performing a verification based at least in part
on the patient identifier and the treatment data. In some
embodiments, the verification includes determining if the
treatment data is consistent with information about said
patient. In some embodiments, the verification includes
determining if said treatment data is consistent with
accepted treatment protocols.

[0009] In some embodiments, the treatment device
includes a communications device and a sensor, each in
communication with a processor for processing data
received by the communications device. In some embodi-
ments, the communication device is adapted to send and
receive data over the personal area network. In some
embodiments, the communication device is adapted to com-
municate with a controller via a communications network.

[0010] In some embodiments, the controller includes a
communications device and a mass storage device each in
communication with a processor, said mass storage device
storing patient data and treatment data.

[0011] In some embodiments, delivering a treatment fur-
ther includes operating the treatment device to perform at
least one of: refraining from delivering full treatment; sig-
naling an alarm; signaling an alert; not performing treat-
ment; modifying treatment; initiating an application; initi-
ating a human interaction; recording initiation of treatment;
recording data; performing intermediate steps; and conclud-
ing treatment. In some embodiments, delivering a treatment
further includes alerting a provider of a condition of said
patient. In some embodiments, the treatment device is
further in communication, via said personal area network,
with a second treatment device. In some embodiments, the
patient identifier is generated using a security protocol to
maintain patient anonymity. In some embodiments, deliver-
ing treatment further includes determining a diagnosis of
said patient prior to said operating said treatment device.

[0012] Embodiments of the present invention also provide
a system, method, apparatus, and computer program code
for delivering a treatment to a patient, including: detecting,
via a personal area network associated with the patient, a
patient identifier, associating the patient identifier with a
treatment, the treatment defined by a set of treatment data,
and determining if the treatment should be delivered to the
patient. In some embodiments, the determining also includes
retrieving patient data including medical data regarding the
patient, and comparing the patient data with the set of
treatment data to determine if a conflict exists. In some
embodiments, the treatment is selected from the group
consisting of: administering a shot, an oral medicine, an
intravenous drip, a cut, an inflation, an electrical impulse, a
pacemaker, an electroshock, a catheterization, insertion of a
stent, and insertion of a tube.

[0013] In some embodiments, at least one of the patient
data and the treatment data are stored in a device in
communication with the treatment device over a communi-
cations network. In some embodiments, at least one of the
patient data and the treatment data are stored in a network
device in communication with the treatment device over the
personal area network.

[0014] Embodiments of the present invention also provide
a system, method, apparatus, and computer program code
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for delivering a treatment to a patient including: detecting,
using a treatment device, a patient identifier, the patient
identifier transmitted over a personal area network associ-
ated with the patient; retrieving patient information associ-
ated with the patient identifier; and forwarding treatment
data associated with the patient identifier to the treatment
device.

[0015] Embodiments of the present invention also provide
a system, method, apparatus, and computer program code
for system for providing health care, including: a personal
area network for facilitating communication of data via a
patient’s body, and an intelligent device for facilitating a
health care service via the communication of data.

[0016] Embodiments of the present invention also provide
a system, method, apparatus, and computer program code
for handling data associated with a health care patient,
including: associating a patient with a personal area net-
work, recording data associated with the patient, and asso-
ciating the data with a record for the patient in a database.
In other embodiments, a system, method, apparatus, and
computer program code for facilitating a health care service,
include: providing a processor for a personal area network,
and configuring the processor to facilitate communication
with an intelligent health care device.

[0017] Embodiments of the present invention also provide
a system, method, apparatus, and computer program code
for treating a patient, including: generating a personal area
network associated with the patient, the personal area net-
work generated by a transmitting device; establishing com-
munication between the transmitting device and a treatment
device via the personal area network; and transmitting
treatment data between the transmitting device and the
treatment device. In some embodiments, the transmitting
device checks to see if the treatment device and/or the
treatment data are appropriate. In some embodiments, the
treatment device checks to see if the patient and/or the
treatment data are appropriate.

[0018] With these and other advantages and features of the
invention that will become hereinafter apparent, the nature
of the invention may be more clearly understood by refer-
ence to the following detailed description of the invention,
the appended claims and to the several drawings attached
herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 is a block diagram of a system pursuant to
embodiments of the present invention;

[0020] FIG. 2 is a diagram depicting an identification
process of the system of FIG. 1 according to one embodi-
ment of the invention;

[0021] FIG. 3 is a block diagram of an embodiment of the
system of FIG. 1;

[0022] FIG. 4 is a block diagram of an embodiment of the
system of FIG. 1;

[0023] FIG. 5 is a block diagram depicting an embodi-
ment of a treatment device used as a receiver in the system
of FIG. 1;

[0024] FIG. 6 is a block diagram depicting an embodi-
ment of a controller used in the system of FIG. 4;
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[0025] FIG. 7 is a tabular representation of a portion of a
patient database according to an embodiment of the present
invention;

[0026] FIG. 8 is a tabular representation of a portion of a
treatment database according to an embodiment of the
present invention;

[0027] FIG. 9 is a flow diagram depicting a treatment
process according to one embodiment of the present inven-
tion;

[0028] FIG. 10 is a flow diagram depicting a treatment
process according to one embodiment of the present inven-
tion; and

[0029] FIG. 11 is a flow diagram depicting a identity
obscuring process according to one embodiment of the
present invention.

DETAILED DESCRIPTION

[0030] Applicants have recognized that there is a need for
a system, method, apparatus, and computer program code
for operating a personal area network (PAN) for healthcare
applications. Applicants have further recognized that there is
a need for systems, methods, apparatus, and computer
program code for action confirmation and validation for
proposed health care practices, such as treatments. Appli-
cants have also recognized a need for improved ease of
association between a patient and his or her medical data.

[0031] Referring first to FIG. 1, a system 10 for admin-
istering healthcare according to embodiments of the present
invention is shown. As depicted, system 100 includes a
patient 102 (who is to receive treatment or diagnosis using
features of the present invention). Pursuant to embodiments
of the present invention, a personal area network (PAN) 104
is created which is associated with patient 102. PAN 104
may be configured to facilitate communication between
devices, such as, for example network devices 108 and 112.
As will be described further below, any of a number of
different types of network devices 108, 112 may be utilized,
such as, for example, medical treatment and diagnostic
devices having the capability to transmit and/or receive data
via PAN 104. In some embodiments, one or more network
devices 108, 112 will store data and other information
associated with a particular PAN 104 (and thus, with a
particular patient 102). Other network devices 108, 112 may
store treatment, diagnostic, or other data which may be
associated with a number of different patients (e.g., a treat-
ment device may store information that may be used to treat
a large number of patients).

[0032] Insome embodiments, PAN 104 allows communi-
cation of data via the electrochemical properties of the body
of patient 102, including differential levels of electrical
fields between areas close to the body and areas slightly
further from the body.

[0033] Embodiments of a PAN are disclosed in U.S. Pat.
No. 6,104,913, incorporated herein by reference for all
purposes. Through establishment and manipulation of PAN
104, embodiments of the present invention establish com-
munication among a wide range of health care devices that
are equipped for data storage, communication or manipula-
tion, when those devices are in proximity to the PAN 104.
Further, embodiments of the present invention utilize fea-



US 2003/0125017 Al

tures of PAN 104 to uniquely identify the patient 102 on
which PAN 104 is disposed, such as by a patient identifier
that is unique to patient 102 and/or PAN 104.

[0034] According to some embodiments, PAN 104 facili-
tates the transmission of data among electronic devices
deployed on or near patient 102 by capacitively coupling
pico-amp currents through the body. In some embodiments,
a low-frequency carrier is used so no energy is propagated.
The natural salinity of the human body makes it a conductor
of electrical current. PAN 104 takes advantage of this
conductivity by creating an external electric field that passes
a very small current through the body, over which data is
carried. The current used can be as low as one-billionth of
an ampere (one nanoamp), which is lower than the natural
currents already in the body.

[0035] Data can be transmitted using PAN 104 for a wide
variety of purposes as disclosed herein. PAN 104 may be
uniquely associated with a particular patient 102 in a number
of ways, including, for example, the use of a unique iden-
tifier, or the use of biological or chemical characteristics of
the patient (e.g., so that it is not necessary to access
processing or data capabilities that are separated from the
patient). Unique identification of patient 102 ensures that a
particular treatment or other processing may be directed to
a particular patient. Pursuant to some embodiments of the
present invention, accessing data carried by PAN 104 for a
particular patient is a reliable way of confirming that the
correct patient has been reached, because the PAN remains
disposed on the patient and can be constructed to have
characteristics that are unique to that patient/PAN combina-
tion.

[0036] In some embodiments, one or more network
devices 108, 112 in PAN 104 is configured with data storage,
manipulation, retrieval and communication capabilities,
thereby allowing devices coupled to PAN 104 to interact
with incoming data from other health care devices in prox-
imity to the PAN 104. For example, devices in communi-
cation with PAN 104 can receive a message of a proposed
health care action for a patient and can confirm that a
particular patient 102 about which PAN 104 is disposed is
the correct patient for that proposed action (¢.g., by match-
ing a patient identifier sent by a health care device to the
patient identifier stored in association with the PAN 104).

[0037] Network devices 108, 112 in communication via
PAN 104 can also store data and instructions about patient
102 (such as prohibitions against certain treatment or diag-
nostic actions), that can be accessed and retrieved upon
receipt of inquiry messages (¢.g., such as messages regard-
ing a proposed treatment). For example, one or more net-
work devices accessible to PAN 104 can store a treatment
order that patient 102 will receive “no milk products” and
can signal an alert or alarm if a message is transmitted, such
as from a food tray or food container in proximity to PAN
104, that the food contains milk products. Thus, network
devices associated with PAN 104 can store and manipulate
necessary data to compare restrictions to proposed actions,
such as food restrictions to food, drug restrictions to drugs,
and activity restrictions to proposed activities.

[0038] Health care actions taken in response to the system
100 disclosed herein should be understood to encompass not
only affirmative treatment actions, but other actions such as
doing nothing, signaling an alarm or alert, not performing
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treatment, modifying treatment, applying a restriction to
prevent an action, declining an action based on a counter-
order, applying a condition to an action (such as compat-
ibility of the action with a criterion, such as a match between
treatment and diagnosis), initiating an application, initiating
a human interaction, recording data, recording conditions,
recording initiation of treatment, intermediate steps, and
conclusion of treatment.

[0039] Insome embodiments, PAN 104 is set up with one
network device 108 serving as a transmitting device 108 and
another network device 112 serving as a receiving device
112. The transmitting device and the receiving device may
establish fields through the use of electrodes. For example,
an electrode of the transmitter that is closer to the body of
patient 102 may have a lower impedance to the body than a
second electrode facing toward the surrounding environ-
ment. In this manner, a transmitting device may impose an
oscillating potential on the body of the patient 102, relative
to the earth ground, causing electrical fields around and near
the patient.

[0040] The impedance of ¢lectrodes of the receiver is also
asymmetrical to the body and the environment, allowing the
displacement current from the electrical fields between the
body and the electrode and the body and the ground to be
detected. Since the impedance between the receiver elec-
trodes is nonzero, a small electric field exists between them.
As a result, a network device functioning as a transmitter
108 can capacitively couple to a network device acting as a
receiver 112 through the body. Those skilled in the art will
recognize that a number of different types of transmitter and
receiver devices may be used to establish and communicate
via PAN 104.

[0041] Network devices functioning as a PAN 104 trans-
mitter 108 can be embodied in any of a wide range of
structure or devices, including, for example, an ID bracelet,
a belt, an anklet, a ring, eyeglasses, an earpiece, an internal
device, a necklace, a device taped or otherwise affixed to the
body, a wrap, a sling, a prosthetic, a pocket-device, or any

other device suitable for wearing or affixing to or in the
body.

[0042] Network devices functioning as a PAN 104
receiver 112 can be embodied in any of a wide range of
structure or devices, including many intelligent devices that
are capable of processing and communications functions,
such as, for example: an intelligent- or microprocessor-
controlled I'V, blood pressure meter, EKG, EEG, fluid meter,
needle, food tray, operating table, surgical light, operating
light, scalpel, knife thermometer, an IV, a blood pressure
cuff, a fluid sensor, a patch, a vial, a bottle, a blade, a clamp,
a stent, a prosthesis, a catheter, a tube, an intubator, a
medicine bottle, sphygmomenometer, a toxicity screening
device, a chemical sensor, a spectrometer, a respiration rate
measurement device, an MRI, a CT device, or an X-ray
device. Any one of these devices may communicate data
with the PAN 104 to facilitate provision of health care. Other
network devices may also function as a PAN 104 receiver
112 such as, for example, a hospital computer system,
diagnostic devices, or other treatment devices.

[0043] A process 200 for utilizing system 100 to provide
health care treatment is shown in FIG. 2. Process 200 will
be described to illustrate certain features of embodiments of
the present invention. The steps of process 200 and other
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processes described herein may be performed in any order
practicable. Process 200 begins at 202 where patient infor-
mation is identified. In some embodiments, this identifica-
tion is performed using PAN 104. For example, a patient
who is to receive treatment at a health care facility may be
provided with one or more network devices 108, 112
adapted to establish a PAN 104 for the patient. In some
embodiments, the patient receives a portable transmitter
configured, for example, as a bracelet, which establishes a
low voltage carrier network about the patient. In some
embodiments, the transmitter device includes a unique iden-
tifier, which is associated with the patient. In some embodi-
ments, the PAN 104 which is established has unique iden-
tifying characteristics which are used at step 202 to identify
the patient. In some embodiments, this patient identifier is
received by one or more network devices acting as receiving
devices. For example, assume the patient is about to receive
an injection, and has a PAN 104 established for him. An
intelligent shot (e.g., having the ability to receive data via
PAN 104) may receive the patient identifier via PAN 104.

[0044] Processing at 202, in some embodiments, further
includes using a patient identifier to retrieve patient infor-
mation from a patient database or from some other datastore.
For example, information retrieved at 202 may include an
identification of the patient’s name and an identification of
health care information regarding the patient (e.g., any
allergies, special instructions, etc.).

[0045] Processing continues at 204 where system 100
operates to identify treatment information. In some embodi-
ments, this treatment information is identified based at least
in part on the patient information identified at 202. In the
example where the patient is to receive an injection and the
patient identifier has been received by the intelligent shot,
the patient identifier may be used to retrieve patient infor-
mation as well as treatment information to determine if the
correct dosage of the correct medication is about to be
delivered. The result is a system which facilitates the accu-
rate delivery of treatment and diagnostic care. The system
reduces or eliminates the possibility for miscommunication
between doctors and their staff.

[0046] System 100 may be configured in any of a number
of different manners. As described above, one or more
network devices 108 may be configured as transmitting
devices used to set up the field of the PAN 104. An example
of such an embodiment is depicted in FIG. 3, where a
network device 108 is configured as a bracelet or other small
device associated with a particular patient.

[0047] Referring to FIG. 4, an embodiment is shown
where one or more network devices are in communication
with other devices through a second communication net-
work 150. For example, as depicted in FIG. 4, system 100
may include a PAN 104 set up and disposed about a patient
102, allowing communication between one or more network
devices (depicted as a transmitter 110 and a treatment device
120). Although only one transmitter 110 and one receiver
120 are shown, those skilled in the art will recognize that any
of a number of different such devices may be provided.

[0048] Treatment device 120 is shown in communication
with a controller 130 via a communication network 150. In
some embodiments, transmitter 110 and other devices may
also be in communication via communication network 150.
As an example, treatment device 120 may be an MRI
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machine adapted to receive information via PAN 104, and
also adapted to be in communication with a central treatment
device (controller 130). The result is a system which allows
centralized treatment planning and control, with widely-
disseminated devices capable of confirming and identifying
treatment delivery.

[0049] Communication network 150 may be any of a
number of different types of commonly-used networks, such
as a Local Area Network (LAN), a Metropolitan Area
Network (MAN), a Wide Area Network (WAN), a propri-
etary network, a Public Switched Telephone Network
(PSTN), a Wireless Application Protocol (WAP) network, a
wireless network, a cable television network, or an Internet
Protocol (IP) network such as the Internet, an intranet or an
extranet. Moreover, as used herein, communications include
those enabled by wired or wireless technology.

[0050] Controller 130 may be configured as any of a
number of different types of computing devices. In general,
controller 130 is a computing device such as: a Personal
Computer (PC), a portable computing device such as a
Personal Digital Assistant (PDA), a wired or wireless tele-
phone, a one-way or two-way pager, a kiosk, an interactive
television device, or any other appropriate storage and/or
communication device.

[0051] FIG. 5 illustrates an embodiment of a treatment
device 120 which may be operated in conjunction with PAN
104 of system 100. In general, treatment device 120 may be
operated by health care personnel trained to deliver treat-
ment or diagnostic care. As described above, treatment
device 120 may be any of a number of different treatment or
diagnostic devices. In addition, treatment device 120 may be
provided with additional functionality allowing it to send
and/or receive data via PAN 104 and/or communications
network 150.

[0052] For example, treatment device may be configured
with a processor 124, which may be any of a number of
suitable processing devices, such as one or more Intel®
Pentium® processors. Processor 124 is coupled to a com-
munication device 122 through which processor 124 com-
municates with other devices, such as, for example, other
network devices coupled to PAN 104 (e.g., such as a receiver
used to set up the PAN). Processor 124 may also commu-
nicate with other devices via communications network 150
(e.g., such as controller 130).

[0053] In some embodiments, treatment device 120 may
also be provided with one or more sensor devices 123 in
communication with processor 124 for sensing information
relevant to health care. By way of example, sensor device
123 may be a thermometer, blood pressure sensor, oxygen
sensor, chemical sensor, light sensor, electromagnetic sen-
sor, electrical sensor, pulse sensor, respiration sensor, or any
other sensor capable of sensing a condition of a patient or
environment that may be relevant to health care for the
patient 102. In any of these cases, sensor 123 may be an
intelligent sensor, with processing and communications
capabilities, as well as sensing capabilities.

[0054] Communication device 122 may include hardware
and software to facilitate communication with other devices
using wired or wireless techniques, or a combination of
different techniques. For example, communication device
122 may be one or more of: a network adapter, a modem, a



US 2003/0125017 Al

Bluetooth device, electrodes adapted to receive low voltage
signals via a PAN, etc. In one embodiment, communication
device 122 facilitates communication with other devices
over a network such as the Internet. Processor 124 may also
be in communication with one or more input and output
devices (not shown) as are known in the art (such as, for
example, a keyboard, mouse, microphone, monitor, printer,
etc.).

[0055] Processor 124 is also in communication with a data
storage device 126. Data storage device 126 comprises an
appropriate combination of magnetic, optical and/or semi-
conductor memory, and may include, for example, Random
Access Memory (RAM), Read-Only Memory (ROM), a
compact disc and/or a hard disk. Processor 124 and data
storage device 126 may each be, for example: (i) located
entirely within a single computer or other computing device;
or (ii) connected to each other by a remote communication
medium, such as a serial port cable, telephone line or radio
frequency transceiver.

[0056] Data storage device 126 stores a program 125 for
controlling processor 124. Processor 124 performs instruc-
tions of program 125, and thereby operates in accordance
with the present invention, and particularly in accordance
with the methods described in detail herein. For example,
program 125 may include one or more treatment applica-
tions, diagnostic applications, record keeping applications,
communications applications, data storage applications, and
other applications suitable for health care actions. There are
many examples of health care applications. Examples of
actions that can be executed by program 125 include per-
forming treatment, signaling an alarm or alert, halting treat-
ment, modifying treatment, initiating another application,
initiating human interaction, recording treatment, recording
initiation of treatment, taking intermediate steps, concluding
treatment, applying a restriction to a proposed treatment,
checking a treatment for conflict with orders, not taking
action, or the like.

[0057] Program 125 may be stored in a compressed,
uncompiled and/or encrypted format. Program 125 further-
more includes program elements that may be necessary for
allowing processor 124 to interface with computer periph-
eral devices, such as an operating system and “device
drivers”. Appropriate program elements are known to those
skilled in the art, and need not be described in detail herein.

[0058] According to an embodiment of the present inven-
tion, the instructions of program 125 may be read into a main
memory from another computer-readable medium, such as
from a ROM to RAM. Execution of sequences of the
instructions in program 125 causes processor 124 to perform
the process steps described herein. In alternative embodi-
ments, hard-wired circuitry may be used in place of, or in
combination with, software instructions for implementation
of the processes of the present invention. Thus, embodi-
ments of the present invention are not limited to any specific
combination of hardware and software.

[0059] Data storage device 126 also store one or more
databases or datastores, such as, for example, specific treat-
ment data associated with treatment device 120 (e.g., a
treatment device may store an identifier uniquely identifying
itself, and configuration information identifying the configu-
ration of the device, as well as other data which may be
useful in identifying, assessing, and delivering treatment).
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[0060] Referring now to FIG. 6, an embodiment of a
controller 130 (e.g., as depicted in the system 100 of FIG.
4) is shown. In general, controller 130 may be operated by
health care personnel trained to deliver treatment or diag-
nostic care. In some embodiments, controller 130 consists of
one or more hospital or health care systems used to track,
store, manipulate, or otherwise utilize patient and treatment
information.

[0061] Controller 130 may be configured with a processor
134, which may be any of a number of suitable processing
devices, such as one or more Intel® Pentium® processors.
Processor 134 is coupled to a communication device 132
through which processor 134 communicates with other
devices, such as, for example, one or more treatment devices
or other network devices 108, 112.

[0062] Communication device 132 may include hardware
and software to facilitate communication with other devices
via communication network 150 using wired or wireless
techniques, or a combination of different techniques. For
example, communication device 132 may be one or more of:
a network adapter, a modem, a Bluetooth device, electrodes
adapted to receive low voltage signals via a PAN, etc. In one
embodiment, communication device 132 facilitates commu-
nication with other devices over a network such as the
Internet. Processor 134 may also be in communication with
one or more input and output devices (not shown) as are
known in the art (such as, for example, a keyboard, mouse,
microphone, monitor, printer, etc.).

[0063] Processor 134 is also in communication with a data
storage device 136. Data storage device 136 comprises an
appropriate combination of magnetic, optical and/or semi-
conductor memory, and may include, for example, Random
Access Memory (RAM), Read-Only Memory (ROM), a
compact disc and/or a hard disk. Processor 134 and data
storage device 136 may each be, for example: (i) located
entirely within a single computer or other computing device;
or (ii) connected to each other by a remote communication
medium, such as a serial port cable, telephone line or radio
frequency transceiver.

[0064] Data storage device 136 stores a program 135 for
controlling processor 134. Processor 134 performs instruc-
tions of program 135, and thereby operates in accordance
with the present invention, and particularly in accordance
with the methods described in detail herein. Program 135
may be stored in a compressed, uncompiled and/or
encrypted format. Program 135 furthermore includes pro-
gram elements that may be necessary for allowing processor
134 to interface with computer peripheral devices, such as
an operating system and “device drivers”. Appropriate pro-
gram elements are known to those skilled in the art, and need
not be described in detail herein.

[0065] According to an embodiment of the present inven-
tion, the instructions of program 135 may be read into a main
memory from another computer-readable medium, such as
from a ROM to RAM. Execution of sequences of the
instructions in program 135 causes processor 134 to perform
the process steps described herein. In alternative embodi-
ments, hard-wired circuitry may be used in place of, or in
combination with, software instructions for implementation
of the processes of the present invention. Thus, embodi-
ments of the present invention are not limited to any specific
combination of hardware and software.
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[0066] Data storage device 136 may also store one or more
databases or datastores, such as, for example, a patient
database 300 and a treatment database 400. Other databases
may also be provided, such as, for example, diagnostic
databases, treatment or disorder history databases, insurance
databases, etc. Each of these databases will be described
further below in more detail. Those skilled in the art will
recognize that controller 130 may store or otherwise access
other information as well.

[0067] Each of the databases referred to in FIG. 6 will
now be described by referring to FIGS. 7-8. While the
databases are shown as being stored at, or accessible by,
controller 130, portions of or all of the data in one or more
of the databases may be stored at or accessible to other
devices in the system. For example, in some embodiments,
some or all of the data is stored at individual network
devices 108, 112 (¢.g., such as individual treatment devices).

[0068] As will be understood by those skilled in the art,
the schematic illustrations and accompanying descriptions
of the databases presented herein are exemplary arrange-
ments for stored representations of information. Anumber of
other arrangements may be employed besides those sug-
gested by the tables shown. Similarly, the illustrated entries
of the databases represent exemplary information only;
those skilled in the art will understand that the number and
content of the entries can be different from those illustrated
herein.

[0069] Referring to FIG. 7, a table is shown representing
a patient database 300 that may be stored at, or accessible by,
controller 130 according to an embodiment of the present
invention. In some embodiments, some or all of the data in
patient database 300 may be stored at, or otherwise acces-
sible by, individual devices in communication with PAN
104.

[0070] As depicted in FIG. 7, the table includes entries
identifying a number of different patients that have been
identified as requiring treatment or diagnosis using systems
of the present invention. Patients identified in patient data-
base 300 may include individuals who are scheduled for
treatment or diagnosis or individuals who may visit a
particular treatment facility (e.g., patient database may
include information identifying all individuals registered in
a particular HMO or other group). This information may be
stored in database 300 when a patient becomes a member of
a registered group, or it may be stored once a facility learns
that a particular individual is seeking or is scheduled for
treatment or diagnosis.

[0071] The table shown in FIG. 7 defines a number of
fields 302-308 for cach of the entries. In the embodiment
depicted, the fields specify: a patient identifier 302, patient
information 304, a medical history 306, and current infor-
mation 308. Other fields and combinations of fields may also
be used to provide and access information about different
patients and their associated medical requirements and infor-
mation.

[0072] Patient identifier 302 may be, for example, an
alphanumeric code or other information that is associated
with and used to identify a patient who will or may receive
treatment pursuant to embodiments of the present invention.
Patient identifier 302 may be generated by, for example,
controller 130 (FIG. 3) or it may be provided by a patient
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or some other entity. In some embodiments, the patient
identifier is the patient’s social security number or health
insurance identifier. Other information used to identify the
patient may be provided at 304, such as, for example, the
patient’s age, address, next of kin, insurance information,
etc.

[0073] Medical history 306 may be, for example, infor-
mation identifying significant medical information about the
patient identified by patient identifier 302 (e.g., such as
whether the patient has any serious allergies, specific drug
needs, health concerns, etc.). This information may be used
by devices configured using embodiments of the present
invention to ensure that appropriate treatment is provided.
Current information 308 may be, for example, information
identifying current treatment information regarding the
patient. For example, current information 308 may indicate
that the patient is currently undergoing treatment for a
particular condition. Again, this information may be used by
treatment devices configured pursuant to the present inven-
tion to administer appropriate treatment. Other information
may also be provided in patient database 300 to further
identify the patient, his or her medical history, and his or her
treatment needs.

[0074] Referring to FIG. 8, a table is shown representing
a treatment database 400 that may be stored at, or accessible
by, controller 130 according to an embodiment of the present
invention. In some embodiments, some or all of the data in
treatment database 400 may be stored at, or otherwise
accessible by, individual devices in communication with
PAN 104 (e.g., treatment information may be stored at, or
accessible by, individual treatment devices in communica-
tion with PAN 104).

[0075] As depicted in FIG. 8, the table includes entries
identifying a number of different treatments that have been
identified as requiring administration using systems of the
present invention. Treatments identified in treatment data-
base 400 may include, for example, individual courses of
treatment that are scheduled for particular patients visiting a
particular treatment facility. This information may be stored
in database 400 when a physician or other qualified medical
technician diagnoses and prescribes a course of treatment or
diagnosis for a particular patient.

[0076] Treatment identifier 402 may include information
uniquely identifying a particular treatment which has been
prescribed. Patient identifier 404 may include information
uniquely identifying a particular patient for whom a par-
ticular treatment is to be delivered. Date 406 includes
information identifying a particular time or date on which
(or by which) the treatment identified by treatment identifier
402 is to be delivered. Treatment information 408 includes
information describing a particular treatment to be deliv-
ered. Any of a number of different types of information may
be provided at 408, including, for example, dosages, fre-
quencies, etc.

[0077] Treatment processes which may be implemented
using system 100 will now be described by first referring to
FIG. 9, where a treatment process 900 pursuant to one
embodiment of the present invention is shown. Process 900
may be performed using devices as depicted in, for example,
FIG. 4.

[0078] Process 900 begins at 902 where treatment device
120 receives a patient identifier from transmitter 110 via
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PAN 104. For example, treatment device may be any of a
number of different types of devices as described above
which are adapted to deliver treatment or diagnostic health
care to a patient. At 904, treatment device 120 performs
processing to determine whether the patient identifier accu-
rately identifies the patient for whom treatment is intended.
This may be performed by comparing the patient identifier
to stored information about a particular course of treatment
(which may be stored at, for example, treatment device 120
and/or controller 130). Those skilled in the art will recognize
that process 900 may also be initiated by first identifying an
identifier of the treatment device 120 to determine if the
treatment device 120 should be associated with the patient
102.

[0079] If processing at 904 indicates that the patient is not
the intended patient, or if processing at 904 indicates that the
treatment to be provided by treatment device 120 is not
intended for the particular patient, processing continues to
905 where the system can initiate a query or error message
to determine why there is not a match. For example, an
alarm may sound to alert the operator of treatment device
120 to immediately stop delivery of treatment. As another
example, an alert may be forwarded to controller 130 to alert
health care providers that an error occurred. Those skilled in
the art will recognize that other steps may be taken to ensure
that treatment is not delivered and that such an error does not
occur in the future.

[0080] If processing at 904 indicates that the patient is the
intended patient for the treatment to be administered via the
treatment device 120, processing continues at 906 where
system 100 can, query one or more datastores to receive
treatment information for patient 102. In some embodi-
ments, this includes forwarding the patient identifier
received at 902 to controller 130. Controller 130 then
retrieves treatment information from treatment database
400. In some embodiments, processing at 904 simply
involves retrieving treatment data from a memory of treat-
ment device 120.

[0081] Processing continues at 908 where the course of
treatment specified by the treatment information retrieved at
906 is used to initiate treatment. This may include, for
example, utilizing the treatment information retrieved at 906
to manipulate treatment device 120 to deliver a course of
treatment. For example, if the treatment is to deliver 50 cc
of Penicillin, processing at 908 may include monitoring an
intelligent shot while a nurse delivers the prescribed dose of
medication. Processing may continue at 910 where system
100 acts to verify the treatment delivered. This may include,
for example, recording data at treatment device 120 which
reflects the actual treatment delivered and comparing the
actual treatment data to the stored treatment data. In some
embodiments, processing concludes at 912 where treatment
information is updated. For example, this may include
updating information at the treatment device 120 and/or
information at controller 130 or the like.

[0082] Process 900 illustrates a method for confirming a
treatment action delivered by a treatment device. The treat-
ment device may be a health care device, and may also be
any of a number of other intelligent devices, including, for
example, treatment devices, diagnostic devices, nutritional
devices, testing and measurement devices, surgical devices,
medical devices, and others. By way of example, treatment
device 120 might be an intelligent IV needle, which might
check a patient identifier transmitted via PAN 104 to confirm
that the patient is the intended patient before it will operate
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to inject a prescribed dosage of medicine. Alternatively, the
needle might transmit a message of intended treatment to
another network device via PAN 104, which might, by a
processor, confirm whether the treatment is appropriate and
send a return message to the needle, which could then allow
treatment if the patient is in fact the correct patient.

[0083] Itshould be noted that while in some embodiments
a patient identifier is transmitted via PAN 104 to a treatment
device 120, in some embodiments treatment device 120 may
transmit a message or data in the reverse direction, to
another device via PAN 104, in which case the network
device automatically knows which patient 102 is identified
(i.e., the patient for a particular PAN 104). In some embodi-
ments, treatment device 120 may transmit a treatment iden-
tifier, or other action identifier or data, which can be matched
by a processor of a network device associated with PAN 104
against a record to confirm that the treatment or action is
appropriate for that patient. Examples of actions taken by a
network device associated with PAN 104 are: to check a
proposed treatment against restrictions in the patient’s
record, to confirm a treatment against a patient’s diagnosis,
to check for potentially harmful interactions in proposed
treatments, and the like.

[0084] In some embodiments, other network devices may
perform the matching, including devices which are not in
communication via the PAN 104 (e.g., controller 130), so
that both a patient identifier and an action or treatment
identifier are transmitted for matching at the external pro-
cessor. Thus, the control of the matching of patient to
proposed action can be handled at any of the system com-
ponents, with PAN 104 serving as a vehicle for data com-
munication and also for verifying the correctness of the
patient for which the action is proposed.

[0085] A further embodiment of treatments which may be
administered and controlled using system 100 will now be
described by referring to FIG. 10, where a treatment process
1000 is shown. Processing begins at 1002 where a network
device, such as treatment device 120, receives a patient
identifier via Pan 104. For example, a treatment device
configured to communicate via PAN 104 may be positioned
in proximity to patient 102 and may receive a patient
identifier stored at, for example, a transmitter associated
with PAN 104. Processing continues at 1004 where a deter-
mination is made whether the patient identifier received at
1002 is the correct patient identifier for treatment by a
particular device. If the patient identifier is not correct (e.g.,
is not located within a database of patients to be treated,
etc.), processing continues at 1008 and no treatment is
delivered. In some embodiments, a message may be deliv-
ered at 1010 indicating that no treatment was provided and
that an incorrect patient identifier was received.

[0086] Processing continues at 1014 where treatment
information for the patient identified by patient identifier
retrieved at 1002 is retrieved (e.g., this information may be
retrieved from memory of the treatment device, from
another network device, or from controller 130). In some
embodiments, processing at 1014 may also include perform-
ing a cross-check to check the proposed action against a
criterion for action. For example, the system may cross-
check a treatment against a treatment/diagnosis database, to
confirm that a treatment action is the right one for the
diagnosis that is recorded for patient 102, based on patient
information retrieved from patient database 300.

[0087] At 1018, a determination is made whether the
cross-check finds any problems. For example, if the cross-



US 2003/0125017 Al

check finds that a particular type of medication will cause an
allergic reaction in a patient, processing at 1018 will indicate
that a treatment plan including that particular type of medi-
cation should not be delivered, and processing will continue
to 1020 where no treatment will be delivered. Error mes-
sages, alerts, alarms, or other indications may be presented
to the nurse or operator of the treatment device. Further, a
message or other information may be transmitted at 1010 to
the patient’s doctor or other responsible provider.

[0088] If the cross-check is successful at 1018 (e.g., no
problems or issues are identified with the proposed treat-
ment), then processing continues at 1022 where treatment is
initiated. As described above, steps, such as steps 1024 and
1026, may also be included to verify the treatment after it is
delivered and to update information after treatment is com-
plete. Optionally, the system may, at any of the steps of the
process, record data indicating the outcome of each step, or
initiate an interaction with a doctor, nurse, or other health
care provider based on the results of the step.

[0089] The cross-check application of process 1000 may
be conducted under the control of treatment device 120,
another network device 108, 112, or under the control of
controller 130. In some embodiments, the cross-check can
be used to facilitate a universal identifier for use with
multiple providers.

[0090] To facilitate cross-checking treatments, system 100
may obtain data from sources other than devices in com-
munication with PAN 104. For example, treatment device
120 may include a sensor which obtains data from the
patient or from the patient’s environment, or by communi-
cation, such as from a computer network. Thus, for example,
an intelligent needle can read a bar code on a container of
medicine, convey a message that the medicine is about to be
provided, and receive confirmation as to whether the treat-
ment is allowed for that particular patient (who was identi-
fied based on the patient identifier received via PAN 104).
This determination may be made by comparing the patient
identifier with information about the patient and information
about a proposed treatment, and optionally based on the
absence of conflict between the proposed treatment and any
restrictions, drug interactions, or counter-indications stored
for the patient. The result is a system which allows accurate
and safe delivery of controlled and monitored treatments.

[0091] Referring now to FIG. 11, a treatment process
1100 according to some embodiments of the present inven-
tion is shown. In some cases it may be appropriate to include
a facility for maintaining anonymity of a patient during or
after providing a health care service. Process 1100 provides
one mechanism for providing such patient anonymity. Pro-
cessing begins at 1102 where a network device 108, 112 of
system 100 receives a patient identifier associated with a
particular patient who has a PAN 104 established. The
network device which has received this patient identifier, at
1104, encrypts it to obscure the identity of the patient. This
encrypted and anonymized patient identifier may then be
verified (e.g., by comparing it to stored patient information)
and used to identify and then deliver treatment at steps 1106
and 1108 (c.g., as described above in conjunction with
FIGS. 9 and 10). The anonymous version of the identifier
may be used to identify the patient for record-keeping
purposes, such as to record patient data in clinical trials,
experiments, or the like. A variety of encryption, anony-
mizer and other techniques may be used to obscure the
patient identity. In some embodiments a handshaking pro-
tocol may be used.
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[0092] Although the present invention has been described
with respect to particular embodiments, those skilled in the
art will note that various substitutions may be made to those
embodiments described herein without departing from the
spirit and scope of the present invention.

[0093] Disclosed herein are also methods and systems for
handling data associated with a patient. For example, meth-
ods and systems include associating a patient with a personal
area network, recording data associated with the patient, and
associating the data with a record for the patient in a
database. The data may be communicated via the personal
area network among a plurality of health care devices and
applications. Data associated with a patient may include
blood pressure, temperature, pressure, vapor content, mois-
ture, blood oxygen level, blood content, blood alcohol
content, toxicity data, chemical content data, respiration
content data, food consumption data, urine content data,
waste production data, pulse, respiration rate, EKG data,
EEG data, a patient order, a medical record, a diagnosis,
and/or a treatment order.

[0094] In some embodiments, computer systems may be
provided for storing, manipulating, communicating and/or
handling data from the personal area network. The computer
system may include a server and/or a plurality of client
computers. The computer system may be in communication
with one or more treatment devices and other network
devices via a communications network. The methods and
system may further include a security facility for protecting
the data, which may include any of an encryption process, an
anonymizer and a handshaking protocol. In some embodi-
ments, the methods and systems include an anonymizer for
obscuring a patient identifier while allowing access to other
data associated with the patient. In some embodiments, an
identifier for a patient serves as an identifier for a plurality
of health care providers, such as a doctor, a surgeon, a
hospital, and an insurance provider.

[0095] Insome embodiments, the personal area network is
generated by a transmitter configured as a small device such
as a bracelet, ring, microtransmitter or other device for
transmitting data via the electrochemical characteristics of
the patient. The methods and systems disclosed herein can
also include one or more sensors for sensing a condition of
a patient. The sensor can communicate with other devices
via the personal area network or another network The sensor
can sense any of a wide variety of conditions, such as blood
pressure, temperature, pressure, vapor content, moisture,
blood oxygen level, blood content, blood alcohol content,
toxicity, chemical content, respiration content, food con-
sumption, urine content, waste content, pulse, respiration
rate, electrical activity, and others. Encompassed herein are
any methods of providing or otherwise establishing a per-
sonal area network for health care, including providing a
sensor configured to interact with a personal area network to
facilitate health care.

[0096] In some embodiments, methods and systems for
facilitating a health care service are provided, which may
include providing a processor for a personal area network,
and configuring the processor to facilitate communication
with an intelligent health care device or treatment device.
The health care device may be a thermometer, an IV, a blood
pressure cuff, an EKG, an EEG, a fluid sensor, a food tray,
a tray, an operating table, a needle, a patch, a vial, a bottle,
a blade, a knife, a scalpel, a clamp, a stent, a prosthesis, a
catheter, a tube, an intubator, a medicine bottle, sphyg-
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momenometer, a toxicity screening device, a chemical sen-
sor, a spectrometer, a respiration rate measurement device,
an MRI, and a CT device.

[0097] Insome embodiments, computer network methods
and systems are provided which allow communication
between devices via a personal area network. In some
embodiments, an intelligent device is in communication
with other devices via the network. The intelligent device
may be any of a thermometer, an IV, a blood pressure cuff,
an EKG, an EEG, a fluid sensor, a food tray, a tray, an
operating table, a needle,a patch, a vial, a bottle, a blade, a
knife, a scalpel, a clamp, a stent, a prosthesis, a catheter, a
tube, an intubator, a medicine bottle, sphygmomenometer, a
toxicity screening device, a chemical sensor, a spectrometer,
a respiration rate measurement device, an MRI, a CT device,
or many others. In embodiments a database may be provided
for associating a patient identifier with at least one of a
treatment, a diagnosis, an event, a reading and a condition.
The database may be stored by a process selected from the
group consisting of local storage at the processor of the
personal area network, storage on a smart card, local storage
at a device other than the personal area network, storage on
a server, storage on a host computer, and storage on a remote
machine.

[0098] While the invention has been disclosed in connec-
tion with embodiments shown and described in detail,
various equivalents, modifications, and improvements will
be apparent to one of ordinary skill in the art from the above
description.

What is claimed is:
1. A method for delivering a treatment, comprising:

generating a personal area network associated with a
patient, said personal area network transmitting a
patient identifier associated with said patient;

retrieving treatment data associated with said patient
identifier; and

operating a treatment device pursuant to said treatment

data.

2. The method of claim 1, wherein said treatment data is
stored in at least one of: a system controller; said treatment
device; a network device.

3. The method of claim 1, wherein said patient identifier
is encrypted.

4. The method of claim 1, wherein said treatment device
includes a communications device in communication with a
processor for processing data received by said communica-
tions device.

5. The method of claim 1, wherein said treatment device
includes a sensor, said sensor in communication with said
processor.

6. The method of claim 1, wherein said treatment device
is at least one of: a thermometer, an IV, a blood pressure cuff,
an EXG, an EEG, a fluid sensor, a food tray, a tray, an
operating table, a needle, a patch, a vial, a bottle, a blade, a
knife, a scalpel, a clamp, a stent, a prosthesis, a catheter, a
tube, an intubator, a medicine bottle, sphygmomenometer, a
toxicity screening device, a chemical sensor, a spectrometer,
a respiration rate measurement device, an MRI, a CT device,
and a diagnostic device.

7. The method of claim 4, wherein said communication
device is adapted to send and receive data over said personal
area network.
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8. The method of claim 7, wherein said communication
device is adapted to communicate with a controller via a
communications network.

9. The method of claim 8, wherein said controller includes
a communications device and a storage device each in
communication with a processor, said storage device storing
patient data and treatment data.

10. The method of claim 1, further comprising:

performing a verification based at least one of said patient
identifier and said treatment data, to determine if said
treatment can be delivered.
11. The method of claim 10, wherein said verification
further comprises:

determining if said treatment data is consistent with
information about said patient.
12. The method of claim 10, wherein said verification
further comprises:

determining if said treatment data is consistent with

accepted treatment protocols.

13. The method of claim 1, wherein said operating said
treatment device further comprises operating said treatment
device to perform at least one of: refraining from delivering
full treatment; signaling an alarm; signaling an alert; not
performing treatment; modifying treatment; initiating an
application; initiating a human interaction; recording initia-
tion of treatment; recording data; performing intermediate
steps; and concluding treatment.

14. The method of claim 1, further comprising:

alerting a provider of a condition of said patient.
15. The method of claim 1, further comprising:

communicating, via said personal area network, with a
second treatment device.
16. The method of claim 1, further comprising:

verifying that said treatment was properly delivered by
said treatment device.
17. The method of claim 16, further comprising:

forwarding a confirmation to a treatment prescriber indi-

cating that said treatment data was properly delivered.

18. The method of claim 1, wherein said personal arca
network is generated by a transmitter adapted to transmit
signals through a body using ¢lectrical properties of said
body.

19. The method of claim 1, wherein said transmitter is
configured as at least one of: a bracelet, a necklace, a card,
a ring, and a molecular tag.

20. The method of claim 1, further comprising:

determining a diagnosis of said patient prior to said
operating said treatment device.
21. A method for delivering a treatment to a patient,
comprising:

detecting, via a personal area network associated with said
patient, a patient identifier;

associating said patient identifier with a treatment, said
treatment defined by a set of treatment data;

determining if said treatment should be delivered to said
patient.
22. The method of claim 21, wherein said determining
further comprises:
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retrieving patient data including medical data regarding
said patient; and

comparing said patient data with said set of treatment data
to determine if a conflict exists.
23. The method of claim 21, further comprising;

delivering said treatment to said patient.
24. The method of claim 23, wherein said delivering
further comprises:

operating a treatment device in accordance with said
treatment data, and wherein said detecting is performed
using said treatment device.

25. The method of claim 21, wherein said treatment is
selected from the group consisting of: administering a shot,
an oral medicine, an intravenous drip, a cut, an inflation, an
electrical impulse, a pacemaker, an electroshock, a catheter-
ization, insertion of a stent, and insertion of a tube.

26. The method of claim 22, wherein at least one of said
patient data and said treatment data are stored in a device in
communication with said treatment device over a commu-
nications network.

27. The method of claim 22, wherein at least one of said
patient data and said treatment data are stored in a network
device in communication with said treatment device over
said personal area network.

28. A method for delivering a treatment to a patient,
comprising:

detecting, using a treatment device, a patient identifier,
said patient identifier transmitted over a personal area
network associated with said patient;

retrieving patient information associated with said patient
identifier; and

forwarding treatment data associated with said patient
identifier to said treatment device.
29. The method of claim 28, further comprising:

delivering said treatment to said patient by operating said

treatment device pursuant to said treatment data.

30. The method of claim 28, wherein said treatment
device includes a sensor adapted to detect a condition
associated with said patient.

31. The method of claim 30, wherein said treatment
device is a needle, said sensor is a bar code reader for
reading a label of a medication, and said condition is
required data on said label.

32. A system for providing health care, comprising;:

a personal area network for facilitating communication of
data via a patient’s body, and

an intelligent device for facilitating a health care service

via the communication of data.

33. The system of claim 32, wherein the intelligent device
is a treatment device.

34. The system of claim 32, wherein a cross-check is
performed based at least on the patient identifier received via
the personal area network prior to initiating an action.

35. The system of claim 34, wherein the action is selected
from the group consisting of refraining from action, per-
forming treatment, signaling an alarm, signaling an alert, not
performing treatment, modifying treatment, initiating an
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application, initiating a human interaction, recording initia-
tion of treatment, recording data, performing intermediate
steps, and concluding treatment.

36. The system of claim 33, wherein the device is selected
from the group consisting of an IV device, a blood pressure
device, an MRI, an EKG, an EEG, a medicine container, a
fluid control device, a pulse measuring device, a thermom-
eter, a sensor, a needle, and a patch.

37. A method of handling data associated with a health
care patient, comprising:

associating a patient with a personal area network,
recording data associated with the patient, and

associating the data with a record for the patient in a

database.

38. The method of claim 37, wherein the data is obtained
via the personal area network.

39. The method of claim 37, further comprising providing
a sensor to sense a condition of the patient, wherein the
sensor has a communication facility for communication via
the personal area network.

40. The method of claim 39, wherein the sensor senses at
least one of blood pressure, temperature, pressure, vapor
content, moisture, blood oxygen level, blood content, blood
alcohol content, toxicity, chemical content, respiration con-
tent, food consumption, urine content, waste content, pulse,
respiration rate, and electrical activity.

41. A method of facilitating a health care service, com-
prising:

providing a processor for a personal area network, and

configuring the processor to facilitate communication
with an intelligent health care device.
42. A method for treating a patient, including:

generating a personal area network associated with said
patient, said personal area network generated by a
transmitting device;

establishing communication between said transmitting
device and a treatment device via said personal area
network; and

transmitting treatment data between said transmitting
device and said treatment device.
43. The method of claim 42, further comprising:

determining, by said transmitting device, if said treatment
data is treatment data associated with said patient.
44. The method of claim 42, further comprising:

determining, by said transmitting device, if said treatment
data is treatment data associated with said patient.
45. The method of claim 42, further comprising:

determining if said treatment data is associated with said
patient by comparing a patient identifier associated
with said transmitting device with a patient identifier
associated with said treatment data.

46. The method of claim 42, further comprising:

determining if said treatment device is appropriate for
said patient.
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