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Description

[0001] The present invention relates to electronic security systems. More particularly, the invention relates to an
apparatus and a corresponding method for secure healthcare access and monitoring.

BACKGROUND OF THE INVENTION

[0002] Wireless sensor networks are increasingly deployed for health monitoring, leading to ubiquitous patient mon-
itoring systems. In these systems, each patient carries a body sensor network (BSN) that enables the monitoring of his
vital signs at home, at hospitals, or virtually anywhere. In this context, a patient can be monitored in very different
scenarios and with different sets of medical sensor nodes or devices.
[0003] Sensor and wireless communication technologies are rapidly evolving and conquering new application areas,
such as healthcare. Wireless medical sensors (WMSs) are becoming smaller and more powerful, allowing for ubiquitous
usage for a wide range of medical applications, such as chronic disease management. In a typical healthcare setting,
a set of WMSs which provide measurements of a variety of parameters, e.g., ECG, SpO2 and blood pressure, forms
the user’s body sensor network (BSN), allowing for health monitoring, measuring a user’s vital signs and forwarding his
electronic health information (EHI) to a gateway, such as a mobile phone. The gateway allows the user to directly access
and process his EHI, and moreover, transmits it, e.g., to a healthcare service provider, where it is stored and can be
accessed or modified by authorized parties, such as medical staff, family, or sport trainers.
[0004] The ubiquitous use of BSNs enables health monitoring in users’ regular environments, e.g., at home or during
training, and thus, improves users’ well-being and healthcare quality, yet allows for cost reduction in the healthcare
sector. Health monitoring in these diverse situations and locations is carried out by different organizations, such as
surgeries, fitness centers, hospitals, or retirement homes by means of medical sensor networks (MSNs). An MSN
comprises a large pool of WMSs used to monitor vital signs of a few or many users with disease-specific sensors and
algorithms. Thus, MSNs have different operational requirements with respect to their size, capabilities, or field of appli-
cation. In an MSN, an arbitrary subset of WMSs can be associated with a patient to form his BSN and monitor his state
of health in real-time. The user’s measured EHI can be processed by the WMSs of the BSN or by a clinical PDA, or can
be sent via a gateway to either a local MSN database or back-end healthcare services, e.g., the healthcare service
provider, disease management service, personal health record service or the implant monitoring service, for further
processing.
[0005] Pervasive MSNs are decoupled from each other as they may belong to different organizations. Consequently,
WMSs that are from different MSNs might not be interoperable on the hardware and software levels due to technical
incompatibilities, or on the organizational level due to different security policies. However, the vision of pervasive health-
care requires all MSN application scenarios to work together and to be connected to back-end services in order to allow
users to move across MSNs and to ensure that their health state can be monitored by authorized personnel of different
organizations, including hospitals or insurance companies.
[0006] The exchange of users’ medical data intra- and inter-MSNs leads to privacy and security concerns demanding
basic security services, e.g., confidentiality and authentication. These security services must ensure patients’ safety and
privacy, as required by healthcare alliances such as HITRUST, and must comply with legal directives such as the Health
Insurance Portability and Accountability Act (HIPAA) in the United States and the European directive 95/46 on data
protection. In particular, a users’ EHI must be protected from end-to-end, that is, from his BSN’s WMSs to MSN databases
and back-end healthcare services in order to prevent unauthorized parties from accessing their medical data. However,
providing privacy in such an environment is challenging due to MSNs features including: (i) inter- and intra-MSNs user
mobility; (ii) the resource-constrained nature of WMSs; (iii) the fact that any subset of WMSs of an MSN’s WMS pool
can form the BSN used to monitor the health state of a user; (iv) and the requirement of unambiguous user and BSN
identification in the whole system of pervasive MSNs.
[0007] Security and privacy issues have been addressed for both the centralized back-end services and isolated MSN
application scenarios. For instance, an XML security infrastructure was introduced to provide access control to EHI in
the back-end infrastructure. Security issues for wireless sensor networks in isolated healthcare applications were ana-
lyzed. Security requirements and infrastructure for stand-alone clinical information systems have been presented. How-
ever, the state-of-the-art lacks the definition of a comprehensive security system where a patient’s BSN can be unam-
biguously identified in the whole system of pervasive MSNs, where WMSs can be associated to a patient’s patient area
network (PAN) or BSN in a secure and efficient manner, and where end-to-end security can be provided by means of
an efficient key distribution approach.
[0008] It is a challenge to meet the strict security requirements for medical applications which are legally required by
directives such as HIPAA. The safety and privacy of a user’s medical data must be ensured from end-to-end, i.e., from
the individual sensor nodes to the back-end healthcare services. This is particular challenging due to the features of
pervasive medical sensor networks (MSNs) such as: (i) supporting patient intra- and inter-MSN mobility; (ii) taking into
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account the resource-constrained nature of medical sensors; (iii) forming a user’s body sensor network from any subset
of a medical sensor network’s pool of wireless medical sensors; and (iv) providing unambiguous user and body sensor
network identification.
[0009] A pervasive healthcare system is applicable to a broad range of healthcare scenarios and combines diverse
technologies. On the organizational level, the pervasive healthcare system may be divided into MSNs controlled by
different institutions, e.g., hospitals, fitness centers, surgery centers, or home-based. In general, MSNs are distributed,
large-scale, ad hoc networks that operate in a stand-alone fashion. MSNs may comprise a large number of WMSs
associated with different patients and BSNs. In general, only WMSs associated with the same patient communicate with
each other, so that BSNs are disconnected. Both patient and node mobility makes the MSN topology highly dynamic.
In the prior art, on the implementation level, WMSs used in different MSNs are not interoperable, and from a technical
and security point view as they might not be based on compatible technologies and may belong to different security
domains.
[0010] In order to make WMSs wearable and to prevent them from burdening a user’s daily life, WMSs need to be
small and lightweight. As a result of these size and weight constraints, WMSs are also constrained regarding battery
lifetime, available memory, and computational power. In this context, IEEE 802.15.4 and ZigBee are two key standards
due to their low energy, memory, and computational requirements, fitting low rate wireless personal area network (PAN)
or BSN applications.
[0011] Due to the restricted radio range of the WMSs which form a BSN, the WMSs need to rely on a gateway device
to ensure persistent connectivity to remote back-end healthcare services that manage, store and give access to the
patient’s medical data. Communication between gateways and healthcare services may be achieved by wireless means
for mobile BSNs, or wired means for applications in a restricted, closed environment, e.g., a hospital. Well known
technologies such as WLAN, GSM, UMTS or Ethernet are used for these purposes. The back-end healthcare services
may be of a centralized nature, e.g., the healthcare provider service, the personal healthcare record service, or the
healthcare security service. However, these healthcare services might also be distributed among various healthcare
institutions or insurance companies.
[0012] The technical features of the WMSs used in medical applications as well as the operational requirements of
MSNs impose novel challenges to the definition of a security system, especially when compared with traditional computer
networks or static stand-alone wireless sensor networks.
[0013] Firstly, WMSs are resource constrained devices. For instance, the MICAz platform has been used by many
research institutions in the design of WMSs. MICAz is outfitted with a program flash memory of 128 Kbytes, a RAM of
4 Kbytes. The radio chip, the CC2420, implements AES in hardware and communicates at 250 kbps, The CPU runs at
a clock frequency of 8 MHz and lacks division operation. Therefore, security solutions must be energy-efficient, minimize
memory requirements, especially RAM, and consume a negligible amount of computational and communication resourc-
es to avoid DoS (Denial of Service) attacks.
[0014] Another aspect imposing requirements on medical applications concerns the maximum allowed latency on the
transmission of medical information as well as BSN setup time. For instance, ECG requires a maximum latency of 250
msec, and network setup must be carried out in less than 1 second. Therefore, execution time of security procedures
must be minimized in order to not restrict everyday’s normal operation, e.g., during the ward rounds of a doctor, and to
prevent attackers from launching DoS attacks.
[0015] Additionally, the security system must be scalable at both the MSNs and the WSN level. On the one hand, the
pervasive healthcare architecture must enable adding and integrating new MSNs, e.g., in a new retirement home, in the
pervasive healthcare system. On the other hand, a stand-alone MSN can comprise thousands of WMSs, e.g., in a
hospital. Hence, security services, as well as their provisioning, must be scalable on both of these levels to enable a
truly ubiquitous and secure healthcare system for large numbers of MSNs and patients.
[0016] Mobility of WMSs with and between users of an MSN imposes additional requirements on the BSN association
and configuration as well as on the key distribution approaches. Firstly, BSN association, which can take place very
frequently, must be unobtrusive, automatic, palpable, secure, and transparent for the medical staff, to avoid distraction
from patient care. Each BSN can be considered as a dynamic independent security domain within an MSN where WMSs
can join and leave at any time, e.g., a new WMS of a hospital’s MSN may be attached to a patient, and associated with
his BSN. On the other hand, mobility of patients and caregivers makes an MSNs topology dynamic and leads to network
segmentation and network mergers. For instance, patients’ BSNs in a hospital setting may be disconnected from the
hospital’s MSN and infrastructure, e.g., when taking a walk in the hospital’s garden. Situations such as medical emer-
gencies may require immediate treatment by a doctor. Thus, any doctor must be able to establish secure communication
in an ad hoc manner and to monitor the patient’s vital signs in a secure manner keeping from using some key-distribution
protocols.
[0017] Finally, the healthcare system should allow for unique identification of users and BSNs in different MSNs in
order to unambiguously link users’ EHI which may be generated in different MSNs by different WMSs.
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Security challenges

[0018] There are three main security challenges that need to be addressed to define a comprehensive security system:
key distribution in pervasive MSNs, secure BSN association, and unambiguous and unique user identification.
[0019] KEY DISTRIBUTION is the security cornerstone of both stand-alone MSNs and interconnected MSNs, as this
defines how WMSs receive and handle the cryptographic keys used to enable the most basic security requirements,
such as confidentiality and authentication both intra- and inter-MSNs. There are a variety of very different key distribution
techniques based on public key, centralized (online) trust centers or key sharing. In general, the feasibility of one approach
or another depends on the operational requirements and technical restrictions of each specific medical setting. For
instance, symmetric cryptographic keys can be preconfigured on the WMSs belonging to a static BSN in a small MSN.
However, this configuration is impossible in highly dynamic environments, e.g., hospitals, due to node mobility, where
BSN membership is unpredictable. Performing computationally complex operations increases battery drain and com-
munications delay and may render communication protocols susceptible to DoS attacks that could possibly block required
processing of medical data. The most efficient implementations of public-key systems based on elliptic curve cryptography
still require 0.81 sec. for a single point multiplication, i.e., the basic operation for establishing a common key. This fact
makes these key establishment protocols prone to resource exhaustion attacks targeting computational and energy
resources. Thus, the use of public key cryptography in MSNs should be minimized as far as possible. Key establishment
based on an online trust center (TC) relies on the TC to distribute keys to WMSs, e.g., ZigBee. This approach features
the single point of failure nature of the TC and the increased traffic load for nodes on the path to the TC that drains these
nodes’ batteries. DoS attacks and packet collisions might also prevent WMSs from succeeding in the initial key agreement
handshake, and thus, keeping them from transmitting medical data. Additionally, connectivity to a TC cannot be guar-
anteed in many situations, such as medical emergencies and disaster response. For these reasons, computationally
inexpensive symmetric key cryptography solutions that enable direct key agreement, such as hash functions or polyno-
mials, are the preferable option in stand-alone MSNs.
[0020] SECURE BSN ASSOCIATION refers to the formation of a BSN and how the WMSs of a BSN are identified
and associated with a particular user. In static scenarios, in which only fixed sets of wireless sensors are communicating,
the BSN association is carried out only once by means of a simple pairing procedure. However, in more complex settings,
such as in retirement homes or hospitals, where a user’s BSN may consist of arbitrary sets of WMSs taken from the
MSN’s WMS pool, WMSs must be associated in a secure manner to a patient. Within the security domain of an MSN,
a BSN must be understood as a completely independent security sub-domain wherein the security relationships are
handled in an autonomous manner.
[0021] The problem of BSN association has recently been addressed in different ways. Baldus et al., "Reliable Set-
Up of Medical Body-Sensor Networks", EWSN 2004, used a setup pen to distribute the BSN identifier to medical nodes
via infrared. The BLIG approach (J. Andersen, and J.E. Bardram. "BLIG: A NewApproach for Sensor Identification,
Grouping and Authorization in Body Sensor Networks". 4th Int. Workshop on Wearable and Implantable Body Sensor
Networks, (BSN 2007), March 26-28, 2007, Aachen, Germany.) makes use of a special node attached to the body. The
other nodes receive the user identifier when they are brought close to it by means of a short-range communication
technology. Falck et al. "Plug ’n Play Simplicity for Wireless Medical Body Sensors," Pervasive Health Conference and
Workshops, 2006 , vol., no., pp.1-5, Nov. 29 2006-Dec. 1 2006, propose the use of body-coupled communication (BCC)
technology to distribute the user and BSN ID. In this approach, each patient carries an identification token that automat-
ically distributes the patient’s ID, and other configuration information, to WMSs attached to the patient’s body by means
of BCC. Therefore, this approach does not require clinician intervention during the BSN setup. However, secure BSN
association protocols are needed as these approaches do not support basic security services nor do they allow for
transforming a BSN into an independent security domain.
[0022] Unambiguous and unique user identification refers to the fact that an individual can be attended in different
MSNs with different medical equipment as described previously. Measured medical information must be linked in an
automatic manner to a master patient identifier recognized in the whole healthcare system in order to enable interoper-
ability between independent pervasive MSNs. These identifiers should be regulated in order to ensure interoperability
between different administrative and healthcare institutions. Dynamic session identifiers might be used to ensure patient’s
privacy and to identify a patient in a different way depending on the context.
[0023] An integrated solution for all three of the requirements described above enables the deployment of secure
BSNs and MSNs as well as end-to-end security between WMSs and back-end healthcare services. The design of such
a system is challenging and complex, as users might move across different MSN organizations and in some applications
users’ BSNs can comprise sub-sets of WMSs arbitrarily picked up from the MSN’s pool of WMSs.

Additional security requirements

[0024] In addition to the main security issue aiming at ensuring the secure configuration of the system, additional
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security services are necessary. Note that the provision of many of these traditional security services is based on
cryptographic keys and identifiers. We will provide an overview of them shortly.

a) Privacy and confidentiality refers to the protection of data, identity, and context information to prevent attackers
from eavesdropping on communication. For instance, data confidentiality is achieved by means of encryption algo-
rithms such as the Advance Encryption Standard (AES).
b) Data integrity refers to the protection of data from unauthorized manipulation by means of, e.g., a message
authentication code.
c) Identification and authentication addresses the techniques used to ensure validation of different medical events,
user identities, and exchanged data. Identifiers should be regulated and standardized in order to ensure interoper-
ability and unambiguous identification as required by HIPAA. Identities should be linked to some cryptographic
keying material in order to ensure authentication.
d) Auditing refers to the techniques used to log all data accesses and it is required to fulfill the HIPAA requirements
on accountability and provide a traceable record in case of misuse.
e) Access control techniques are necessary to authorize access to patient’s EHI and BSN. In addition, access control
policies are to be defined addressing issues such as access control priorities and delegation as defined in R. J.
Anderson, "A security policy model for clinical information systems," sp, p. 0030, 1996 IEEE Symposium on Security
and Privacy, 1996; and K. Sohr, M. Drouineaud, G. Ahn. "Formal specification of role-based security policies for
clinical information systems" ACM Symposium on Applied Computing, 2005, Santa Fe, New Mexico, March 13 -
17, 2005.

[0025] Security and privacy is essential in the medical domain in order to fulfil legal requirements such as HIPAA in
USA or the European Directive 95/46 on data protection in Europe. In this context, end-to-end security between medical
sensor nodes (or devices) and back-end healthcare services in hospitals is a problem of paramount importance that is
currently unsolved. End-to-end security must be independent from the set of sensor nodes used to monitor a patient,
and independent from the healthcare service used during the care cycle. This requirement includes (i) the secure
association of body sensor network s, (ii) the secure storage of medical related information in the body sensor network,
(iii) the unambiguous, but at the same time privacy-aware identification of patients in the whole system, and (iv) the
secure transmission of patient information between sensor nodes and healthcare services.
[0026] Related known prior art technologies do not solve these problems:

US Patent Application 2007/0043594 describes an electronic healthcare delivery system comprising: (i) a NFC (near
field communications) controller chip; (ii) a smart card controller chip; (iii) a wireless peer-to-peer communication
protocol; etc.. Although the goal of this system is to enable pervasive healthcare, there are some basic differences
and shortcomings within this prior art. First, it must be pointed out that this system relies upon NFC technology.
Importantly, this patent application does not address security issues, e.g., key distribution, body sensor network
association, end-to-end security in pervasive healthcare at all. Likewise, this patent application does not disclose
wireless sensor networks and body sensor networks at all.

[0027] DE 20008602 U discloses a system in which patient’s vital signs, measured by a set of ECG sensors carried
by a patient, are linked to the patient’s identity. The patent application discloses a card reader to enable patient identi-
fication. However, this system fails to disclose end-to-end security and secure body sensor network association.
[0028] US 2005/10245995 A1 discloses a data transmission unit for wireless communication with an electromedical
implant and a data acquisition and evaluation center. This system fails to disclose an end-to-end security protocol from
medical sensor networks including key distribution in body sensor networks, body sensor network association, body
sensor network identification and end-to-end security.
[0029] US 2003/10229518 A1 discloses a method for recording of patient actions. The system provides a medical
equipment to identify a patient so that the data obtained during the use of the medical equipment is attributed to the
patient. This system fails to disclose a system for identifying body sensor networks and enabling end-to-end security
from body sensor networks to back-end medical systems.
[0030] US 6,564,056 B1 describes a controller that administers the devices that are registered to the controller. Each
device is registered to the controller by inserting a memory into the controller’s card reader. Communications between
the controller and devices are secured by using the devices’ identifiers as encryption keys. This application fails to
disclose a card reader that identifies and registers body sensor network devices, but identifies the body sensor network
user.
[0031] US 200210188473 describes a system that includes patient identification and allows the user to have access
to the patient’s medical history. The system is based on a smart card. This system fails to address wireless sensor
networks and body sensor networks, body sensor network identification, sensor node identification, secure body sensor
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network association, and end-to-end security between sensor nodes and medical back-end systems.
[0032] WO2007/149850 A2 describes a key distribution method that allows any pair of devices in a hospital to agree
on a common key in a distributed manner. In this manner, this patent application guarantees basic security services
between sensor nodes or between a sensor node and a bedside monitor. However, the important security gap of end-
to-end security is still unresolved.
[0033] WO2008/014432 A2 describes a method to enable patient identification based on body coupled communications
(BCC). In this patent application, every patient carries a body-coupled communications tag. When a patient wants to
make use of a specific medical device or the like, the medical device communicates with the body-coupled communi-
cations tag by means of body coupled communications to receive the patient ID. In this manner the medical device can
make use of the patient’s identification information to personalize its measurements or to attach the patient’s identification
to the measured vital signs before forwarding them to a doctor. Although this approach allows for the identification of
patients in a very simple manner, security threats to the system are not taken into account. For instance, an intruder,
Bob, might steal Alice’s tag and read out Alice’s identification information. Afterwards, Bob might impersonate Alice or
even get access to Alice’s personal medical information. This application addresses the problem of end-to-end security
between body sensor network nodes and back-end healthcare services. To this end, this application solves the following
security issues:

1. Secure setup of a body sensor network - in the sense that all the communications between all the devices in a
body sensor network are secure with respect to authentication and confidentiality;
2. Unambiguous identification of patient - in the sense that a patient is unambiguously identified in the whole system
including body sensor networks, back-end security services, etc; and
3. Secure storage of medical related information, so that only authorized personal can have access to it.

SUMMARY OF THE INVENTION

[0034] The secure end-to-end patient healthcare system is based on the use of a personal security manager PSM in
a body sensor network BSN that carries a patient’s information, e.g., identifier and/or medical related information, in a
secure manner. The personal security manager can communicate in a secure manner with the rest of sensor nodes
WMS within the body sensor network, e.g., medical sensor nodes or monitoring devices, and transmit real patient
identifiers, which are recognized in the whole system including back-end systems, by means of body-coupled commu-
nications BCC. BCC is the preferred technology, but others, such as Near Field Communications NFC or the like, could
be used as well. Additionally, the personal security manager also carries security information including patient identifier,
public key, etc..., that allows the personal security manager to authenticate the identity of the patient and enable end-
to-end security with the back-end system. Security between the PSM and back-end systems might be based on a public-
key infrastructure or based on a trust-third party (such as Kerberos computer network authentication protocol) or further
combinations.
[0035] Besides the aforementioned technologies that are used for transmitting the users’ EHI, the end-to-end security
system makes use of two additional technologies, namely body-coupled communication BCC and smart cards, for the
secure and transparent identification and formation of a BSN, as well as for the secure storage of security material and
EHI. BCC is a low-energy on-body communication that uses the human body as physical networking layer for transmitting
data between devices directly attached to a patient’s body. This technology saves both energy and spectrum and
improves the security level when compared with traditional wireless communication due to the low energy requirements
and on-body communication nature that makes it more difficult to eavesdrop on communications. Hence, it can be used
by WMSs belonging to the same patient to exchange sensitive data, enable BSN association, i.e., assigning a WMS to
a BSN, or exchanging medical data. Smart card technology provides a secure medium to store critical information in a
secure manner as well as user authentication. A smart card provides the cryptographic capabilities to allow for authen-
tication and safe data storage.
[0036] The combination of BCC and smart card technology provides a strong authentication and identification mech-
anism. The strong security features of a smart card such as PIN-based access control or embedded cryptographic
algorithms allow for secure storage of private information, e.g., passwords. The inherent privacy-aware communication
properties of BCC provide a secure transmission medium that makes eavesdropping difficult. For instance, we can
imagine a user carrying an identification token with both BCC and smart card capabilities. The user might store on the
smart card information such as passwords or private data. This information can only be retrieved from the smart card,
e.g., via a BCC link after successful identification and authentication.
[0037] A health care card HCC, e.g., a smart card, may be plugged into a personal security manager PSM to provide
a link between the body sensor network and back-end security domains that solves the above security issues. The
personal security manager carries the patient’s information, e.g., name, medical related information, passwords, etc. on
a healthcare card in a secure manner which
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i) includes functionalities to enable the secure association of body sensor network nodes and transmits regulated
patient identifiers that are recognized in the whole healthcare system by means of body coupled communication
BCC in a secure way as described above. Only wireless medical devices associated to the same BSN and holding
the necessary credentials can retrieve private information from the HCC plugged into the PSM via the BCC link, and
ii) carries patient information, e.g., patient identifier, patient’s public key, etc., that allows the personal security
manager to authenticate the identity of the patient and enable end-to-end security between body sensor network
nodes and healthcare services. The personal security manager can be implemented on a node with wireless and
body-coupled communication interfaces and may include a security module to enable security functionalities in inter-
and intra- body sensor network communications.

[0038] Some of the security functionalities are physically separated from other components within the system and
may be stored on the health care card, increasing both the flexibility and worth of the system.
[0039] The principles disclosed in this invention can be applied to medical body sensor networks and devices to enable
end-to-end security in ubiquitous patient monitoring systems, such as the care cycle.
[0040] A body sensor network BSN is a particular wireless ad hoc network composed of wireless sensors WMS adapted
to be attached to a patient’s body and may also include a number of wireless medical devices in close vicinity, as shown
in Fig. 1. Wireless sensor nodes, e.g., wireless medical sensors WMS, measure a patient’s vital signs and transmit them
to a PDA or bedside monitor that displays them and forwards them to a central storage unit or the like.
[0041] This comprehensive security system overcomes the previous challenges and enables effective and secure
access to personal medical data in pervasive medical sensor networks. The system combines existing technologies,
such as body-coupled communication and the concept of the digital healthcare card, with distributed security solutions
to enable secure body sensor network association, efficient distributed key agreement and access control in body sensor
networks, unambiguous patient identification, and end-to-end security across the pervasive healthcare scenarios. This
system provides user-friendliness, performance and security, which are especially suitable for resource-constrained
wireless medical sensors.
[0042] It is an object of the present invention to provide an apparatus and method that provide secure end-to-end
communications between all parts of a communications network for healthcare, from the individual wireless medical
sensors of a body sensor network to the back-end services.
[0043] According to a first aspect of the present invention, a secure end-to-end patient healthcare system, includes

- one or more wireless medical sensors adapted to be attached to a patient’s body and in communication with each
other forming a body sensor network within a wireless medical sensor network including one or more body sensor
networks;

- λ-secure keying means incorporated into each of said wireless medical sensors for enabling secure communications
between said wireless medical sensors, and

- a personal security manager within the body sensor network and in communication with said one or more wireless
medical sensors within said body sensor network, said personal security manager providing secure communications
with backend services and providing security relationships within said body sensor network by means of said λ-
secure keying means,

wherein said λ-secure keying means are such that a coalition of no more than λ compromised wireless medical sensors
conceals, e.g., reveals nothing, about a pairwise key between any two non-compromised wireless medical sensors and
provides perfect resiliency to node compromise until λ+1 wireless medical sensors have been compromised.
[0044] The wireless medical sensors and personal security manager may be adapted to communicate by means of
body coupled communications.
[0045] The system may further include a healthcare card plugged into the personal security manager, wherein the
healthcare card includes information for unambiguous user identification and security information for secure communi-
cation with the backend healthcare services, wherein the personal security manager includes a certificate issued by a
local trust center, and wherein the system is adapted to execute a security protocol for auditing, access control and
privacy protection, and mutual authentication of the personal security manager with the healthcare card.
[0046] The information from the body sensor network may be linked to the patient’s identity, wherein said patient
healthcare card HCC and said personal security manager PSM form an extended personal security manager PSMx,
see Fig. 2, for connecting a number of wireless medical sensor network security domains to a pervasive healthcare
system. The extended personal security manager may be adapted for:

- storing the certificate issued by the local trust center,
- storing the λ-secure keying means for establishing an end-to-end security communication issued by centralized

healthcare services, and
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- implementing the security protocol to enable mutual authentication of the extended personal security manager and
the healthcare card, end-to-end security, auditing, and management of context access control and privacy policies.

[0047] The extended personal security manager may be adapted for authenticating the personal security manager of
the patient and patient’s healthcare card when the patient joins the medical sensor network.
[0048] The personal security manager may include a smart card reader adapted to receive the healthcare card, and
wherein the healthcare card may include individual identification information and/or medical information and/or security
material and/or security policies.
[0049] The personal security manager may include a user’s name, identifier, security material, medical record or
access control policies for different medical sensor networks.
[0050] The extended personal security manager may include identification for a global user, patient area network, and
individual electronic healthcare information EHI. The electronic healthcare information EHI may come from the patient
area network.
[0051] The security information stored on the healthcare care may be provided for identifying and authenticating the
user and for acting as a bridge between the patient’s body sensor network and centralized or backend healthcare
services. The body sensor network may be the same as the patient area network.
[0052] The extended personal security manager may be a mobile phone with an additional smart card slot for the
healthcare card.
[0053] The secure end-to-end patient healthcare system may further include an autonomous secure domain formed
by the wireless medical sensor associated with a patient area network, wherein the extended personal security manager
is the patient area network’s trust center and is adapted for controlling the secure association or revocation of the patient
area network’s members.
[0054] The extended personal security manager and wireless medical sensors may be adapted for securely storing
exchanged information and actions carried out in the body sensor network on the patient’s healthcare card even if
connectivity to the medical sensor network trust center is lost.
[0055] According to a second aspect of the present invention, a method for secure end-to-end patient healthcare
communication in an end-to-end patient healthcare system includes the steps of: storing a certificate issued by a local
medical sensor network trust center on the personal security manager; storing security means on the personal security
manager to establish an end-to-end security communication issued by centralized healthcare services; and implementing
a security protocol to enable mutual authentication of the personal security manager and a healthcare card, end-to-end
security, auditing, and/or management of context access control and privacy policies.
[0056] According to a third aspect of the present invention, a personal security manager for a secure end-to-end patient
healthcare system, wherein the personal security manager is within a body sensor network and in communication with
one or more wireless medical sensors within the body sensor network, wherein the personal security manager provides
secure communications with backend services and provides security relationships within the body sensor network by
means of λ-secure keying means, wherein the one or more wireless medical sensors are adapted to be attached to a
patient’s body and in communication with each other to form the body sensor network within a wireless medical sensor
network including one or more body sensor networks; λ-secure keying means incorporated into each of the wireless
medical sensors for enabling secure communications between the wireless medical sensors, and wherein the λ-secure
keying means are such that a coalition of no more than λ compromised wireless medical sensors conceals, e.g., reveals
nothing, about a pairwise key between any two non-compromised wireless medical sensors and provides perfect resil-
iency to node compromise until λ+1 wireless medical sensors have been compromised.
[0057] A λ-secure key establishment refers to a key establishment handshake exhibiting the λ-secure property. A
typical example consists of a symmetric bivariate polynomial f(x,y) of degree λ over a finite field Fq where q is large
enough to accommodate a cryptographic key. This polynomial is the root keying material in the λ-secure system. From
this root keying material, the system’s central authority can derive λ-secure keying material shares. Each entity (e.g.,
sensor node) in the system will carry a λ-secure keying material share. For instance, from the above root keying material
f(x,y) an entity with identifier ID would carry the λ-secure keying material share f(ID,y), i.e., the original bivariate polynomial
evaluated in x=ID.
[0058] Any pair of entities in the system, e.g., ID_A and ID_B carrying f(ID_A, y) and f(ID_B,y) respectively can agree
on a common pairwise key as follows:

- they exchange their identifiers
- they exploit their alpha-secure keying materials together with the identifiers. In this specific case, entity A takes its

alpha-secure keying material (f(ID_A,y)) and evaluates it at y=ID_B, i.e., the identifier of the other party. The result
is f(ID_A,ID_B).

- Entity B does exactly the same with its alpha-secure keying material share and the identifier of the other party. The
result is f(ID_B,ID_A).
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- Since the root keying material is a symmetric polynomial, the result obtained by both entities is identical, i.e.,

f(ID_A,ID_B)=f(ID_B,ID_A)=K. K is the common key shared by both parties. This key is used to provide further security
services.
[0059] The system might make use of other λ-secure key establishment protocols, i.e., other cryptographic protocols
with the λ-secure property. It may be also based on polynomials, but with other features to improve, e.g., its resiliency
depending on deployment models, providing more advanced security services such as access control or more efficient
performance. For instance, deployment models with a (multiple) hierarchical structure have been proposed to be used
in the medical domain. These schemes provide a higher security level since, e.g., they introduce a higher amount of
keying material in the system or a pairwise key between two entities is computed as a combination of the keys generated
from several independent λ-secure security domains. λ-secure schemes used in the end-to-end security system can be
adapted as well to provide further security services such as access control or (privacy-aware) identification. This is
achieved by linking the λ-secure keying material with identification information or access control roles. λ-secure schemes
might be also adapted to minimize computational requirements, e.g., by using combinatorial techniques based on finite
projective planes, key segmentation techniques, or identifier segmentation techniques.
[0060] The use of λ-secure techniques allows two entities to agree on a pairwise key, i.e., a key shared between two
entities. For instance, let’s imagine two persons, Alice and Bob, sharing the symmetric key, K. If Alice wants to send a
message to Bob in a confidential manner, Alice uses a symmetric encryption algorithm to encrypt the message with the
key K. Bob is able to decrypt it with the same key. In this case, this key is pairwise since it is shared only by Alice and Bob.
[0061] It shall be understood that the claimed method has similar and/or identical preferred embodiments as the
apparatus and as defined in the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0062] These and other aspects of the invention will be apparent from and elucidated with reference to the embodi-
ment(s) described hereinafter. In the following drawings:

Fig. 1 illustrates a body sensor network for a secure end-to-end patient healthcare system in accordance with
an embodiment of the present invention;

Fig. 2 illustrates the components for a secure end-to-end patient healthcare system in accordance with an
embodiment of the present invention;

Fig. 3 illustrates the security arrangements within a personal security manager for a secure end-to-end patient
healthcare system in accordance with an embodiment of the present invention;

Figs. 4A-4C illustrate the security protocol arrangements within a body sensor network in accordance with an em-
bodiment of the present invention;

Figs. 5A-5E illustrate the security protocol arrangements for end-to-end security within a patient healthcare system
in accordance with an embodiment of the present invention;

Fig. 6 illustrates a facility incorporating the secure end-to-end patient healthcare system in accordance with an
embodiment of the present invention;

Fig. 7 illustrates the communications links for a secure end-to-end patient healthcare system in accordance
with an embodiment of the present invention;

Fig. 8 depicts the information carried by a wireless medical sensor in a particular medical sensor network in
accordance with an embodiment of the present invention;

Fig. 9 illustrates the efficient establishment of a secure communication channel between two wireless medical
sensors belonging to the same medical sensor network in accordance with an embodiment of the present
invention;

Fig. 10 illustrates the method for enabling secure body sensor network association between a wireless medical
sensor and the personal security manager in accordance with an embodiment of the invention;

Fig. 11 illustrates the structure of the extended personal security manager in accordance with an embodiment
of the invention;

Fig. 12 illustrates the communications between the extended personal security manager and the central health-
care certification authority of the back-end healthcare services in accordance with an embodiment of the
invention;

Fig. 13 provides a table illustrating the performance comparison of some security primitives on MICAz and
uPD789828 in accordance with an embodiment of the invention; and

Fig. 14 provides a table illustrating memory resource assignments in sub-secure domains of a multidimensional
λ-secure key establishment in accordance with an embodiment of the invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0063] The secure end-to-end patient healthcare system is based on the use of a personal security manager PSM or
body sensor network BSN controller that carries a patient’s information, e.g., identifier, medical related information, in
a secure manner. The personal security manager can communicate in a secure manner with the rest of sensor nodes
within the body sensor network, e.g., medical sensor nodes or monitoring devices, and transmit real patient identifiers,
which are recognized in the whole system, including back-end systems, by means of body-coupled communications
BCC. Additionally, the personal security manager also carries information, to include patient identification information,
public key, etc..., that allows the personal security manager to authenticate the identity of the patient and enable end-
to-end security with the back-end system.
[0064] The security architecture comprises several physical elements, as shown in Figs. 1 and 2: Sensor nodes, e.g.,
WMSs, are used to monitor patient vital signs, and may be distinguished into two or more different types. On the one
hand, some medical sensor nodes are used to sense and transmit a patient’s vital signs. On the other hand, monitoring
devices, such as PDAs or monitors, communicate with the medical sensor nodes and display the patient’s vital signs.
Communications may be carried out by means of a wireless interface. Additionally, some sensor nodes may have body-
coupled communications or inductive capabilities.
[0065] Healthcare services are back-end services BS, e.g., a healthcare provider service HPS, a personal healthcare
record service PHRS and/or a healthcare security provider HSP. These services manage, store and provide access to
the patient’s medical data, so that medical data is available 24/7.
[0066] Personal security manager organizes the security relationships between medical sensor nodes, monitoring
devices and healthcare services. Therefore, the personal security manager plays a role of special importance. Note that
the security infrastructure might not include all of these physical elements, i.e., some of the security services or monitoring
devices might be missing.
[0067] In Fig. 2 communication with healthcare services is indicated by a drawn through line, BCC communication or
inductive communication is indicated by a dashed line, and wireless communication is indicated by a dotted line.

Cryptographic elements involved in the Security architecture

[0068] The security architecture requires different elements that are described below. Most of these elements and
functionalities are implemented in the personal security manager as it is used as a link between the sensor nodes and
healthcare services (see Fig. 3) from the security point of view.

1. An activation PIN is used to authenticate the user before use. This functionality is specific for the personal security
manager PSM and is used to prevent unauthorized persons from having access to the personal security manager.
2. Keying Material KM enables secure communications between sensor nodes, or between sensor nodes and the
personal security manager.
3. Patient’s Identification Information (digital identity) is used to identify a patient and comprises:

a. A patient’s identifier;
b. Cryptographic information linked to the patient’s identifier. A possible embodiment is the use of a pair pub-
lic/private keys bound to the patient’s identity. The authenticity and validity of these keys rely on a public key
infrastructure. Another embodiment would be the use of a third trust party. In this case, a unique symmetric
secret linked to the patient would be used to establish further security relationships based on the online trust
center.
c. Digital identity controller (digital identity manager) may be used to handle the disclosure of the patient’s digital
identity. The validity of the patient’s identifier and related cryptographic information, e.g., public key, relies on
a healthcare security server that manages the security relationships in the whole system. Therefore, these
functionalities may be implemented both in the personal security manager and the healthcare security server.
The digital identity controller resides in the personal security manager.

Depending on the particular embodiment, some of the above elements might not be present. Different embodiments
of the invention may require further identification elements, e.g., biometric identification techniques.
4. The personal security manager may also have a secure memory MEM to allow the secure storage of information
such as: medical related information, a patient’s digital identity, access control rights, patient’s passwords, etc...
The secure memory MEM may be embedded in the PSM itself or in the HCC.

[0069] The functionalities of the personal security manager are depicted in detail in Fig. 3. Various embodiments may
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include a number of unique features, e.g., the personal security manager PSM, which may be activated only after
successful input of the user’s PIN; the personal security manager may have some intelligence, i.e., a logic block, including
the description of security protocols; the personal security manager may include keying material KM to enable secure
communication with sensor nodes; the personal security manager may store patient related information including: the
patient’s digital identity, medical information, access control rights or passwords; and the keying material and logic may
be embedded in the personal security manager; however, patient-related information may be stored on a smart card,
e.g., a healthcare card HCC. In this manner, the same personal security manager may be used by different patients by
replacing the patient’s healthcare care in the personal security manager.

Functionalities of the security architecture

[0070] Next, it is described how the personal security manager exploits previous security primitives to manage the
security relationships between sensor nodes and healthcare care services. Some of these functionalities and relationships
between the different physical elements are illustrated in Figs. 4 and 5.

1. User authentication - before a personal security manager is activated, a user must authenticate himself by means
of a user PIN. The PIN is entered by means of a user interface (UI) or the like. This can be easily implemented if
the body sensor network controller PSM is implemented in a mobile phone or the like. The rest of the body sensor
network controller functionalities may be operative only after successful user authentication. Depending on the
embodiment, the activation of the PSM might only be possible if the HCC is plugged in, since the HCC implements
the user authentication functionalities.
2. Secure automatic setup of a body sensor network - after activation, the personal security manager may be used
to setup a body sensor network in a secure manner. To this end, when a patient arrives at a hospital or the like, the
patient may receive a personal security manager with the functionalities described above. Identifiers of the doctors,
nurses etc. that have access rights to the patient body sensor network may also be loaded during admission.
Additionally, patient related information, e.g., identifiers, medical related information, may be loaded manually or
from the hospital server. In this case, the personal security manager may implement all the functionalities depicted
in Fig. 3 in a single device.
In addition, the personal security manager may include a card reader for healthcare cards, such as a smart card.
In this case, all of a patient’s medical related information, e.g., patient’s digital identity, medical related information,
public and private key, passwords, etc, may be stored in the smart card HCC. This information may be accessed
only after inserting the patient’s healthcare card in the personal security manager. Some of this information may be
always available, while the access to other information might require different levels of authorization, e.g., different
PINs. Once the patient carries her personal security manager, she can be attended. To this end, doctors may attach
several sensor nodes, e.g., ECG, Sp02, to her body as well as a monitoring device. To associate sensor nodes and
monitoring devices to the patient’s body sensor network, the doctor may make use of the personal security manager
as described in Figs. 4 and 5. This association between the personal security manager and the body sensor network
may make use of body-coupled communications BCC, inductive communications, e.g., near field communications,
or the like. The use of BCC has inherent advantages as only devices attached to the same body can communicate
with each other. In addition to the association features described in Figs. 4 and 5, the mechanism described is
secure due to the following specific aspects:

Fig. 4A - The personal security manager PSM and sensor nodes WMS use the keying material KM to agree on
a common secret and authenticate each other. In this manner, the personal security manager guarantees that
only authenticated medical devices PDA are allowed to join to the patient’s body sensor network. Access control
policies stored on the PSM (or HCC plugged into the PSM) might also be used to decide whether a sensor node
is authorized to join the BSN or not.
Fig..4B - The personal security manager can access the patient’s related information, including identifier, or
personal health record. Therefore, the personal security manager makes use of real patient information to
identify the body sensor network in an unambiguous form and simplifies the care-cycle. In particular, the personal
security manager can

(1) derive a temporal patient identifier (patient ID) for the patient used to identify the body sensor network.
Temporal patient identifiers are changed periodically to prevent user’s privacy sphere and prevent tracking,
(2) set a BSN network key K that is used for communications within the BSN security domain. All the
communication between BSN members might be secured based on this key allowing for broadcast.
(3) transmit the patient’s information (in response to a request) to the medical sensor nodes in a secure
manner based on the keying material. Transmitted information may include the temporal patient’s identifier
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or the identifiers of the doctors, nurses or other personnel PDA that have access to the medical information
(see Figure 4B).

Fig. 4C - Finally, the medical sensor nodes may transmit the patient’s vital signs to the monitoring device in a
secure manner by using the key K, which was distributed by the personal security manager previously, to enable
basic security services.

3. Unambiguous patient identification and access to back-end healthcare services represents a problem for prior
art systems, as it is difficult to bind a temporal patient identifier with the vital signs measured by a random set of
sensor nodes to such back-end systems, e.g., the personal health record stored in a server.
This invention overcomes this problem as the personal security manager acts as the security link between the sensor
nodes and back-end systems. On the one hand, a personal security manager has keying material that enables
secure communications with the sensor nodes. On the other hand, the personal security manager may also have
the information required to identify a patient. This information may be loaded during patient admission or after
plugging the patient’s health card into the personal security manager reader.
Figs. 5A-5E depict the protocol carried out by sensor nodes, personal security manager, and back-end systems to
achieve end-to-end security and unambiguous patient identification independently from the set of sensor nodes that
may be used to monitor a patient. Fig. 5A illustrates the connection of the personal security manager to a healthcare
security provider HSP to authenticate the identity of the patient based on the public key stored in the memory of the
personal security manager. Fig. 5B represents the negotiation of different security parameters, e.g., a symmetric
key K that may be used to enable end-to-end security. Afterwards, Figs. 5C and 5D illustrate the secure association
of sensor nodes to the patient’s body sensor network, as described above, and between the HSP and the BS. Finally,
Fig. 5E illustrates how the patient’s vital signs are not only sent to monitoring devices PDA, but also to healthcare
services in a secure manner.
4. In addition to previously detailed operation issues, the security architecture may enable further security services,
e.g.:

Secure Memory - which may be used to store confidential information such as passwords or medical related
information. The access to this information may be restricted to authorized users. Different levels of authorization
are possible by means of different PINs. A user carrying a personal security manager can make use of it to
store passwords in a secure manner.

[0071] Secure login - may be used by a user carrying a PSM with BCC capabilities. For instance, imagine that the
user wants check his healthcare record on the web. The login information (e.g., username + password) is stored on the
PSM. The personal computer used to look up the healthcare record may incorporate a BCC interface. When the PC
switches on the BCC, the PSM can authenticate the PC based on the distributed keying material. Afterwards the user
can check his healthcare record without manually entering his username and password. This information, which is stored
on the PSM, is transmitted directly to the PC via BCC. The same approach might be used to access the personal e-
mail, enter home, etc.
[0072] Digital Identity - A user may make use of a personal security manager for identification purposes, and thus, the
security module implements a sub-module. In general, the digital identity of a patient or person may be linked to a
public/private key.
[0073] Network control - The personal security manager may be used to store useful information such as:

i. sensor nodes that comprises the body sensor network;
ii. monitoring devices that monitor the patient’s vital signs;
iii. other events that occur during the monitoring of the patient such as unusual behavior of sensor nodes. This
information may be used to detect defective or compromised sensor nodes. In such an event, the compromised
device should be removed from the BSN and BSN’s/user’s information such as identifier or BSN network key K
should be updated in order to protect the user’s privacy.

Key Distribution in Pervasive MSNs

[0074] Key distribution is fundamental to enable end-to-end security. However, the choice of the best key distribution
approach depends on the technical restrictions and operational requirements of both an MSN and the healthcare system.
[0075] Reliable and secure communication between any pair of WMSs in an MSN requires the ability of WMSs to
directly establish a pairwise key without relying on an online trust center or public key infrastructure as described above.
The present system may use two different types of key distribution approaches to handle cryptographic keys depending
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on the operational requirements of the healthcare application desired. On the one hand, we have so-called personal
BSNs that always comprise the same set of WMSs, as they are always used by the same user, e.g., at home. Key
distribution for these personal BSNs can be solved easily by distributing pairwise keys between all the nodes by means
of an out-of-band channel or in a secure environment. Hence, in a BSN with n nodes, each node stores n-1 keys.
[0076] On the other hand, in hospitals, retirement homes or fitness centers, MSNs may comprise a large number of
WSNs. A subset of WMSs may be randomly picked up from the MSN’s pool of WMSs to comprise a BSN. In this situation,
key distribution systems based on λ-secure key distribution systems, such as Blundo polynomials, provide an efficient
and feasible solution for efficient key distribution because they require few computational resources and enable full
connectivity between any pair of nodes. In this context, every node, z, belonging to the same MSN has a unique identifier
IDz linked to a different but correlated set of keying material, KMz, carried by the node. The different sets of keying
material for different nodes are generated offline by a trust center from a keying material root (KMroot). Whenever a pair
of nodes needs to agree on a common key, they exchange their node IDs and use their respective keying materials to
agree on a pairwise key for enabling further security services. In one approach, the KMroot is a single bivariate polynomial
f(x,y) of degrees λ over a finite field Fq, with a sufficiently large q to accommodate a cryptographic key. Each WMS, z,
receives from the MSN trust center a set of keying material derived from KMroot, KMz, e.g., composed of a polynomial
share, f(z,y), generated by evaluating the original bivariate polynomial in x=z. This set of keying material, KMz, is carried
during the entire life of WMS z, and the identifier, IDz can be seen as a serial number that identifies each node in the
MSN. This approach where the KMroot is a bivariate polynomial can be combined with key segmentation or combinatorial
techniques to improve the performance and resiliency of the system in λ-secure key distribution systems. For simplicity,
we consider that each KMz carried by a WMS is composed of a polynomial share f(z,y).
[0077] This approach allows for efficient distributed key agreement, but does not enable lightweight implementation
of security services such as access control in MSNs, a key security issue in medical applications. This is due to the
unique identifier, z, linked to the KMz carried by each node z, and that requires a large amount of memory to store access
control lists. Furthermore, the use of a single λ-secure secure domain SD implies that the capture of λ WMSs in an MSN
SD allows an attacker to compromise the security of the whole MSN.
[0078] To overcome both problems, it is possible to take into account the deployment model of target MSNs to distribute
additional λ-secure KM to WMSs in a smart way. To understand this, observe that a WMS belonging to an MSN may
be subdivided into several sub-SDs according to different features such as ownership, operational zone or medical
specialty. For instance, the WMSs of a hospital MSN can be classified according to (i) location (a medical MSN may
comprise several hospitals, and each of these hospitals can be divided into different departments); (ii) medical specialty
as departments located in different hospitals may share the same medical specialty; or (iii) operational zone as patients
suffering of a specific disease may be treated in different medical departments. The MSN trust center TC (see Fig. 6)
can allocate additional λ-secure keying material to WMSs in order to identify and authenticate to which of the previously-
mentioned sub-SDs a WMS belongs in a discrete way. Each feature, j, with 1≤j≤n, can describe a flat SD or a hierarchical
infrastructure of SDs. A flat SD comprises a sub-set of WMSs of the MSN that can communicate with the same probability
p, e.g., the WMSs used in the same operational zone. A hierarchical infrastructure of SDs describes relationships between
nodes, e.g., due to the WMS location. For instance, the location of a node can be split into hospital and/or department.
In this example, it is clear that all WMSs in a hospital must be able to communicate with each other, but also that
communications between WMSs belonging to a given department are more frequent as they occur in the same location.
In fact, communication between WMSs from different departments may rarely occur, and occur only if, for instance, a
patient is moved to another department. The following formula may be used to allocate the sub-identifiers, IDij, for the
sub-SDs to a WMS with identifier ID: IDji = h(ID|j|i).
[0079] In this expression, h(•) is a cryptographic hash function, j identifies a WMS characteristic such as location or
ownership, and i refers to the level in the hierarchy of SDs, e.g., for the location, hospital is located at level 1, and
department at level 2. Note that the keying material linked to each of these sub-SDs may be generated from a different

 such as, e.g., a different bivariate polynomial fij(x,y), but that the identifiers used in each sub-SD are linked

by means of (1) to prevent an attacker from creating arbitrary identities with arbitrary features. Note that the above
naming convention might be easily adapted or modified or simplified.
[0080] Fig. 8 depicts the information carried by a WMS in a particular MSN. The WMS has a unique MSN identifier
IDMSN linked to keying material KMMSN. This information enables full interoperability between any pair of WMSs in the
same MSN. Note that IDMSN may be allocated to different devices or medical staff in such a way that depends on their
digital identity. Additionally, the WMS also carries keying material that identifies and authenticates itself according to
three different features, namely location (building and floor), operational zone, and medical specialty.
[0081] Based on this information, two WMSs belonging to the same MSN can establish a secure communication
channel in an efficient way (see Fig. 9). In a first step, WMS1, e.g., a clinician PDA, sends a communication request to
WMS2, e.g., an ECG WMS attached to a patient. WMS2 requests the identification of the PDA as belonging to the MSN.
Additionally, the access control policies of that patient may require the clinician to have a specific digital identity IDMSN
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or to belong to the same hospital and operational zone sub-SDs (required roles). In general, any sub-set of sub-SDs
might be required to be authorized to carry out a command. This approach allows for cryptographically enforced access
control. Thirdly, both WMSs carry out a key agreement handshake. To this end, each WMS computes a partial key, Kji,
from the keying material linked to each required (sub-)SD,ji, KMji, to be authenticated. Kji is computed by evaluating
KMji, i.e., the polynomial share fij(h(ID|j|i), in the identifier of the other party for that (sub-)SD. Both nodes can generate
a master key K by hashing all the partial keys in the same order. The master key K will be common to both WMSs, if
each of the partial keys is identical. This key is used afterwards to authenticate both WMSs by means of a challenge-
response authentication handshake. Successful authentication also implies that the clinician fulfils the access control
policies for the patient. Note that the basic key distribution approach of this example can be easily extended to a general
multidimensional λ-secure key establishment mλKE with an arbitrary number of sub-SDs ji where the main ID encodes
the digital identity of a device and sub-SDs represent the roles of the device. Furthermore the ID might be used to encode
the digital identity of the entity or other information such as access control roles by calculating ID=h (Digital Identity) as
described in the state of the art
[0082] In addition to ensuring secure communication between WMSs, the disclosed security system must enable end-
to-end security between WMSs in BSNs and back-end healthcare services. This system uses a public-key infrastructure
PKI based solution for this as it allows users to move across MSNs in a secure manner, and thus, ensures interoperability.
Observe that other approaches, e.g., based on a trust third party, e.g., Kerberos might be also applied to achieve the
same goal. In a public-key based approach, each user in the system requires a pair of public/private keys issued by a
healthcare certification authority HSP (centralized or distributed) (see Fig. 6) and linked to the user’s identity. This pair
of keys is used only during the initial configuration procedure that takes place when a user arrives to a MSN, as described
below, so that resource requirements are minimized (see Fig 6 and Fig. 12). However, ensuring that a user’s BSN always
contains this pair of keys is a challenging task as the membership of a BSN is unpredictable, as described above. The
solution to these issues is presented below.

Secure BSN Association

[0083] The disclosed system is based on and extends the BSN association protocol described above for enabling
secure BSN association, as depicted in Fig.10. A special WMS, called personal security manager PSM or extended
personal security manager PSMx, (see Figs. 7, 10 and 11) plays the role of a personal identifier as it is used to transmit
the patient’s identifier to other WMSs attached to the patient, and thus, linking WMSs to the user’s identity. Communication
between PSM and WMSs may be based on body-coupled communication, and thus, may be restricted to devices directly
attached to a patient’s body.
[0084] Firstly, before transferring the patient’s ID to a WMS or accepting a WMS in the BSN (Fig. 10, step 1), the PSM
authenticates and authorizes the WMS according to λ-secure methods described previously. To this end, the PSM and
the WMS may use the λ-secure keying material that both nodes carry to generate a master key KPSM-WMS. Based on
this key, both nodes can efficiently authenticate and authorize each other and transmit further information, e.g., user ID,
in a secure manner. Additionally, the PSM may play the role of the BSN’s trust center that generates and distributes a
BSN key, KBSN, to all the BSN members. KBSN is the network key of the BSN’s security domain and can be used to
enable broadcast within the BSN and to convert the BSN in an independent SD, which is controlled by the user’s BSN,
within the MSN SD.
[0085] The network key KBSN in combination with BCC may also enable effortless implementation of a WMS revocation
procedure. This is necessary when a node is captured or leaves a patient’s BSN. To this end, the PSM sends periodic
requests to each member of the BSN over BCC. If the PSM does not receive a reply from any of them, the PSM updates
both the user identifier and BSN key, K’BSN, in order to protect user’s privacy. The new identifier and BSN key are sent
to BSN members in a secure manner by using body-coupled communications and the corresponding pairwise key.
Finally, the PSM might transmit a random sequence to all WMSs in the BSN. WMSs may synchronously blink following
this random sequence in order to allow clinicians to check the correct BSN association of all the WMSs in a simple way.

Unambiguous and Unique User Identification

[0086] BSNs must be seen as completely independent SDs in a MSN where the security interactions with other MSN’s
WMSs and users are handled by means of the PSM. Additionally, the PSM must provide global user and user’s electronic
healthcare information (EHI) identification, as well as further security services, e.g., auditing, management of access
control policies, or end-to-end security.
[0087] In order to link the user’s vital signs to the user’s unique identifier, which is independent of the MSN where the
user is located in a specific moment, the disclosed security system may use the healthcare card HCC in combination
with the PSM to form an extended personal security manager PSMx. The PSMx connects the different MSN security
domains with the pervasive healthcare system, i.e., the PSMx organizes the security relationships between the WMSs
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that comprise the user’s BSN in a specific MSN and back-end healthcare services to achieve unambiguous and unique
user identification in pervasive MSNs.
[0088] The PSMx may consist of several independent functional blocks (see Fig. 11). Firstly, it may store the λ-secure
keying material KM to enable secure communication with WMSs of the MSN, as described above. The PSMx may be
preconfigured with λ-secure KM or enable its dynamic configuration in a secure environment during the setup phase.
The PSMx may also stores a certificate issued by the local MSN trust center. The purpose of this certificate is to allow
the user and user’s HCC to authenticate the authenticity of the PSM when he joins an MSN. Secondly, the PSMx may
implement a smart card reader (HCC Slot) so that the user’s health care card can be plugged in. The disclosed system
uses the HCC with identification purposes for use in medical applications. Security systems for pervasive healthcare
should be fully compatible with it. In one embodiment, the most relevant user medical information will be stored on the
HCC, e.g., user’s name, identifier, and medical record or access control AC policies for different MSNs. Additionally, the
HCC may also store the user’s public/private keys issued by the global healthcare CA. Finally, the PSMx may implement
a security protocol to enable mutual authentication of PSMx and HCC, end-to-end security, auditing, and management
of context access control and privacy policies.
[0089] The combination of the HCC with the PSM to create the PSMx ensures interoperability between different MSNs
and back-end systems. On the one hand, the security information stored on the HCC identifies and authenticates the
user, acting as bridge between the user’s BSN and centralized healthcare services wherever the user is located. This
includes the use of a regulated user ID, or a temporal pseudonym derived from the identifier according to a regulated
procedure, used in the whole system to achieve unambiguous user identification across a variety of application scenarios.
The user’s public key is used to authenticate the user ID and to setup a secure communication between the BSN and
back-end healthcare services. On the other hand, the PSMx, in which the HCC is inserted, stores the λ-secure KM that
enables secure communications with WMSs in the same MSN. Hence, this construction allows for the creation of an
end-to-end secure link between the WMSs that comprise a user’s BSN and the centralized pervasive healthcare services,
even if patients move from one MSN to another. Additionally, a PSMx may be switched to accommodate a new patient
by exchanging the HCC (see Figs. 6, 7 and 11). Embodiments of the PSMx might range from a mobile phone with an
additional smart card slot for the HCC to a bracelet carried by patients in a hospital.
[0090] Additionally, the PSMx can also dynamically manage the access control AC policies (see Fig. 10) for a patient.
These access control policies might be combined with λ-secure access control techniques as explained above. In this
context, the PSMx can handle the local AC policies in the current MSN with global AC policies controlled by back-end
healthcare services. Context-aware techniques can used to improve the access control policies, e.g., to enable access
to a patient’s BSN to any clinician when an emergency is detected.
[0091] Finally, an important feature of our security system is that the BSN forms an autonomous secure domain SD
where the PSMx is the user’s trust center. Therefore, all actions carried out in the BSN can be recorded on the user’s
HCC even if connectivity to the MSN trust center is lost. This guarantees auditing of medical actions since the user’s
HCC can keep a record of all the devices and users who tried to have, or had access to the user’s BSN. Furthermore,
the technical properties of smart cards prevent unauthorized access to this information.

System Evaluation

[0092] The evaluation of the security architecture for MSNs may be carried out from three orthogonal points of view,
namely, practical feasibility in professional medical settings, system performance, and security analysis.

Practical Feasibility: Configuration and Deployment

[0093] A security system for MSNs must be simple to configure and deploy in order to minimize costs. Additionally,
medical staff and users without technical backgrounds must be able to intuitively handle the appliances given to them.
[0094] In order to show both properties, we will now focus our attention on the system configuration when an elderly
user, Robert, goes to the hospital for a professional medical procedure (see Fig. 6). When Robert arrives at the hospital’s
admission desk, he uses his HCC for identification and payment. Afterwards, the HCC is inserted into a PSM to create
a PSMx and a mutual authentication handshake is carried out. The PSMx is configured with the corresponding λ-secure
KM to enable secure communications with WMSs, as well as with the local access control policy for that patient. This
local policy is stored on the patient’s HCC, and in the patient’s back-end healthcare record.
[0095] After admission, the patient receives a set of WMSs, in Diagnostic, for monitoring his vital signs. Each of the
WMSs communicates with the patient’s PSMx by carrying out a key agreement, authentication and authentication
handshake via body-coupled communications BCC. Each of the WMSs that successfully finishes this step becomes a
member of the patient’s BSN, and receives the BSN network key and patient’s identifier. The identities of each and every
WMS are stored on the patient’s HCC, including the digital identities of clinician’s PDAs used to monitor or treat patients.
The hospital’s MSN (MSNHOSP) may include a number of BSNs (BSNx Hosp),
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[0096] The system allows for automatically initiating a BSN in a secure manner, e.g., as a doctor wants to monitor the
vital signs of a patient, the doctor briefly touches the patient to establish a BCC channel between the PSMx and PDA.
The clinician’s PDA automatically joins Robert’s BSN in a secure manner, through key agreement, authentication and
authorization according to access control policies, and receives the patient’s pseudonym and KBSN. The rest of the
WMSs of the patient’s BSN receive the address of the PDA from the PSMx so that they can start transmitting the patient’s
vital signs to the PDA in a secure manner.
[0097] The system can also implement dynamic context-aware privacy and access control policies that allow dynamic
adaptation of access control rules. For instance, if a patient suffers a heart attack, the WMS can send an alarm to the
PSMx, so that the PSMx can authorize any clinician to take care of the patient. Note that the mλKE still ensures secure
communication in these situations, as all the WMSs in the MSN share correlated KM from the main MSN SD, and thus
any pair of WMSs in the MSN can agree on a common pair-wise key.

System Performance

[0098] The performance of the disclosed security system was analyzed on resource-constrained devices, i.e., WMSs,
PSM and HCC, as they represent the bottlenecks of the system. The WMS platform may include the features of MICAz
as described above. It was assumed that a total of 2 Kbytes are reserved for λ-secure KM and keys of 64 bits are used.
Finally, we assume that the cryptographic capabilities and performance of the HCC are similar to, e.g, the uPD789828
of NEC. Table 1 (Fig. 13) compares the performance of some security primitives on MICAz and uPD789828.
[0099] Now we can outline the efficiency of the mλKE, in accordance with the performance of several key establishment
protocols for wireless sensor networks based on Blundo polynomials. The evaluation of a polynomial of order λ and a
key of 64 bits requires 500•λ CPU cycles which at 8 MHz takes 0.0625•λ msec. The key distribution approach, as
described above, requires the evaluation of several polynomials with a maximum size of up to 2 Kbytes, i.e., a total of
256 coefficients distributed among the different polynomials. Hence, when using 256 as λ, the polynomial evaluation
time can be approximated to 16 msec. The computation of the identifiers for each of the sub-SDs of an MSN, master
key, generation of a session key or the authentication handshake requires the use of a hash function. However, a hash
function can be efficiently implemented using the AES hardware implementation available on the MICAz. For instance,
applying the Matyas-Meyer-Oseas hash function, also used in ZigBee, a hash computation of 16 bytes takes less than
12 msec. Therefore, the total computation time in this specific example can be approximated to 16 msec. This value
indicates that this approach is much faster than public key solutions. Moreover, it has two further advantages: Firstly, a
pair of WMSs only needs to exchange their MSN identifiers (2 bytes) and sub-SDs identifiers to be authenticated. This
reduces the communication overhead compared with the exchange of long public keys, which helps to extend the battery
lifetime of WMSs. Secondly, this approach enables the implementation of access control policies without storing long
access control lists or requiring the use of digital signatures that require an expensive public key. Consequently, and
assuming that a BSN comprises around 10 WMSs, the disclosed system enables secure BSN association in a time of
around 160 msec. including key agreement and inherent access control, which is much faster than a single public key
computation (see Table 1 (Fig. 13) for comparison) and meets the latency requirements for ECG transmission and BSN
setup.
[0100] Using lightweight cryptographic primitives for frequent operations, the disclosed system frees WMSs from
computationally-intensive operations and reduces the use of public key cryptography to only those security handshakes
between HCC, PSM and the central healthcare trust center to configure the PSMx. These handshakes occur only
sporadically in secure environments during the initial PSMx configuration. Thus, the system is not prone to DoS attacks.

Security Analysis

[0101] The multidimensional λ-secure key establishment mλKE enables fast key agreement by using decentralized
key distribution approaches. However, a λ-secure key distribution system suffers from the drawback that the combination
of λ independent keying material sets allows attackers to break the security of the system, i.e., to recover the original
KMroot. In this section, we analyze how the disclosed multidimensional λ-secure key distribution approach not only
enables distributed access control, but also optimizes the resiliency of the system, making it possible to achieve a high
security level. In the following, the term resiliency, α, represents the fraction of communications that are compromised
after capturing k nodes in a SD (secure domain) based on a λ-secure key distribution system. Observe that 0≤α≤1, and
that α=1 when k=λ if a single polynomial is used in a SD. We denominate relative resiliency, αr, to the ratio between the
number of compromised nodes to make α=1, i.e., λ, and the total number of WMSs, nji, in SDij. Observe that a λ-secure
system with αr larger than 1 is perfectly secure and that given two λ-secure SDs with equal resiliency, the one with αr
closer to 1 can be considered more secure as an intruder must capture the same amount of nodes from a smaller pool
of WMSs. Thus resiliency is a measure of the systems’s resistance to, and protection against, node compromise.
[0102] To crack the mλke, an attacker must compromise each of the (sub-)SDs. Likewise, to break the security of the
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communications with a WMS, an attacker must break all of the λ-secure SDs from which the WMS has λ-secure KM.
Thus, for the KM depicted in Fig. 8, an attacker must crack a total of 5 SDs to compromise the communications. Despite
the fact that a single λ-secure SD, e.g., the MSN SD, is relatively easy to break because all the devices carry a set of
KM from it and an attacker can acquire with a relatively small effort a small fraction of them, cracking the rest of the sub-
SDs is much more difficult. This is because the relative resiliency of these SDs is higher and only some nodes in the
MSN own correlated KM. Thus, if an attacker tries to remove many of the WMSs in the same (sub-)SD, it can be detected
easily. Additionally, the amount of λ-secure information an attacker has to get in order to break all the communications
increases as multiple λ-secure SDs are used, and even if one of them is compromised the rest remains secure.
[0103] In general, the resiliency and relative resiliency of the mλKE where a master key K is calculated as the hash
of several partial keys, Kji, generated from several λ-secure SDs, SDji, are given by formulas (2) and (3) respectively: 

[0104] Example - we assume a hospital MSN comprising a total of 1,000 WMSs (∼100 patient’s BSNs); two buildings,
each building divided into 5 floors; and a total of 10 operational zones and 8 different medical specialties. We also
assume the use of 2 Kbytes of memory to allocate λ-secure KM. Each sub-SD is assigned an amount of memory as
described in Table 2 (Fig. 14) and assuming a uniform distribution of WMSs to sub-SDs, we can calculate the resiliency
and relative resiliency for each sub-SD. From these values, we can conclude that an attacker must compromise 385
nodes, i.e., 38.5% of the pool of WSNs, to crack this specific system.
[0105] While the invention has been illustrated and described in detail in the drawings and foregoing description, such
illustration and description are to be considered illustrative or exemplary and not restrictive; the invention is not limited
to the disclosed embodiments. Other variations to the disclosed embodiments can be understood and effected by those
skilled in the art in practicing the claimed invention, from a study of the drawings, the disclosure, and the appended claims.
[0106] In the claims, the word "comprising" does not exclude other elements or steps, and the indefinite article "a" or
"an" does not exclude a plurality. A single element or other unit may fulfill the functions of several items recited in the
claims. The mere fact that certain measures are recited in mutually different dependent claims does not indicate that a
combination of these measured cannot be used to advantage.
[0107] Any reference signs in the claims should not be construed as limiting the scope.

Claims

1. A secure end-to-end patient healthcare system, comprising:

- one or more wireless medical sensors adapted to be attached to a patient’s body and in communication with
each other forming a body sensor network within a wireless medical sensor network including one or more body
sensor networks;
- λ-secure keying means incorporated into each of said wireless medical sensors for enabling secure commu-
nications between said wireless medical sensors, and
- a personal security manager within the body sensor network and in communication with said one or more
wireless medical sensors within said body sensor network, said personal security manager providing secure
communications with backend services and providing security relationships within said body sensor network
by means of said λ-secure keying means,
wherein said λ-secure keying means are such that a coalition of no more thank λ compromised wireless medical
sensors conceals a pairwise key between any two non-compromised wireless medical sensors and provides
protection against node compromise until λ+1 wireless medical sensors have been compromised,
- a healthcare card plugged into the personal security manager to form an extended personal security manager
(PSMx), wherein the healthcare card (HCC) includes identification information and security information for
secure communication with the backend healthcare services, wherein the personal security manager includes
a certificate issued by a local trust center, and wherein the system is adapted to execute a security protocol for
auditing and/or access control and/or privacy protection, and/or mutual authentication of the personal security
manager with the healthcare card.
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2. The secure end-to-end patient healthcare system of claim 1, wherein said wireless medical sensors and said personal
security manager are adapted to communicate by means of body coupled communications.

3. The secure end-to-end patient healthcare system of claim 1 or 2,
wherein information from the body sensor network is linked to the patient’s identity,
wherein said patient healthcare card (HCC) and said personal security manager (PSM) form an extended personal
security manager (PSMx) for connecting a number of wireless medical sensor network security domains to a per-
vasive healthcare system, said extended personal security manager being adapted for:

- storing said certificate issued by said local trust center,
- storing said λ-secure keying means for establishing an end-to-end security communication issued by centralized
healthcare services, and
- implementing said security protocol to enable mutual authentication of said extended personal security manager
and said healthcare card, end-to-end security and/or auditing, and/or management of context access control
and privacy policies.

4. The secure end-to-end patient healthcare system of claim 3, wherein said extended personal security manager is
adapted for authenticating the personal security manager of the patient and patient’s healthcare card when the
patient joins the medical sensor network.

5. The secure end-to-end patient healthcare system of claim 3, wherein said personal security manager comprises a
smart card reader adapted to receive said healthcare card, and wherein said healthcare card includes individual
identification information and/or medical information and/or security material and/or security policies.

6. The secure end-to-end patient healthcare system of claim 5, wherein said personal security manager includes a
user’s name, identifier, security material, medical record or access control policies for different medical sensor
networks.

7. The secure end-to-end patient healthcare system of claim 5, wherein said extended personal security manager
includes identification of a global user, patient area network, and individual electronic healthcare information (EHI),
the electronic healthcare information (EHI) coming from said patient area network.

8. The secure end-to-end patient healthcare system of claim 3, wherein security information stored on the healthcare
card is provided for identifying and authenticating the user and acting as a bridge between the patient’s body sensor
network and centralized or backend healthcare services.

9. The secure end-to-end patient healthcare system of claim 3, wherein said extended personal security manager is
a mobile phone with an additional smart card slot for the healthcare card.

10. The secure end-to-end patient healthcare system of claim 4, further comprising an autonomous secure domain
formed by the wireless medical sensor associated with a body sensor network, wherein said extended personal
security manager is the body sensor network’s trust center and is adapted for controlling the secure association or
revocation of the body sensor network’s members.

11. The secure end-to-end patient healthcare system of claim 10, wherein said extended personal security manager
and said wireless medical sensors are adapted for securely storing exchanged information and actions carried out
in the body sensor network on the patient’s healthcare card even if connectivity to the medical sensor network trust
center is lost.

12. A method for secure end-to-end patient healthcare communication in an end-to-end patient healthcare system as
claimed in claim 1, comprising the steps of:

- storing a certificate issued by a local medical sensor network trust center on the personal security manager;
- forming an extended personal security manager by use of a healthcare card in combination with a personal
security manager
- providing identification information and security information by the use of the healthcare card for establishing
an end-to-end security communication between wireless medical sensors and centralized healthcare services;
and
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- implementing a security protocol to enable mutual authentication of the personal security manager and a
healthcare card, end-to-end security, auditing, and/or management of context access control and privacy pol-
icies.

13. A personal security manager for a secure end-to-end patient healthcare system, wherein the personal security
manager is within a body sensor network and in communication with one or more wireless medical sensors within
said body sensor network, said personal security manager providing secure communications with backend services
and providing security relationships within said body sensor network by means of said λ-secure keying means,
wherein said one or more wireless medical sensors are adapted to be attached to a patient’s body and in commu-
nication with each other to form said body sensor network within a wireless medical sensor network including one
or more body sensor networks;
λ-secure keying means incorporated into each of said wireless medical sensors for enabling secure communications
between said wireless medical sensors, and
wherein said λ-secure keying means are such that a coalition of no more than λ compromised wireless medical
sensors conceals a pairwise key between any two non-compromised wireless medical sensors and provides pro-
tection against node compromise until λ+1 wireless medical sensors have been compromised

- a healthcare card plugged into the personal security manager to form an extended personal security manager
(PSMx), wherein the healthcare card (HCC) includes identification information and security information for
secure communication with the backend healthcare services, wherein the personal security manager includes
a certificate issued by a local trust center, and wherein the system is adapted to execute a security protocol for
auditing and/or access control and/or privacy protection, and/or mutual authentication of the personal security
manager with the healthcare card.

Patentansprüche

1. Sicheres Ende-zu-Ende-Patientengesundheitssystem, das Folgendes umfasst:

- einen oder mehrere drahtlose medizinische Sensoren, die dafür ausgelegt sind, an dem Körper eines Patienten
befestigt zu werden und die in Verbindung miteinander stehen, um ein Körpersensornetzwerk innerhalb eines
drahtlosen medizinischen Sensornetzwerks zu bilden, das ein oder mehrere Körpersensornetzwerke umfasst;
- λ-sicheres Verschlüsselungsmittel, die in jeden der genannten drahtlosen medizinischen Sensoren integriert
sind, um eine sichere Kommunikation zwischen den genannten drahtlosen medizinischen Sensoren zu ermög-
lichen, und
- einen persönlichen Sicherheitsmanager innerhalb des Körpersensornetzwerks und in Verbindung mit den
genannten einen oder mehreren drahtlosen medizinischen Sensoren innerhalb des genannten Körpersensor-
netzwerks, wobei der persönliche Sicherheitsmanager eine sichere Kommunikation mit Backend-Diensten be-
reitstellt und Sicherheitsbeziehungen innerhalb des genannten Körpersensornetzwerks mithilfe der genannten
λ-sicheren Verschlüsselungsmittel bereitstellt,
wobei die genannten λ-sicheren Verschlüsselungsmittel derartig beschaffen sind, dass eine Koalition von nicht
mehr als λ beeinträchtigten drahtlosen medizinischen Sensoren einen paarweisen Schlüssel zwischen zwei
beliebigen nicht-beeinträchtigten drahtlosen medizinischen Sensoren verbirgt und Schutz gegen Knotenbeein-
trächtigung bereitstellt, bis λ+1 drahtlose medizinische Sensoren beeinträchtigt wurden,
- eine in den persönlichen Sicherheitsmanager eingesteckte Gesundheitskarte, um einen erweiterten persön-
lichen Sicherheitsmanager (PSMx) zu bilden, wobei die Gesundheitskarte (HCC) Identifikationsinformationen
und Sicherheitsinformationen zur sicheren Kommunikation mit den Backend-Gesundheitsdiensten umfasst,
wobei der persönliche Sicherheitsmanager ein durch ein lokales Trustcenter ausgegebenes Zertifikat umfasst,
und wobei das System dafür ausgelegt ist, ein Sicherheitsprotokoll zum Auditieren und/oder zur Zugangskon-
trolle und/oder für den Datenschutz, und/oder eine gegenseitigen Authentifizierung des persönlichen Sicher-
heitsmanagers mit der Gesundheitskarte auszuführen.

2. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 1, wobei die genannten drahtlosen medizini-
schen Sensoren und der genannte persönliche Sicherheitsmanager dafür ausgelegt sind, mithilfe von körperge-
koppelter Kommunikation zu kommunizieren.

3. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 1 oder 2,
wobei Informationen von dem Körpersensornetzwerk mit der Identität des Patienten verknüpft sind,
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wobei die genannte Patientengesundheitskarte (HCC) und der genannte persönliche Patientensicherheitsmanager
(PSM) einen erweiterten persönlichen Sicherheitsmanager (PSMx) zum Verbinden einer Anzahl von drahtlosen
medizinischen Sensornetzwerk-Sicherheitsdomänen mit einem allgegenwärtigen Gesundheitssystem zu bilden,
wobei der genannte persönliche Sicherheitsmanager ausgelegt ist zum:

- Speichern des durch das genannte lokale Trustcenter ausgegebenen Zertifikats,
- Speichern der genannten λ-sicheren Verschlüsselungsmittel zum Aufbauen einer Ende-zu-Ende-Sicherheits-
kommunikation, ausgegeben durch zentralisierte Gesundheitsdienste, und
- Implementieren des genannten Sicherheitsprotokolls, um eine gegenseitige Authentifizierung des genannten
erweiterten persönlichen Sicherheitsmanagers und der genannten Gesundheitskarte, Ende-zu-Ende-Sicherheit
und/oder Auditierung, und/oder Management der Kontextzugangskontrolle und Datenschutzrichtlinien zu er-
möglichen.

4. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 3, wobei der genannte erweiterte persönliche
Sicherheitsmanager dafür ausgelegt ist, den persönlichen Sicherheitsmanager des Patienten und die Gesundheits-
karte des Patienten zu authentifizieren, wenn der Patient dem medizinischen Sensornetzwerk beitritt.

5. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 3, wobei der genannte persönliche Sicher-
heitsmanager ein Smartcard-Lesegerät umfasst, das dafür ausgelegt ist, die genannte Gesundheitskarte aufzuneh-
men, und wobei die genannte Gesundheitskarte individuelle Identifikationsinformationen und/oder medizinische
Informationen und/oder Sicherheitsmaterial und/oder Sicherheitsrichtlinien umfasst.

6. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 5, wobei der genannte persönliche Sicher-
heitsmanager einen Benutzernamen, eine Kennung, Sicherheitsmaterial, medizinische Aufzeichnungen oder Zu-
gangskontrollrichtlinien für verschiedene medizinische Sensornetzwerke umfasst.

7. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 5, wobei der genannte erweiterte persönliche
Sicherheitsmanager die Identifikation eines globalen Benutzers, Patientenbereichsnetzwerk und individuelle elek-
tronische Gesundheitsinformationen (EHI) umfasst, wobei die elektronischen Gesundheitsinformationen (EHI) von
dem genannten Patientenbereichsnetzwerk stammen.

8. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 3, wobei auf der Gesundheitskarte gespei-
cherte Sicherheitsinformationen bereitgestellt werden, um den Benutzer zu identifizieren und zu authentifizieren
und als Brücke zwischen dem Körpersensornetzwerk des Patienten und zentralisierten oder Backend-Gesundheits-
diensten zu dienen.

9. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 3, wobei der genannte erweiterte persönliche
Sicherheitsmanager ein Mobiltelefon mit einem zusätzlichen Smartcard-Steckplatz für die Gesundheitskarte ist.

10. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 4, weiterhin umfassend eine autonome si-
chere Domäne, die durch den zu dem Körpersensornetzwerk gehörenden drahtlosen medizinischen Sensor gebildet
wird, wobei der genannte erweiterte persönliche Sicherheitsmanager das Trustcenter des Körpersensornetzwerks
ist und dafür ausgelegt ist, die sichere Zuweisung oder Widerrufung der Mitglieder des Körpersensornetzwerks zu
steuern.

11. Sicheres Ende-zu-Ende-Patientengesundheitssystem nach Anspruch 10, wobei der genannte erweiterte persönli-
che Sicherheitsmanager und die genannten drahtlosen medizinischen Sensoren dafür ausgelegt sind, ausgetausch-
te Informationen und in dem Körpersensornetzwerk ausgeführte Aktionen auf der Gesundheitskarte des Patienten
zu speichern, auch wenn die Konnektivität zu dem Trustcenter des medizinischen Sensornetzwerks verloren geht.

12. Verfahren zur sicheren Ende-zu-Ende-Patientengesundheitskommunikation in einem Ende-zu-Ende-Patientenge-
sundheitssystem nach Anspruch 1, wobei das Verfahren die folgenden Schritte umfasst:

- Speichern eines durch ein lokales Trustcenter des medizinischen Sensornetzwerks ausgegebenen Zertifikats
auf dem persönlichen Sicherheitsmanager,
- Bilden eines erweiterten persönlichen Sicherheitsmanagers durch Verwenden einer Gesundheitskarte in Kom-
bination mit einem persönlichen S icherheitsmanager,
- Bereitstellen von Identifikationsinformationen und Sicherheitsinformationen durch Verwenden der Gesund-
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heitskarte zum Aufbauen einer Ende-zu-Ende-Sicherheitskommunikation zwischen drahtlosen medizinischen
Sensoren und zentralisierten Gesundheitsdiensten, und
- Implementieren des genannten Sicherheitsprotokolls, um eine gegenseitige Authentifizierung des persönlichen
Sicherheitsmanagers und einer Gesundheitskarte, Ende-zu-Ende-Sicherheit, Auditierung und/oder Manage-
ment der Kontextzugangskontrolle und Datenschutzrichtlinien zu ermöglichen.

13. Persönlicher Sicherheitsmanager für ein sicheres Ende-zu-Ende-Patientengesundheitssystem, wobei sich der per-
sönliche Sicherheitsmanager innerhalb eines Körpersensornetzwerks befindet und in Verbindung mit einem oder
mehrere drahtlosen medizinischen Sensoren innerhalb des genannten Körpersensornetzwerks steht, wobei der
genannte persönliche Sicherheitsmanager eine sichere Kommunikation mit Backend-Diensten bereitstellt und Si-
cherheitsbeziehungen innerhalb des genannten Körpersensornetzwerks mithilfe von genannten λ-sicheres Ver-
schlüsselungsmitteln bereitstellt,
wobei die genannten einen oder mehreren drahtlosen medizinischen Sensoren dafür ausgelegt sind, an dem Körper
eines Patienten befestigt zu werden und in Verbindung miteinander stehen, um das genannte Körpersensornetzwerk
innerhalb eines drahtlosen medizinischen Sensornetzwerks zu bilden, das ein oder mehrere Körpersensornetzwerke
umfasst;

- λ-sicheres Verschlüsselungsmittel, die in jeden der genannten drahtlosen medizinischen Sensoren integriert
sind, um eine sichere Kommunikation zwischen den genannten drahtlosen medizinischen Sensoren zu ermög-
lichen, und
wobei die genannten λ-sicheren Verschlüsselungsmittel derartig beschaffen sind, dass eine Koalition von nicht
mehr als λ beeinträchtigten drahtlosen medizinischen Sensoren einen paarweisen Schlüssel zwischen zwei
beliebigen nicht-beeinträchtigten drahtlosen medizinischen Sensoren verbirgt und Schutz gegen Knotenbeein-
trächtigung bereitstellt, bis λ+1 drahtlose medizinische Sensoren beeinträchtigt wurden,
- eine in den persönlichen Sicherheitsmanager eingesteckte Gesundheitskarte, um einen erweiterten persön-
lichen Sicherheitsmanager (PSMx) zu bilden, wobei die Gesundheitskarte (HCC) Identifikationsinformationen
und Sicherheitsinformationen zur sicheren Kommunikation mit den Backend-Gesundheitsdiensten umfasst,
wobei der persönliche Sicherheitsmanager ein durch ein lokales Trustcenter ausgegebenes Zertifikat umfasst,
und wobei das System dafür ausgelegt ist, ein Sicherheitsprotokoll zum Auditieren und/oder zur Zugangskon-
trolle und/oder für den Datenschutz, und/oder eine gegenseitigen Authentifizierung des persönlichen Sicher-
heitsmanagers mit der Gesundheitskarte auszuführen.

Revendications

1. Système de soins à des patients sécurisé de bout en bout, comprenant :

- un ou plusieurs capteurs médicaux sans fil adaptés pour être attachés au corps d’un patient et en communication
les uns avec les autres formant un réseau de capteurs corporels dans un réseau de capteurs médicaux sans
fil incluant un ou plusieurs réseaux de capteurs corporels ;
- λ moyens de codage sécurisé incorporés dans chacun desdits capteurs médicaux sans fil pour permettre des
communications sécurisées entre lesdits capteurs médicaux sans fil, et
- un gestionnaire de sécurité personnelle dans le réseau de capteurs corporels et en communication avec ledit
ou lesdits capteurs médicaux sans fil dans ledit réseau de capteurs corporels, ledit gestionnaire de sécurité
personnelle établissant des communications sécurisées avec des services d’arrière-plan et établissant des
relations de sécurité dans ledit réseau de capteurs corporels à l’aide desdits λ moyens de codage sécurisé,
dans lequel lesdits λ moyens de codage sécurisé sont tels qu’une coalition de pas plus de λ capteurs médicaux
sans fil compromis cache un code par paire entre deux quelconques capteurs médicaux sans fil non compromis
et fournit une protection contre la compromission de noeuds jusqu’à ce que λ+1 capteurs médicaux sans fil
aient été compromis,
- une carte de soins branchée dans le gestionnaire de sécurité personnelle pour former un gestionnaire de
sécurité personnelle étendu (PSMx), dans lequel la carte de soins (HCC) inclut des informations d’identification
et des informations de sécurité en vue d’une communication sécurisée avec les services de soins d’arrière-
plan, dans lequel le gestionnaire de sécurité personnelle inclut un certificat émis par un centre de confiance
local, et dans lequel le système est adapté pour exécuter un protocole de sécurité pour audit et/ou commande
d’accès et/ou protection de la vie privée, et/ou une authentification mutuelle du gestionnaire de sécurité per-
sonnelle avec la carte de soins.
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2. Système de soins à des patients sécurisé de bout en bout selon la revendication 1, dans lequel lesdits capteurs
médicaux sans fil et ledit gestionnaire de sécurité personnelle sont adaptés pour communiquer à l’aide de commu-
nications couplées corporelles.

3. Système de soins à des patients sécurisé de bout en bout selon la revendication 1 ou 2,
dans lequel des informations provenant du réseau de capteurs corporels sont liées à l’identité du patient,
dans lequel ladite carte de soins du patient (HCC) et ledit gestionnaire de sécurité personnelle (PSM) forment un
gestionnaire de sécurité personnelle étendu (PSMx) pour connecter un certain nombre de domaines de sécurité
de réseau de capteurs médicaux sans fil à un système de soins intense, ledit gestionnaire de sécurité personnelle
étendu étant adapté pour :

- stocker ledit certificat émis par ledit centre de confiance local,
- stocker lesdits λ moyens de codage sécurisé pour établir une communication de sécurité de bout en bout
émise par des services de soins centralisés, et
- exécuter ledit protocole de sécurité pour permettre une authentification mutuelle dudit gestionnaire de sécurité
personnelle étendu et de ladite carte de soins, une sécurité de bout en bout et/ou un audit et/ou une gestion
de politiques de vie privée et de commande d’accès au contexte.

4. Système de soins à des patients sécurisé de bout en bout selon la revendication 3, dans lequel ledit gestionnaire
de sécurité personnelle étendu est adapté pour authentifier le gestionnaire de sécurité personnelle du patient et la
carte de soins du patient quand le patient rejoint le réseau de capteurs médicaux.

5. Système de soins à des patients sécurisé de bout en bout selon la revendication 3, dans lequel ledit gestionnaire
de sécurité personnelle comprend un lecteur de carte intelligent adapté pour recevoir ladite carte de soins, et dans
lequel ladite carte de soins inclut des informations d’identification et/ou informations médicales individuelles et/ou
du matériel de sécurité et/ou des politiques de sécurité.

6. Système de soins à des patients sécurisé de bout en bout selon la revendication 5, dans lequel ledit gestionnaire
de sécurité personnelle inclut un nom de l’utilisateur, un identifiant, un matériel de sécurité, un enregistrement
médical ou des politiques de commande d’accès pour différents réseaux de capteurs médicaux.

7. Système de soins à des patients sécurisé de bout en bout selon la revendication 5, dans lequel ledit gestionnaire
de sécurité personnelle étendu inclut l’identification d’un utilisateur général, d’un réseau patient et des informations
de soins électroniques individuelles (EHI), les informations de soins électroniques (EHI) provenant dudit réseau
patient.

8. Système de soins à des patients sécurisé de bout en bout selon la revendication 3, dans lequel les informations de
sécurité stockées sur la carte de soins sont fournies pour identifier et authentifier l’utilisateur et servir de pont entre
le réseau de capteurs corporels du patient et les services de soins centralisés ou d’arrière-plan.

9. Système de soins à des patients sécurisé de bout en bout selon la revendication 3, dans lequel ledit gestionnaire
de sécurité personnelle étendu est un téléphone mobile avec une fente pour carte intelligente supplémentaire pour
la carte de soins.

10. Système de soins à des patients sécurisé de bout en bout selon la revendication 4, comprenant en outre un domaine
de sécurité autonome formé par le capteur médical sans fil associé à un réseau de capteurs corporels, dans lequel
ledit gestionnaire de sécurité personnelle étendu est le centre de confiance du réseau de capteurs corporels et est
adapté pour commander l’association ou la révocation sécurisée des éléments du réseau de capteurs corporels.

11. Système de soins à des patients sécurisé de bout en bout selon la revendication 10, dans lequel ledit gestionnaire
de sécurité personnelle étendu et lesdits capteurs médicaux sans fil sont adaptés pour stocker de façon sécurisée
des informations échangées et des actions réalisées dans le réseau de capteurs corporels sur la carte de soins du
patient même si la connectivité au centre de confiance du réseau de capteurs médicaux est perdue.

12. Procédé pour la communication de soins à des patients sécurisée de bout en bout dans un système de soins à des
patients de bout en bout selon la revendication 1, comprenant les étapes consistant à :

- stocker un certificat émis par le centre de confiance du réseau de capteurs médicaux local sur le gestionnaire
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de sécurité personnelle ;
- former un gestionnaire de sécurité personnelle étendu par l’utilisation d’une carte de soins en combinaison
avec un gestionnaire de sécurité personnelle ;
- fournir des informations d’identification et d’informations de sécurité par l’utilisation de la carte de soins pour
établir une communication de sécurité de bout en bout entre les capteurs médicaux sans fil et les services de
soins centralisés ; et
- exécuter un protocole de sécurité pour permettre l’authentification mutuelle du gestionnaire de sécurité per-
sonnelle et d’une carte de soins, la sécurité de bout en bout, l’audit et/ou la gestion de commande d’accès au
contexte et de politiques de la vie privée.

13. Gestionnaire de sécurité personnelle pour un système de soins à des patients sécurisée de bout en bout, dans
lequel le gestionnaire de sécurité personnelle se trouve dans un réseau de capteurs corporels et en communication
avec un ou plusieurs capteurs médicaux sans fil dans ledit réseau de capteurs corporels, ledit gestionnaire de
sécurité personnelle fournissant des communications sécurisées avec des services d’arrière-plan et fournissant
des relations de sécurité dans ledit réseau de capteurs corporels à l’aide desdits λ moyens de codage sécurisé,
dans lequel ledit ou lesdits capteurs médicaux sans fil sont adaptés pour être attachés au corps d’un patient et en
communication les uns avec les autres pour former ledit réseau de capteurs corporels dans un réseau de capteurs
médicaux sans fil incluant un ou plusieurs réseaux de capteurs corporels ;

- λ moyens de codage sécurisé incorporés dans chacun desdits capteurs médicaux sans fil pour permettre des
communications sécurisées entre lesdits capteurs médicaux sans fil, et
dans lequel lesdits λ moyens de codage sécurisé sont tels qu’une coalition de pas plus de λ capteurs médicaux
sans fil compromis cache un code par paire entre deux quelconques capteurs médicaux sans fil non compromis
et fournit une protection contre la compromission de noeuds jusqu’à ce que λ+1 capteurs médicaux sans fil
aient été compromis,
- une carte de soins branchée dans le gestionnaire de sécurité personnelle pour former un gestionnaire de
sécurité personnelle étendu (PSMx), dans lequel la carte de soins (HCC) inclut des informations d’identification
et des informations de sécurité en vue d’une communication sécurisée avec les services de soins d’arrière-
plan, dans lequel le gestionnaire de sécurité personnelle inclut un certificat émis par un centre de confiance
local, et dans lequel le système est adapté pour exécuter un protocole de sécurité pour audit et/ou commande
d’accès et/ou protection de la vie privée, et/ou une authentification mutuelle du gestionnaire de sécurité per-
sonnelle avec la carte de soins.
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用于安全端到端患者医疗保健系统的系统和相应方法技术领域本发明涉
及用于安全端到端患者医疗保健系统的系统和相应方法，其包括适于附
接到患者身体并且彼此通信的无线医疗传感器，其形成无线医疗传感器
内的身体传感器网络网络包括一个或多个身体传感器网络; - 安全键控装
置结合到每个无线医疗传感器中，用于实现无线医疗传感器之间的安全
通信，以及身体传感器网络内的个人安全管理器以及与身体传感器网络
内的无线医疗传感器通信，个人安全管理器提供利用后端服务进行安全
通信，并通过安全密钥装置在身体传感器网络内提供安全关系，其中， 
- 安全密钥装置是这样的，即联盟不超过？受损的无线医疗传感器隐藏任
何两个不受损害的无线医疗传感器之间的成对密钥，并提供保护，防止
节点受损，直到？+1无线医疗传感器受到损害。
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