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Description

[0001] The following relates to the network systems
and methods. It finds particular application in conjunction
with short-range medical wireless network systems and
will be described with particular reference thereto. How-
ever, it is to be appreciated that the following will also
find application in conjunction with other network systems
and the like.

[0002] Short-range wireless systems typically have a
range of less than one hundred meters, but may connect
to the Internet to provide communication over longer dis-
tances. Short-range wireless systems include, but are
not limited to, a wireless personal area network (PAN)
and a wireless local area network (LAN). A wireless PAN
uses low-cost, low-power wireless devices that have a
typical range of about ten meters. An example of a wire-
less PAN technology is the IEEE 802.15.1 Bluetooth
Standard. An example of a wireless LAN technology is
the IEEE 802.11x Wireless LAN Standards.

[0003] Typical short-range network devices include,
but are not limited to, mobile telephones, personal or lap-
top computers, and personal electronic devices such as
personal digital assistants (PDA), pagers, portable-com-
puting devices, or medical devices. Each Bluetooth de-
vice includes application and operating system programs
including service discovery protocols which are designed
to discover other Bluetooth devices (i.e. peer devices)
as they enter or leave the communication range of the
Bluetooth device. Devices can dynamically join or leave
a Bluetooth network.

[0004] Personal Healthcare systems are increasingly
using wireless communication. Typically, wireless med-
ical sensors and devices are used to obtain, process or
display telemetric data of the patient such as patient’'s
weight, blood pressure, vital functions, and the like. The
wireless medical sensors and devices use radio links for
communication and transmission of data to other devices
within the network or external care providers. For exam-
ple, the monitoring systems typically include several de-
vices (such as sensors, measurement devices, displays,
servers, communication devices which connect to exter-
nal medical services) which have to communicate with
each other to provide the desired service.

[0005] Setting up such a wireless system is a difficult
task. Manual configuration is time-consuming and re-
quires complex interactions and detailed knowledge of
communication systems and networking. The user, for
example, has to configure network type, network name,
network addresses and security parameters (e.g. PINs)
for all involved devices. While professionals are typically
available to set up and maintain commercial networks in
hospitals and health care facilities, this support is not
necessarily available forhome networks. When it is avail-
able, the costs are high. Manual configuration and set up
are often not feasible by the patients, as many patients
are elderly people who are not technologically literate.
[0006] Inaddition, when a non-expert user controls the
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network set up and configuration, an unauthorized user
might connect to the devices and make possible the mis-
use of the system.

[0007] InEP 1024626 A1thereisdisclosed amethod,
apparatus and communication system for the exchange
of information in networked pervasive environments. The
disclosed method, apparatus and communication sys-
tem allows achieving an authenticated and secure com-
munication session. The method comprises using a first
device and at least a remote second device. A unidirec-
tional wireless communication channel between the first
device and the remote second device is initiated and a
sequence of data is communicated from the first device
to the second device via this unidirectional wireless com-
munication channel to furnish the remote second device
with encryption information. In response to this, an en-
crypted message is sent via a wireless broadcast medi-
um from the second device to the first device by using
said encryption information for encryption.

[0008] InEP 1220 501 A2 there is presented a group
creation method for wireless communication terminals.
This method comprises detecting a physical contact be-
tween users of wireless terminals and identifying a group
therefrom. The step of detecting the physical contact
comprises the step oftransferring a signal via the physical
contactbetween the users of the wireless terminals using
a first communication circuit in the wireless terminals.
The step of transferring a signal comprises the steps of
generating the signal in the circuit, transferring the gen-
erated signals to a body of the user and to a body of the
second user wherein both users are physically connect-
ed. The step of establishing the group comprises the step
of confirming the establishment of the group between the
users of the wireless terminals using a message that is
transmitted using the second circuit.

[0009] Other solutions use semi-automatic configura-
tion and setup of the wireless communication system.
The semi-automatic solutions require additional dedicat-
ed setup devices, similar to the manual setup solution,
and are complextouse. The present application provides
new and improved apparatuses and methods which over-
come the above-referenced problems and others.
[0010] In accordance with one aspect, a system for
automatic configuration and set up of an ad hoc wireless
medical network as set forth in claim 1 is disclosed. Wire-
less peer devices each includes a peer body coupled
(BCC) interface module for authenticating a patient and
transmitting the device identification of a selected peer
device via the patient body, and a short-range network
interface module for setting up a communication connec-
tion between the peer devices. An active identification
device, which is linked to the patient, configured to au-
thenticate each selected peer device and automatically
associates each selected peer device with the patient. A
patient body coupled communication (BCC) interface
module is coupled with the patient for transmitting net-
work parameters from the active identification device to
the peer devices, configured to communicate patient
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identification from the active identification device via a
patient body to the peer body coupled communication
interface module of each selected peer device and to
receive the device identification from each selected peer
body coupled communication interface module via the
patient body when the patient body coupled communi-
cation interface is temporarily coupled to the selected
peer body coupled communication interface module.
[0011] In accordance with another aspect, an adapter
for wirelessly interconnecting peer devices, which each
includes a short-range wireless interface unit, as setforth
in claim 7 is disclosed. A first portion is coupled to a per-
son and includes a person BCC interface for transmitting
person identification and network configuration parame-
ters via a person body. A second portion is associated
with each individual peer device and respective short-
range wireless interface unit, and includes a peer BCC
interface for transmitting device identification via the per-
son body when the person and a selected peer device
are temporarily coupled and a communication controller
which is configured to transmit the device identification
of the selected peer device to the first portion via a re-
spective peer body coupled communication interface.
[0012] In accordance with another aspect, a method
as set forth in claim 9 is disclosed. A BCC interface, con-
nected to a patient, is temporarily linked to BCC interface
modules connected to first and second peer devices. The
first and second peer devices are automatically connect-
ed into a wireless network in response to the first and
second peer devices being linked to the patient BCC in-
terface, wherein the step of automatically connecting in-
cludes receiving patient identification via a patient body
at the first device; receiving device identification of the
first peer device via the patient body at the patient body
coupled communication interface; and associating the
first peer device identification with the patient identifica-
tion.

[0013] In accordance with other aspects a wireless
peer device as claimed in claim 6 and an active identifi-
cation device as claimed in claim 12 are disclosed.
[0014] Still further advantages and benefits of the
present application will become apparent to those of or-
dinary skill in the art upon reading and understanding the
following detailed description of the preferred embodi-
ments.

[0015] The application may take form in various com-
ponents and arrangements of components, and in vari-
ous steps and arrangements of steps. The drawings are
only for purposes of illustrating the preferred embodi-
ments and are not to be construed as limiting the appli-
cation.

FIGURE 1 is a diagrammatic illustration of an iden-
tification system;

FIGURE 2 shows a process flow of the identification
system;

FIGURE 3 shows a process flow of the second iden-
tification system.
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[0016] With reference to FIGURE 1, a medical system
10 includes a network adapter 12 which associates var-
ious devices with a user or patient 14 and configures the
associated devices into a network. The network adapter
12 includes a first portion 16 which is linked to the patient
14 and a second portion 18 which is included with each
of first, second, ..., nth peer devices 224, 22,, ..., 22,
such as wireless medical devices, communication devic-
es, and the like.

[0017] Theexamplesofthe peerdevicesincludeasen-
sor node 22, disposed on the patient 14 to monitor vital
signs such as electrocardiographic (ECG) data, heart
rate, respiratory rate, respiratory cycle, blood pressure,
or so forth; and a communication device, such as an il-
lustrated home television set 22,, a remote control, a
VCR, a cable box, a computer, and the like. The illustrat-
ed devices are examples, and those skilled in the art can
readily include additional or other devices such as high
resolution sensors, bedside monitors, ventilators, and
the like that can be coupled into the network. Moreover,
the devices can be arranged into the network on an ad
hoc basis by adding or removing medical or communi-
cation devices.

[0018] Each second portion 18 includes a first or peer
body coupled communication (BCC) interface device or
module or unit 244, 24,, ... , 24,, capable of wireless com-
munication via near-feld body-communication technolo-
gy, which is based on capacitive coupling to the patient
14, a communication controller 26, 26,, ..., 26,, for es-
tablishing wireless communications with a patient’s ac-
tive identification device or means or module 28, as de-
scribed below, and controlling a wireless short-range
communication interface device or module or unit 304,
30,, ..., 30, such as a Bluetooth communication interface
for establishing wireless communications between the
peer devices. A description of the Bluetooth communi-
cation protocol and device operation principles is found,
for example, in Bluetooth Special Interest Group, Spec-
ification ofthe Bluetooth Standard, version 1.0B, volumes
1 and 2, December 1999 and Bluetooth Specification,
Version 2.0, November 2004. Of course, itis contemplat-
ed that the peer device can use other short-range tech-
nologies such as IEEE 802.15.4 ZigBee, 802.11 WLAN
and the like short-range communication technologies.
Each Bluetooth interface device 304, 30, ..., 30, in-
cludes application and operating system programs de-
signed to find other Bluetooth devices as the other de-
vices enter and leave the communication range of the
network.

[0019] The active identification device or means or
module 28 is attached to or associated with the patient
or user or patient’s body 14 as a band at a wrist, leg, built
into a watch, an ID card, or the like. Alternatively, the
active identification device 28 is a noncontact device and
is disposed in a close proximity, e.g. within 10cm, of the
patient’s body 14. The active identification device 28 uti-
lizes a near-field body-communication technology to
communicate with the peer devices 224, 22, ..., 22,
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when the patient 14 is coupled to a selected peer device.
The active identification device 28 includes a body cou-
pled second or patient or user communication (BCC) in-
terface 36 and a communication manager 38. As de-
scribed in detail below, when the user 14 touches, for
example, atleast one of the first and second devices 22,
22,, the communication controllers 26,4, 26, of each
touched device 224, 22, and the active identification de-
vice communication manager 38 communicate with each
other via the peer BCC interface devices 24,4, 24, and
patient BCC interface device 36. After verifying the user’s
authorization, the first and second devices 224, 22, send
the corresponding device data to the active identification
device 28, after which the network configuration param-
eters are received by the touched first and second peer
devices 22,4, 22, from the active identification device 28.
The communication controllers 264, 26, and wireless
communication interface modules 304, 30, of each first
and second peer device 224, 22, are activated and initiate
establishing a wireless ad-hoc network 40. After the net-
work 40 is established, the application data is exchanged
among the first and second peer devices 224, 22,, e.g.
the network members. A third or additional wireless de-
vice can join an existing established wireless network 40
when the user 14 touches the nth device (not shown) and
any device belonging to the established network 40 such
as the first and second peer devices 22,4, 22, of the ex-
ample above.

[0020] With continuing reference to FIGURE 1 and fur-
ther reference to FIGURE 2, the user 14 touches 46 the
first device 224. The active identification device commu-
nication manager 38 communicates with the first device
communication controller 264 via body coupled commu-
nications. The first device 224 authenticates 48 the active
identification device 28 and the user, e.g. the first device
22, reads the patient’s identification to avoid usage by
unauthorized users. The active identification device 28
authenticates 50 the first device 224 via body coupled
communications. After successful mutual authentication,
the active identification device communication manager
38 requests 52 the first device 224 to transmit a first de-
vice Bluetooth Address and Preferred Bluetooth Role
such as master, slave or both. The first device data is
stored 54 in an active identification device memory 60
for a fixed period of Bluetooth data timeout time T, ;. The
active identification device communication controller 38
sends 62 to the first device communication controller 26,
a pin number (PIN) to be used during the network con-
nection establishment, a command message to activate
the first peer device Bluetooth interface 28,4, and a com-
mand for the first device 22, to remain 64 in a page scan
mode for a page scan duration time T,g scan-

[0021] With continuing reference to FIGURE 1 and fur-
ther reference to FIGURE 3, to connect the second de-
vice 22, into the network 40, the user 14 touches 66 the
second device 22,. The active identification device com-
munication manager 38 communicates with the second
device communication controller 26, via body coupled
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communications. The second device 22, authenticates
68 the active identification device 28 and the user to avoid
usage by unauthorized users. The active identification
device 28 authenticates 70 the second device 22,. After
successful mutual authentication, the active identification
device communication manager 38 requests 72 the sec-
ond device communication controller 26, to transmit a
second device Bluetooth Address and Preferred Blue-
tooth Role such as master, slave or both. The active iden-
tification device communication controller 38 determines
74 which of the first and second devices 22,4, 22, is the
master of the network 40, e.g. the network roles are as-
signed to the first and second devices. The data of the
second device 22,, including at least its role as a master
or a slave, is stored 76 in the active identification device
memory 60 for a fixed period of Bluetooth data timeout
time T, The device role, e.g. master or slave, of the
first device 22, is updated 78 in the active identification
device memory 60 if required. It is important to keep the
data of the master of the connection - at least this data
needs to be stored in the active identification device
memory 60.

[0022] The active identification device communication
manager 38 sends 80 to the second device communica-
tion controller 26, a command message to perform a
Bluetooth page to the first device 22,. More specifically,
the active identification device 28 sends 80 the second
device communication controller 26, a message includ-
ing the first device Bluetooth address, pin number PIN,
a Bluetooth page duration time Tpg and the second de-
vice network role such as a master or aslave. The second
device wireless interface 30, performs 82 the Bluetooth
page while the first device wireless interface 30, is in the
page scan mode, i.e. the Bluetooth interface connection
set up between the first and second devices 22,, 22, is
activated 84. This results in a network connection estab-
lishment between the first and second devices for a first-
second devices connection establishment duration time
Tp1.p2-

[0023] The active identification device communication
controller 38 sends 90 to the second device 22, arequest
to stay in the page scan mode after the connection be-
tween the first and second devices 224, 22, has been
established. The second device 22, remains 92 in the
page scan mode for a time equal to the difference be-
tween the Bluetooth data timeout T, and the first-sec-
ond devices connection establishment duration time
Tp1.p2-

[0024] Of course, it is also contemplated that the user
14 can touch the first and second peer devices 22,4, 22,
at the same time to initiate interconnection of the firstand
second devices 224, 22, into the network 40.

[0025] If the Bluetooth data timeout time T, of the
active identification device 28 times out, the data of the
first and second devices 224, 22, is deleted. The con-
nection of the two devices remains unless terminated by
other actions or control software on the devices.

[0026] To connect the third device (not shown) into the
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established network 40 between the first and second de-
vices 22,4, 22,, the user 14 touches the third device. The
following situations are distinguished:

(a) The second device 22, is in the page scan mode:
The user touches the third device. The connection
is established similar to the establishment of the sec-
ond device connection described above.

(b) The second device 22, is in the page scan mode:
The connection can be established by the user
touching the network member, and subsequently the
third device.

(c) The second device 22, page scan duration time
Tpg_scan IS expired: The connection can be estab-
lished by the user touching the third device, and sub-
sequently the network member 224 or 22,.

(d) The second device page scan duration time
Tog_scan IS expired: The connection can be estab-
lished by the user touching the network member 22,
or 22,, and subsequently the third device.

[0027] The system takes into account whether the
touched network member is the master or one of the
slaves and whether the network supports scatternets or
not.

[0028] The Bluetooth page time Toq and page scan
time Tpg scan are the timeouts for the devices performing
Bluetooth Page or Bluetooth Page Scan, respectively.
During the procedure to connect two devices that are not
connected to any network, the Bluetooth page time Tpg
and page scantime Tyg.scan Can be different due to some
delays on the body coupled communication. The active
identification device 28 is aware of the introduced delay,
e.g. using an internal clock, and modifies accordingly the
Bluetooth page time T, and page scan time T,g scan in
the command message sent to the devices. If the active
identification device 28 determines that there is no delay,
the active identification device 28 sets the Bluetooth page
time Tpq to be equal to the page scantime Tpg scan- The
active identification device 28 sets the values of the Blue-
tooth page time T4 and page scantime T, ¢, accord-
ing to the application. For example, a value of the Blue-
tooth data timeout T, is selected to be from about 10
seconds to about 60 seconds. In one embodiment, the
value of the Bluetooth data timeout T, is greater than
or equal to the Bluetooth page time Tpg. In one embod-
iment, the equal value such as 10 seconds for the Blue-
tooth data timeout T, the Bluetooth page time Tpg and
page scan time Tyg scan is selected. E.g., itis assumed
it takes about 10 seconds to touch two devices sequen-
tially.

[0029] In this manner, intuitive automatic and secure
configuration and set-up of wireless networks is accom-
plished where devices are connected when the user
touches the devices simultaneously or subsequently. By
mutual authentication between each of the devices 224,
22,, ..., 22, and the active identification device 28 worn
by the user 14, who is touching the devices to be con-
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nected, the connection set-upislimited to authorized per-
sons only. The identified user can connect only to the
devices particularly designated for use by the identified
user when he/she touches the devices.

[0030] As another example, using Bluetooth discovery
directly, the user might discover the available devices.
The user then selects from a list of all found devices. In
this case all devices being in Bluetooth range would be
discovered. (This is not really a user friendly solution.)
[0031] Inthe mannerdescribed above, the active iden-
tification unit is used as a middleman for storage and
transmission of necessary information to set up a network
connection. As the BCC interface needs less power as
compared to the Bluetooth interface, using BCC interface
for connection set up saves power compared to using
mechanisms of Bluetooth directly as the Bluetooth inter-
face can sleep until needed.

[0032] The method and apparatus described above
can be applied in all domains where wireless ad hoc net-
works are being deployed and to all types of wireless
technologies such as Bluetooth, WLAN (IEEE 802.11),
ZigBee (IEEE 802.15.4) and the like. The application ar-
eas include: (a) Easy and secure set-up of wireless net-
works for Personal Area Networks as in PHC, including
user-specific configuration of devices; (b) Association of
body-worn devices with peripheral devices, for example
ECG sensor and bedside monitor for home monitoring
of vital signs, integration of wireless scale to body area
network for personal healthcare applications; and (e) Ap-
plication in consumer-related application, allowing easy
integration of home monitoring functionality into in-home
networks.

[0033] Itis also contemplated that some devices, par-
ticularly communication devices, can be on more than
one local network. In this manner, two patients in the
same household can communicate their medical infor-
mation to a central location with the same communication
device.

[0034] The above has been described with reference
to the preferred embodiments. Modifications and altera-
tions may occur to others upon a reading and under-
standing of the preceding detailed description.

Claims

1. A system (10) for automatic configuration and set up
of an ad hoc wireless medical network (40) compris-

ing:

wireless peer devices (224, 22,, ...
each includes:

, 22,) which

a peer body coupled communication inter-
face module (244, 24,,..., 24,)) for authenti-
cating a patient and transmitting device
identification of a selected peer device (224,
22,, ..., 22,) via the patient body, and
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a short-range network interface module
(304, 30,, ..., 30,,) for setting up a commu-
nication connection between the peer de-
vices (224, 22,, ..., 22,)); and

an active identification device (28), linked
to the patient (14), which active identifica-
tion device (28) is configured to authenti-
cate each selected peer device (224,
22,, ..., 22,) and automatically associate
each selected peer device (224, 22,,...,22,)
with the patient (14), the active identification
device including:

a patient body coupled communication
interface module (36), coupled with the
patient (14) for transmitting network pa-
rameters from the active identification
device (28) to the peer devices (224,
22,, ..., 22,), configured to communi-
cate patient identification from the ac-
tive identification device (28) via a pa-
tient body to the peer body coupled
communication interface module (24,
24,,..., 24,) of each selected peer de-
vice (224, 22, ..., 22,)) and to receive
the device identification from each se-
lected peer body coupled communica-
tion interface module (244, 24,,..., 24,)
via the patient body when the patient
body coupled communication interface
(36) is temporarily coupled to the se-
lected peer body coupled communica-
tion interface module (24,4, 24,,..., 24,).

2. Thesystem assetforthin claim 1, wherein the active

identification device (28) further includes:

a communication manager (38) which is config-
ured to automatically associate the transmitted
device identification with the patient identifica-
tion and assign network configuration parame-
ters to each selected peer device to configure
the selected peerdevices (224,22, ... ,22,)into
the network (40).

3. Thesystemas setforthin claim 2, wherein each peer

device (224, 22y, ..., 22,) further includes:

a communication controller (264, 26,, ..., 26,,)
which is configured to transmit the device iden-
tification to the communication manager (38)
and receive the network configuration parame-
ters from the communication manager (38), the
communication controller (264, 26,, ..., 26,)
and communication manager (38) configured to
communicate with one another via the selected
peer body coupled communication interface
module and patient body coupled communica-
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tion interface module.

The system as set forth in claim 3, wherein the com-
munication manager (38) is configured to configure
the short-range network interface modules (304,
30,, ..., 30,) of the selected peer devices (224,
22,, ..., 22,) to establish network connection be-
tween the selected peer devices (224, 22,, ..., 22,).

The system as set forth in claim 2, wherein the active
identification device (28) further includes:

a memory (60) which is configured to store the
transmitted device identification and assigned
network parameters of the selected peer devic-
es for a data timeout time (T).

A wireless peer device (224, 22,, ..., 22,,) for use in
the system of claim 1, the wireless peer device in-
cluding:

said peer body coupled communication inter-
face module (244, 24,,..., 24,) and said short
range network interface module (304, 30, ...,
30,); and

a communication controller (264, 26,, ..., 26,)
which is configured to transmit the device iden-
tification toa communication manager (38) com-
prised in the active identification device and re-
ceive the network configuration parameters
from the communication manager (38), the com-
munication controller (264, 26,, ..., 26,) and
communication manager (38) are configured to
bidirectionally communicate with one another
via a patient body.

An adapter (12) for wirelessly interconnecting peer
devices (224, 22,, ..., 22,)), which each includes a
short-range wireless interface unit (304, 30,, ..., 30,),
the adapter (12) comprising:

a first portion (16) coupled to a person (14) and
including a person body coupled communication
interface (36) for transmitting person identifica-
tion and network configuration parameters via a
person body; and

a second portion (18) associated with each in-
dividual peer device (224, 22,, ..., 22,,) and re-
spective short-range wireless interface unit
(304, 305, ..., 30,), which second portion (18) in-
cludes a peer body coupled communication in-
terface (244, 24,.,..., 24,) for transmitting device
identification via the person body when the per-
son (14) and a selected peer device (22,
22,, ...,, 22,) are temporarily coupled and a
communication controller (264, 26,, ..., 26,)
which is configured to transmit the device iden-
tification of the selected peer device (224,
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22,, ...,22,) to the first portion (16) via a respec-
tive peer body coupled communication interface
(244, 24, ..., 24,).

8. The adapter as set forth in claim 7, wherein the first

portion (16) further includes:

a communication manager (38) which is config-
ured to automatically associate the transmitted
device identification with the person identifica-
tion and transmit the network configuration pa-
rameters to a communication controller (26,4,
26,, ..., 26,) of the selected peer device (224,
22,, ..., 22,) to interconnect the short-range
wireless interface unit (304, 30,, ..., 30,)) of each
selected peer device (224, 22,, ..., 22,) so that
the selected peer devices (224, 22,, ...,, 22,)
form the network (40).

9. A method comprising:

temporarily linking a body coupled communica-
tion interface, connected to a patient, to body
coupled communication interface modules con-
nected to first and second peer devices; and
automatically connecting the first and second
peer devicesinto awireless networkinresponse
to the first and second peer devices being linked
to the patient body coupled communication in-
terface, wherein the step of automatically con-
necting includes receiving patient identification
via a patient body at the first peer device;

receiving device identification of the first
peer device via the patient body at the pa-
tient body coupled communication inter-
face; and

associating the first peer device identifica-
tion with the patient identification.

10. The method as set forth in claim 9, further including:

receiving patient identification via the patient
body at the second peer device;

receiving device identification of the second
peer device via the patient body at the patient
body coupled communication interface;
associating the second peer device with the pa-
tient identification;

transmitting network configuration parameters
to the second peer device; and

activating a second short-range network inter-
face module on the second peer device.

11. The method as set forth in claim 10, wherein the step

of linking includes one of:

contemporaneously linking the patient body

10

15

20

25

30

40

45

50

55

coupled communication interface to the body
coupled communication interface modules con-
nected to the first and second peer devices, and
linking the patient body coupled communication
interface to the body coupled communicationin-
terface module connected to the second peer
device subsequent to linking the patient body
coupled communication interface to the body
coupled communication interface module con-
nected to the first peer device.

12. An active identification device (28) for automatically

connecting first and second peer devices into a wire-
less network, said active identification device (28)
being configured to

temporarily link a body coupled communication in-
terface, connected to a patient, to body coupled com-
munication interface modules connected to the first
and second peer devices; and

automatically connect the first and second peer de-
vices into a wireless network in response to the first
and second peer devices being linked to the patient
body coupled communication interface;
communicate patient identification via a patient body
to the first peer device;

receive device identification of the first peer device
via the patient body at the patient body coupled com-
munication interface; and

associate the first peer device identification with the
patient identification.

Patentanspriiche

System (10) zur automatischen Konfiguration und
Einrichtung eines drahtlosen, medizinischen Ad-
hoc-Netzwerks (40), umfassend:

drahtlose Peer-Geréate (224, 22, ...
weils enthalten:

,22,), dieje-

ein Peer-kérpergekoppeltes Kommunikati-
onsschnittstellenmodul (244, 24,, ..., 24,),
um einen Patienten zu authentifizieren und
eine Gerateidentifikation eines ausgewahl-
ten Peer-Gerats (224, 22,, ..., 22,,) via den
Patientenkorper zu Gbermitteln, und

ein  Nahbereichs-Netzwerkschnittstellen-
modul (304, 30,, ..., 30,) zur Herstellung ei-
ner Kommunikationsverbindung zwischen
den Peer-Geréaten (224, 22,, ..., 22,); so-
wie

eine mit dem Patienten (14) verbundene,
aktive Identifikationsvorrichtung (28), wobei
die aktive ldentifikationsvorrichtung (28) so
konfiguriert ist, dass sie jedes ausgewahlte
Peer-Gerat (224, 22,, ..., 22n) authentifi-
ziert und jedes ausgewdahlte Peer-Gerat
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(224, 22,, ..., 22,) dem Patienten (14) auto-
matisch zuordnet, wobei die aktive Identifi-
kationsvorrichtung enthalt:

ein Patienten-kdérpergekoppeltes Kom-
munikationsschnittstellenmodul  (36),
das mit dem Patienten (14) gekoppelt
ist, um Netzwerkparameter von der ak-
tiven Identifikationsvorrichtung (28) zu
denPeer-Geraten (224, 22,, ...,22,) zu
Ubertragen, und so konfiguriertist, dass
es eine Patientenidentifikation von der
aktiven Identifikationsvorrichtung (28)
via einen Patientenkdrper zu dem
Peer-koérpergekoppelten Kommunika-
tionsschnittstellenmodul (244, 24,,...,
24,) jedes ausgewéhlten Peer-Geréts
(224,22,, ...,22,) Gbertragt und die Ge-
rateidentifikation von jedem ausge-
wahlten Peer-kérpergekoppelten Kom-
munikationsschnittstellenmodul (24,
24,, ..., 24,) via den Patientenkdrper
empfangt, wenn die Patienten-korper-
gekoppelte  Kommunikationsschnitt-
stelle (36) temporar mit dem ausge-
wahlten Peer-kérpergekoppelten Kom-
munikationsschnittstellenmodul (244,
24,, ..., 24,) gekoppelt ist.

2. System nach Anspruch 1, wobei die aktive Identifi-

kationsvorrichtung (28) weiterhin enthalt:

einen Communication Manager (38), der so
konfiguriert ist, dass er die Ubermittelte Geratei-
dentifikation der Patientenidentifikation automa-
tisch zuordnet und jedem ausgewahlten Peer-
Gerat Netzwerkkonfigurationsparameter zu-
weist, um die ausgewahlten Peer-Gerate (224,
22,, ...,22,) in das Netzwerk (40) zu konfigurie-
ren.

3. System nach Anspruch 2, wobei jedes Peer-Gerat

(224, 22,, ..., 22,)) weiterhin enthalt:

einen Communication Controller (264, 26,, ...,
26,)), der so konfiguriert ist, dass er die Gerétei-
dentifikation zu dem Communication Manager
(38) ubertragt und die Netzwerkkonfigurations-
parameter von dem Communication Manager
(38) empfangt, wobei der Communication Con-
troller (264, 26,, ..., 26,) und der Communication
Manager (38) so konfiguriert sind, dass sie mit-
einander Uber das ausgewahlte Peer-kdrperge-
koppelte Kommunikationsschnittstellenmodul
und Patienten-kérpergekoppelte Kommunikati-
onsschnittstellenmodul kommunizieren.

4. Systemnach Anspruch 3, wobei der Communication
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Manager (38) so konfiguriert ist, dass er die Nahbe-
reichs-Netzwerkschnittstellenmodule (304, 30, ...,
30,) der ausgewahlten Peer-Gerate (224, 22,, ...,
22,)) konfiguriert, um eine Netzwerkverbindung zwi-
schen den ausgewdhlten Peer-Geraten (22,4,
22,, ..., 22,) herzustellen.

System nach Anspruch 2, wobei die aktive Identifi-
kationsvorrichtung (28) weiterhin enthalt:

einen Speicher (60), der so konfiguriert ist, dass
er die Ubertragene Gerateidentifikation sowie
zugewiesene Netzwerkparameter der ausge-
wahlten Peer-Gerate fur eine Daten-Timeout-
Zeit (T, speichert.

Drahtloses Peer-Gerat (224, 22,, ..., 22,) zur Ver-
wendung in dem System nach Anspruch 1, wobei
das drahtlose Peer-Geréat enthalt:

das Peer-korpergekoppelte Kommunikations-
schnittstellenmodul (244, 24,, ..., 24,)) und das
Nahbereichs-Netzwerkschnittstellenmodul
(304, 30y, ..., 30,); sowie

einen Communication Controller (264, 26,, ...,
26,)), der so konfiguriert ist, dass er die Gerétei-
dentifikation zu einem in der aktiven Identifika-
tionsvorrichtung enthaltenen Communication
Manager (38) Ubertragt und die Netzwerkkonfi-
gurationsparameter von dem Communication
Manager (38) empfangt, wobei der Communi-
cation Controller (264, 26,, ..., 26,) und der
Communication Manager (38) so konfiguriert
sind, dass sie miteinander via einen Patienten-
kérper bidirektional kommunizieren.

Adapter (12) zur drahtlosen Verbindung von Peer-
Geraten (224,22, ..., 22,,), diejeweils eine drahtlose
Nahbereichs-Schnittstelleneinheit (304, 30,, ..., 30,))
enthalten, wobei der Adapter (12) umfasst:

einen ersten Abschnitt (16), der miteiner Person
(14) gekoppeltist und eine Personen-kérperge-
koppelte Kommunikationsschnittstelle (36) ent-
halt, um Personenidentifikations- und Netz-
werkkonfigurationsparameter via einen Perso-
nenkdrper zu Ubertragen; sowie

einen zweiten Abschnitt (18), der jedem einzel-
nen Peer-Gerét (224, 22, ..., 22,)) und der je-
weiligen drahtlosen Nahbereichs-Schnittstel-
leneinheit (304, 30,, ..., 30,,) zugeordnet ist, wo-
bei der zweite Abschnitt (18) eine Peer-korper-
gekoppelte Kommunikationsschnittstelle (24,
24,, ..., 24,), umdie Geréateidentifikation via den
Personenkdrper zu Ubertragen, wenn die Per-
son (14) und ein ausgewahltes Peer-Gerat (224,
22,, ..., 22,) temporar gekoppelt sind, sowie ei-
nen Communication Controller (264, 26,, ...,
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26,,) enthalt, der so konfiguriert ist, dass er die
Gerateidentifikation des ausgewahlten Peer-
Gerats (224, 22, ..., 22,) via eine jeweilige
Peer-korpergekoppelte Kommunikations-
schnittstelle (244, 24,, ..., 24,) zu dem ersten
Abschnitt (16) Gbertragt.

8. Adapter nach Anspruch 7, wobei der erste Abschnitt

(16) weiterhin enthalt:

einen Communication Manager (38), der so
konfiguriertist, dass er die Uibertragene Geréatei-
dentifikation der Personenidentifikation auto-
matisch zuordnet und die Netzwerkkonfigurati-
onsparameter zu einem Communication Cont-
roller (264, 26,, ..., 26,)) des ausgewéhlten Peer-
Geréts (224, 22,, ..., 22,) Ubertragt, um die
drahtlose Nahbereichs-Schnittstelleneinheit
(304,30, ...,30,) jedes ausgewahlten Peer-Ge-
rats (224, 22,, ..., 22,)) untereinander zu verbin-
den, so dass die ausgewahlten Peer-Gerate
(224, 22y, ..., 22,)) das Netzwerk (40) bilden.

9. Verfahren, wonach:

eine mit einem Patienten verbundene, korper-
gekoppelte Kommunikationsschnittstelle tem-
porar mit kérpergekoppelten Kommunikations-
schnittstellenmodulen, die mit einem ersten und
zweiten Peer-Gerat verbunden sind, verlinkt
werden; und

das erste und zweite Peer-Gerét in Reaktion
darauf, dass das erste und zweite Peer-Gerat
mit der Patienten-kdrpergekoppelten Kommuni-
kationsschnittstelle verlinkt sind, automatisch
an ein drahtloses Netzwerk angeschlossen wer-
den, wobei der Schritt des automatischen An-
schlieRens beinhaltet:

das Empfangen einer Patientenidentifikati-
on via einen Patientenkdrper an dem ersten
Peer-Gerat;

das Empfangen einer Gerateidentifikation
des ersten Peer-Gerats via den Patienten-
korper an der Patienten-kérpergekoppelten
Kommunikationsschnittstelle; und
Zuordnen der Identifikation des ersten
Peer-Gerats zu der Patientenidentifikation.

10. Verfahren nach Anspruch 9, wonach weiterhin:

die Patientenidentifikation via den Patientenkor-
per an dem zweiten Peer-Geradt empfangen
wird;

die Gerateidentifikation des zweiten Peer-Ge-
rats via den Patientenkorper an der Patienten-
kérpergekoppelten Kommunikationsschnittstel-
le empfangen wird;
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das zweite Peer-Gerat der Patientenidentifika-
tion zugeordnet wird;
Netzwerkkonfigurationsparameter zu dem
zweiten Peer-Gerat Ubertragen werden; und
ein zweites Nahbereichs-Netzwerkschnittstel-
lenmodul auf dem zweiten Peer-Gerat aktiviert
wird.

11. Verfahren nach Anspruch 10, wobei der Schritt des

Verlinkens beinhaltet:

kontemporares Verlinken der Patienten-korper-
gekoppelten Kommunikationsschnittstelle mit
den, mit dem ersten und zweiten Peer-Geréat
verbundenen, kérpergekoppelten Kommunika-
tionsschnittstellenmodulen; oder

Verlinken der Patienten-kdrpergekoppelten
Kommunikationsschnittstelle mit dem, mit dem
zweiten Peer-Gerat verbundenen, kérperge-
koppelten Kommunikationsschnittstellenmodul
im Anschluss an das Verlinken der Patienten-
korpergekoppelten Kommunikationsschnittstel-
le mit dem, mit dem ersten Peer-Gerat verbun-
denen, korpergekoppelten Kommunikations-
schnittstellenmodul.

12. Aktive Identifikationsvorrichtung (28), um das erste

und zweite Peer-Gerat automatisch an ein drahtlo-
ses Netzwerk anzuschlieRen, wobei die aktive lden-
tifikationsvorrichtung (28) so konfiguriert ist, dass sie
eine mit einem Patienten verbundene, kérpergekop-
pelte Kommunikationsschnittstelle temporar mit kor-
pergekoppelten Kommunikationsschnittstellenmo-
dulen, die mit dem ersten und zweiten Peer-Gerat
verbunden sind, verlinkt; und

das erste und zweite Peer-Gerét in Reaktion darauf,
dass das erste und zweite Peer-Gerat mit der Pati-
enten-korpergekoppelten Kommunikationsschnitt-
stelle verlinkt sind, automatisch an ein drahtloses
Netzwerk anschlieft;

eine Patientenidentifikation via einen Patientenkor-
per zu dem ersten Peer-Geréat tbertragt;

eine Gerateidentifikation des ersten Peer-Gerats via
den Patientenkdrper an der Patienten-kdrpergekop-
pelten Kommunikationsschnittstelle empfangt; und
die Identifikation des ersten Peer-Gerats der Patien-
tenidentifikation zuordnet.

Revendications

Systéme (10) pour la configuration automatique et
le paramétrage d’un réseau médical sans fil ad hoc
(40) comprenant :

des dispositifs homologues sans fil (224, 22,, ...,
22,)) qui comportent chacun :
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un module d’interface de communication
couplé a un corps homologue (244, 24,, ...,
24.) pour l'authentification d’'un patient et la
transmission de l'identification de dispositif
d’un dispositif homologue sélectionné (22,,
22,, ..., 22,) via le corps du patient, et

un module d’interface réseau a courte por-
tée (304, 30,, ..., 30,) pour paramétrer une
connexion de communication entre les dis-
positifs homologues (224, 22,, ..., 22,)) ; et
un dispositif actif d’identification (28), relié
au patient (14), lequel dispositif actif d'iden-
tification (28) est configuré pour authentifier
chaque dispositif homologue sélectionné
(224, 22y, ..., 22,) et associer automatique-
ment chaque dispositif homologue sélec-
tionné (224, 22,, ..., 22,)) au patient (14), le
dispositif actif d’identification comportant :

un module d’'interface de communica-
tion couplé au corps d’un patient (36),
couplé avec le patient (14) pour trans-
mettre des paramétres de réseau du
dispositif actif d’identification (28) aux
dispositifs homologues (224, 22,, ...,
22n), configuré pour communiquer
l'identification de patient du dispositif
actif d’identification (28) via un corps de
patient au module d’interface de com-
munication couplé au corps homologue
(244, 24,, ..., 24,) de chaque dispositif
homologue sélectionné (224, 22,, ...,
22,) et pour recevoir l'identification de
dispositif de chaque module d’interface
de communication couplé au corps ho-
mologue sélectionné (244, 24,, ..., 24,)
via le corps de patient lorsque l'interfa-
ce de communication couplée au corps
de patient (36) esttemporairement cou-
plée au module d’interface de commu-
nication couplé au corps homologue
sélectionné (24,4, 24,, ..., 24,).

2. Systéme selon larevendication 1, dans lequel le dis-

positif actif d’identification (28) comporte en outre :

un gestionnaire de communication (38) qui est
configuré pour associer automatiquement
l'identification de dispositif transmise a l'identi-
fication de patient et attribuer des paramétres
de configuration de réseau a chaque dispositif
homologue sélectionné pour configurer les dis-
positifs homologues sélectionnés (224, 22,, ...,
22,) dans le réseau (40).

3. Systéme selon la revendication 2, dans lequel cha-

que dispositif homologue (224, 22, ..
te en outre :

., 22,) compor-
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un contréleur de communication (264, 26,, ...,
26,)) qui est configuré pour transmettre I'identi-
fication de dispositif au gestionnaire de commu-
nication (38) et recevoir les paramétres de con-
figuration de réseau du gestionnaire de commu-
nication (38), le contréleur de communication
(264, 26,, ..., 26,,) et le gestionnaire de commu-
nication (38) étant configurés pour communi-
quer entre eux via le module d’interface de com-
munication couplé au corps homologue sélec-
tionné et le module d’interface de communica-
tion couplé au corps de patient.

Systéme selon larevendication 3, danslequelle ges-
tionnaire de communication (38) est configuré pour
configurer les modules d’interface réseau a courte
portée (304, 30,, ..., 30,) des dispositifs homologues
sélectionnés (22, 22,, ..., 22,,) afin d’établir une con-
nexion de réseau entre les dispositifs homologues
sélectionnés (224, 22,, ..., 22,).

Systéme selon la revendication 2, dans lequel le dis-
positif actif d’'identification (28) comporte en outre :

une mémoire (60) qui est configurée pour stoc-
ker l'identification de dispositif transmise et les
parametres de réseau attribués des dispositifs
homologues sélectionnés pendant un délai d’at-
tente (T,,;) de données.

Dispositif homologue sans fil (224, 22,, ..., 22,) des-
tiné a étre utilisé dans le systéme selon la revendi-
cation 1, le dispositif homologue sans fil comportant :

ledit module d’interface de communication cou-
plé au corps homologue (24, 24,, ..., 24,) et
ledit module d’interface réseau a courte portée
(304, 30y, ..., 30,) ; et

un contréleur de communication (264, 26,, ...,
26,)) qui est configuré pour transmettre I'identi-
fication de dispositif a un gestionnaire de com-
munication (38) inclus dans le dispositif actif
d’identification et recevoir les paramétres de
configuration de réseau du gestionnaire de com-
munication (38), le contréleur de communication
(264, 26,, ..., 26n) et le gestionnaire de commu-
nication (38) sont configurés pour communiquer
de maniere bidirectionnelle I'un avec I'autre via
un corps de patient.

Adaptateur (12) pour interconnecter sans fil des dis-
positifs homologues (224, 22,, ..., 22,), qui compor-
tent chacun une unité d’interface sans fil a courte
portée (304, 30,,.., 30,), ladaptateur (12)
comprenant :

une premiére partie (16) couplée a une person-
ne (14) et comportant une interface de commu-
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nication couplée a un corps de personne (36)
pour transmettre une identification de personne
et des parameétres de configuration de réseau
via un corps de personne ; et

une seconde partie (18) associée a chaque dis-
positif homologue individuel (224, 22,, ..., 22,)
et une unité d’interface sans fil a courte portée
(304, 30,, ..., 30,,) respective, laquelle seconde
partie (18) comporte une interface de commu-
nication couplée au corps homologue (244,
24,, ..., 24,) pour transmettre 'identification de
dispositif via le corps de personne lorsque la per-
sonne (14) et un dispositif homologue sélection-
né (224, 22,, ..., 22,) sont temporairement cou-
plés et un contréleur de communication (26,
26,, ..., 26,)) qui est configuré pour transmettre
l'identification de dispositif du dispositif homolo-
gue sélectionné (22, 22,, ..., 22,) ala premiére
partie (16) via une interface de communication
couplée au corps homologue respective (244,
24,, ..., 24n).

8. Adaptateur selon la revendication 7, dans lequel la

premiére partie (16) comporte en outre :

un gestionnaire de communication (38) qui est
configuré pour associer automatiquement
l'identification de dispositif transmise a l'identi-
fication de personne et transmettre les parame-
tres de configuration de réseau a un contréleur
de communication (264, 265, ..., 26,,) du dispo-
sitif homologue sélectionné (224, 22,, ..., 22)
pour interconnecter I'unité d’interface sans fil a
courte portée (304, 30,, ..., 30,) de chaque dis-
positif homologue sélectionné (224, 22,, ...,22,)
de telle sorte que les dispositifs homologues sé-
lectionnés (224, 22,, ..., 22,)) forment le réseau
(40).

9. Procédé comprenant :

la liaison temporaire d’une interface de commu-
nication couplée au corps, reliée a un patient,
aux modules d’interface de communication cou-
plés au corps reliés aux premier et second dis-
positifs homologues ; et

la connexion automatique des premier et se-
cond dispositifs homologues a un réseau sans
fil en réponse a la liaison des premier et second
dispositifs homologues a l'interface de commu-
nication couplée au corps de patient, dans le-
quel I'étape de connexion automatique compor-
te

la réception de l'identification de patient via un
corps de patient au niveau du premier dispositif
homologue ;

la réception de lidentification de dispositif du
premier dispositif homologue via le corps de pa-

10

15

20

30

35

40

45

50

55

1"

tient au niveau de l'interface de communication
couplée au corps de patient ; et

I’'association de la premiére identification de dis-
positif homologue a I'identification de patient.

10. Procédé selon la revendication 9, comportant en

outre :

la réception de l'identification de patient via le
corps de patient sur le second dispositif
homologue ;

laréception de l'identification de dispositif du se-
cond dispositif homologue via le corps de patient
sur l'interface de communication couplée au
corps de patient ;

I'association du second dispositif homologue a
I'identification de patient ;

latransmission des parameétres de configuration
de réseau au second dispositif homologue ; et
I'activation d’un second module d’interface de
réseau a courte portée sur le second dispositif
homologue.

11. Procédé selonlarevendication 10, dans lequel I'éta-

pe de liaison comporte I'une parmi :

une liaison simultanée de l'interface de commu-
nication couplée au corps de patient aux modu-
les d’interface de communication couplés au
corps connectés aux premier et second dispo-
sitifs homologues, et

une liaison de l'interface de communication cou-
plée au corps de patient au module d’interface
de communication couplé au corps connecté au
second dispositif homologue suite a la liaison
de linterface de communication couplée au
corps de patient au module d’interface de com-
munication couplé au corps connecté au pre-
mier dispositif homologue.

12. Dispositif actif d’identification (28) destiné a se con-

necter automatiquement les premier et second dis-
positifs homologues a un réseau sans fil, ledit dis-
positif actif d’'identification (28) étant configuré pour
relier temporairement une interface de communica-
tion couplée au corps, connectée a un patient, a des
modules d’interface de communication couplés au
corps connectés aux premier et second dispositifs
homologues ; et

connecter automatiquement les premier et second
dispositifs homologues dans un réseau sans fil en
réponse a la liaison des premier et second dispositifs
homologues a I'interface de communication couplée
au corps de patient ;

communiquer l'identification de patient via un corps
de patient au premier dispositif homologue ;
recevoir une identification de dispositif du premier
dispositif homologue via le corps de patient sur I'in-
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terface de communication couplée au corps de
patient ; et

associer l'identification de premier dispositif homo-
logue a l'identification de patient.
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