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Description

BACKGROUND

[0001] The present disclosure relates to an electronic
device having a user identification function and a user
authentication method.
[0002] In recent years, in various fields, for example,
the inclusion of a payment and/or an entrance service in
the work field, e-commerce, e-banking, e-investing, e-
data protection, remote access to a resource, e-transac-
tion, work security, a theft prevention device, identifica-
tion of a criminal, security entry, and entry registration,
the importance of the recognition of an identity, such as
the identification and verification of a personal identity,
has increased.
[0003] The recognition of a personal identity may use
electro-biometric identification and a verification system
independently, or may be combined with a technology,
such as a smart key, an encryption key, or a digital sig-
nature.
[0004] However, a separate user identification means,
such as a password, a personal identification number
(PIN) or card, or an accredited certificate is necessary
for the recognition of the user. The password should be
changed regularly in order to maintain security, which is
a considerable burden to the user.
[0005] In a wearable electronic device that is mounted
on a wrist of the user in the form of a watch or a band
(e.g., in an existing smart watch as the electronic device),
a method of authenticating the user through electrocar-
diogram (ECG) recognition has been suggested.
[0006] However, the conventional electronic device
should sense an electrocardiogram whenever the user
is authenticated. Bionym: "nymi", 19 November 2013
(2013-11-19), Retrieved from the Internet:URL:ht-
tps://www.nymi.com/wp-content/ up-
loads/2013/1l1NymiWhitePaper-1.pdf [retrieved on
2015-06-15] discloses a wearable electronic device with
ECG based authentication and invalidation of authenti-
cation information when the device is taken of from the
user.

SUMMARY

[0007] Therefore, the present disclosure has been
made in an effort to solve the above-mentioned prob-
lems, and provides an electronic device that can authen-
ticate the user as long as it is worn by the user, without
using a separate user identification means, by mounting
both a user identification sensor and a wearing state de-
tection sensor on the electronic device, thereby main-
taining the authentication effect, and provides a user au-
thentication method.
[0008] The present disclosure also provides an elec-
tronic device that can be associated with various appli-
cations without performing an additional user authenti-
cation, and a user authentication method.

[0009] In accordance with an aspect of the present dis-
closure, an electronic device comprises: a user identifi-
cation unit that detects a body signal of the user and
processes authentication of the user; an in-use detection
unit that detects the body signal of the user and checks
whether the user uses the electronic device; and a proc-
essor that authenticates the user according to the body
signal detected by the user identification unit and the
body signal detected by the in-use detection unit.
[0010] The user identification unit may comprise an
ECG sensor that identifies the user through ECG sens-
ing.
[0011] The in-use detection unit may comprise a heart
rate monitor (HRM) sensor that detects a wearing state
of the electronic device by the user.
[0012] The electronic device may comprise a body.
The ECG sensor may comprise a first identification sen-
sor and a second identification sensor, and the first and
second identification sensors may be attached to differ-
ent surfaces of the body.
[0013] The first identification sensor may generate a
waveform according to an ECG pattern of heartbeats of
the user, and the second identification sensor may gen-
erate a waveform according to an ECG pattern when the
user makes various payments or performs an authenti-
cation in a login process.
[0014] The first identification sensor may be located in
a button on the body to be operated by pushing the button,
and completes a human body communication loop.
[0015] The HRM sensor may detect a wearing state of
the electronic device by the user in a photoplethysmog-
raphy (PPG) method.
[0016] The processor may record a waveform detected
through the user identification unit, compare the wave-
form with an ECG pattern of the user yielding in a com-
parison result, the ECG pattern being registered in ad-
vance, by using an ECG pattern analysis solution, and
process a user authentication for the electronic device
by identifying the user according to the comparison re-
sult.
[0017] The processor may comprise a memory that
stores authentication contents of the user through ECG
sensing.
[0018] The electronic device further may comprise: a
body and a coupling detection sensor that detects wheth-
er the body is maintained at a wearing location of the user.
[0019] The processor may eliminate the authentication
contents of the user through ECG sensing stored in the
memory according to a detection signal of at least one
of the coupling detection sensor and the in-use detection
unit.
[0020] The authentication of the user may be used in
association with an application, if the in-use detection
unit of the electronic device determines that the electronic
device is being worn by the user after the processor au-
thenticates the user resulting in an authentication of the
user.
[0021] The electronic device may furthe comprise a
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body. The body further may comprise a wrongful use
prevention sensor in a band that is located at a wearing
position of the user.
[0022] The wrongful use prevention sensor may be a
conductive body that is embedded in a band.
[0023] In accordance with another aspect of the
present disclosure, a user authentication method for use
with an electronic device having a body may comprise:
registering an ECG pattern of a user resulting in a regis-
tered ECG pattern; sensing an ECG pattern of the user;
comparing the registered ECG pattern and the ECG pat-
tern of the user sensed, and identifying the user; if the
the registered ECG pattern coincides with the ECG pat-
tern of the user sensed based on the identification, au-
thenticating the user and storing authentication informa-
tion; and checking a wearing state of the body.
[0024] The authentication information stored may be
discarded, if the wearing state of the body is released or
the body is not worn.
[0025] The authentication of the user may be used in
association with an application, if the wearing state of the
body is identified.
[0026] The user may be identified by comparing the
registered ECG pattern of the user with the ECG pattern
of the user sensed using an ECG pattern analysis solu-
tion.
[0027] When the wearing state of the body is identified,
the stored authentication may be automatically discarded
via detecting a wrongful use of the body by a third person.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] For a more complete understanding of the
present disclosure and its advantages, reference is now
made to the following description taken in conjunction
with the accompanying drawings, in which like reference
numerals represent like parts:

FIG. 1 is a perspective view illustrating a front surface
of an electronic device that has a user identification
function according to various embodiments of the
present disclosure;

FIG. 2 is a perspective view illustrating a rear surface
of the electronic device of FIG. 1;

FIG. 3 is a schematic diagram illustrating a wearing
state of an electronic device according to various
embodiments of the present disclosure;

FIG. 4 is a schematic diagram illustrating a band of
an electronic device according to various embodi-
ments of the present disclosure;

FIG. 5 is a block diagram illustrating an electronic
device having a user identification function accord-
ing to various embodiments of the present disclo-
sure;

FIG. 6 is a flowchart illustrating an operation of an
electronic device having a user identification function
according to various embodiments of the present dis-
closure;

FIG. 7 is a view illustrating an example of automat-
ically releasing a door lock through ECG authentica-
tion of an electronic device having a user identifica-
tion function according to various embodiments of
the present disclosure; and

FIG. 8 is a view illustrating an example of an auto-
matic login through ECG authentication of an elec-
tronic device having a user identification function ac-
cording to various embodiments of the present dis-
closure.

DETAILED DESCRIPTION OF THE EXEMPLARY EM-
BODIMENTS

[0029] The following description with reference to the
accompanying drawings is provided to assist in a com-
prehensive understanding of various embodiments of the
present disclosure as defined by the claims and their
equivalents. It includes various specific details to assist
in that understanding but these are to be regarded as
merely exemplary. Accordingly, those of ordinary skill in
the art will recognize that various changes and modifica-
tions can be made to the various embodiments described
herein without departing from the scope and spirit of the
present disclosure. In addition, descriptions of well-
known functions and constructions may be omitted for
clarity and conciseness.
[0030] The terms and words used in the following de-
scription and claims are merely used by the inventor to
enable a clear and consistent understanding of the
present disclosure. Accordingly, it should be apparent to
those skilled in the art that the following description of
various embodiments of the present disclosure is provid-
ed for illustration purpose only and not for the purpose
of limiting the present disclosure as defined by the ap-
pended claims and their equivalents.
[0031] It is to be understood that the singular forms "a,"
"an," and "the" include plural referents unless the context
clearly dictates otherwise. Thus, for example, reference
to "a component surface" includes reference to one or
more of such surfaces.
[0032] By the term "substantially" it is meant that the
recited characteristic, parameter, or value need not be
achieved exactly, but that deviations or variations, includ-
ing for example, tolerances, measurement error, meas-
urement accuracy limitations and other factors known to
those of skill in the art, may occur in amounts that do not
preclude the effect the characteristic was intended to pro-
vide.
[0033] As used in embodiments of the present disclo-
sure, the expression "include" or "may include" or "can
include" refers to the existence of a corresponding func-
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tion, operation, or constituent element, and does not limit
one or more additional functions, operations, or constit-
uent elements. Further, as used in embodiments of the
present disclosure, the term, such as "include" or "have"
may be construed to denote a certain characteristic,
number, operation, constituent element, component or a
combination thereof, but may not be construed to exclude
the existence of or a possibility of addition of one or more
other characteristics, numbers, operations, constituent
elements, components or combinations thereof.
[0034] As used in embodiments of the present disclo-
sure, the expression "and/or" includes any or all combi-
nations of words enumerated together. For example, the
expression "A or B" or "at least one of A and B" may
include A, may include B, or may include both A and B.
[0035] While expressions including ordinal numbers,
such as "first" and "second", as used in the present dis-
closure may modify various constituent elements, such
constituent elements are not limited by the above expres-
sions. For example, the above expressions may not in-
dicate a specific order and/or relative importance of the
corresponding constituent elements. The above expres-
sions may be used merely for the purpose of distinguish-
ing a constituent element from other constituent ele-
ments. For example, a first user device and a second
user device indicate different user devices although both
are user devices. For example, a first constituent element
may be termed a second constituent element, and like-
wise a second constituent element may also be termed
a first constituent element without departing from the
scope of the present disclosure.
[0036] When a first component is referred to as being
"connected" or "accessed" to a second component, it
should be understood that the first component may be
directly connected or accessed to the second compo-
nent, but also that a third component may be interposed
between the first and second components. Contrarily,
when the first component is referred to as being "directly
connected" or "directly accessed" to the second compo-
nent, it should be understood that there is no other com-
ponent between the first component and the second com-
ponent.
[0037] In various embodiments of the present disclo-
sure, an electronic device may be a device that involves
a communication function. Accordingly, an electronic de-
vice may be, for example, a smart phone, personal com-
puter (PC), a tablet PC, a mobile phone, a video phone,
an e-book reader, a desktop PC, a laptop PC, a netbook
computer, a Personal Digital Assistant (PDA), a Portable
Multimedia Player (PMP), a Moving Picture Experts
Group (MPEG-1 or MPEG-2) Audio Layer-3 (MP3) play-
er, a portable medical device, a digital camera, or a wear-
able device (e.g., a Head-Mounted Device (HMD), such
as electronic glasses, electronic clothes, an electronic
bracelet, an electronic necklace, electronic tattoos, an
electronic appcessory, a smart watch, and the like).
[0038] FIGS. 1 and 2 illustrate an electronic device 100
that has a user identification function according to various

embodiments of the present disclosure. FIG. 3 illustrates
a wearing state of the electronic device 100 of FIG. 1.
[0039] The electronic device 100 that has a user iden-
tification function according to various embodiments of
the present disclosure is, for example, a smart watch,
and includes a housing or body 120, a band 140 for
mounting or securing the body 120 on a wrist of the user,
and a buckle assembly 160 that couples opposite ends
of the band 140 to maintain a desired mounting position
of the body 120.
[0040] The electronic device 100 may include an ECG
sensor 200 (as shown in FIG. 5) for identifying the user,
and a heart rate monitor (HRM) sensor, or HRM sensor
300 for detecting a wearing state of the electronic device
by the user.
[0041] The ECG sensor 200 may include a first iden-
tification sensor 220 that is operated when user authen-
tication is desired, and a second identification sensor 240
that is attached to a wrist of the user. For example, the
first identification sensor 220 may be in the form of a
button on an upper surface or an upper portion 154 of
the body 120 and the second identification sensor 240
may be located in a lower portion or a lower surface 158
of the body 120.
[0042] The first identification sensor 220 may generate
a waveform of a voltage according to an ECG pattern
when the user is authenticated to perform payments and
login processes, and the second identification sensor 240
may generate a waveform of a voltage according to an
ECG pattern of the heart beats of the user.
[0043] The first identification sensor 220 is operated,
for example, by pushing a button associated with the first
identification sensor 220 for a predetermined time period,
which may generate a human body communication loop.
[0044] The HRM sensor 300 may periodically detect a
wearing state of the electronic device 100 by the user.
For example, the HRM sensor 300 may be attached to
the lower portion or the lower surface 158 of the body
120 adjacent to the second identification sensor 240, and
it may be preferable to use a PPG method in which var-
iations of reflection of light are sensed according to a flow
of blood to measure heart beats or heart rates.
[0045] The buckle assembly 160 may further include
a coupling detection sensor 620 (as shown in FIG. 5) that
detects that a first end 162 of the opposite ends of the
band 140 is coupled to a second end 166 of the opposite
ends of the band 140, which enters the buckle assembly
160 into an in-use state of the electronic device 100.
[0046] The coupling detection sensor 620 may detect
if the user releases the wearing (the in-use) state of the
electronic device 100 thus also exiting the in-use state
of the electronic device 100. For example, the electronic
device 100 may include the buckle assembly 160, into
which the first end 162 of the band 140 is inserted to be
coupled to the buckle assembly 160 on the second end
166 such that the electronic device 100 is mounted or
secured on a wrist of the user. Conversely, the electronic
device 100 may use the coupling detection sensor 620,
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such as, for example, a general photo sensor, a magnet,
or a lead switch, to detect if the user releases the band
140 from the buckle assembly 160 to exit the in-use state
of the electronic device 100.
[0047] After the electronic device 100 having a user
identification function, according to various embodiments
of the present disclosure, is worn by the user, the user
may be identified by comparing ECG patterns according
to waveforms of the voltages detected through the first
identification sensor 220 and the second identification
sensor 240 of the ECG sensor 200 in order to perform a
user authentication for the electronic device 100. Results
of the user authentication performed may be stored in an
ECG authentication storage.
[0048] As long as the user maintains the wearing state
of the electronic device 100, after the user authentication
has been performed through the ECG sensor 200, the
electronic device 100 may achieve an authentication
maintaining effect.
[0049] To achieve an authentication maintaining ef-
fect, the electronic device 100 of the present disclosure
checks whether the coupling detection sensor 620, which
includes the buckle assembly 160, is being kept in the
wearing state, and also periodically checks the wearing
state of the electronic device 100 by the user through the
HRM sensor 300.
[0050] Accordingly, the electronic device 100 of the
present disclosure may continue to authenticate the user
as long as the user wears the electronic device 100, with-
out using a separate user identification means. It may
also be unnecessary to perform ECG sensing again
whenever the authentication is performed.
[0051] FIG. 4 illustrates the band 140 of the electronic
device 100 according to various embodiments of the
present disclosure.
[0052] Referring to FIG. 4, the band 140 of the elec-
tronic device 100 may further include a tamperproof or
wrongful use prevention sensor 640 (shown in FIG. 5)
that may prevent the wrongful use of the electronic device
100, on which an authentication has already been per-
formed. For example, if the electronic device 100, on
which an authentication of the user has been performed,
is used after the band 140 of the electronic device 100
is cut off by a third person, the third person may wrongfully
use the electronic device 100 without performing ECG
sensing again because the electronic device 100 may be
stolen without permission while the wearing state of the
electronic device 100 based on the coupling detection
sensor 620 has not been reset by the user.
[0053] In order to provide such a tamperproof function,
the wrongful use prevention sensor 640 may include a
conductive body 642 that is embedded in the band 140
in the shape of a stripe.
[0054] According to an embodiment of the present dis-
closure, because the conductive body 642 is also cut off
if a third person cuts off the band 140, a processor 700
(as shown in FIG. 5) may detect a sign of wrongful use
accordingly, and then the wrongful use by the third person

may be prevented by commanding the elimination or dis-
carding of ECG authentication information of the user
that is stored in a security memory 720 (as shown in FIG.
5) in the processor 700.
[0055] FIG. 5 illustrates the electronic device 100 hav-
ing a user identification function according to various em-
bodiments of the present disclosure.
[0056] Referring to FIG. 5, the electronic device 100
having a user identification function, according to the
present disclosure, may include the body 120 (e.g., as
shown in FIG. 4), a user identification unit 500 that detects
a body signal of the user and performs an authentication
of the user of the electronic device 100, an in-use detec-
tion unit 600 that detects a body signal of the user and
checks an in-use state of the electronic device 100 by
the user, and a processor 700 that authenticates the user
according to a detection signal of the user identification
unit 500.
[0057] The user identification unit 500 may include an
ECG sensor 200 for identifying the user, and the in-use
detection unit 600 may include an HRM sensor 300 for
detecting a wearing state of the electronic device 100 by
the user, as described above.
[0058] The processor 700 compares ECG patterns ac-
cording to waveforms of voltages detected through the
first identification sensor 220 and the second identifica-
tion sensor 240 (acting as a pair of ECG sensors) of the
user identification unit 500 using an ECG pattern analysis
solution 740 to yield in a comparison result. The proces-
sor 700 also authenticates the user of the electronic de-
vice 100 by identifying the user according to the compar-
ison result.
[0059] The processor 700 may include a security mem-
ory 720 that stores and preserves authentication con-
tents of the user through ECG sensing.
[0060] When the user does not release the wearing
state of the electronic device 100 after the user is au-
thenticated (ECG authentication) through ECG sensing,
the processed user authentication information may be
stored in the security memory 720 in the processor 700,
which is an ECG authentication storage.
[0061] The electronic device 100, according to various
embodiments of the present disclosure, may identify the
wearing state of the electronic device 100 by the user
according to a signal of the coupling detection sensor
620.
[0062] Furthermore, because the coupling detection
sensor 620 detects the wearing state of the electronic
device 100, and the HRM sensor 300 of the in-use de-
tection unit 600 periodically monitors the wearing state
of the electronic device 100, the processor 700 may com-
mand the security memory 720 in the processor 700 to
eliminate or discard ECG authentication information that
is stored and preserved in the security memory 720 ac-
cording to a detection signal of the coupling detection
sensor 400 or the in-use detection unit 600 when the
electronic device 100 is taken off from the user.
[0063] In another embodiment, ECG authentication in-
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formation may be stored in an external memory 722 ex-
ternal to the processor 700. In such embodiments, the
security memory 720 is embedded in the processor 700.
[0064] If the wearing state of the electronic device 100
is not released, but the user continues to wear the elec-
tronic device 100, the processed ECG authentication is
available and may be used in various authentication pro-
cedures.
[0065] Differently, because the ECG authentication in-
formation stored in the security memory 720 or the ex-
ternal memory 722 is eliminated or discarded, automat-
ically or selectively, if the wearing state of the electronic
device 100 is released or the electronic device 100 is not
worn, the electronic device 100 may prompt for a new
ECG authentication procedure.
[0066] Furthermore, even though a third person cuts
off the band 140 for the purpose of theft while the wearing
state of the electronic device 100 is not released, the
wrongful use by a third person can be prevented because
the processor commands the security memory 720 or
the external memory 722 to eliminate or discard, auto-
matically or selectively, the ECG authentication informa-
tion stored in the security memory 720 or the external
memory 722 according to a detection signal of the wrong-
ful use prevention sensor 640 for detecting a sign of a
wrongful use of the electronic device 100 by cutting-off
the conductive body 642 in the band 140.
[0067] A user authentication procedure of the electron-
ic device 100 having a user identification function, ac-
cording to the present disclosure, will be described with
reference to FIG. 6.
[0068] First, an authentication registering step (S 100)
of registering an ECG pattern of the user is performed
before the user puts on the electronic device 100.
[0069] Next, while the user wears the electronic device
100 such that the second identification sensor 240 (of
FIG. 2) is placed onto a wrist of the user, ECG sensing
at S200 is started by pushing or touching the first identi-
fication sensor 220 (of FIG. 1) at the upper portion 154
(of FIG. 1) of the body 120 for a predetermined time period
(as shown in FIG. 3).
[0070] In S300, the processor 700 (of FIG. 5) records
waveforms detected by electrodes of the first identifica-
tion sensor 220 and the second identification sensor 240,
and identifies the user by comparing the waveforms de-
tected with the ECG pattern of the user (of S 100), which
has been registered in advance, by using an ECG pattern
analysis solution 740.
[0071] If the ECG pattern of the user coincides with the
ECG pattern of the registrant in the identification result,
as determined in S300, user authentication is performed
in S400, and the authentication information is stored in
the security memory 720 in the processor 700 or the ex-
ternal memory 722 in S500. If the ECG pattern of the
user does not coincide with the ECG pattern of the reg-
istrant in the identification result, as determined in S300,
authentication is denied and the user is considered an
non-registrant in S600.

[0072] In S700, whether the user continues to wear the
electronic device 100 is checked. Specifically, the proc-
essor 700 detects the wearing state of the electronic de-
vice 100 with the coupling detection sensor 620 and con-
tinuously monitors the wearing state of the electronic de-
vice 100 via the HRM sensor 300, as shown in S650.
The authentication information stored in the security
memory 720 or the external memory 722 is eliminated
or discarded, automatically or selectively, if the electronic
device 100 is released or not mounted or worn in S800.
Thereafter, accordingly, the user may perform a new user
authentication operation, thus repeating S100.
[0073] Differently, if the user continues to wear the
electronic device 100, the ECG authentication is availa-
ble and accordingly, may be variously used in association
with applications in S1000.
[0074] According to an embodiment of the present dis-
closure, in S900, the processor 700 checks whether the
conductive body 642 of the band 140 is cut off through
a detection signal of the wrongful use prevention sensor
640 even though the user continues to wear the electronic
device 100. The processor 700 also may eliminate or
discard, automatically or selectively, the ECG authenti-
cation information stored in the security memory 720 or
the external memory 722 in S800, if it is determined that
the band 140 is cut off in S900. Otherwise, the processor
700 may in S1000 variously use the ECG authentication
in association with an application 790 (of FIG. 5) because
the ECG authentication remains to be available if it is
identified that the user continues to wear the electronic
device 100 while the band 140 is not cut off.
[0075] FIGS. 7 and 8 exemplify a process of automat-
ically releasing a door lock through an ECG authentica-
tion of the electronic device 100 having a user identifica-
tion function according to an embodiment of the present
disclosure, and an application (e.g., the application 790
of FGI. 5) for the automatic login of a PC or a smartphone.
[0076] Referring to FIGS. 7 and 8, if the user continues
to wear the electronic device 100, the user may enter a
building without inputting a separate key or a password
using the user authentication information stored in the
security memory 720 or the external memory 722, and
may automatically log in a PC or a smartphone by linking
the user authentication information to a terminal or a serv-
ice through Bluetooth or Wi-Fi Direct.
[0077] Furthermore, although not exemplified in detail,
an application associated with an ECG authentication
may unlock a vehicle without using a separate smart key,
may open a safe without inputting a separate key or a
password, may immediately perform a payment without
a separate approval through a Point-Of-Sales (POS) or
the like, and may be applied to other various applications.
[0078] As described above, according to various em-
bodiments of the present disclosure, because a user
identifying ECG sensor and a wearing state detecting
HRM sensor are simultaneously mounted, an authenti-
cation may be made as long as the user wears the elec-
tronic device through the user identifying ECG sensor
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without using a separate user identifying means, and an
authentication effect can be maintained through the
wearing state detecting HRM sensor.
[0079] In addition, through the fact that the user is not
changed as long as the user does not release the wearing
state, the user authentication can continue the authenti-
cation effect and can be associated with various appli-
cations such as a PC, a smartphone, a door lock, a ve-
hicle, a safe, a payment, and the like without an additional
user authentication.
[0080] While the present disclosure has been shown
and described with reference to various embodiments
thereof, it will be understood by those skilled in the art
that various changes in form and details may be made
therein without departing from the scope of the present
disclosure as defined by the appended claims.

Claims

1. An electronic device (100) comprising:

a body (120);
a band (140) having a first end (162) and a sec-
ond end (166);
a user identification unit (500) that is configured
to detect a body signal of the user and to process
authentication of the user, wherein the user
identification unit comprises an electrocardio-
gram, ECG, sensor(200) that identifies the user
through ECG sensing;
an in-use detection unit (600) that is configured
to detect the body signal of the user and to check
whether the user uses the electronic device;
a coupling detection sensor (620) configured to
detect that the first end is coupled to the second
end,
a processor (700) that is configured to authen-
ticate the user according to the body signal de-
tected by the user identification unit and the body
signal detected by the in-use detection unit, and
a memory (720,722) that is configured to store
ECG authentication information of the user au-
thenticated by the processor,
wherein the in-use detection unit comprises a
heart rate monitor, HRM, sensor (300), the HRM
sensor being configured to detect that the user
wears the electronic device,
characterized in that
the processor is configured to eliminate the ECG
authentication information of the user stored in
the memory according to a detection signal of
the coupling detection sensor or the in-use de-
tection unit when the electronic device is taken
off from the user.

2. The electronic device of claim 1, further comprising
a body, and wherein the ECG sensor comprises a

first identification sensor and a second identification
sensor, and the first and second identification sen-
sors are attached to different surfaces of the body.

3. The electronic device of claim 2, wherein the first
identification sensor generates a waveform accord-
ing to an ECG pattern of heartbeats of the user, and
the second identification sensor generates a wave-
form according to an ECG pattern when the user
makes various payments or performs an authentica-
tion in a login process, and
wherein the first identification sensor is located in a
button on the body to be operated by pushing the
button, and completes a human body communica-
tion loop.

4. The electronic device of claim 1, wherein the HRM
sensor is configured to detect (S650) a wearing state
of the electronic device by the user in a photoplethys-
mography, PPG, method.

5. The electronic device of claim 1, wherein the proc-
essor is configured to record (S200) a waveform de-
tected through the user identification unit, to com-
pare (S300) the waveform with an ECG pattern of
the user yielding in a comparison result, the ECG
pattern being registered in advance, by using an
ECG pattern analysis solution, and to process
(S400) a user authentication for the electronic device
by identifying the user according to the comparison
result.

6. The electronic device of claim 1, the coupling detec-
tion sensor (620) that is configured to detect (S650)
whether the body is maintained at a wearing location
of the user.

7. The electronic device of claim 6, wherein the proc-
essor is configured to eliminate (S800) the ECG au-
thentication information of the user through ECG
sensing stored in the memory according to a detec-
tion signal of at least one of the coupling detection
sensor and the in-use detection unit.

8. The electronic device of claim 1, wherein if the in-
use detection unit of the electronic device is config-
ured to determine (S650) that the electronic device
is being worn by the user after the processor authen-
ticates (S400) the user resulting in an authentication
of the user, the authentication of the user is config-
ured to be used in association with an application.

9. The electronic device of claim 1, wherein the body
further comprises a wrongful use prevention sensor
(640) that is located at a wearing position of the user,
the wrongful use prevention sensor being a conduc-
tive body (642) that is embedded in the band.
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10. A user authentication method for use with an elec-
tronic device having a body (120) and a band (140),
the method comprising:

registering (S100) an electrocardiogram, ECG,
pattern of a user resulting in a registered ECG
pattern;
sensing an ECG pattern of the user;
comparing (S300) the registered ECG pattern
and the ECG pattern of the user sensed, and
identifying the user;
if the the registered ECG pattern coincides with
the ECG pattern of the user sensed based on
the identification, authenticating the user and
storing (S500) ECG authentication information;
and
checking (S650) a wearing state of the body by
a coupling detection sensor detecting that a first
end of the band is coupled to a second end of
the band and a heart rate monitor, HRM, sensor
detecting that the user wears the electronic de-
vice, and
eliminating the ECG authentication information
stored according to a detection signal of the cou-
pling detection sensor or an in-use detection unit
when the electronic device is taken off from the
user.

11. The user authentication method of claim 10, wherein
if the wearing state of the body is released or the
body is not worn, the ECG authentication information
that is stored is discarded, and
when the wearing state of the body is identified, the
ECG authentication information that is stored is dis-
carded (S800)via detecting the wrongful use of the
body.

12. The user authentication method of claim 10, wherein
if the wearing state of the body is identified, the au-
thentication of the user is used in association with
an application.

13. The user authentication method of claim 10, wherein
the user is identified by comparing (S300) the regis-
tered ECG pattern of the user with the ECG pattern
of the user sensed using an ECG pattern analysis
solution.

Patentansprüche

1. Elektronische Vorrichtung (100) umfassend:

einen Körper (120);
ein Band (140), das ein erstes Ende (162) und
ein zweites Ende (166) aufweist;
eine Benutzeridentifikationseinheit (500), die
konfiguriert ist, um ein Körpersignal des Benut-

zers zu erkennen und die Authentifizierung des
Benutzers zu verarbeiten, wobei die Benutzeri-
dentifikationseinheit einen Elektrokardiogramm
(ECG) -Sensor (200) umfasst, der den Benutzer
durch ECG-Erfassung identifiziert;
eine verwendete Erkennungseinheit (600), die
konfiguriert ist, um das Körpersignal des Benut-
zers zu erkennen und zu prüfen, ob der Benutzer
die elektronische Vorrichtung verwendet;
einen Kupplungserkennungssensor (620), der
konfiguriert ist, um zu erkennen, dass das erste
Ende mit dem zweiten Ende gekoppelt ist,
einen Prozessor (700), der konfiguriert ist, um
den Benutzer gemäß dem Körpersignal, das
von der Benutzer-Identifizierungseinheit er-
kannt wird und dem Körpersignal, das durch die
verwendete Erkennungseinheit erkannt wird, zu
authentifizieren und
einen Speicher (720,722), der konfiguriert ist,
um ECG-Authentifizierungsinformationen des
Benutzers, der durch den Prozessor authentifi-
ziert wurde, zu speichern,
wobei die verwendete Erkennungseinheit einen
Herzfrequenzmessgerät (HRM)- Sensor (300)
umfasst, wobei der HRM-Sensor konfiguriert ist,
um zu erkennen, dass der Benutzer die elektro-
nische Vorrichtung trägt,
dadurch gekennzeichnet, dass
der Prozessor konfiguriert ist, um die ECG-Au-
thentifizierungsinformationen des Benutzers,
die in dem Speicher gespeichert sind, gemäß
einem Erkennungssignal des Kupplungserken-
nungssensors oder der verwendeten Erken-
nungseinheit zu beseitigen, wenn die elektroni-
sche Vorrichtung von dem Benutzer abgenom-
men wird.

2. Elektronische Vorrichtung nach Anspruch 1, ferner
umfassend einen Körper, und wobei der ECG-Sen-
sor einen ersten Identifizierungssensor und einen
zweiten Identifizierungssensor umfasst, und die ers-
ten und zweiten Identifizierungssensoren an ver-
schiedenen Oberflächen des Körpers befestigt sind.

3. Elektronische Vorrichtung nach Anspruch 2, wobei
der erste Identifizierungssensor eine Wellenform ge-
mäß einem ECG-Muster von Herzschlägen des Be-
nutzers erzeugt, und der zweite Identifizierungssen-
sor eine Wellenform gemäß einem ECG-Muster er-
zeugt, wenn der Benutzer verschiedene Zahlungen
leistet oder eine Authentifizierung in einem Login-
Verfahren vornimmt, und
wobei sich der erste Identifizierungssensor in einem
Knopf am Körper befindet, der durch Drücken des
Knopfes betätigt werden soll, und einen Kommuni-
kations-Kreislauf des menschlichen Körpers vervoll-
ständigt.
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4. Elektronische Vorrichtung nach Anspruch 1, wobei
der HRM-Sensor konfiguriert ist, um ein Tragezu-
stand der elektronischen Vorrichtung vom Benutzer
in einem Photoplethysmografie (PPG) -Verfahren zu
erkennen (S650).

5. Elektronische Vorrichtung nach Anspruch 1, wobei
der Prozessor konfiguriert ist, um eine Wellenform,
die durch die Benutzeridentifikationseinheit erkannt
wird, aufzuzeichnen (S200), um die Wellenform mit
einem ECG-Muster des Benutzers zu vergleichen
(S300), das ein Vergleichsergebnis ergibt, wobei
das ECG-Muster im voraus registriert wird, unter
Verwendung von einer ECG- Musteranalyselösung,
und um eine Benutzerauthentifizierung für die elek-
tronische Vorrichtung durch Identifizierung des Be-
nutzers gemäß dem Vergleichsergebnis zu verar-
beiten (S400).

6. Elektronische Vorrichtung nach Anspruch 1, wobei
der Kupplungserkennungssensor (620) konfiguriert
ist, um zu erkennen (S650), ob der Körper auf einem
Tragepunkt des Benutzers gehalten wird.

7. Elektronische Vorrichtung nach Anspruch 6, wobei
der Prozessor konfiguriert ist, um die ECG-Authen-
tifizierungsinformationen des Benutzers, die im
Speicher über ECG-Erkennung gespeichert sind,
gemäß einem Erkennungssignal eines Kupplungs-
erkennungssensors und/oder der verwendeten Er-
fassungseinheit zu beseitigen (S800).

8. Elektronische Vorrichtung nach Anspruch 1, wobei,
wenn die verwendete Erfassungseinheit der elektro-
nischen Vorrichtung konfiguriert ist, um zu bestim-
men (S650), dass die elektronische Vorrichtung vom
Benutzer getragen wird, nachdem der Prozessor
den Benutzer authentifiziert (S400), was zu einer Au-
thentifizierung des Benutzers führt, die Authentifizie-
rung des Nutzers konfiguriert ist, um in Verbindung
mit einer Anwendung verwendet zu werden.

9. Elektronische Vorrichtung nach Anspruch 1, wobei
der Körper des Weiteren einen Sensor zur Verhin-
derung einer missbräuchlichen Benutzung (640)
umfasst, der sich an einer Trageposition des Benut-
zers befindet, wobei der Sensor zur Verhinderung
einer missbräuchlichen Benutzung ein leitfähiger
Körper (642) ist, der in dem Band eingebettet wird.

10. Benutzerauthentifizierungsverfahren zum Einsatz in
einer elektronischen Vorrichtung, die einen Körper
(120) und ein Band (140) aufweist, wobei das Ver-
fahren Folgendes umfasst:

Registrieren (S100) eines Elektrokardiogramm
(ECG)-Musters eines Benutzers, das ein regis-
triertes ECG-Muster ergibt;

Erfassen eines ECG-Musters des Benutzers;
Vergleichen (S300) des registrierten ECG-Mus-
ters und des ECG-Musters des erfassten Benut-
zers, und Identifizieren des Benutzers;

wenn das registrierte ECG-Muster mit dem
ECG-Muster des abgetasteten Benutzers
basierend auf der Identifizierung überein-
stimmt, Authentifizieren des Benutzers und
Speichern (S500) der ECG-Authentifizie-
rungsinformationen; und
Kontrollieren (S650) eines Tragezustands
des Körpers durch einen Kupplungserken-
nungssensor, der erkennt, dass ein erstes
Ende des Bandes mit einem zweiten Ende
des Bandes verbunden ist und einen Herz-
frequenzmessgerät (HRM)-Sensor, der er-
fasst, dass der Benutzer die elektronische
Vorrichtung trägt, und
Beseitigen der ECG-Authentifizierungsin-
formationen, die gemäß einem Erken-
nungssignal des Kupplungserkennungs-
sensors oder einer verwendeten Erken-
nungseinheit gespeichert sind, wenn die
elektronische Vorrichtung von dem Benut-
zer abgelegt wird.

11. Benutzerauthentifizierungsverfahren nach An-
spruch 10, wobei, wenn der Tragezustand des Kör-
pers freigegeben wird oder der Körper nicht getragen
wird, die ECG-Authentifizierungsinformationen, die
gespeichert sind, verworfen werden, und wenn der
Tragezustand des Körpers identifiziert wird, die ge-
speicherten ECG-Authentifizierungsinformationen
verworfen (S800) werden, indem die missbräuchli-
che Verwendung des Körpers erkannt wird.

12. Benutzerauthentifizierungsverfahren nach An-
spruch 10, wobei, wenn der Tragezustand des Kör-
pers identifiziert wird, die Authentifizierung des Be-
nutzers in Verbindung mit einer Anwendung benutzt
wird.

13. Benutzerauthentifizierungsverfahren nach An-
spruch 10, wobei der Benutzer identifiziert wird, in-
dem das registrierte ECG-Muster des Benutzers mit
dem ECG-Muster des erfassten Benutzers unter
Verwendung einer ECG-Musteranalyselösung ver-
glichen wird (S300).

Revendications

1. Dispositif électronique (100) comprenant :

un corps (120) ;
une bande (140) ayant une première extrémité
(162) et une deuxième extrémité (166) ;
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une unité d’identification d’utilisateur (500) qui
est configurée pour détecter un signal du corps
de l’utilisateur et pour traiter l’authentification de
l’utilisateur, où l’unité d’identification d’utilisa-
teur comprend un capteur d’électrocardiogram-
me, ECG, (200) qui identifie l’utilisateur par la
détection d’ECG ;
une unité de détection d’utilisation (600) qui est
configurée pour détecter le signal du corps de
l’utilisateur et pour contrôler si l’utilisateur utilise
le dispositif électronique ;
un capteur de détection de couplage (620) con-
figuré pour détecter que la première extrémité
est couplée à la deuxième extrémité,
un processeur (700) qui est configuré pour
authentifier l’utilisateur selon le signal du corps
détecté par l’unité d’identification d’utilisateur et
le signal du corps détecté par l’unité de détection
d’utilisation, et
une mémoire (720, 722) qui est configurée pour
stocker des informations d’authentification
d’ECG de l’utilisateur authentifié par le proces-
seur,
où l’unité de détection d’utilisation comprend un
capteur de moniteur de fréquence cardiaque,
HRM, (300), le capteur de HRM étant configuré
pour détecter que l’utilisateur porte le dispositif
électronique,
caractérisé en ce que
le processeur est configuré pour éliminer les in-
formations d’authentification d’ECG de l’utilisa-
teur stockées dans la mémoire selon un signal
de détection du capteur de détection de coupla-
ge ou de l’unité de détection d’utilisation lorsque
le dispositif électronique est retiré de l’utilisa-
teur.

2. Dispositif électronique selon la revendication 1, com-
prenant en outre un corps, et où le capteur d’ECG
comprend un premier capteur d’identification et un
deuxième capteur d’identification, et les premier et
deuxième capteurs d’identification sont fixés à des
surfaces différentes du corps.

3. Dispositif électronique selon la revendication 2, où
le premier capteur d’identification génère une forme
d’onde selon un motif d’ECG de battements cardia-
ques de l’utilisateur, et le deuxième capteur d’iden-
tification génère une forme d’onde selon un motif
d’ECG lorsque l’utilisateur fait divers paiements ou
effectue une authentification dans un processus
d’ouverture de session, et
où le premier capteur d’identification est situé dans
un bouton sur le corps à être activé en poussant le
bouton, et complète une boucle de communication
de corps humain.

4. Dispositif électronique selon la revendication 1, où

le capteur de HRM est configuré pour détecter
(S650) un état de port du dispositif électronique par
l’utilisateur dans un procédé de photopléthysmogra-
phie, PPG.

5. Dispositif électronique selon la revendication 1, où
le processeur est configuré pour enregistrer (S200)
une forme d’onde détectée par l’intermédiaire de
l’unité d’identification d’utilisateur, pour comparer
(S300) la forme d’onde avec un motif d’ECG de l’uti-
lisateur donnant lieu à un résultat de comparaison,
le motif d’ECG étant enregistré à l’avance, en utili-
sant une solution d’analyse de motif d’ECG, et pour
traiter (S400) une authentification d’utilisateur pour
le dispositif électronique en identifiant l’utilisateur se-
lon le résultat de comparaison.

6. Dispositif électronique selon la revendication 1, où
le capteur de détection de couplage (620) est confi-
guré pour détecter (S650) si le corps est maintenu
à une position de port de l’utilisateur.

7. Dispositif électronique selon la revendication 6, où
le processeur est configuré pour éliminer (S800) les
informations d’authentification d’ECG de l’utilisateur
à travers la détection d’ECG stockés dans la mémoi-
re selon un signal de détection d’au moins l’un parmi
le capteur de détection de couplage et l’unité de dé-
tection d’utilisation.

8. Dispositif électronique selon la revendication 1, où,
si l’unité de détection d’utilisation du dispositif élec-
tronique est configurée pour déterminer (S650) que
le dispositif électronique est porté par l’utilisateur
après que le processeur a authentifié (S400) l’utili-
sateur donnant lieu à une authentification de l’utili-
sateur, l’authentification de l’utilisateur est configu-
rée pour être utilisé en association avec une appli-
cation.

9. Dispositif électronique selon la revendication 1, où
le corps comprend en outre un capteur de prévention
d’utilisation incorrecte (640) qui est situé à une po-
sition de port de l’utilisateur, le capteur de prévention
d’utilisation incorrecte étant un corps conducteur
(642) qui est intégré dans la bande.

10. Procédé d’authentification d’utilisateur à être utilisé
avec un dispositif électronique ayant un corps (120)
et une bande (140), le procédé comprenant :

enregistrer (S100) un motif d’électrocardio-
gramme, ECG, d’un utilisateur donnant lieu à un
motif d’ ECG enregistré ;
détecter un motif d’ECG de l’utilisateur ;
comparer (S300) le motif d’ECG enregistré et le
motif d’ECG de l’utilisateur détecté et identifier
l’utilisateur ;
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si le motif d’ECG enregistré coïncide avec le mo-
tif d’ECG de l’utilisateur détecté sur la base de
l’identification, authentifier l’utilisateur et stocker
(S500) les informations d’authentification
d’ECG ; et
vérifier (S650) un état de port du corps par un
capteur de détection de couplage détectant
qu’une première extrémité de la bande est cou-
plée à une deuxième extrémité de la bande et
un capteur de moniteur de fréquence cardiaque,
HRM, détectant que l’utilisateur porte le dispo-
sitif électronique, et
éliminer les informations d’authentification
d’ECG stockées selon un signal de détection du
capteur de détection de couplage ou d’une unité
de détection d’utilisation lorsque le dispositif
électronique est retiré de l’utilisateur.

11. Procédé d’authentification d’utilisateur selon la re-
vendication 10, où, si l’état de port du corps est libéré
ou le corps n’est pas porté, les informations
d’authentification d’ECG qui sont stockées sont re-
jetées, et
lorsque l’état de port du corps est identifié, les infor-
mations d’authentification d’ECG qui sont stockées
sont rejetées (S800) par la détection de l’utilisation
incorrecte du corps.

12. Procédé d’authentification d’utilisateur selon la re-
vendication 10, où, si l’état de port du corps est iden-
tifié, l’authentification de l’utilisateur est utilisée en
association avec une application.

13. Procédé d’authentification d’utilisateur selon la re-
vendication 10, où l’utilisateur est identifié en com-
parant (S300) le motif d’ECG enregistré de l’utilisa-
teur avec le motif d’ECG de l’utilisateur détecté en
utilisant une solution d’analyse de motif d’ECG.
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