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Description
BACKGROUND
1. Field

[0001] The following description relates to signal processing apparatus and method thereof, more particularly, to
pattern identification, and further particularly, to electrocardiogram (ECG)-based authentication apparatus and method
thereof.

2. Description of Related Art

[0002] With the development of science technology, various methods are used to verify an identity of a user or a
person through biometric features. The biometric feature-based authentication identifies an entity, for example, the
person, based on unique biological or behavioral features, for example, an iris, a fingerprint, a face, a voice, or a gait of
the person. When compared to traditional authentication, the biometric feature-based authentication provides high-
accuracy authentication. However, such biometric feature-based authentication requires some confirmation. For exam-
ple, in a case of a portion of the biometric features, such as a fingerprint, a face, and a voice, security of an authentication
system may be weakened by a forged or falsified fingerprint or face, or a pre-recorded voice.

SUMMARY

[0003] This Summary is provided to introduce a selection of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid in determining the scope of the claimed subject matter.
[0004] In accordance with an embodiment, there is provided a method, including: generating a feature vector from an
electrocardiogram (ECG) based on a pre-trained dictionary; generating a classification result of the ECG based on the
feature vector and a pre-trained classifier; and performing authentication of the ECG based on the classification result.
[0005] The method may further include: synchronously training the dictionary and the classifier.

[0006] The dictionary may include category dictionaries corresponding to categories, and the classifier may include
category classifiers corresponding to the categories.

[0007] The dictionary and the classifier may be synchronously trained by generating feature vectors to train ECGs
based on the category dictionaries, determining prediction categories for the ECGs based on the feature vectors, and
alternately updating the category dictionaries and the category classifiers based on the categories and the prediction
categories.

[0008] The generating of the feature vector may include: determining coefficients of category dictionaries included in
the dictionary for the ECG to be a linear combination of the category dictionaries; and generating the feature vector
based on the coefficients.

[0009] The generating of the feature vector may include: dividing the ECG into a signal segment; generating a feature
indication corresponding to the signal segment; generating a second feature indication by performing group sparse
coding, based on the dictionary, of the feature indication; and generating the feature vector based on the second feature
indication.

[0010] Thefeatureindication may be a linear combination of a portion of category dictionaries included in the dictionary,
and the second feature indication may include coefficients of the portion of the category dictionaries.

[0011] The generating of the classification result may include: generating a label corresponding to a classification
result of a signal segment of the ECG based on the feature vector and the classifier; and generating the classification
result of the ECG based on the label.

[0012] The performing may include: obtaining a classification result of a reference ECG; and performing the authen-
tication based on a voting mechanism for the classification result of the ECG and the classification result of the reference
ECG.

[0013] The reference ECG may include a reference signal segment, wherein the performing of the authentication
based on the voting mechanism may include: generating a first distribution including a number of signal segments
belonging to each of a plurality of categories based on a label of the ECG; obtaining a second distribution including a
number of reference signal segments belonging to each of the categories; calculating a similarity between the first
distribution and the second distribution; and performing the authentication by comparing the similarity to a threshold.
[0014] The classification result of the reference ECG may be obtained by applying the dictionary and the classifier to
the reference ECG.

[0015] In accordance with an embodiment, there is provided a training method, including: generating feature vectors
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oftraining electrocardiograms (ECGs) based on category dictionaries corresponding to categories; determining prediction
categories for the training ECGs based on the feature vectors; and alternately updating the category dictionaries and
category classifiers based on the categories and the prediction categories.

[0016] The generating may include: dividing each of the training ECGs into a signal segment; generating a feature
indication corresponding to the signal segment; generating a second feature indication by performing group sparse
coding, based on the category dictionaries, of the feature indication; and generating the feature vectors based on the
second feature indication corresponding to the signal segment.

[0017] The updating may include: fixing the category classifiers, and optimizing the category dictionaries to minimize
an error between the prediction categories and the categories; and fixing the optimized category dictionaries, and
optimizing the category classifiers to minimize the error between the prediction categories and the categories, wherein
the optimizing of the category dictionaries and the optimizing of the category classifiers are synchronously iterated.
[0018] The optimizing of the category dictionaries may include optimizing the category dictionaries to minimize the
error using a gradient descent algorithm, and the optimizing of the category classifiers may include optimizing the category
classifiers to minimize the error using the gradient descent algorithm.

[0019] The method may further include: terminating the updating in response to the optimizing of the category diction-
aries and the optimizing of the category classifiers satisfying a condition; and outputting the updated category dictionaries
and the updated category classifiers, wherein the condition may include at least one of a condition in which an iteration
count reaches a value, a condition in which the error is less than a first value, and a condition in which a variation in the
error is less than a second value.

[0020] The method may furtherinclude: initializing the category dictionaries based on the training ECGs corresponding
to the categories.

[0021] The initializing may include: preprocessing the training ECGs; generating clusters by clustering the preproc-
essed training ECGs based on the categories; and generating the initialized category dictionaries by normalizing centers
of the clusters.

[0022] The preprocessing may include: dividing the training ECGs into a signal segment; extracting a feature of the
signal segment; and generating a feature indication of the signal segment by performing dimension reduction processing
of the feature.

[0023] The dividing may include: filtering each of the training ECGs; detecting a QRS wave of each of the filtered
training ECGs; and generating the at least one signal segment based on a result of the detecting.

[0024] The method may further include: initializing the category classifiers based on the feature vectors and the
category dictionaries.

[0025] The initializing may include: generating a probability distribution of the categories of the signal segment based
on the feature vectors and the category dictionaries; calculating a prediction error for the signal segment based on the
probability distribution and an actual category of the signal segment; obtaining category classifiers minimizing an error
between the prediction categories and the categories based on the prediction error; and generating the initialized category
classifiers as the obtained category classifiers.

[0026] The method may further include: generating a dictionary by merging the updated category dictionaries; and
generating a classifier by merging the updated category classifiers.

[0027] In accordance with an embodiment, there is provided a non-transitory computer-readable storage medium
including a program including instructions to cause a computer to perform the method described above.

[0028] In accordance with an embodiment, there is provided an apparatus, including: a sensor configured to receive
an electrocardiogram (ECG); and a processor configured to generate a feature vector of the ECG based on a pre-trained
dictionary, generate a classification result of the ECG based on the feature vector and a pre-trained classifier, and
perform authentication of the ECG based on the classification result.

[0029] In accordance with an embodiment, there is provided a training apparatus, including: a sensor configured to
receive training electrocardiograms (ECGs); and a processor configured to generate feature vectors of training ECGs
based on category dictionaries corresponding to categories, determine prediction categories for the training ECGs based
on the feature vectors, and alternately update the category dictionaries and category classifiers based on the categories
and the prediction categories.

[0030] Inaccordance with an embodiment, there is provided a method, including: dividing an electrocardiogram (ECG)
for user authentication into a signal segment; generating a first feature indication corresponding to the signal segment;
generating a second feature indication by performing group sparse coding, based on a dictionary and the first feature
indication; generating a feature vector of the ECG based on the second feature indication corresponding to the signal
segment; generating a classification result indicative of the ECG based on the feature vector and a classifier; and
performing authentication of the ECG based on the generated classification result.

[0031] The method may furtherinclude: extracting a feature from the divided signal segment; and performing dimension
reduction processing of the extracted feature.

[0032] The generating of the classification result may be based on a label corresponding to a classification result of



10

15

20

25

30

35

40

45

50

55

EP 3 056 138 A2

the signal segment of the ECG based on the feature vector and the pre-trained classifier.
[0033] The method may further include: synchronously training the dictionary and the pre-trained classifier.
[0034] Otherfeatures and aspects will be apparent from the following detailed description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0035]

FIG. 1 is a flowchart illustrating an electrocardiogram (ECG)-based authentication method, in accordance with an
embodiment.

FIG. 2 illustrates a waveform of an ECG, in accordance with an embodiment.

FIG. 3is aflowchart illustrating a training method for ECG-based authentication, in accordance with an embodiment.
FIG. 4 is a flowchart illustrating alternately updating category dictionaries and category classifiers, in accordance
with an embodiment.

FIG. 5 is a flowchart illustrating optimizing category dictionaries and category classifiers, in accordance with an
embodiment.

FIG. 6 is a flowchart illustrating generating a feature vector corresponding to a test ECG, in accordance with an
embodiment.

FIG. 7 is a flowchart illustrating authentication with respect to an ECG, in accordance with an embodiment.

FIG. 8 is a block diagram illustrating an authentication apparatus and a training apparatus, in accordance with an
embodiment.

[0036] Throughoutthe drawings and the detailed description, unless otherwise described or provided, the same drawing
reference numerals will be understood to refer to the same elements, features, and structures. The drawings may not
be to scale, and the relative size, proportions, and depiction of elements in the drawings may be exaggerated for clarity,
illustration, and convenience.

DETAILED DESCRIPTION

[0037] The following detailed description is provided to assist the reader in gaining a comprehensive understanding
of the methods, apparatuses, and/or systems described herein. However, various changes, modifications, and equiva-
lents of the systems, apparatuses and/or methods described herein will be apparent to one of ordinary skill in the art.
The progression of processing steps and/or operations described is an example; however, the sequence of and/or
operations is not limited to that set forth herein and may be changed as is known in the art, with the exception of steps
and/or operations necessarily occurring in a certain order. Also, descriptions of functions and constructions that are well
known to one of ordinary skill in the art may be omitted for increased clarity and conciseness.

[0038] The features described herein may be embodied in different forms, and are not to be construed as being limited
to the examples described herein. Rather, the examples described herein have been provided so that this disclosure
will be thorough and complete, and will convey the full scope of the disclosure to one of ordinary skill in the art.

[0039] Specific structural or functional descriptions of examples provided in the present disclosure are exemplary to
merely describe the examples. The examples may be modified and implemented in various forms, and the scope of the
examples is not limited to the descriptions provided in the present specification.

[0040] Itwill be understood that, although the terms first, second, etc. may be used herein to describe various elements,
these elements should not be limited by these terms. These terms are only used to distinguish one element from another.
For example, a first element could be termed a second element, and, similarly, a second element could be termed a
first element. As used herein, the term "and/or," includes any and all combinations of one or more of the associated
listed items.

[0041] It will be understood that when an element is referred to as being "connected," or "coupled," to another element,
it can be directly connected or coupled to the other element or intervening elements may be present. In contrast, when
an element is referred to as being "directly connected," or "directly coupled," to another element, there are no intervening
elements present. Other words used to describe the relationship between elements should be interpreted in a like fashion
(e.g., "between," versus "directly between," "adjacent," versus "directly adjacent," etc.).

[0042] As used herein, the singular forms "a," "an," and "the," are intended to include the plural forms as well, unless
the context clearly indicates otherwise. It will be further understood that the terms "comprises," "comprising," "includes,"
and/or "including," when used herein, specify the presence of stated features, integers, steps, operations, elements,
and/or components, but do not preclude the presence or addition of one or more otherfeatures, integers, steps, operations,
elements, components, and/or groups thereof.

[0043] Unless otherwise defined, all terms including technical and scientific terms used herein have the same meaning
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as commonly understood by one of ordinary skill in the art. It will be further understood that terms, such as those defined
in commonly-used dictionaries, should be interpreted as having a meaning that is consistent with their meaning in the
context of the relevant art and will not be interpreted in an idealized or overly formal sense unless expressly so defined
herein.

[0044] Examples may be implemented as various types of products, for example, personal computers, laptop com-
puters, tablet computers, smart phones, televisions, smart home appliances, intelligent vehicles, kiosks, and wearable
devices. For example, the examples are applicable to user recognition using a smart phone, a mobile device, and a
smart home system. The examples are applicable to a payment service through user recognition. Further, the examples
are also applicable to an intelligent automobile system which automatically starts up an engine by recognizing a user.
Hereinafter, reference will now be made in detail to the examples or embodiments with reference to the accompanying
drawings, wherein like reference numerals refer to like elements throughout.

[0045] Electrocardiogram (ECG)-based authentication performs verification and authentication of an identity of an
entity, such as a person, using an ECG. Among biometric feature-based authentications, ECG-based authentication
provides a relatively high stability. An ECG is difficult to forge or falsify, is obtained at low cost, and provides high-level
discrimination. Thus, the ECG is an emerging issue in a field of security technology.

[0046] In many cases, ECG-based authentication is used in a security area in which stability is significant and; thus,
a high-level accuracy is needed. To achieve the high-level accuracy, a feature with high-level discrimination needs to
be extracted. An ECG of the same person provides different readings when the person is in different physiological states,
for example, a stationary state and a state after exercising. Further, the ECG of the same person may vary due to age,
health, or activities endured during a day at different time periods. Because the ECG of the same person shows different
readings, different categories are used to classify the ECG. Accordingly, in ECG-based authentication, learning a sat-
isfactory feature, with discrimination, with respect to signals collected in different physiological states of the same person
and at different time periods is needed for accurate authentication.

[0047] ECG-based authentication is applicable to various types of electronic devices. The electronic devices include
electrocardiographs, and are used to collect ECGs of living bodies, including persons or animals. The electronic devices
include desktop computers, laptop computers, smart phones, tablet PCs, personal digital assistants (PDAs), smart
security devices, gate security devices, smart architecture devices, and automobile electronic devices. However, the
examples are not limited thereto.

[0048] An ECG-based authentication method is applied to an electronic device to verify an identity of a person and
determine whether the person has an authority for use or whether the user obtains access through a proper route based
on an ECG of the person. An identity of a user is verified based on an ECG of the user, and information related to the
user is additionally retrieved or recorded based on the identity of the user. The ECG-based authentication method is
applicable to identify verification in various ways. For example, the ECG-based authentication method is utilized for user
access control, financial transactions, airport check-in and boarding, patient privacy protection, and border security.
However, the examples of various utilizations or applications are not limited thereto.

[0049] In accordance with an example, a reference ECG is a pre-stored ECG. The reference ECG is obtained from
each user, pre-stored, and compared with a test ECG to perform user authentication. The test ECG is an ECG to be
tested for user authentication. The test ECG is input from a user.

[0050] A reference ECG of each user is obtained by collecting a single ECG of the user and matching the ECG to the
user. In another example, a reference ECG of each user is obtained by collecting a plurality of ECGs of the user and
matching a single representative ECG to the user. The single representative ECG is obtained through selection/synthesis
with respect to the plurality of ECGs.

[0051] ThetestECGisasignaltobe used forauthentication. The test ECG is obtained from the user to be authenticated.
In a case in which authentication with respect to an identity of a new user is required, a test ECG needs to be conducted
and obtained from the user to be authenticated. The test ECG of the user is obtained by obtaining a single ECG of the
user. In another example, the test ECG of the user is a single representative ECG obtained through selection/synthesis
with respect to a plurality of ECGs of the user. A method to conduct and obtain a test ECG of the user to be authenticated
is not limited to the examples described above. Various types of ECG testing may be adopted.

[0052] An ECG-based authentication method includes four operations, including data preprocessing, valid feature
indication or feature extraction, robust authentication mechanism, and reasonable decision mechanism. A feature used
in the authentication method is extracted from a primitive ECG signal segment, and indicates information related to a
time domain or a frequency domain. The feature is a low-level non-discriminative feature and; thus, information to be
used to identify the user may be omitted. Further, in the ECG-based authentication method, the feature extraction and
the authentication mechanism are separately performed or executed. Thus, label information of a signal is not consec-
utively used, and mutual compensation between the feature extraction and the authentication mechanismis not possible.
Accordingly, the accuracy of the ECG-based authentication method is low.

[0053] In accordance with an embodiment, an ECG-based authentication method is described that synchronously
trains a dictionary and a classifier to mutually promote acquisition of a feature with high-level discrimination, thereby
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obtaining a classifier with high accuracy.

[0054] Hereinafter, examples will be described with reference to FIGS. 1 through 8. In detail, the ECG-based authen-
tication will be described with reference to FIGS. 1, 6, and 7, and a training for the ECG-based authentication will be
described with reference to FIGS. 4 through 6.

[0055] FIG. 1is aflowchart 100 illustrating an ECG-based authentication method, in accordance with an embodiment.
[0056] An ECG-based authentication apparatus (to be described with reference to FIG. 8) operates using the ECG-
based authentication method, and performs authentication based on pre-trained dictionary and a pre-trained classifier.
The pre-trained dictionary and the pre-trained classifier used by the authentication apparatus are synchronously pre-
trained using a training method for ECG-based authentication. The pre-trained dictionary includes category dictionaries
of a plurality of categories, and the pre-trained classifier includes category classifiers of the plurality of categories.
[0057] The pre-trained dictionary and the pre-trained classifier are synchronously trained by generating a plurality of
feature vectors to train ECGs based on the category dictionaries, determining prediction categories to train the ECGs
based on the plurality of feature vectors, and, alternately, updating the category dictionaries and the category classifiers
based on the categories and the determined prediction categories.

[0058] To express an ECG as a linear combination of the category dictionaries included in the dictionary, coefficients
of the category dictionaries are determined, and a feature vector is generated based on the determined coefficients.
The ECG is divided into at least one signal segment, at least one first feature indication is generated that corresponds
to the at least one signal segment, and at least one second feature indication is generated by performing group sparse
coding, based on the dictionary, with respect to the at least first feature indication. The feature vector is generated based
on the at least one second feature indication. The first feature indication is expressed as a linear combination of a portion
of the plurality of category dictionaries included in the dictionary. The second feature indication includes coefficients of
the portion of the category dictionaries.

[0059] Referring to FIG. 1, in operation 101, the authentication apparatus receives a test ECG. The test ECG is an
ECG to be used for authentication. The test ECG is obtained from an entity, such as a person, through a sensor to
authenticate the entity.

[0060] The authentication apparatus extracts a feature with discrimination from the test ECG by preprocessing the
received test ECG. In detail, the preprocessing performed on the test ECG by the authentication apparatus includes
dividing the test ECG into at least one signal segment, extracting a feature from the at least one divided signal segment,
performing dimension reduction processing with respect to the extracted feature, and generating a first feature indication
corresponding to the at least one signal segment.

[0061] The preprocessing performed by the authentication apparatus also includes removing an occurring noise signal
by performing data filtering on the collected test ECG, and detecting a QRS wave from the filtered test ECG. The "QRS
complex" is a combination of the Q wave, R wave and S wave and represents ventricular depolarization. A normal
duration (interval) of the QRS complex is 0.08 and 0.10 seconds (80 and 100 ms). When the duration is between 0.10
and 0.12 seconds it is intermediate or slightly prolonged. A QRS duration of greater than 0.12 seconds is considered
abnormal.

[0062] The preprocessing performed by the authentication apparatus includes dividing the test ECG into the signal
segment based on a result of detecting a QRS wave from the test ECG, and generating the first feature indication
corresponding to the at least one divided signal segment.

[0063] FIG. 2 illustrates a waveform of an ECG, in accordance with an embodiment.

[0064] An ECG is a signal showing a periodic electrical activity of a heart. FIG. 2 is an example of a waveform of a
typical ECG. Referring to FIG. 2, the typical ECG includes a P wave 201, a QRS wave 202, and a T wave 203. A wave
first shown in the ECG is the P wave 201. The P wave 201 indicates atrial depolarization. The QRS wave 202 indicates
a potential variation in ventricular depolarization. The QRS wave 202 includes three successive waves. In general, a
first downward wave is referred to as a Q wave, a first upward wave following the Q wave is referred to as an R wave,
and a single downward wave connecting to a descent of the R wave is referred to as an S wave. The three Q, R, and
S waves are connected to each other. In general, a total width or time of the three waves does not exceed 0.12 seconds
(s). The three waves are collectively referred to as a QRS wave group. The T wave 203 is a single wave with a relatively
low amplitude shown after an ST segment and a relatively long occupation and use time, and indicates a potential
variation in ventricular repolarization.

[0065] Energy of the QRS wave occupies a relatively large portion of the ECG, and includes a significant feature
parameter of the ECG. Detection of the QRS wave is useful to divide the ECG. Valid information related to the QRS
wave group is obtained through the detection of the QRS wave. An operation of filtering the ECG and detecting waves
from the ECG. the operation performed in the preprocessing, is not limited to a specific technical field, and may be
implemented other similar processes.

[0066] The authentication apparatus divides the ECG into one or more signal segments based on a result of detecting
the QRS wave. In an example, the divided signal segment corresponds to a single heart beat or a plurality of heart beats.
[0067] The authentication apparatus extracts a feature of each of the divided signal segments. For example, the
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features includes at least one of a time domain feature, a frequency domain feature, and a statistical feature of the signal
segment, or a combination thereof. The time domain feature includes a waveform of the ECG. an occurrence moment
of a predetermined waveform, for example, a crest moment of a T wave, a change moment, and a continuous time.
However, examples of the time domain feature are notlimited thereto. The frequency domain feature includes a frequency
of an ECG, and a spectral distribution. However, examples of the frequency domain feature are not limited thereto.
[0068] The authentication apparatus obtains the first feature indication of each of the at least one signal segment by
performing dimension reduction processing using a principal component analysis (PCA) or a linear discriminant analysis
(LDA) with respect to the extracted feature as the preprocessing. Both linear discriminant analysis (LDA) and principal
component analysis (PCA) are linear transformation techniques that are commonly used for dimensionality reduction.
PCA can be described as an "unsupervised" process, because PCA "ignores" class labels and its goal is to find the
directions (the so-called principal components) that maximize the variance in a dataset. In contrast to PCA, LDA is
"supervised" and computes the directions ("linear discriminants") that will represent the axes that maximize the separation
between multiple classes.

[0069] A dimension of the feature extracted from each signal segment may be relatively high. Thus, to save calculation
time and increase a calculation accuracy, the authentication apparatus generates the first feature indication by performing
dimension reduction processing with respect to the extracted feature.

[0070] In operation 102, the authentication apparatus generates a feature vector of the test ECG based on a pre-
trained dictionary.

[0071] The authentication apparatus generates at least one second feature indication from the at least one first feature
indication corresponding to the at least one signal segment of the test ECG based on the dictionary synchronously
trained with a classifier. The authentication apparatus generates the at least one second feature indication corresponding
to each of the at least one divided signal segment by performing group sparse coding, based on the dictionary, with
respect to the firstfeature indication corresponding to the at least one signal segment obtained through the preprocessing.
The authentication apparatus generates the feature vector of the test ECG based on the at least one second feature
indication corresponding to the at least one signal segment.

[0072] Inagroup sparse coding performed to generate the feature indication, data is expressed as a linear combination
of basic functions of a single group. Because coefficients used in the linear combination are sparse, a number of non-
zero coefficients is significantly less than a total number of the coefficients. Group sparse coding is used to generate a
feature indication of basic function data x of a small portion with representativeness detected in the basic functions of
the single group. In an example, the basic functions of the group are referred to as a dictionary, each column of the
dictionary is referred to as a codebook, and a coding coefficient is referred to as a new feature indication of the data x.
[0073] For example, x denotes a single item of d-dimensional data, and a dictionary D is a d x. J matrix. Here, D=
{d1,---dj,---,dj}e Rdx1 and each column dj of the dictionary D denotes a single basic function. z denotes a coefficeint of

the data x obtained based on the dictionary D, and ¥ = Xj;m Z: dj , L€ Rl The coding coefficent z is referred to as
the new feature indication of the data x. The authenticaiton apparauts generates a new feature indication from the at
least one first feature indication corresponding to the at least one signal segment of the ECG based on group sparse
coding using the dictionary. The new feature indication corresponds to the second feature indication.

[0074] Training of the dictionary based on group sparse coding is applicable to various fields. Classifying is a deter-
mination of a category to which unknown data belongs. Assuming that a dictionary with respect to each category is pre-
constructed, a category is associated with a new single item of data. In this example, the data is expressed based on
an optimally sparse dictionary with respect to the corresponding category. Training of a dictionary is enabling or teaching
adictionary tolearn basic functions of a single group to code or satisfactorily indicate a signal provided as a training sample.
[0075] The authentication apparatus generates a new feature indication of the preprocessed ECG based on the
dictionary. As a level of discrimination of the trained dictionary with respect to the feature increases, an accuracy of an
authentication result increases.

[0076] In operation 103, the authentication apparatus generates a classification result indicative of the test ECG based
on the generated feature vector and the pre-trained classifier.

[0077] The classifier identifies a category to which the ECG belongs to based on the feature vector generated, which
is based on the new feature indication (second feature indication) extracted through the dictionary. Referring to FIGS.
3 through 5, an example to synchronously train a dictionary and a classifier will be described. The authentication apparatus
trains the dictionary and the classifier, or a separate apparatus trains the dictionary and the classifier, which are then
loaded by the authenticated apparatus. However, the training apparatus is not limited thereto.

[0078] In operation 104, the authentication apparatus performs authentication with respect to the test ECG based on
the generated classification result.

[0079] The authentication apparatus determines whether the test ECG passes authentication based on the classifi-
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cation result of the test ECG using a plurality of schemes. For example, a scheme calculates a mean value of feature
indications of divided signal segments, and generates a classification result by inputting the calculated mean value into
the classifier is used. The scheme is vulnerable to a noise effect and; thus, decreasing the accuracy thereof. The
authentication apparatus determines whether the test ECG passes authentication through a decision based on a voting
mechanism. In an example based on the voting mechanism, the authentication apparatus determines whether the test
ECG passes authentication based on a vote of each category of all divided signal segments of the test ECG to reduce
the noise effect. In an example, the authentication apparatus calculates a similarity between the classification result of
the test ECG and a classification result of a reference ECG. and determines whether the test ECG passes authentication
based on a result of the calculating. An example based on a decision based on a voting mechanism will be described
with reference to FIG. 7.

[0080] A process of preprocessing the reference ECG and obtaining a classification result with respect to the preproc-
essed reference ECG based on the dictionary and the classifier is simultaneously performed with a process that processes
the test ECG. In another example, the process of processing the reference ECG is first performed, and a classification
result generated by the processing is pre-stored. The authentication apparatus obtains the pre-stored classification result
and uses the obtained classification result in the process to perform authentication with respect to the test ECG. However,
a point in time at which the reference ECG is processed is not limited thereto. In other words, a predetermined time
period may lapsed prior to the performing of the authentication with respect to the test ECG. In the alternative, immediately
after the obtaining of the classification result, the process to perform the authentication is executed.

[0081] The ECG-based authentication method uses the dictionary and the classifier which are synchronously trained.
Synchronous training enables the dictionary to extract a feature with high-level discrimination and the classifier to generate
a high-accuracy classification result by mutually using the dictionary and the classifier.

[0082] FIG. 3 is a flowchart 300 illustrating a training method for ECG-based authentication, in accordance with an
embodiment.

[0083] Referringto FIG. 3, in operation 301, a training apparatus generates a plurality of feature vectors to train ECGs
based on category dictionaries corresponding to a plurality of categories. The training apparatus divides each of the
training ECGs into at least one signal segment by preprocessing the training ECGs belonging to different categories.
[0084] The training ECGs are obtained from ECGs of a plurality of entities, for example, people. In an example to
classify an ECG. each entity corresponds to a single category. Classification of the ECG is used to authenticate or verify
an identity. In another example, a plurality of entities having the same features corresponds to a single category. In an
example, classification of the ECG is applicable to identify heart disease. However, the example of classifying the ECG
based on a category is not limited thereto, and may be applied in various ways. Hereinafter, in classification in which a
single entity corresponds to a single category, an example of using classification of an ECG to authenticate or verify the
identity will be described.

[0085] The training apparatus obtains the plurality of training ECGs. As described with reference to FIG. 1, the training
apparatus divides each of the training ECGs into at least one signal segment by preprocessing the obtained training
ECGs. The example described above is applicable to the preprocessing process, and thus duplicated descriptions are
omitted for conciseness. The training apparatus divides each training ECG into the at least one signal segment, and
generates a feature indication with respect to the at least one divided signal segment.

[0086] Forexample, the training apparatus obtains ECGs of C entities as training ECGs. When the training apparatus
preprocesses or divides the training ECGs into a plurality of signal segments, extracts features, and performs dimension
reduction processing on the extracted features, each C entity is expressed as X ={Xy,",X; -, Xyc}. In an example, x4 €
Rd, d denotes a feature dimension of a feature indication of each divided signal segment, and N, denotes a number of
feature indications belonging to signal segments of a c-th entity. When sequentially arranging signal segments of all of
the C entities, all training ECGs are expressed by feature indications of X={X,---, X, X;}. In an example, X € RAXN
and N denotes a total number of all divided signal segments.

[0087] The training apparatus synchronously performs iterative training with respect to a category dictionary and a
category classifier, corresponding to each category, based on the preprocessed training ECGs. The training apparatus
sets the category dictionary and the category classifier corresponding to each category, and obtains the dictionary and
the classifier based on the category. The training apparatus obtains the category dictionary and the category classifier
corresponding to each category, the category dictionary, and the category classifier to identify a feature at a high level,
using label information of a divided signal segment. The label information is a most significant medium to determine a
feature as a classification result with respect to a signal segment.

[0088] In a case in which a method to synchronously train the category dictionary and the category classifier is not
utilized, a relatively few codebooks are used to reconstruct an apparatus to identify features. As a result, discrimination
with respect to features decreases. Further, in a case that the dictionary is trained with all of the training data, many
data items of training data belonging to other categories are unnecessary to determine samples of a predetermined
category. In addition, in a case in which a label to train data is not utilized for training, discrimination with respect to
features decreases.
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[0089] A feature indication with higher discrimination is obtained using a dictionary associated with a category. Further,
robust identification with respect to an entity or a person is provided by utilizing label information being a medium that
provides high-level feature discrimination.

[0090] When the training apparatus preprocesses the training ECGs, in other words, when the training apparatus
divides the training ECGs into a plurality of signal segments, extracts features, and performs dimension reduction
processing, each entity is expressed as follows: X ={X4,*,Xi,*,Xyc}

[0091] In response to D denoting a dictionary, the dictionary is expressed as follows: D= {D,*,D,**D}eR¥.
[0092] In an example, D e R denotes a category dictionary corresponding to a c-th category, for example, a c-th
entity. The category dictionary is also simply referred to as a c-th category dictionary. D is expressed by D,
={d1c""’djc""dJc} e Rdxj,

[0093] When the c-th entity is expressed as X, based on a feature indication of a divided signal segment, a new
feature indication is extracted from X. through Dg-base group sparse coding. X; is expressed by

Ie
Xc = Z thdjc,l ] Ri
jewl .

[0094] In an example, d;; denotes a single codebook of the c-th category, and z;; denotes a coding coefficient which
is the new feature indication, for example, a second feature indication, of X.. J. denotes a number of codebooks of the
c-th category dictionary, and J denotes a total number of codebooks of the dictionary D.

[0095] The training apparatus generates a new feature indication of X using group sparse coding. When the dictionary
D is provided, z is deduced by performing group sparse coding with respect to X and is expressed by Equation 1.

[Equation 1]

1 : 2 :
z = argminz |lx — Z Dezeff + uZNZc“z
i e=1

¢=l

. 1
= argmin, '"2"' "X == Dz”% + N-Zg:xnzc"z

[0096] In Equation 1,z € R, z. € RI¢, and z, denote a coding coefficient corresponding to the c-th category dictionary
among z. p denotes a weight parameter. A range of ||z |, restricts a category corresponding to a codebook used for
reconstruction and, as a result, needs to be narrow. For example, a non-zero element of z deduced through group sparse
coding with respect to X based on a feature indication of a signal segment belonging to the c-th category belongs to a
dimension corresponding to the c-th category dictionary. In this example, a calculation error caused by training data
unrelated to identification is reduced. When the dictionary D is provided, z corresponding to each divided signal segment
is obtained through Equation 1. The training apparatus generates second feature indications by performing group sparse
coding, based on category dictionaries, with respect to the training ECGs, and generates feature vectors based on the
second feature indications corresponding to divided signal segments.

[0097] In operation 302, the training apparatus determines prediction categories for the training ECGs based on the
plurality of feature vectors of the training ECGs. To sufficiently use label information of a signal segment, a target function
used to iterate synchronous training with respect to a dictionary and a classifier reflect label information and a category
of a training ECG. The target function is designed using various application schemes, and is not limited to examples set
forth herein.

[0098] The target function to minimize an error function between a prediction category and an actual category of a
training ECG is set. The error function is expressed by Equation 2.

[Equation 2]

L= rg%‘r}uHZ(D)TW ~ Gl + W2

s.LZ = [Zl,“"’,ZN]

[0099] In Equation 2, a denotes a weight parameter, WeRJ*¢ denotes a regression classifier, and W, being a prede-
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termined single column of W, denotes a classifier of a corresponding category. G denotes an actual category corre-

sponding to all divided signal segments, and is expressed as a label matrix. Among G, G%; == 1 indicates that an i-th

signal segment corresponds to a c-th category, for example, a category belonging to a c-th entity. Conversely, GE = {

indicates that the i-th signal segment does not correspond to the c-th category. A first term [|Z(D)TW-G|| of Equation 2
denotes prediction errors of all signal segments, and Z(D)TW denotes a single NxC-dimensional matrix, which is a
probability distribution of all signal segments with respect to all labels. Minimizing ||Z(D)TW- G||minimizes an error between

a prediction category and an actual category. A second term ”W”% of Equation 2 is used to prevent over-fitting.

[0100] In operation 303, the training apparatus alternately updates the category dictionaries and category classifiers
based on the actual categories and the prediction categories. Referring to Equation 2, Z is a negative function of the
dictionary D, and Z,, is obtained from Equation 1. Thus, variable factors in Equation 2 are D and W. When the dictionary
Z is provided, the training apparatus obtains feature vectors of the training ECGs through Equation 1, based on group
sparse coding. The training apparatus obtains the classifier W through Equation 2, fixes the classifier W, optimizes the
dictionary D through Equation 2, fixes the optimized dictionary D, and optimizes the classifier W through Equation 2. By
iteratively performing optimization, as described above, the training apparatus enables the dictionary D and the classifier
W to simultaneously reach local optimization. Also, the training apparatus obtains a category dictionary D, and a category
classifier W, for each entity or that correspond to each entity. By iteratively performing synchronous training of the
dictionary and the classifier to extract features and classify categories, the training apparatus promotes training of the
dictionary and the classifier mutually.

[0101] In operation 304, the training apparatus generates a dictionary by merging the updated category dictionaries.
The training apparatus obtains category dictionaries D, where, c=1, ..., C, with respect to C categories updated through
iterative training, generates adictionary D in which the category dictionaries are merged in an arrangement, and expresses
the dictionary D as D = {D4--,Dg, "D} RIJ.

[0102] Inoperation 305, the training apparatus generates a classifier by merging the updated category classifiers. The
training apparatus obtains the classifier using a method similar to that used to merge the category dictionaries.

[0103] FIG. 4 is a flowchart 400 illustrating alternately updating category dictionaries and category classifiers.
[0104] Referring to FIG. 4, in operation 401, a training apparatus fixes category classifiers, and optimizes category
dictionaries to minimize an error between prediction categories and actual categories.

[0105] The training apparatus initializes a category dictionary corresponding to each category. To obtain category
dictionaries and category classifiers corresponding to a plurality of categories through Equations 1 and 2, a classifier is
obtained by fixing a dictionary. Thus, each category dictionary is initialized.

[0106] Various schemes are used to initialize the category dictionaries. The training apparatus generates a plurality
of clusters by clustering preprocessed training ECGs based on a category. In an example, a k-means clustering scheme
is utilized. Because various types of clustering schemes are used, examples are not limited to a scheme of applying
clustering. The training apparatus generates the initialized category dictionaries by normalizing centers of the clusters
generated by clustering.

[0107] In operation 402, the training apparatus fixes the optimized category dictionaries, and optimizes the category
classifiers to minimize the error between the prediction categories and the actual categories.

[0108] The training apparatus synchronously updates the category dictionaries and the category classifiers using a
method to minimize an error function between the prediction categories and the actual categories of the training ECGs
based on the initialized category dictionaries. In accordance with an example, the training apparatus generates an
initialized dictionary by arranging the initialized category dictionaries corresponding to all categories. The training appa-
ratus generates a feature vector of each training ECG through group sparse coding of Equation 1, based on the initialized
dictionary. The training apparatus obtains a classifier W based on the generated feature vector and Equation 2. The
training apparatus optimizes a dictionary D based on the obtained classifier W and Equation 2. The training apparatus
optimizes the classifier W based on the optimized dictionary D and Equation 2. By iterating the above calculation process,
the dictionary D and the classifier W are optimized. In one example, Equation 2 is used to minimize the error function
between the prediction categories and the actual categories of the training ECGs.

[0109] The training apparatus terminates the updating in response to the optimizing of the category dictionaries and
the optimizing of the category classifiers and in response to satisfying a predefined condition. The training apparatus
outputs the updated category dictionaries and the updated category classifiers. The performances of the obtained
dictionary and the obtained classifier are expected to increase as an iteration count of the updating increases. However,
the increase in the iteration count influences a calculation rate. Further, accuracies of the updated dictionary and the
updated classifier may exceed a required level. Thus, in response to a proper condition being satisfied, the iteration of
the updating is terminated, and the updated dictionary and the updated classifier are output.
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[0110] The predefined condition includes at least one of a condition in which an iteration count reaches a predefined
value, a condition in which a value of an error function between a prediction category and an actual category of an ECG
is less than a predefined first value, and a condition in which a variation in the value of the error function is less than a
predefined second value. In response to the predefined condition being satisfied, the training apparatus terminates the
iteration of the synchronous training, and outputs a category dictionary and a classifier corresponding to each category.
[0111] FIG. 5 is a flowchart 500 illustrating optimizing category dictionaries and category classifiers, in accordance
with an embodiment.

[0112] To derive an optimized dictionary and an optimized classifier, various types of calculation schemes are used.
A training apparatus synchronously and iteratively calculates a dictionary and a classifier using a gradient descent
algorithm. In accordance with alternative embodiments, other optimization algorithms may be used to optimize the
dictionary and the classifier. Although an example to use the gradient descent algorithm is described with reference to
FIG. 5, the calculation scheme for optimization is not limited thereto.

[0113] Inoperation 501, the training apparatus optimizes category dictionaries to minimize an error between prediction
categories and actual categories of training ECGs using the gradient descent algorithm.

[0114] As described above, the training apparatus generates a feature vector of each training ECG through group
sparse coding using each signal segment of the corresponding training ECG and based on a current dictionary. In a
case of initially performing optimization, the current dictionary corresponds to an initialized dictionary. Updating for a
subsequent iteration, the current dictionary corresponds to a dictionary optimized through previous synchronous training.
[0115] The training apparatus performs group sparse coding with respect to each training ECG by applying the current
dictionary to Equation 1, and generates the feature vector corresponding to each training ECG. In an illustrative example,
a second feature indication, with respect to each signal segment, is generated based on the current dictionary. A coding
efficient, through group sparse coding, is the second feature indication of each signal segment. As described above,
data corresponding to a category poorly or not associated with a training ECG causes a calculation error. However,
using group sparse coding decreases the calculation error through a reconstructed codebook.

[0116] In operation 502, the training apparatus optimizes category classifiers to minimize the error using the gradient
descent algorithm. The training apparatus updates each category classifier using the gradient descent algorithm based
on the feature vector and an error function.

[0117] An initial value of a classifier W is calculated through Equation 2. The training apparatus obtains a derivative
with respect to the classifier W from Equation 2 using a feature vector Z generated based on the initialized dictionary.
In response to the derivative being set to "0", the classifier W is obtained as expressed by W = a(aZZT+B1)-1ZY. In an
example, | denotes a unit matrix of a dimension equal to a total dimension of a dictionary D, and o and 3 are parameters
of all constants. Y denotes an actual label of each divided signal segment, and is an already known value. In a state in
which Zand Y are known, the classifier W is calculated. The derived classifier W is initialized in an iterative synchronous
training process.

[0118] The training apparatus fixes the current dictionary D based on Equation 2, and obtains E?% by calculating the
derivative with respect to the classifier W. The classifier W is updated based on a formula of a gradient descent algorithm
We=W-—-qo- % In one example, o denotes a step size in search in a gradient direction. The training apparatus

updates each category dictionary using the gradient descent algorithm based on the updated category classifier and
the error function.

[0119] The training apparatus fixes the updated classifier W, and obtains a derivative with respect to the dictionary D.
Equation 2 does not include an explicit expression related to D, but includes an explicit expression related to Z. Z is a
function of the dictionary D, and Z includes a plurality of zs. Thus, each z corresponds to the function of the dictionary

D. Accordingly, the derivative %% of the dictionary D with respect to an error function of an n-th training ECG is calculated

using afixed point implicit difference method. When performing the calculation, the training apparatus randomly arranges
each signal segment, and calculates a gradient in a predetermined order after the arrangement is performed.

a1
[0120] When obtaining -émg- the training apparatus obtains derivatives ﬁ«l-‘l‘- and ?i‘i using a chain rule, and obtains
D

# Zn

%l:'.& by multiplying the derivatives. In response to %;‘:.‘.‘. being obtained, the training apparatus updates the dictionary
D D

. . aL .
D based on a formula of a gradient descent algorithm, [} = [} = a--énga In an example, o denotes a step size in

2

search in a gradient direction.
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[0121] Inaprocess of applying the gradient descent algorithm to the dictionary, in an example in which only a derivative

9;'-13-2 of the dictionary D is obtained with respect to a value of an error function of an n-th training sample, and a derivative

3L of the dictionary D is not obtained with respect to values of error functions of all training samples, the training

apparatus reduces error by iterating the synchronous training by randomly arranging signal segments with respect to a
plurality of training ECGs, and calculating a gradient in a predetermined order after each arrangement is performed.
[0122] An example of synchronously training the dictionary and the classifier is described above. As described above,
because a category dictionary is trained with respect to each category, a calculation error caused by data unassociated
with training decreases. In an example, by performing group sparse coding, a codebook used for reconstruction corre-
sponds to as few categories as possible when determining a coding coefficient z. Through the foregoing and in accordance
with an embodiment, data is expressed using an associated category dictionary.

[0123] The training apparatus obtains a feature having high-level discrimination by utilizing label information to train
the dictionary, setting minimization of an error function between a prediction category and an actual category of a training
ECG to be a target function, and synchronously training of the dictionary and the classifier.

[0124] FIG. 6 is a flowchart 600 illustrating generating a first feature vector corresponding to a test ECG, in accordance
with an embodiment.

[0125] A dictionary and a classifier trained using the scheme as described above are used to extract a feature from
atest ECG and classify an entity or a person during a test or authentication operation. In operation 601, an authentication
apparatus divides a test ECG into at least one signal segment.

[0126] In operation 602, the authentication apparatus generates at least one first feature indication corresponding to
the at least one signal segment. In an example, preprocessing with respect to the ECG as described above is applied
to generate the first feature indication.

[0127] In operation 603, the authentication apparatus generates at least one second feature indication by performing
group sparse coding, based on a dictionary and with respect to the at least one first feature indication. In an embodiment,
the example described above is applied to the dictionary and group sparse coding. The second feature indication is
generated through Equation 1.

[0128] In operation 604, the authentication apparatus generates a feature vector based on the at least one second
feature indication that corresponds to the at least one signal segment. For example, in response to a feature indication
of a signal segment corresponding to a preprocessed test ECG is expressed as S={S, ---,Sp,---Sp}, and the authentication
apparatus generates a feature vector Zs e {zis' Z;, zg) through group sparse coding with respect to S based

on Equation 1. In an example, P denotes a number of signal segments corresponding to a test ECG.
[0129] The authentication apparatus classifies the test ECG based on the feature vector and a classifier W. The
authentication apparatus calculates a label of each divided signal segment based on the classifier W and

T
]g = Argmax; (Z;S)) W(:, i) In an example, the label is a classification result with respect to each signal segment

of the test ECG, and }g denotes a label corresponding to the test ECG.

[0130] FIG. 7 is aflowchart 700 illustrating authentication with respect to an ECG, in accordance with an embodiment.
[0131] An authentication apparatus determines whether a test ECG passes authentication based on a classification
result of the test ECG. In operation 701, the authentication apparatus obtains a classification result with respect to a
reference ECG based on at least one label of the reference ECG.

[0132] A classification result of each signal segment obtained based on a dictionary and a classifier with respect to
the reference ECG is obtained from a classification result corresponding to pre-stored data. In an alternative, the clas-
sification of each signal segment is simultaneously obtained processing of the test ECG in an authentication operation.
In response to a feature indication of a signal segment of a preprocessed reference ECG being Y={Y... Yq,", Yq}, the

authentication apparatus generates a new feature vector ZY - {z;", zg} zé) through group sparse coding with

respect to Y through Equation 1. In an example, Q denotes a number of signal segments of the reference ECG.
[0133] The authentication apparatus calculates a label of each signal segment with respect to a classifier W and

¥ T . . I . .
IQ = arg max; (z;) W(; . 3) In an example, the label is a classification result with respect to each signal segment
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of the reference ECG, and [:‘; denotes a label corresponding to the reference ECG.

[0134] The authentication apparatus determines whether the test ECG passes authentication by performing authen-
tication based on a voting mechanism for a classification result of the test ECG and a classification result with respect
to the reference ECG.

[0135] In operation 702, the authentication apparatus generates a first distribution in all categories of at least one
signal segment of the test ECG based on at least one label of the test ECG. The first distribution includes a number of
signal segments belonging to each of a plurality of categories.

[0136] In detail, the authentication apparatus calculates a number of votes, for example, a distribution, with respect
to each category of each test ECG based on the label corresponding to the test ECG. For example, the test ECG includes
P signal segments in total, and k signal segments are predicted to correspond to a c-th category, for example, a c-th

k
entity. In this example, a number of votes corresponding to the c-th category is calculated by h§ = The authen-

P,
tication apparatus obtains a first distribution Hs = lhf, ™ hﬁ' oss h?;} or a histogram corresponding to the test ECG based

on the number of votes with respect to each category.

[0137] In operation 703, the authentication apparatus obtains a second distribution in all categories of at least one
signal segment of the reference ECG. The second distribution includes a number of reference signal segments belonging
to each of the plurality of categories. Similar to the above-described scheme, a second distribution

HY [h’f, h‘é', h‘é] corresponding to the reference ECG is obtained based on a number of votes h;" for

¥
example, a distribution, with respect to each category of the reference ECG.
[0138] In operation 704, the authentication apparatus calculates a similarity between the first distribution and the
second distribution. Various schemes are applicable to the similarity calculation. The authentication apparatus calculates
a similarity between two distributions or histograms using a scheme of intersecting the histograms. For example, the

[»

similarity is calculated by Similarity (H5,HY) = Z min(H?,Q_‘{) In an example, f{—;s_ = %hg and

£l . s
1is
Q <
[0139] In operation 705, the authentication apparatus performs authentication by comparing the similarity to a prede-
fined threshold. The authentication apparatus compares the similarity to the predefined threshold to verify whether the
similarity is greater than or equal to the predefined threshold, and determines whether the test ECG passes authentication
based on a comparison result.
[0140] Inresponse tothe similarity being greater than or equal to the predefined threshold, the authentication apparatus
determines that the test ECG and the reference ECG are sufficiently similar to each other, and that the test ECG passes
authentication. Conversely, in response to the similarity being less than the predefined threshold, the authentication
apparatus determines that a difference between the test ECG and the reference ECG is relatively great, and rejects
authentication with respect to the test ECG is rejected.
[0141] Although operations are described in an order specified in the accompanying drawings, examples are not
limited thereto. In detail, the operations performed at the authentication apparatus do not need to be performed in the
order, or not all of the operations need to be performed. For example, in FIG. 3, operation of merging the category
classifiers may be performed in advance or prior to merging the category dictionaries. In another embodiment, operation
of merging the category classifiers may be performed concurrently operation with merging of the category dictionaries.
In FIG. 7, operation of obtaining the second distribution corresponding to the reference ECG may be performed in
advance or prior to generating the first distribution corresponding to the test ECG. Further, additionally or selectively, a
portion of operations is omitted, a single operation is performed by merging a plurality of operations, and/or a plurality
of operations are performed by dividing a single operation into a plurality of operations.
[0142] As described above, an ECG-based authentication method is applicable to verify identity. There may multiple
examples of a scheme to verify an identity. A reference ECG corresponding to a user having a preset authority is pre-
obtained. For example, the user has an access authority or a use authority with respect to a predetermined resource.
The obtained reference ECG is stored and used as a basis to determine whether the user has a preset authority.
[0143] When a user to be authenticated tries to have access, a test ECG of the user is obtained, and authentication
with respect to the test ECG is performed using an authentication method. In response to the test ECG passing authen-

HY =
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tication, the user is determined to have a preset authority. For example, a smart phone is used to obtain and store a
reference ECG corresponding to an owner of the smart phone. In a case in which the user tries to use the smart phone,
authentication with respect to a test ECG is performed using the authentication method. In response to the user being
authenticated or identified as the owner of the smart phone, the test ECG passes authentication, and the user is allowed
to use the smart phone or resources in the smart phone.

[0144] A plurality of users may have preset authorities. In this example, reference ECGs corresponding to the plurality
of users need to be stored. When a user needs to be authenticated, a test ECG from the user is obtained and authentication
with respect to the test ECG is performed based on the pre-stored reference ECGs using the authentication method.
Once the test ECG passes authentication, the user is determined to have a preset authority. For example, a gate security
device of a predetermined complex obtains and stores reference ECGs corresponding to all residents of the complex.
In response to a visitor trying to access the complex, the gate security device obtains a test ECG from the visitor and
performs authentication with respect to the test ECG by exploring the pre-stored reference ECGs using the authentication
method. In response to the visitor being one of the residents, the test ECG passes authentication, and the gate security
device is unlocked.

[0145] In another example, reference ECGs corresponding to specific users, for example, all employees of a prede-
termined company or all students of a predetermined school, are pre-obtained. Related information of the users corre-
sponding to the reference ECGs are merged with the reference ECGs, stored, used as a basis to determine an identity
of a user, and used to search for or record the related information of the users. When a user visits, a test ECG of the
user is obtained, and authentication with respect to the test ECG is performed based on the pre-stored reference ECGs
using the authentication method. In response to the test ECG passing authentication with respect to a predetermined
reference ECG, an identity of the user is determined based on related information associated with the reference ECG,
related information of the user is obtained, and the new information of the user is merged with the identity of the user
and additionally recorded.

[0146] For example, an attendance monitoring device of a predetermined company obtains reference ECGs corre-
sponding to all employees of the company, merges names of the employees with IDs of the employees, and stores the
merged data. When an employee records an attendance, the attendance monitoring device obtains a test ECG of the
employee, and performs authentication with respect to the test ECG based on the pre-stored reference ECGs using the
authentication method. In response to the test ECG passing authentication compared to a reference ECG, a name and
an ID of the employee associated with the reference ECG are retrieved and displayed on a screen. A time at which the
employee arrives or leaves is merged with the ID of the employee, and the merged data is recorded and used as
attendance information of the employee.

[0147] FIG.8isablock diagramillustrating an authentication apparatus 801 and a training apparatus 805, in accordance
with an embodiment.

[0148] Referring to FIG. 8, the authentication apparatus 801 includes a sensor 802, a processor 803, and a memory
804. The sensor 802 senses a test ECG from an entity, and the processor 803 obtains the test ECG of the entity through
the sensor 802. The processor 803 generates a feature vector of the test ECG based on a pre-trained dictionary,
generates a classification result with respect to the test ECG based on the feature vector and a pre-trained classifier,
and performs authentication with respect to the test ECG based on the classifier result. The memory 804 is configured
to record the pre-trained dictionary and the pre-trained classifier. The processor 803 is used to perform authentication
with respect to the test ECG by loading information stored in the memory 804. Descriptions provided with reference to
FIGS. 1 through 7 are applicable to the authentication apparatus 801, and thus duplicated descriptions will be omitted
for conciseness.

[0149] Although the sensor 802, the processor 803, and the memory 804 are described as separate structural elements,
a person skilled in the art will appreciate that the sensor 802, the processor 803, and the memory 804 may be combined
into a single processor or controller and perform the functionality explained and illustrated with respect to each structural
element. Furthermore, although the memory 804 is part of the authentication apparatus 801, a person skilled in the art
will appreciate that the memory 804 may be an external structural element to the authentication apparatus 801.
[0150] The training apparatus 805 includes a sensor 806, a processor 807, and a memory 808. The sensor 806 senses
training ECGs, and the processor 807 obtains the plurality of ECGs through the sensor 806. The processor 807 generates
feature vectors of the training ECGs based on category dictionaries corresponding to a plurality of categories, determines
prediction categories for the training ECGs based on the feature vectors, and alternately updates the category dictionaries
and category classifiers based on the categories and the prediction categories. The memory 808 is configured to record
the category dictionaries and the category classifiers, and the processor 807 trains a dictionary and a classifier by
alternately updating the category dictionaries and the category classifiers recorded in the memory 808. Descriptions
provided with reference to FIGS. 1 through 7 are applicable to the training apparatus 805, and thus duplicated descriptions
will be omitted for conciseness.

[0151] Although the sensor 806, the processor 807, and the memory 808 are described as separate structural elements,
a person skilled in the art will appreciate that the sensor 806, the processor 807, and the memory 808 may be combined
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into a single processor or controller and perform the functionality explained and illustrated with respect to each structural
element. Furthermore, although the memory 808 is part of the training apparatus 805, a person skilled in the art will
appreciate that the memory 804 may be an external structural element to the training apparatus 805.

[0152] Theauthentication apparatus 801 and the training apparatus 805 are separate asindependent structural devices
to operate separately. In an alternative embodiment , the authentication apparatus 801 and the training apparatus 805
are integrated as a single apparatus 809 and applicable to a smart device. The authentication apparatus 801 and the
training apparatus 805 interoperate with each other, or operate separately as independent entities. Various applications
may be made thereto.

[0153] Theapparatuses, units, modules, devices, and other componentsillustrated in FIG. 8 that perform the operations
described herein with respect to FIGS. 1 through 7 are implemented by hardware components. Examples of hardware
components include controllers, sensors, generators, drivers, and any other electronic components known to one of
ordinary skill in the art. In one example, the hardware components are implemented by one or more processors or
computers. A processor or computer is implemented by one or more processing elements, such as an array of logic
gates, a controller and an arithmetic logic unit, a digital signal processor, a microcomputer, a programmable logic
controller, a field-programmable gate array, a programmable logic array, a microprocessor, or any other device or
combination of devices known to one of ordinary skill in the art that is capable of responding to and executing instructions
in a defined manner to achieve a desired result. In one example, a processor or computer includes, or is connected to,
one or more memories storing instructions or software that are executed by the processor or computer. Hardware
components implemented by a processor or computer execute instructions or software, such as an operating system
(OS) and one or more software applications that run on the OS, to perform the operations described herein with respect
to FIGS. 1 through 7. The hardware components also access, manipulate, process, create, and store data in response
to execution of the instructions or software. For simplicity, the singular term "processor" or "computer" may be used in
the description of the examples described herein, but in other examples multiple processors or computers are used, or
a processor or computer includes multiple processing elements, or multiple types of processing elements, or both. In
one example, a hardware component includes multiple processors, and in another example, a hardware component
includes a processor and a controller. A hardware component has any one or more of different processing configurations,
examples of which include a single processor, independent processors, parallel processors, single-instruction single-
data (SISD) multiprocessing, single-instruction multiple-data (SIMD) multiprocessing, multiple-instruction single-data
(MISD) multiprocessing, and multiple-instruction multiple-data (MIMD) multiprocessing.

[0154] The methods illustrated in FIGS. 1 through 7 that perform the operations described herein with respect to FIG.
8 are performed by a processor or a computer as described above executing instructions or software to perform the
operations described herein.

[0155] Instructions or software to control a processor or computer to implement the hardware components and perform
the methods as described above are written as computer programs, code segments, instructions or any combination
thereof, for individually or collectively instructing or configuring the processor or computer to operate as a machine or
special-purpose computer to perform the operations performed by the hardware components and the methods as de-
scribed above. In one example, the instructions or software include machine code that is directly executed by the
processor or computer, such as machine code produced by a compiler. In another example, the instructions or software
include higher-level code that is executed by the processor or computer using an interpreter. Programmers of ordinary
skill in the art can readily write the instructions or software based on the block diagrams and the flow charts illustrated
in the drawings and the corresponding descriptions in the specification, which disclose algorithms for performing the
operations performed by the hardware components and the methods as described above.

[0156] The instructions or software to control a processor or computer to implement the hardware components and
perform the methods as described above, and any associated data, data files, and data structures, are recorded, stored,
or fixed in or on one or more non-transitory computer-readable storage media. Examples of a non-transitory computer-
readable storage medium include read-only memory (ROM), random-access memory (RAM), flash memory, CD-ROMs,
CD-Rs, CD+Rs, CD-RWs, CD+RWs, DVD-ROMs, DVD-Rs, DVD+Rs, DVD-RWs, DVD+RWSs, DVD-RAMs, BD-ROMs,
BD-Rs, BD-R LTHs, BD-REs, magnetic tapes, floppy disks, magneto-optical data storage devices, optical data storage
devices, hard disks, solid-state disks, and any device known to one of ordinary skill in the art that is capable of storing
the instructions or software and any associated data, data files, and data structures in a non-transitory manner and
providing the instructions or software and any associated data, data files, and data structures to a processor or computer
so that the processor or computer can execute the instructions. In one example, the instructions or software and any
associated data, data files, and data structures are distributed over network-coupled computer systems so that the
instructions and software and any associated data, data files, and data structures are stored, accessed, and executed
in a distributed fashion by the processor or computer.

[0157] While this disclosure includes specific examples, it will be apparent to one of ordinary skill in the art that various
changes in form and details may be made in these examples without departing from the scope of the claims. The
examples described herein are to be considered in a descriptive sense only, and notfor purposes of limitation. Descriptions
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of features or aspects in each example are to be considered as being applicable to similar features or aspects in other
examples. Suitable results may be achieved if the described techniques are performed in a different order, and/or if
components in a described system, architecture, device, or circuit are combined in a different manner, and/or replaced
or supplemented by other components or their equivalents. Therefore, the scope of the disclosure is defined not by the
detailed description, but by the claims.

Claims
1. A method, comprising:

generating a feature vector from an electrocardiogram, ECG, based on a pre-trained dictionary;
generating a classification result of the ECG based on the feature vector and a pre-trained classifier, and
performing authentication of the ECG based on the classification result.

2. The method of claim 1, wherein the dictionary and the classifier are trained synchronously.

3. The method of claim 1 or 2, wherein the dictionary comprises category dictionaries corresponding to categories, and
the classifier comprises category classifiers corresponding to the categories,
wherein the dictionary and the classifier are synchronously trained by generating feature vectors to train ECGs
based on the category dictionaries, determining prediction categories for the ECGs based on the feature vectors,
and alternately updating the category dictionaries and the category classifiers based on the categories and the
prediction categories.

4. The method of claim 1, wherein the generating of the feature vector comprises:

determining coefficients of category dictionaries included in the dictionary for the ECG to be a linear combination
of the category dictionaries; and
generating the feature vector based on the coefficients.

5. The method of claim 1, wherein the generating of the feature vector comprises:

dividing the ECG into a signal segment;

generating a feature indication corresponding to the signal segment;

generating a second feature indication by performing group sparse coding, based on the dictionary, of the
feature indication; and

generating the feature vector based on the second feature indication,

wherein the feature indication is a linear combination of a portion of category dictionaries included in the dic-
tionary, and

the second feature indication comprises coefficients of the portion of the category dictionaries.

6. The method of claim 1, wherein the generating of the classification result comprises:

generating a label corresponding to a classification result of a signal segment of the ECG based on the feature
vector and the classifier; and
generating the classification result of the ECG based on the label,

wherein the performing comprises:

obtaining a classification result of a reference ECG; and
performing the authentication based on a voting mechanism for the classification result of the ECG and the
classification result of the reference ECG.

7. The method of claim 6, wherein the reference ECG comprises a reference signal segment, wherein the performing
of the authentication based on the voting mechanism comprises: generating a first distribution comprising a number
of signal segments belonging to each of a plurality of categories based on a label of the ECG; obtaining a second
distribution comprising a number of reference signal segments belonging to each of the categories; calculating a
similarity between the first distribution and the second distribution; and performing the authentication by comparing
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the similarity to a threshold, or
wherein the classification result of the reference ECG is obtained by applying the dictionary and the classifier to the
reference ECG.

The method of claim 1 further comprising:

dividing an electrocardiogram, ECG, for user authentication into a signal segment;

generating a first feature indication corresponding to the signal segment;

generating a second feature indication by performing group sparse coding, based on a dictionary and the first
feature indication,

wherein the step of generating the feature vector is performed based on the second feature indication corre-
sponding to the signal segment.

The method of claim 8, further comprising:

extracting a feature from the divided signal segment; and

performing dimension reduction processing of the extracted feature, or

wherein the generating of the classification result is based on a label corresponding to a classification result of
the signal segment of the ECG based on the feature vector and the pre-trained classifier, or

further comprising:

synchronously training the dictionary and the pre-trained classifier.

A non-transitory computer-readable storage medium comprising a program comprising instructions to cause a com-
puter to perform a training method, comprising:

generating feature vectors of training electrocardiograms, ECGs, based on category dictionaries corresponding
to categories;

determining prediction categories for the training ECGs based on the feature vectors; and

alternately updating the category dictionaries and category classifiers based on the categories and the prediction
categories.

11. The computer-readable storage medium of claim 10, wherein the generating comprises:

dividing each of the training ECGs into a signal segment;

generating a feature indication corresponding to the signal segment;

generating a second feature indication by performing group sparse coding, based on the category dictionaries,
of the feature indication; and

generating the feature vectors based on the second feature indication corresponding to the signal segment.

12. The computer-readable storage medium of claim 10, wherein the updating comprises:

fixing the category classifiers, and optimizing the category dictionaries to minimize an error between the pre-
diction categories and the categories; and

fixing the optimized category dictionaries, and optimizing the category classifiers to minimize the error between
the prediction categories and the categories,

wherein the optimizing of the category dictionaries and the optimizing of the category classifiers are synchro-
nously iterated,

wherein the optimizing of the category dictionaries comprises optimizing the category dictionaries to minimize
the error using a gradient descent algorithm, and the optimizing of the category classifiers comprises optimizing
the category classifiers to minimize the error using the gradient descent algorithm, or

further comprising terminating the updating in response to the optimizing of the category dictionaries and the
optimizing of the category classifiers satisfying a condition; and outputting the updated category dictionaries
and the updated category classifiers, wherein the condition comprises at least one of a condition in which an
iteration count reaches a value, a condition in which the error is less than a first value, and a condition in which
a variation in the error is less than a second value.
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13. The computer-readable storage medium of claim 10, further comprising:

initializing the category dictionaries based on the training ECGs corresponding to the categories,

wherein the initializing comprises:

preprocessing the training ECGs;

generating clusters by clustering the preprocessed training ECGs based on the categories; and

generating the initialized category dictionaries by normalizing centers of the clusters,

wherein the preprocessing comprises:

dividing the training ECGs into a signal segment;

extracting a feature of the signal segment; and

generating a feature indication of the signal segment by performing dimension reduction processing of the
feature, and

wherein the dividing comprises:

filtering each of the training ECGs;
detecting a QRS wave of each of the filtered training ECGs; and
generating the at least one signal segment based on a result of the detecting.

14. The computer-readable storage medium of claim 10, further comprising:

initializing the category classifiers based on the feature vectors and the category dictionaries, or

generating a dictionary by merging the updated category dictionaries; and

generating a classifier by merging the updated category classifiers,

wherein the initializing comprises generating a probability distribution of the categories of the signal segment
based on the feature vectors and the category dictionaries calculating a prediction error for the signal segment
based on the probability distribution and an actual category of the signal segment obtaining category classifiers
minimizing an error between the prediction categories and the categories based on the prediction error; and
generating the initialized category classifiers as the obtained category classifiers.

15. A training apparatus, comprising:

a sensor configured to receive training electrocardiograms, ECGs; and

a processor configured to generate feature vectors of training ECGs based on category dictionaries correspond-
ing to categories, determine prediction categories for the training ECGs based on the feature vectors, and
alternately update the category dictionaries and category classifiers based on the categories and the prediction
categories.
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