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Description
1. Field

[0001] The following description relates to a user authentication method and apparatus based on an electrocardiogram
(ECQG) signal.

2. Description of Related Art

[0002] Technology for applying signals and data extracted from a body to various systems is developing. For example,
biometric technology for establishing a security system based on a biosignal and biometric data is drawing attention.
The biometric technology may be technology for extracting a signal or data associated with abody of a user and comparing
a result of the extracting to pre-stored data, thereby authenticating the user as a registered user through identification.
As one example, technology for recognizing a user based on a personal electrocardiogram (ECG) signal is under
development in a biometric technology field.

[0003] The biometric technology uses a unique biosignal of each user. Since the unique biosignal cannot be stolen
or lost and has robustness against forgery or falsification, the biometric technology is highly favored in a security field.
Recently, research is being conducted to improve a unique biosignal recognition rate.

SUMMARY

[0004] This Summary is provided to introduce a selection of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid in determining the scope of the claimed subject matter.
[0005] Inone general aspect, a user authentication apparatus includes an electrocardiogram (ECG) waveform acquirer
configured to acquire an authentication ECG waveform of a user to be authenticated; a filter configured to filter the
authentication ECG waveform using a Kalman filter by applying a reference model parameter extracted from a reference
ECG waveform to the Kalman filter; and an authenticator configured to compare the filtered authentication ECG waveform
and the reference ECG waveform, and determine whether the filtered authentication ECG waveform corresponds to the
reference ECG waveform based on a result of the comparing.

[0006] The authentication ECG waveform may include a plurality of ECG waveforms; and the apparatus further may
include an ECG waveform extractor configured to align the plurality of ECG waveforms included in the authentication
ECG waveform based on an R peak.

[0007] Thereference model parameter may include any one or any combination of a firstamplitude parameterindicating
an amplitude for each of a plurality of first Gaussian functions extracted from the reference ECG waveform, afirst duration
parameter indicating a duration for each of the first Gaussian functions, a first position parameter indicating a position
for each of the first Gaussian functions, and a first angular velocity parameter indicating an angular velocity based on a
change in a phase of the reference ECG waveform.

[0008] Thefilter may be further configured to extracta predicted authentication ECG waveform by applying the reference
model parameter to the authentication ECG waveform using the Kalman filter, and output the filtered authentication ECG
waveform by combining the authentication ECG waveform and the predicted authentication ECG waveform.

[0009] The apparatus may further include a feature point extractor configured to extract a plurality of feature points
from the filtered authentication ECG waveform.

[0010] The feature point extractor may be further configured to extract a plurality of second Gaussian functions from
the filtered authentication ECG waveform, and extract any one or any combination of a second amplitude parameter
indicating an amplitude for each of the second Gaussian functions, a second duration parameter indicating a duration
for each of the second Gaussian functions, and a second position parameter indicating a position for each of the second
Gaussian functions so that a distance between the filtered authentication ECG waveform and a sum of the second
Gaussian functions is minimized.

[0011] The authenticator may be further configured to extract a similarity between the filtered authentication ECG
waveform and the reference ECG waveform, and determine whether the filtered authentication ECG waveform corre-
sponds to the reference ECG waveform based on the similarity.

[0012] The authenticator may be further configured to extract the similarity between a plurality of feature points in the
filtered authentication ECG waveform and a plurality of feature points in the reference ECG waveform, and determine
whether the filtered authentication ECG waveform corresponds to the reference ECG waveform based on the similarity.
[0013] The authenticator may be further configured to determine the similarity based on any one or any combination
of a distance between the first amplitude parameter and the second amplitude parameter, a distance between the first
duration parameter and the second duration parameter, and a distance between the first position parameter and the
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second position parameter.

[0014] The authenticator may be further configured to determine the similarity by applying a weight to each of the
distance between the first amplitude parameter and the second amplitude parameter, the distance between the first
duration parameter and the second duration parameter, and the distance between the first position parameter and the
second position parameter.

[0015] The authenticator may be further configured to determine the filtered authentication ECG waveform as corre-
sponding to the reference ECG waveform, and authenticate the user as being a user of the reference ECG waveform,
in response to the similarity being greater than a predetermined threshold.

[0016] The filter, the feature point extractor, and the authenticator may be further configured to operate repetitively in
response to the authenticator determining that the filtered authentication ECG waveform does not correspond to the
reference ECG waveform.

[0017] The authenticator may be further configured to determine that the user is not the user of the reference ECG
waveform in response to a number of operations repetitively performed by the filter, the feature point extractor, and the
authenticator being greater than a predetermined threshold.

[0018] The authenticator may be further configured to authenticate the user as being the user of the reference ECG
waveform in response to the similarity being greater than a predetermined threshold and increasing as the operations
are repetitively performed by the filter, the feature point extractor, and the authenticator.

[0019] The feature point extractor may be further configured to extract as the feature points any one or any combination
of a PR interval, a PR segment, a QRS complex, an ST segment, an ST interval, a QT interval, an RR interval, an
amplitude, a position, a noise power, and a predetermined statistical value of the filtered authentication ECG waveform.
[0020] The authenticator may be further configured to authenticate the user by determining whether the user is a user
of the reference ECG waveform based on a result of the comparing; and the filter may be further configured to reset a
variable of the Kalman filter in response to the authenticator determining that the user is not the user of the reference
ECG waveform.

[0021] In another general aspect, a user registration apparatus includes an electrocardiogram (ECG) waveform ac-
quirer configured to acquire a registration ECG waveform of a user to register the user; an ECG waveform extractor
configured to extract a representative ECG waveform from the registration ECG waveform based on an R peak; a model
parameter extractor configured to extract a first model parameter by modeling the representative ECG waveform; a filter
configured to filter the registration ECG waveform using a Kalman filter by applying the first model parameter to the
Kalman filter; and a feature point extractor configured to extract a plurality of feature points from the filtered registration
ECG waveform.

[0022] The model parameter extractor may be further configured to extract a plurality of first Gaussian functions from
the representative ECG waveform, and extract any one or any combination of a first amplitude parameter indicating an
amplitude for each of the first Gaussian functions, a first duration parameter indicating a duration for each of the first
Gaussian functions, and a first position parameter for each of the first Gaussian functions so that a distance between
the representative ECG waveform and a sum of the first Gaussian functions is minimized.

[0023] The filter may be further configured to extract a predicted registration ECG waveform by applying the first model
parameter to the registration ECG waveform based on the first Gaussian functions using the Kalman filter, and output
the filtered registration ECG waveform by combining the registration ECG waveform and the predicted registration ECG
waveform.

[0024] The feature point extractor may be further configured to extract a plurality of second Gaussian functions from
the filtered registration ECG waveform, and extract any one or any combination of a second amplitude parameter
indicating an amplitude for each of the second Gaussian functions, a second duration parameter indicating a duration
for each of the second Gaussian functions, and a second position parameter indicating a position for each of the second
Gaussian functions so that a distance between the filtered registration ECG waveform and a sum of the second Gaussian
functions is minimized.

[0025] The feature point extractor may be further configured to extract as the feature points any one or any combination
of a PR interval, a PR segment, a QRS complex, an ST segment, an ST interval, a QT interval, an RR interval, an
amplitude, a position, a noise power, and a predetermined statistic value of the filtered registration ECG waveform.
[0026] Inanother general aspect, a user authentication apparatus includes a register configured to extract a first model
parameter by modeling arepresentative electrocardiogram (ECG) waveform extracted from a registration ECG waveform,
filter the registration ECG waveform using a Kalman filter by applying the first model parameter to the Kalman filter, and
extract a plurality of feature points from the filtered registration ECG waveform; and an authenticator configured to filter
an authentication ECG waveform using the Kalman filter by applying a second model parameter included in the feature
points to the Kalman filter, compare the filtered authentication ECG waveform and the filtered registration ECG waveform,
and determine whether the filtered authentication ECG waveform corresponds to the registration ECG waveform based
on a result of the comparing.

[0027] Inanother general aspect, a user authentication method includes acquiring an authentication electrocardiogram
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(ECG) waveform of a user to be authenticated; filtering the authentication ECG waveform using a Kalman filter by
applying a reference model parameter extracted from a reference ECG waveform to the Kalman filter; comparing the
filtered authentication ECG waveform and the reference ECG waveform; and determining whether the filtered authen-
tication ECG waveform corresponds to the reference ECG waveform based on a result of the comparing.

[0028] Inanother general aspect, a user registration method includes acquiring a registration electrocardiogram (ECG)
waveform of a user to be authenticated; extracting a representative ECG waveform from the registration ECG waveform
based on an R peak; extracting a model parameter by modeling the representative ECG waveform; filtering the registration
ECG waveform using a Kalman filter by applying the model parameter to the Kalman filter; and extracting a plurality of
feature points from the filtered registration ECG waveform.

[0029] Inanother general aspect, a user authentication method includes extracting a first model parameter by modeling
arepresentative electrocardiogram (ECG) waveform extracted from a registration ECG waveform; filtering the registration
ECG waveform using a Kalman filter by applying the first model parameter to the Kalman filter; extracting a plurality of
feature points from the filtered registration ECG waveform; filtering an authentication ECG waveform using the Kalman
filter by applying a second model parameter included in the feature points to the Kalman filter; comparing the filtered
authentication ECG waveform and the filtered registration ECG waveform; and determining whether the filtered authen-
tication ECG waveform corresponds to the filtered registration ECG waveform based on a result of the comparing.
[0030] Inanothergeneral aspect, a user authentication method includes acquiring an authentication electrocardiogram
(ECG) waveform of a user to be authenticated; filtering the authentication ECG waveform using a predictive filter adjusted
based on a characteristic extracted from a reference ECG waveform of a pre-registered user; comparing the filtered
authentication ECG waveform and the reference ECG waveform; and determining whether the user is the pre-registered
user based on a result of the comparing.

[0031] The characteristic may be a parameter of a Gaussian function modeling the reference ECG waveform.
[0032] The method may further include extracting a plurality of first feature points from the filtered authentication ECG
waveform; and extracting a plurality of second feature points from the reference ECG waveform; and the comparing
may include comparing the plurality of first feature points and the plurality of second feature points.

[0033] Otherfeatures and aspects will be apparent from the following detailed description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0034]
FIG. 1 illustrates an example of a user registration apparatus.
FIG. 2 illustrates an example of a user authentication apparatus.
FIG. 3 illustrates another example of a user authentication apparatus.
FIG. 4 illustrates an example of aligning an electrocardiogram (ECG) waveform.
FIGS. 5A and 5B illustrate examples of extracting a predicted ECG waveform.
FIG. 6 illustrates an example of filtering an ECG waveform using a Kalman filter.
FIG. 7 illustrates an example of a tendency of a distance from an ECG waveform changing through a filtering.
FIG. 8 illustrates another example of a tendency of a distance from an ECG waveform changing through a filtering.
FIG. 9 illustrates another example of a user authentication apparatus.
FIG. 10 illustrates another example of a user authentication apparatus.
FIG. 11 illustrates another example of a user authentication apparatus.
FIG. 12 illustrates an example of a user registration method.
FIG. 13 illustrates an example of a user authentication method.

FIG. 14 illustrates another example of a user authentication method.
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DETAILED DESCRIPTION

[0035] The following detailed description is provided to assist the reader in gaining a comprehensive understanding
of the methods, apparatuses, and/or systems described herein. However, various changes, modifications, and equiva-
lents of the methods, apparatuses, and/or methods described herein will be apparent to one of ordinary skill in the art.
The sequences of operations described herein are merely examples, and are not limited to those set forth herein, but
may be changed as will be apparent to one of ordinary skill in the art, with the exception of operations necessarily
occurring in a certain order. Also, descriptions of functions and constructions that are well known to one of ordinary skill
in the art may be omitted for increased clarity and conciseness.

[0036] Throughoutthe drawings and the detailed description, the same reference numerals refer to the same elements.
The drawings may not be to scale, and the relative size, proportions, and depiction of elements in the drawings may be
exaggerated for clarity, illustration, and convenience.

[0037] The terminology used herein is for the purpose of describing particular examples, only, and is not intended to
limit the scope of the disclosure in any way. As used herein, the singular forms "a," "an", and "the" are intended to include
the plural forms as well, unless the context clearly indicates otherwise. It will be further understood that the terms "include"
and/or "have," when used in this specification, specify the presence of stated features, numbers, operations, elements,
components or combinations thereof, but do not preclude the presence or addition of one or more other features, numbers,
operations, elements, components, and/or combinations thereof.

[0038] Unless otherwise defined, all terms including technical and scientific terms, used herein have the same meaning
as commonly understood by one of ordinary skill in the art to which this description pertains. It will be further understood
that terms, such as those defined in commonly used dictionaries, should be interpreted as having a meaning that is
consistent with their meaning in the context of the relevant art and are not to be interpreted in an idealized or overly
formal sense unless expressly so defined herein.

[0039] FIG. 1 illustrates an example of a user registration apparatus 110.

[0040] ReferringtoFIG. 1,the userregistration apparatus 110 includes an electrocardiogram (ECG) waveform acquirer
120, an ECG waveform extractor 130, a model parameter extractor 140, a filter 150, and a feature point extractor 160.
The user registration apparatus 110 registers an ECG signal of a user. As described with reference to FIG. 2, a user
authentication apparatus 210 authenticates a user by comparing ECG information acquired for an authentication and
ECG information registered in the user registration apparatus 110 in advance. In one example, although the user reg-
istration apparatus 110 is described as being separate from the user authentication apparatus 210 of FIG. 2, the user
registration apparatus 110 and the user authentication apparatus 210 may be configured in a single apparatus or may
be separate from one another.

[0041] The ECG waveform acquirer 120 acquires an ECG waveform of a user using an ECG sensor to register the
user. In one example, the ECG waveform acquirer 120 stores ECG signals for a plurality of users. Hereinafter, the ECG
waveform used to register the user may also be referred to as a registration ECG waveform.

[0042] The ECG sensor includes a plurality of electrodes, an amplifier, and a digital filter. The electrodes sense the
ECG signal of the user through a contact with, for example, a finger skin of the user. The amplifier amplifies the ECG
signal sensed by the electrodes. The amplifier may also be referred to as an analog front-end (AFE). The digital filter
converts the amplified ECG signal into a digital signal. Through this process, a signal-to-noise ratio (SNR) of the ECG
signal is improved.

[0043] The ECG waveform extractor 130 extracts a registration ECG waveform from the converted digital signal. In
this example, the registration ECG waveform includes a plurality of ECG waveforms.

[0044] The ECG waveform extractor 130 extracts a representative ECG waveform from the registration ECG waveform
based on an R peak of an ECG waveform. The ECG waveform has a variable time period and amplitude. For example,
in an ECG waveform of the same user, a time period and amplitude may vary based on a respiration state of the user.
Also, since the ECG waveform is acquired by sampling in the ECG sensor, a peak of the ECG waveform acquired in
the ECG sensor may be different from a peak of an actual ECG waveform. Thus, the ECG waveform extractor 130
processes the ECG waveform into a form appropriate for the authentication. In one example, the ECG waveform extractor
130 performs preprocessing to remove dominant noise from the registration ECG waveform. As an example, during the
preprocessing, the ECG waveform extractor 130 extracts a registration ECG waveform in a range from 0.5 to 40 hertz
(Hz). Also, the ECG waveform extractor 130 eliminates the dominant noise such as a DC baseline wandering, a power
noise, for example, an ECG waveform in a frequency band between 50 and 60 Hz, and a motion artifact from the
registration ECG waveform.

[0045] Additionally, the ECG waveform extractor 130 aligns the plurality of ECG waveforms included in the registration
ECG waveform based on the R peak. A P wave, a QRS wave, a T wave, and a U wave appear repetitively in the ECG
waveform, and the R peak of the QRS wave has a greatest amplitude among these waves. Thus, the ECG waveform
extractor 130 aligns the ECG waveform based on the R peak. The ECG waveform extractor 130 detects a plurality of
R peaks from the registration ECG waveform, and aligns the plurality of ECG waveforms included in the registration
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ECG waveform based on the detected R peaks. Also, the ECG waveform extractor 130 extracts a representative ECG
waveform from the ECG waveforms included in the registration ECG waveform. As an example, the ECG waveform
extractor 130 extracts the representative ECG waveform by obtaining an average value of the ECG waveforms included
in the registration ECG waveform.

[0046] The model parameter extractor 140 determines a standard deviation value and an average value of the repre-
sentative ECG waveform, and extracts a plurality of Gaussian functions from the representative ECG waveform based
on the standard deviation value and the average value of the representative ECG waveform. The model parameter
extractor 140 models the representative ECG waveform based on the Gaussian functions using the following Equation 1.

0=w

2
Z=— {_v_laf)Aelexp ~—§£;— (1)
=l 2b;

[0047] In Equation 1, #denotes a phase value of the ECG waveform and z denotes an amplitude of the ECG waveform
at a corresponding phase. #and z denote values obtained by differentiating #and Z , respectively. » denotes an angular
velocity parameter indicating an angular velocity based on a change in a phase of the ECG waveform. The model
parameter extractor 140 extracts an average heart rate of the user from the representative ECG waveform, and extracts
the angular velocity parameter from the average heart rate. ¢; denotes an amplitude parameter indicating an amplitude
for each of the Gaussian functions, b; denotes a duration parameter indicating a duration for each of the Gaussian
functions, and Ag; denotes a position parameter indicating a position for each for each of the Gaussian functions. In one
example, model parameters include an amplitude parameter ¢;, a duration parameter b;, a position parameter Ag, and
an angular velocity parameter w. The model parameters indicate unique characteristics of the user, and thus the model
parameters will be different for each user.

[0048] The model parameter extractor 140 extracts the amplitude parameter ¢;, the duration parameter b;, and the
position parameter Ag, as model parameters using the following Equation 2.

arg min|x — z|

2
o;.b;,00, @
[0049] In Equation 2, x denotes the representative ECG waveform and Z denotes a representative ECG waveform
modeled using Equation 1. The modeled representative ECG waveform is a sum of the Gaussian functions. denotes a
norm indicating a distance between x and z. The norm may be, for example, a Euclidean norm, an L1 norm, or a P norm,
all of which are well known to one of ordinary skill in the art, and thus will not be described in detail here. The model
parameter extractor 140 extracts the amplitude parameter ¢;, the duration parameter b;, and the position parameter A6,
so that the modeled representative ECG waveform is closest to the representative ECG waveform, for example, so that
a distance between the representative ECG waveform and the sum of the Gaussian functions is minimized.

[0050] The filter 150 filters the registration ECG waveform using a Kalman filter by applying the model parameters
extracted by the model parameter extractor 140 to the Kalman filter. The Kalman filter may be, for example, an extended

Kalman filter or an unscented Kalman filter, both of which are well known to one of ordinary skill in the art, and thus will
not be described in detail here. As is well known to one of ordinary skill in the art, a Kalman filter is one type of predictive
filter. Although the examples in this application describe the use of a Kalman filter, this is merely one example, and other
types of predictive filters known to one of ordinary skill in the art may be used.

[0051] The filter 150 extracts a predicted registration ECG waveform by applying the amplitude parameter ¢;, the
duration parameter b;, the position parameter Ag, and the angular velocity parameter CO extracted by the model pa-
rameter extractor 140 to the registration ECG waveform using the Kalman filter. The filter 150 combines the registration
ECG waveform extracted by the ECG waveform extractor 130 and the predicted registration ECG waveform in consid-
eration of a statistical distribution of the registration ECG waveform extracted by the ECG waveform extractor 130 and
the predicted registration ECG waveform using the Kalman filter. In one example, the filter 150 smoothes the filtered
registration waveform. For example, the filter 150 smoothes the filtered registration ECG waveform using a fixed-lag
smoother or a fixed-interval smoother, both of which are well known to one of ordinary skill in the art, and thus will not
be described in detail here.
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[0052] The feature point extractor 160 extracts a plurality of feature points from the filtered registration ECG waveform.
In this example, the feature points include a PR interval, a PR segment, a QRS complex, an ST segment, an ST interval,
a QT interval, and an RR interval of the filtered registration ECG waveform, an amplitude, a position, and a noise power
of the filtered registration ECG waveform, or a statistical value and the model parameters of the filtered registration ECG
waveform. In one example, the feature point extractor 160 determines a standard deviation value and an average value
of the filtered registration ECG waveform, and extracts a plurality of Gaussian functions from the filtered registration
ECG waveform based on the determined standard deviation value and average value. The feature point extractor 160
models the filtered registration ECG waveform using Equation 1 based on the Gaussian functions extracted from the
filtered registration ECG waveform. Using the Equations 1 and 2, the feature point extractor 160 extracts an amplitude
parameter, a duration parameter, and a position parameter so that a distance between the filtered registration ECG
waveform and a sum of the Gaussian functions is minimized. The amplitude parameter indicates an amplitude for each
of the Gaussian functions extracted from the filtered registration ECG waveform. The duration parameter indicates a
duration for each of the Gaussian functions. The position parameter indicates a position for each of the Gaussian
functions. Also, the feature point extractor 160 extracts an average heart rate of the user from the filtered registration
ECG waveform, and extracts an angular velocity parameter from the average heart rate.

[0053] FIG. 2 illustrates an example of the user authentication apparatus 210.

[0054] Referring to FIG. 2, the user authentication apparatus 210 includes an ECG waveform acquirer 220, an ECG
waveform extractor 230, a filter 240, a feature point extractor 250, and an authenticator 260. The user authentication
apparatus 210 authenticates whether a user corresponds to a pre-registered user by comparing ECG information acquired
from the user and ECG information on the pre-registered user stored in the registration apparatus 110 of FIG. 1.
[0055] As described above, although the user authentication apparatus 210 is described as being separate from the
user registration apparatus 110 of FIG. 1, the user registration apparatus 110 and the user authentication apparatus
210 may be configured in a single apparatus or may be separate from one another.

[0056] The ECG waveform acquirer 220 acquires an ECG waveform of a user using an ECG sensor. Hereinafter, an
ECG waveform used to authenticate the user may also be referred to as an authentication ECG waveform.

[0057] The ECG sensor includes a plurality of electrodes, an amplifier, and a digital filter. The electrodes sense the
ECG signal of the user through contact with, for example, a finger skin of the user. The amplifier amplifies the ECG
signal sensed by the electrodes. The amplifier may also be referred to as an AFE. The digital filter converts the amplified
ECG signal into a digital signal. Through this process, an SNR of the ECG signal is improved.

[0058] The ECG waveform extractor 230 extracts an authentication ECG waveform from the converted digital signal.
In this example, the authentication ECG waveform includes a plurality of ECG waveforms.

[0059] The ECG waveform extractor 230 performs preprocessing to remove dominant noise from the authentication
ECG waveform. As an example, during the preprocessing, the ECG waveform extractor 230 extracts an authentication
ECG waveform in a range from 0.5 to 40 Hz. Also, the ECG waveform extractor 230 eliminates the dominant noise such
as a DC baseline wandering, a power noise, for example, an ECG waveform in a frequency band between 50 and 60
Hz, and a motion artifact from the authentication ECG waveform.

[0060] Additionally, the ECG waveform extractor 230 aligns the plurality of ECG waveforms included in the authenti-
cation ECG waveform based on an R peak. The ECG waveform extractor 230 detects a plurality of R peaks from the
authentication ECG waveform, and aligns the plurality of ECG waveforms included in the authentication ECG waveform
based on the detected R peaks.

[0061] The filter 240 filters the authentication ECG waveform using a Kalman filter by applying a reference model
parameter extracted from a reference ECG waveform to the Kalman filter. As is well known to one of ordinary skill in the
art, a Kalman filter is one type of predictive filter. Although the examples in this application describe the use of a Kalman
filter, this is merely one example, and other types of predictive filters known to one of ordinary skill in the art may be
used. The reference ECG waveform is a registration ECG waveform of a pre-registered user, and the reference model
parameter is a model parameter extracted based on the reference ECG waveform. The reference model parameter
includes any one or any combination of an amplitude parameter indicating an amplitude for each of a plurality of Gaussian
functions extracted from the reference ECG waveform, a duration parameter indicating a duration for each of the Gaussian
functions, a position parameter indicating a position for each for each of the Gaussian functions, and an angular velocity
parameter indicating an angular velocity based on a change in a phase of the reference ECG waveform. The reference
model parameter is extracted from the reference ECG waveform using Equations 1 and 2. In one example, the filter 240
receives information on the reference ECG waveform and the reference model parameter from the user registration
apparatus 110 of FIG. 1. The Kalman filter may be, for example, an extended Kalman filter or an unscented Kalman
filter, both of which are well known to one of ordinary skill in the art, and thus will not be described in detail here.
[0062] The filter 240 extracts a predicted authentication ECG waveform by applying the reference model parameter
to the authentication ECG waveform using the Kalman filter. The filter 240 combines the authentication ECG waveform
extracted by the ECG waveform extractor 220 and the predicted authentication ECG waveform in consideration of a
statistical distribution of the authentication ECG waveform extracted by the ECG waveform extractor 220 and the predicted
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authentication ECG waveform using the Kalman filter. The reference model parameter reflects unique characteristics
of the reference ECG waveform. Accordingly, when the user of the authentication ECG waveform is the same as the
user of the reference ECG waveform, a prediction error will be reduced in the Kalman filter, and thus the filtered authen-
tication ECG waveform will be closer to the reference ECG waveform. When the user of the authentication ECG waveform
is not the user of the reference ECG waveform, the prediction error will increase in the Kalman filter, and thus the filtered
authentication ECG waveform will be farther from the reference ECG waveform and closer to the authentication ECG
waveform.

[0063] In one example, the filter 240 smoothes the filtered authentication ECG waveform. For example, the filter 240
smoothes the filtered authentication ECG waveform using a fixed-lag smoother or a fixed-interval smoother, both of
which are well known to one of ordinary skill in the art, and thus will not be described in detail here.

[0064] The feature point extractor 250 extracts a plurality of feature points from the filtered authentication ECG wave-
form. In this example, the feature points include any one or any combination of a PR interval, a PR segment, a QRS
complex, an ST segment, an ST interval, a QT interval, and an RR interval of the filtered authentication ECG waveform,
an amplitude, a position, and a noise power of the filtered authentication ECG waveform, and a statistical value and the
model parameters of the filtered authentication ECG waveform.

[0065] In one example, the feature point extractor 250 determines a standard deviation value and an average value
of the filtered authentication ECG waveform, and extracts a plurality of Gaussian functions. The feature point extractor
250 models the filtered authentication ECG waveform using Equation 1 based on the Gaussian functions extracted from
the filtered authentication ECG waveform. The feature point extractor 250 extracts an amplitude parameter, a duration
parameter, and a position parameter so that a distance between the filtered authentication ECG waveform and a sum
of the Gaussian functions is minimized. The amplitude parameter indicates an amplitude for each of the Gaussian
functions extracted from the filtered authentication ECG waveform. The duration parameter indicates a duration for each
of the Gaussian functions. The position parameter indicates a position for each of the Gaussian functions. Also, the
feature point extractor 250 extracts an average heart rate of the user from the filtered authentication ECG waveform,
and extracts an angular velocity parameter from the average heart rate.

[0066] The authenticator 260 compares the filtered authentication ECG waveform and the reference ECG waveform
and determines whether the filtered authentication ECG waveform corresponds to the reference ECG waveform. When
the filtered authentication ECG waveform is determined to correspond to the reference ECG waveform, the authenticator
260 authenticates the user as being the user of the reference ECG waveform and allows the user to access an apparatus
including the user authentication apparatus 210. When the filtered authentication ECG waveform is determined not to
correspond to the reference ECG waveform, the authenticator 260 determines that the user is not the user of the reference
ECG waveform and blocks the user from accessing the apparatus including the user authentication apparatus 210.
[0067] The authenticator 260 determines whether the filtered authentication ECG waveform corresponds to the ref-
erence ECG waveform based on a similarity between the filtered authentication ECG waveform and the reference ECG
waveform. In one example, the authenticator 260 extracts the similarity based on a root mean square error (RMSE), a
Euclidean distance, a cosine similarity, or a correlation between the filtered authentication ECG waveform and the
reference ECG waveform, all of which are well known to one of ordinary skill in the art, and thus will not be described
in detail here. In this example, the similarity increases according to an increase in the correlation or the cosine similarity,
and may increases according to a decrease in the Euclidean distance or the RMSE.

[0068] Additionally, the authenticator 260 may extract the similarity between the filtered authentication ECG waveform
and the reference ECG waveform using any scheme applicable to a comparison between the filtered authentication
ECG waveform and the reference ECG waveform. In one example, the authenticator 260 extracts the similarity based
on a distance between a plurality of feature points in the filtered authentication ECG waveform and a plurality of feature
points in the reference ECG waveform. For example, the authenticator 260 may use a norm to obtain a similarity between
the feature points of the filtered authentication ECG waveform and the feature points of the reference ECG waveform.
[0069] In one example, the authenticator 260 determines the similarity between the feature points of the filtered
authentication ECG waveform and the feature points of the reference ECG waveform based on a distance between the
model parameters extracted from the filtered authentication ECG waveform and the reference model parameters ex-
tracted from the reference ECG waveform as using the following Equation 3.

S6.0)=3" {or |

[0070] In Equation 3, S(i, j) denotes a distance between the feature points of the filtered authentication ECG waveform
and the feature points of the reference ECG waveform, i denotes the reference ECG waveform, j denotes the filtered
authentication ECG waveform, and N denotes a number of Gaussian functions. ¢; denotes the amplitude parameter
extracted from the reference ECG waveform, ajdenotes the amplitude parameter extracted from the filtered authentication
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ECG waveform, b;, denotes the duration parameter extracted from the reference ECG waveform, bj denotes the duration
parameter extracted from the filtered authentication ECG waveform, Ag; denotes the position parameter extracted from
the reference ECG waveform, and AG denotes the position parameter extracted from the filtered authentication ECG
waveform. p; denotes a first weight, p, denotes a second weight, and p3 denotes a third weight. The authenticator 260
calculates a norm between ¢;and o anorm between b;, and bj , and a norm between A¢g;and Aé}-for each of the Gaussian
functions, and applies a different weight for each of the calculated norms. The norm may be, for example, a Euclidean
norm, an L1 norm, or a P norm, all of which are well known to one of ordinary skill in the art, and thus will not be described
in detail here. The authenticator 260 may set the first weight through the third weight based on a predetermined rule. In
one example, a first weight p; may be relatively low due to an effect of a baseline wandering. Since the authentication
ECG waveform is extracted by the ECG waveform extractor 230 based on the R peak, a second weight p, and a third
weight p; may be relatively high. S(/, j) denotes a distance between the authentication ECG waveform and the reference
ECG waveform. The similarity may decrease according to an increase in a value of S(i, j), and the similarity may increase
according to a decrease in the value of S(j, j). As one example, the authenticator 260 may use an inverse value of S(j,
J) as the similarity.

[0071] The authenticator 260 determines whether the filtered authentication ECG waveform corresponds to the ref-
erence ECG waveform based on the similarity. In one example, when the similarity is greater than a predetermined first
threshold, the authenticator 260 determines that the filtered authentication ECG waveform corresponds to the reference
ECG waveform, thereby authenticating the user as the user of the reference ECG waveform. When the authenticator
260 determines that the filtered authentication ECG waveform does not correspond to the reference ECG waveform,
the user authentication apparatus 210 may repetitively perform operations of the filter 240, the feature point extractor
250, and the authenticator 260. In this example, when a number of operations repetitively performed by the filter 240,
the feature point extractor 250, and the authenticator 260 is greater than a predetermined threshold, the authenticator
260 determines that the user is not the user of the reference ECG waveform. Also, when the similarity is greater than a
predetermined second threshold, for example, a predetermined second threshold that is less than the first threshold,
and the similarity increases as a result of the operations repetitively performed by the filter 240, the feature point extractor
250, and the authenticator 260, the authenticator 260 may authenticate the user as being the user of the reference ECG
waveform.

[0072] In one example, when the authenticator 260 determines that the user is not the user of the reference ECG
waveform, the filter 240 resets a variable of the Kalman filter. For example, when the authenticator determines that the
user is not the user of the reference ECG waveform, the filter 240 initializes a covariance matrix and a state matrix of
the Kalman filter. Conversely, when the user is authenticated as being the user of the reference ECG waveform, the
filter 240 maintains the covariance matrix and the state matrix of the Kalman filter The covariance matrix and the state
matrix of the Kalman filter are well known to one of ordinary skill in the art, and thus will not be described in detail here.
[0073] Through the operations of the ECG waveform acquirer 220, the ECG waveform extractor 230, the filter 240,
the feature point extractor 250, and the authenticator 260, the user authentication apparatus 210 may accurately extract
a feature point despite a low quality of an ECG waveform, and may reduce a false acceptance rate (FAR), a false
rejection rate (FRR), and an amount of time used for the user authentication.

[0074] FIG. 3 illustrates another example of a user authentication apparatus 310.

[0075] Referring to FIG. 3, the user authentication apparatus 310 includes an ECG waveform acquirer 320, an ECG
waveform extractor 330, a register 340, and an authenticator 350.

[0076] The ECG waveform acquirer 320 acquires an ECG waveform of a user using an ECG sensor. The ECG sensor
includes a plurality of electrodes, an amplifier, and a digital filter. The electrodes sense the ECG signal of the user through
contact with, for example, a finger skin of the user. The amplifier amplifies the ECG signal sensed in the electrodes. The
digital filter converts the amplified ECG signal into a digital signal.

[0077] The ECG waveform extractor 330 extracts an ECG waveform from the converted digital signal. In this example,
the ECG waveform includes a plurality of ECG waveforms.

[0078] The ECG waveform extractor 330 performs preprocessing to remove dominant noise from the ECG waveform.
As an example, during the preprocessing, the ECG waveform extractor 330 extracts an ECG waveform in a range from
0.5 to 40 Hz. Also, the ECG waveform extractor 330 eliminates the dominant noise such as a DC baseline wandering,
a power noise, for example, an ECG waveform in a frequency band between 50 and 60 Hz, and a motion artifact from
the ECG waveform.

[0079] Additionally, the ECG waveform extractor 330 aligns the plurality of ECG waveforms included in the ECG
waveform based on an R peak. The ECG waveform extractor 330 detects a plurality of R peaks from the ECG waveform,
and aligns the plurality of ECG waveforms included in the ECG waveform based on the detected R peaks.

[0080] In one example, the ECG waveform extractor 330 extracts a representative ECG waveform from the aligned
ECG waveform. As an example, the ECG waveform extractor 330 extracts the representative ECG waveform by obtaining
an average value of the aligned ECG waveform. The extracted representative ECG waveform is used in the register 340.
[0081] Theregister 340 registers the ECG waveform of the user. The register 340 includes a model parameter extractor
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341, a filter 342, and a feature point extractor 343.

[0082] The model parameter extractor 341 determines a standard deviation value and an average value of the repre-
sentative ECG waveform extracted by the ECG waveform extractor 330, and extracts a plurality of Gaussian functions
from the representative ECG waveform based on the standard deviation value and the average value. Based on the
Gaussian functions, the model parameter extractor 341 models the representative ECG waveform using Equation 1 and
extracts an amplitude parameter, a duration parameter, and a position parameter as model parameters using Equation
2. Also, the model parameter extractor 341 extracts an average heart rate of the user from the representative ECG
waveform, and extracts an angular velocity parameter corresponding to the model parameter from the average heart rate.
[0083] The filter 342 filters a registration ECG waveform using a Kalman filter by applying the model parameters
extracted by the model parameter extractor 341 to the Kalman filter.

[0084] The filter 342 predicts an ECG waveform by applying the amplitude parameter, the duration parameter, the
position parameter, and the angular velocity parameter extracted by the model parameter extractor 341 to the repre-
sentative ECG waveform using the Kalman filter. As is well known to one of ordinary skill in the art, a Kalman filter is
one type of predictive filter. Although the examples in this application describe the use of a Kalman filter, this is merely
one example, and other types of predictive filters known to one of ordinary skill in the art may be used. The filter 342
combines the registration ECG waveform and the predicted representative ECG waveform by applying different weights
to the registration ECG waveform and the predicted representative ECG waveform, and extracts an ECG waveform
having a least RMSE with respect to the representative ECG waveform, thereby providing a result of the extracting as
a filtered registration ECG waveform. RMSE is well known to one of ordinary skill in the art, and thus will not be described
in detail here. Also, the filter 342 smoothes the filtered registration ECG waveform.

[0085] The feature point extractor 343 extracts a plurality of feature points from the filtered registration ECG waveform.
The feature point extractor 343 extracts any one or any combination of a PR interval, a PR segment, a QRS complex,
an ST segment, an ST interval, a QT interval, and an RR interval of the filtered registration ECG waveform, an amplitude,
a position, and a noise power of the filtered representative ECG waveform, and a predetermined statistical value of the
filtered representative ECG waveform. Also, the feature point extractor 343 extracts model parameters of the filtered
registration ECG waveform. In this example, the feature point extractor 343 determines a standard deviation value and
an average value of the filtered registration ECG waveform, and extracts a plurality of Gaussian functions from the
filtered registration ECG waveform based on the standard deviation value and the average value. Using Equations 1
and 2, the feature point extractor 343 may extract an amplitude parameter, a duration parameter, and a position parameter
from the filtered registration ECG waveform. Also, the feature point extractor 343 may extract an average heart rate of
the user from the filtered registration ECG waveform, and extract an angular velocity parameter based on the average
heart rate.

[0086] The authenticator 350 authenticates whether a user attempting to be authenticated is a pre-registered user
based on ECG information on the user attempting to be authenticated and ECG information on the pre-registered user
stored intheregister 340. The authenticator 350 includes afilter 351, afeature point extractor 352, and a user authenticator
353.

[0087] The filter 351 filters an authentication ECG waveform of the user attempting to be authenticated using the
Kalman filter by applying the reference model parameter indicating the model parameter extracted by the model parameter
extractor 341 to the Kalman filter.

[0088] The filter 351 applies the Kalman filter to the authentication ECG waveform. The Kalman filter may be used to
extract a predicted authentication ECG waveform by applying the reference model parameter to the authentication ECG
waveform. The filter 351 outputs a filtered authentication ECG waveform by applying a different weight for each of the
authentication ECG waveform and a predicted target ECG waveform. Also, the filter 351 smoothes the filtered authen-
tication ECG waveform.

[0089] The feature point extractor 352 extracts a plurality of feature points from the filtered authentication ECG wave-
form. The feature point extractor 352 extracts any one or any combination of a PR interval, a PR segment, a QRS
complex, an ST segment, an ST interval, a QT interval, and an RR interval of the filtered authentication ECG waveform,
an amplitude, a position, and a noise power of the filtered authentication ECG waveform, and a statistical value and the
model parameter of the filtered authentication ECG waveform. Also, the feature point extractor 352 may extract the
model parameter from the filtered authentication ECG waveform. In this example, the feature point extractor 352 deter-
mines a standard deviation value and an average value of the filtered authentication ECG waveform, and extracts a
plurality of Gaussian functions from the filtered authentication ECG waveform based on the standard deviation value
and the average value. Using Equations 1 and 2, the feature point extractor 352 extracts an amplitude parameter, a
duration parameter, and a position parameter from the filtered authentication ECG waveform. Also, the feature point
extractor 352 extracts an average heart rate of the user from the filtered authentication ECG waveform, and extracts an
angular velocity parameter based on the average heart rate.

[0090] The user authenticator 353 compares the filtered authentication ECG waveform and the filtered registration
ECG waveform, and determines whether the filtered authentication ECG waveform corresponds to the filtered registration
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ECG waveform.

[0091] The user authenticator 353 determines whether the filtered authentication ECG waveform corresponds to the
filtered registration ECG waveform based on a similarity between the filtered authentication ECG waveform and the
filtered registration ECG waveform. In one example, the user authenticator 353 extracts the similarity based on an RMSE,
a Euclidean distance, a cosine similarity, or a correlation between the filtered authentication ECG waveform and the
filtered registration ECG waveform, all of which are well known to one of ordinary skill in the art, and thus will not be
described in detail here. The similarity increases as the correlation or the cosine similarity increases, and increases as
the Euclidean distance or the RMSE decreases.

[0092] Additionally, the user authenticator 353 may extract the similarity between the filtered authentication ECG
waveform and the filtered registration ECG waveform using any scheme applicable to a comparison between the filtered
authentication ECG waveform and the filtered registration ECG waveform. In one example, the user authenticator 353
extracts the similarity based on a distance between a plurality of feature points in the filtered authentication ECG waveform
and a plurality of feature points in the filtered registration ECG waveform. Also, the user authenticator 353 may determine
the similarity between the feature points of the filtered authentication ECG waveform and the feature points of the filtered
registration ECG waveform based on a distance between the model parameters extracted from the filtered authentication
ECG waveform and the reference model parameters extracted from the filtered registration ECG waveform as shown
in Equation 3.

[0093] The user authenticator 353 determines whether the filtered authentication ECG waveform corresponds to the
filtered registration ECG waveform based on the similarity. In one example, when the similarity is greater than a prede-
termined first threshold, the user authenticator 353 determines the filtered authentication ECG waveform as correspond-
ing to the filtered registration ECG waveform, thereby authenticating the user as being the user of the registration ECG
waveform. When the authenticator 353 determines that the filtered authentication ECG waveform does not correspond
to the filtered registration ECG waveform, the user authentication apparatus 310 may repetitively perform operations of
the ECG waveform extractor 330, the filter 351, the feature point extractor 352, and the user authenticator 353. In this
example, when a number of operations repetitively performed by the ECG waveform extractor 330, the filter 351, the
feature point extractor 352, and the user authenticator 353 is greater than a predetermined threshold, the user authen-
ticator 353 determines that the user is not the user of the registration ECG waveform. Also, when the similarity is greater
than a predetermined second threshold, and when the similarity increases through the operations repetitively performed
by the ECG waveform extractor 330, the filter 351, the feature point extractor 352, and the user authenticator 353, the
user authenticator 353 authenticates the user as being the same as the user of the reference ECG waveform.

[0094] FIG. 4 illustrates an example of aligning an ECG waveform.

[0095] Referringto FIG. 4, in a graph 410, a horizontal axis represents time and a vertical axis represents an amplitude
of the ECG waveform. The graph 410 shows the ECG signal acquired using an ECG sensor. The graph 410 shows a
plurality of ECG waveforms 411 in the ECG signal of the same user, and time periods and amplitudes of the ECG
waveforms 411 vary depending on a respiration state of the user. When the ECG sensor provides a relatively low
performance quality, noise may occur in the ECG waveforms 411. A user authentication apparatus performs preproc-
essing to eliminate dominant noise from the ECG waveforms so that the ECG waveforms 411 have a form appropriate
for a user authentication. For example, the user authentication apparatus extracts an ECG waveform in a range from
0.5 to 40 Hz from the ECG waveforms 411.

[0096] Additionally, the user authentication apparatus aligns the ECG waveforms 411 based on an R peak. The user
authentication apparatus detects a plurality of R peaks from the ECG waveforms, and aligns the ECG waveforms 411
based on the detected R peaks. The user authentication apparatus performs the user authentication based on the aligned
ECG waveforms 411.

[0097] FIGS. 5A and 5B illustrate examples of extracting a predicted ECG waveform 511.

[0098] Referring to FIGS. 5A and 5B, horizontal axes represent time and vertical axes represent an amplitude of an
ECG waveformin graphs 510 and 520. In a process of pre-registering a user, a user authentication apparatus determines
a standard deviation value and an average value of a measured ECG waveform 512, and extracts a plurality of Gaussian
functions 513 from the measured ECG waveform 512 based on the standard deviation value and the average value.
The user authentication apparatus models the measured ECG waveform 512 using Equation 1 based on the Gaussian
functions 513. The user authentication apparatus extracts an amplitude parameter, a duration parameter, and a position
parameter using Equation 2.

[0099] Additionally, the user authentication apparatus extracts an average heart rate of the user from the measured
ECG waveform 512, and extracts an angular velocity parameter from the average heart rate. The user authentication
apparatus may extract the predicted ECG waveform 511 by applying the amplitude parameter, the duration parameter,
the position parameter, and the angular velocity parameter to the measured ECG waveform 512 using a Kalman filter.
[0100] FIG. 6 illustrates an example of filtering an ECG waveform using a Kalman filter.

[0101] Referringto FIG. 6, in a graph 610, a horizontal axis represents time and a vertical axis represents an amplitude
of the ECG waveform. A user registration apparatus filters the ECG waveform using the Kalman filter by applying model
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parameters to the Kalmanfilter. The model parameters are model parameters extracted from an ECG waveform measured
to register a user, and include an amplitude parameter, a duration parameter, a position parameter, and an angular
velocity parameter.

[0102] The user registration apparatus extracts a predicted registration ECG waveform using the Kalman filter by
applying the model parameters to the measured ECG waveform. The user registration apparatus outputs a filtered ECG
waveform 611 by combining a predicted ECG waveform and an ECG waveform measured from the user. In this example,
a different weight is applied to each of the predicted ECG waveform and the measured ECG waveform.

[0103] FIG. 7 illustrates an example of a tendency of a distance from an ECG waveform changing through a filtering.
[0104] Referring to FIG. 7, in graphs 710, 720, and 730, horizontal axes represent time and vertical axes represent
an amplitude of the ECG waveform. In a process of authenticating a user, a user authentication apparatus filters an
ECG waveform 711 of the user using a Kalman filter 740 by applying model parameters extracted from an ECG waveform
721 of a pre-registered user to the Kalman filter 740. In this example, the user matches the pre-registered user. The
model parameters include an amplitude parameter, a duration parameter, and a position parameter minimizing a distance
between the ECG waveform 721 and a sum of a plurality of Gaussian functions extracted from the ECG waveform 721.
Also, the model parameters include an angular velocity parameter extracted from the ECG waveform 721.

[0105] The model parameters reflects unique characteristics of the ECG waveform 721. When the user of the ECG
waveform 711 matches a user of the ECG waveform 721, aprediction erroris reduced in the Kalman filter 740. Accordingly,
a filtered ECG waveform 731 has a shape close to the shape of the ECG waveform 721 of the pre-registered user.
[0106] FIG. 8 illustrates another example of a tendency of a distance from an ECG waveform changing through a
filtering.

[0107] Referring to FIG. 8, in graphs 810, 820, and 830, horizontal axes represent time and vertical axes represent
an amplitude of the ECG waveform. In a process of authenticating a user, a user authentication apparatus filters an
ECG waveform 811 of the user using a Kalman filter 840 by applying model parameters extracted from an ECG waveform
821 of a pre-registered user to the Kalman filter 840. In this example, the user does not match the pre-registered user.
The model parameters an amplitude parameter, a duration parameter, and a position parameter minimizing a distance
between the ECG waveform 821 and a sum of a plurality of Gaussian functions extracted from the ECG waveform 821.
Also, the model parameters include an angular velocity parameter extracted from the ECG waveform 821.

[0108] The model parameter reflects unique characteristics of the ECG waveform 821. When the user of the ECG
waveform 711 does not match a user of the ECG waveform 821, a prediction error increases in the Kalman filter 840.
Accordingly, a filtered ECG waveform 831 is farther from the ECG waveform 721, and closer to the ECG waveform 811.
[0109] FIG. 9illustrates another example of a user authentication apparatus.

[0110] Referring to FIG. 9, a mobile terminal 910 includes a positive pole electrode 920, a reference electrode 930,
and a negative pole electrode 940 to sense an ECG signal. In the example illustrated in FIG. 9, the positive pole electrode
920 and the reference electrode 930 are disposed on opposite sides of the mobile terminal 910, and the negative pole
electrode 940 is disposed in a lower portion of the mobile terminal 910. However, this is merely one example, and as
will be apparent to one of ordinary skill in the art, other arrangements of the positive pole electrode 920, the reference
electrode 930, and the negative pole electrode 940 are possible.

[0111] When fingers of a user contact a plurality of electrodes, for example, the positive pole electrode 920, the
reference electrode 930, and the negative pole electrode 940, the mobile terminal 910 senses the ECG signal. The
mobile terminal 910 amplifies the ECG signal using an amplifier, and converts the amplified ECG signal into a digital
signal. The mobile terminal 910 extracts an ECG waveform from the converted digital signal.

[0112] In a process of registering the ECG waveform of the user, the mobile terminal 910 extracts a representative
ECG waveform from the ECG waveform of the user being registered based on an R peak, and extracts model parameters
by modeling the representative waveform. Also, the mobile terminal 910 filters the ECG waveform extracted from the
user being registered using a Kalman filter by applying the model parameters to the Kalman filter, and extracts a plurality
of feature points from the filtered ECG waveform.

[0113] In a process of authenticating the user, the mobile terminal 910 aligns a plurality of ECG waveforms included
in the ECG waveform based on the R peak, and filters the ECG waveform of the user attempting to be authenticated
using the Kalman filter by applying model parameters extracted from a pre-registered ECG waveform to the Kalman
filter. The mobile terminal 910 compares the filtered ECG waveform and the pre-registered ECG waveform, and deter-
mines whether the filtered ECG waveform corresponds to the pre-registered ECG waveform based on a result of the
comparing. Based on a result of the determining, the mobile terminal 910 authenticates whether the user is the pre-
registered user.

[0114] FIG. 10 illustrates another example of a user authentication apparatus.

[0115] Referring to FIG. 10, a wearable terminal 1010 includes a positive pole electrode 1021, a reference electrode
1022, and a negative pole electrode 1011 to sense an ECG signal. In the example illustrated in FIG. 10, the positive
pole electrode 1021 and the reference electrode 1022 are disposed on a rear side of the wearable terminal 1010, and
the negative pole electrode 1011 is disposed on a front side of the wearable terminal 1010. However, this is merely one
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example, and as will be apparent to one of ordinary skill in the art, other arrangements of the positive pole electrode
1021, the reference electrode 1022, and the negative pole electrode 1011 are possible.

[0116] Similar to the mobile terminal 910 of FIG. 9, the wearable terminal 1010 acquires an ECG signal of a user using
a plurality of electrodes, for example, the positive pole electrode 1021, the reference electrode 1022, and the negative
pole electrode 1011, extracts an ECG waveform from the ECG signal, and filters the extracted ECG waveform. Also,
the wearable terminal 1010 performs the same operations as the mobile terminal 910 in FIG. 9 to register the ECG
waveform of the user in advance, or authenticate whether the user matches a pre-registered user.

[0117] FIG. 11 illustrates another example of a user authentication apparatus.

[0118] Referring to FIG. 11, a mobile terminal 1110 includes a positive pole electrode 1120, a reference electrode
1130, and a negative pole electrode 1140 to sense an ECG signal. In the example in FIG. 11, the positive pole electrode
1120 and the reference electrode 1130 are disposed on both sides of the mobile terminal 1110, and the negative pole
electrode 1140 is disposed on a lower portion of the mobile terminal 1110. However, this is merely one example, and
as will be apparent to one of ordinary skill in the art, other arrangements of the positive pole electrode 1120, the reference
electrode 1130, and the negative pole electrode 1140 are possible.

[0119] The mobile terminal 1110 aligns a plurality of ECG waveforms included in an ECG waveform of a user based
on an R peak. Also, the mobile terminal 1110 acquires information on a reference ECG waveform that is an ECG
waveform of a pre-registered user from a server 1150. The mobile terminal 1110 receives information on model param-
eters extracted from the reference ECG waveform from the server 1150. The mobile terminal 1110 filters the ECG
waveform of the user using a Kalman filter by applying the model parameters to the Kalman filter. The mobile terminal
1110 extracts a similarity between the reference ECG waveform and the filtered ECG waveform. In one example, the
mobile terminal 1110 extracts the similarity based on a plurality of feature points extracted from the reference ECG
waveform and a plurality of feature points extracted from the filtered ECG waveform. The mobile terminal 1110 performs
authentication as to whether the user matches a pre-registered user based on the similarity. The mobile terminal 1110
may transmit any one or any combination of information on the feature points, information on the similarity, and authen-
tication information on whether the user matches the pre-registered user to the server 1150. In one example, the server
1150 allows the user to access the server 1150 based on the authentication information received from the mobile terminal
1110.

[0120] FIG. 12 illustrates an example of a user registration method.

[0121] Referring to FIG. 12, in operation 1210, a user registration apparatus acquires a registration ECG waveform
of a user to register the user.

[0122] Inoperation 1220, the userregistration apparatus extracts a representative ECG waveform from the registration
ECG waveform based on an R peak.

[0123] In operation 1230, the user registration apparatus extracts model parameters by modeling the representative
ECG waveform.

[0124] In operation 1240, the user registration apparatus filters the registration ECG waveform using a Kalman filter
by applying the model parameters to the Kalman filter.

[0125] Inoperation 1250, the userregistration apparatus extracts a plurality of feature points from the filtered registration
ECG waveform.

[0126] Repeated descriptions with respect to the user registration method of FIG. 12 will be omitted for increased
clarity and conciseness because the descriptions provided with reference to FIGS. 1 through 11 are also applicable to
the user registration method of FIG. 12.

[0127] FIG. 13 illustrates an example of a user authentication method.

[0128] Referring to FIG. 13, in operation 1310, a user authentication apparatus acquires an authentication ECG wave-
form of a user to authenticate the user.

[0129] In operation 1320, the user authentication apparatus filters the authentication ECG waveform using a Kalman
filter by applying reference model parameters extracted from a reference ECG waveform to the Kalman filter.

[0130] Inoperation 1330, the user authentication apparatus determines whether the filtered authentication ECG wave-
form corresponds to the reference ECG waveform by comparing the filtered authentication ECG waveform and the
reference ECG waveform. In one example, when the filtered authentication ECG waveform does not correspond to the
reference ECG waveform, the user authentication apparatus repetitively performs operations 1320 and 1330. In this
example, a number of times the operations 1320 and 1330 are repetitively performed may be less than a predetermined
threshold.

[0131] Repeated descriptions with respect to the user authentication method of FIG. 13 will be omitted for increased
clarity and conciseness because the descriptions provided with reference to FIGS. 1 through 11 are also applicable to
the user authentication method of FIG. 13.

[0132] FIG. 14 illustrates another example of a user authentication method.

[0133] Referring to FIG. 14, in operation 1410, a user authentication apparatus extracts first model parameters by
modeling a representative ECG waveform extracted from a registration ECG waveform.
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[0134] In operation 1420, the user authentication apparatus filters the registration ECG waveform using a Kalman
filter by applying the first model parameters to the Kalman filter.

[0135] In operation 1430, the user authentication apparatus extracts a plurality of feature points from the filtered
registration ECG waveform.

[0136] In operation 1440, the user authentication apparatus filters an authentication ECG waveform using the Kalman
filter by applying second model parameters included in the feature points to the Kalman filter.

[0137] Inoperation 1450, the user authentication apparatus determines whether the filtered authentication ECG wave-
form corresponds to the filtered registration ECG waveform by comparing the filtered authentication ECG waveform and
the filtered registration ECG waveform. In one example, when a second ECG waveform does not correspond to a first
ECG waveform, the user authentication apparatus repetitively performs operations 1440 and 1450. In this example, a
number of times the operations 1440 and 1450 are repetitively performed may be less than a predetermined threshold.
[0138] Repeated descriptions with respect to the user authentication method of FIG. 14 will be omitted for increased
clarity and conciseness because the descriptions provided with reference to FIGS. 1 through 11 are also applicable to
the user authentication method of FIG. 14.

[0139] The ECG waveform acquirer 120, the ECG waveform extractor 130, the model parameter extractor 140, the
filter 150, and the feature point extractor 160 in FIG. 1, the ECG waveform acquirer 220, the ECG waveform extractor
230, the filter 240, the feature point extractor 250, and the authenticator 260 in FIG. 2, and the ECG waveform acquirer
320, the ECG waveform extractor 330, the model parameter extractor 341, the filter 342, the feature point extractor 343,
the filter 351, the feature point extractor 352, and the user authenticator 353 in FIG. 3, the mobile terminal 910 in FIG.
9, the wearable terminal 1010 in FIG. 10, and the mobile terminal 1110 and the server 1150 in FIG. 11 that perform the
various operations described with respect to FIGS. 1-14 may be implemented using one or more hardware components,
one or more software components, or a combination of one or more hardware components and one or more software
components.

[0140] A hardware component may be, for example, a physical device that physically performs one or more operations,
but is not limited thereto. Examples of hardware components include resistors, capacitors, inductors, power supplies,
frequency generators, operational amplifiers, power amplifiers, low-pass filters, high-pass filters, band-pass filters, an-
alog-to-digital converters, digital-to-analog converters, and processing devices.

[0141] A software component may be implemented, for example, by a processing device controlled by software or
instructions to perform one or more operations, but is not limited thereto. A computer, controller, or other control device
may cause the processing device to run the software or execute the instructions. One software component may be
implemented by one processing device, or two or more software components may be implemented by one processing
device, or one software component may be implemented by two or more processing devices, or two or more software
components may be implemented by two or more processing devices.

[0142] A processing device may be implemented using one or more general-purpose or special-purpose computers,
such as, for example, a processor, a controller and an arithmetic logic unit, a digital signal processor, a microcomputer,
afield-programmable array, a programmable logic unit, a microprocessor, or any other device capable of running software
or executing instructions. The processing device may run an operating system (OS), and may run one or more software
applications that operate under the OS. The processing device may access, store, manipulate, process, and create data
when running the software or executing the instructions. For simplicity, the singular term "processing device" may be
used in the description, but one of ordinary skill in the art will appreciate that a processing device may include multiple
processing elements and multiple types of processing elements. For example, a processing device may include one or
more processors, or one or more processors and one or more controllers. In addition, different processing configurations
are possible, such as parallel processors or multi-core processors.

[0143] A processing device configured to implement a software component to perform an operation A may include a
processor programmed to run software or execute instructions to control the processor to perform operation A. In addition,
a processing device configured to implement a software component to perform an operation A, an operation B, and an
operation C may have various configurations, such as, for example, a processor configured to implement a software
component to perform operations A, B, and C; a first processor configured to implement a software component to perform
operation A, and a second processor configured to implement a software component to perform operations B and C; a
first processor configured to implement a software component to perform operations A and B, and a second processor
configured to implement a software component to perform operation C; a first processor configured to implement a
software component to perform operation A, a second processor configured to implement a software component to
perform operation B, and a third processor configured to implement a software component to perform operation C; a
first processor configured to implement a software component to perform operations A, B, and C, and a second processor
configured to implement a software component to perform operations A, B, and C, or any other configuration of one or
more processors each implementing one or more of operations A, B, and C. Although these examples refer to three
operations A, B, C, the number of operations that may implemented is not limited to three, but may be any number of
operations required to achieve a desired result or perform a desired task.
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[0144] Functional programs, codes, and code segments for implementing the examples disclosed herein can be easily
constructed by a programmer skilled in the art to which the examples pertain based on the drawings and their corre-
sponding descriptions as provided herein.

[0145] Software or instructions for controlling a processing device to implement a software component may include a
computer program, a piece of code, an instruction, or some combination thereof, for independently or collectively in-
structing or configuring the processing device to perform one or more desired operations. The software or instructions
may include machine code that may be directly executed by the processing device, such as machine code produced by
a compiler, and/or higher-level code that may be executed by the processing device using an interpreter. The software
or instructions and any associated data, data files, and data structures may be embodied permanently or temporarily in
any type of machine, component, physical or virtual equipment, computer storage medium or device, or a propagated
signal wave capable of providing instructions or data to or being interpreted by the processing device. The software or
instructions and any associated data, data files, and data structures also may be distributed over network-coupled
computer systems so that the software or instructions and any associated data, data files, and data structures are stored
and executed in a distributed fashion.

[0146] While this disclosure includes specific examples, it will be apparent to one of ordinary skill in the art that various
changes in form and details may be made in these examples without departing from the scope of the claims. For example,
suitable results may be achieved if the described techniques are performed in a different order, and/or if components
in adescribed system, architecture, device, or circuit are combined in a different manner, and/or replaced or supplemented
by other components or their equivalents. Therefore, the scope of the disclosure is defined not by the detailed description,
but by the claims.

[0147] The following is a list of further preferred embodiments of the invention:

Embodiment 1: A user authentication apparatus comprising:

an electrocardiogram (ECG) waveform acquirer configured to acquire an authentication ECG waveform of a
user to be authenticated;

a filter configured to filter the authentication ECG waveform using a Kalman filter by applying a reference model
parameter extracted from a reference ECG waveform to the Kalman filter; and

an authenticator configured to compare the filtered authentication ECG waveform and the reference ECG
waveform, and determine whether the filtered authentication ECG waveform corresponds to the reference ECG
waveform based on a result of the comparing.

Embodiment 2: The apparatus of embodiment 1, wherein the authentication ECG waveform comprises a plurality
of ECG waveforms; and

the apparatus further comprises an ECG waveform extractor configured to align the plurality of ECG waveforms
included in the authentication ECG waveform based on an R peak.

Embodiment 3: The apparatus of embodiment 1, wherein the reference model parameter comprises any one or any
combination of a first amplitude parameter indicating an amplitude for each of a plurality of first Gaussian functions
extracted from the reference ECG waveform, a first duration parameter indicating a duration for each of the first
Gaussian functions, a first position parameter indicating a position for each of the first Gaussian functions, and a
first angular velocity parameter indicating an angular velocity based on a change in a phase of the reference ECG
waveform.

Embodiment 4: The apparatus of embodiment 3, wherein the filter is further configured to extract a predicted au-
thentication ECG waveform by applying the reference model parameter to the authentication ECG waveform using
the Kalman filter, and output the filtered authentication ECG waveform by combining the authentication ECG wave-
form and the predicted authentication ECG waveform.

Embodiment 5: The apparatus of embodiment 4, further comprising a feature point extractor configured to extract
a plurality of feature points from the filtered authentication ECG waveform.

Embodiment 6: The apparatus of embodiment 5, wherein the feature point extractor is further configured to extract
a plurality of second Gaussian functions from the filtered authentication ECG waveform, and extract any one or any
combination of a second amplitude parameter indicating an amplitude for each of the second Gaussian functions,
a second duration parameter indicating a duration for each of the second Gaussian functions, and a second position
parameter indicating a position for each of the second Gaussian functions so that a distance between the filtered
authentication ECG waveform and a sum of the second Gaussian functions is minimized.

15



10

15

20

25

30

35

40

45

50

55

EP 2 989 967 A1

Embodiment 7: The apparatus of embodiment 6, wherein the authenticator is further configured to extract a similarity
between the filtered authentication ECG waveform and the reference ECG waveform, and determine whether the
filtered authentication ECG waveform corresponds to the reference ECG waveform based on the similarity.

Embodiment 8: The apparatus of embodiment 7, wherein the authenticator is further configured to extract the
similarity between a plurality of feature points in the filtered authentication ECG waveform and a plurality of feature
pointsinthe reference ECG waveform, and determine whether the filtered authentication ECG waveform corresponds
to the reference ECG waveform based on the similarity.

Embodiment 9: The apparatus of embodiment 8, wherein the authenticator is further configured to determine the
similarity based on any one or any combination of a distance between the first amplitude parameter and the second
amplitude parameter, a distance between the first duration parameter and the second duration parameter, and a
distance between the first position parameter and the second position parameter.

Embodiment 10: The apparatus of embodiment 9, wherein the authenticator is further configured to determine the
similarity by applying a weight to each of the distance between the first amplitude parameter and the second amplitude
parameter, the distance between the first duration parameter and the second duration parameter, and the distance
between the first position parameter and the second position parameter.

Embodiment 11: The apparatus of embodiment 7, wherein the authenticator is further configured to determine the
filtered authentication ECG waveform as corresponding to the reference ECG waveform, and authenticate the user
as being a user of the reference ECG waveform, in response to the similarity being greater than a predetermined
threshold.

Embodiment 12: The apparatus of embodiment 7, wherein the filter, the feature point extractor, and the authenticator
are further configured to operate repetitively in response to the authenticator determining that the filtered authenti-
cation ECG waveform does not correspond to the reference ECG waveform.

Embodiment 13: The apparatus of embodiment 12, wherein the authenticator is further configured to determine that
the user is not the user of the reference ECG waveform in response to a number of operations repetitively performed
by the filter, the feature point extractor, and the authenticator being greater than a predetermined threshold.

Embodiment 14: The apparatus of embodiment 12, wherein the authenticator is further configured to authenticate
the user as being the user of the reference ECG waveform in response to the similarity being greater than a
predetermined threshold and increasing as the operations are repetitively performed by the filter, the feature point
extractor, and the authenticator.

Embodiment 15: The apparatus of embodiment 5, wherein the feature point extractor is further configured to extract
as the feature points any one or any combination of a PR interval, a PR segment, a QRS complex, an ST segment,
an ST interval, a QT interval, an RR interval, an amplitude, a position, a noise power, and a predetermined statistical
value of the filtered authentication ECG waveform.

Embodiment 16: The apparatus of embodiment 1, wherein the authenticator is further configured to authenticate
the user by determining whether the useris a user of the reference ECG waveform based on a result of the comparing;
and

the filter is further configured to reset a variable of the Kalman filter in response to the authenticator determining
that the user is not the user of the reference ECG waveform.

Embodiment 17: A user registration apparatus comprising:

an electrocardiogram (ECG) waveform acquirer configured to acquire a registration ECG waveform of a user
to register the user;

an ECG waveform extractor configured to extract a representative ECG waveform from the registration ECG
waveform based on an R peak;

a model parameter extractor configured to extract a first model parameter by modeling the representative ECG
waveform;

a filter configured to filter the registration ECG waveform using a Kalman filter by applying the first model
parameter to the Kalman filter; and

16



10

15

20

25

30

35

40

45

50

55

EP 2 989 967 A1

a feature point extractor configured to extract a plurality of feature points from the filtered registration ECG
waveform.

Embodiment 18: The apparatus of embodiment 17, wherein the model parameter extractor is further configured to
extract a plurality of first Gaussian functions from the representative ECG waveform, and extract any one or any
combination of a first amplitude parameter indicating an amplitude for each of the first Gaussian functions, a first
duration parameter indicating a duration for each of the first Gaussian functions, and a first position parameter for
each of the first Gaussian functions so that a distance between the representative ECG waveform and a sum of the
first Gaussian functions is minimized.

Embodiment 19: The apparatus of embodiment 17, wherein the filter is further configured to extract a predicted
registration ECG waveform by applying the first model parameter to the registration ECG waveform based on the
first Gaussian functions using the Kalman filter, and output the filtered registration ECG waveform by combining the
registration ECG waveform and the predicted registration ECG waveform.

Embodiment 20: The apparatus of embodiment 17, wherein the feature point extractor is further configured to extract
a plurality of second Gaussian functions from the filtered registration ECG waveform, and extract any one or any
combination of a second amplitude parameter indicating an amplitude for each of the second Gaussian functions,
a second duration parameter indicating a duration for each of the second Gaussian functions, and a second position
parameter indicating a position for each of the second Gaussian functions so that a distance between the filtered
registration ECG waveform and a sum of the second Gaussian functions is minimized.

Embodiment 21: The apparatus of embodiment 17, wherein the feature point extractor is further configured to extract
as the feature points any one or any combination of a PR interval, a PR segment, a QRS complex, an ST segment,
an ST interval, a QT interval, an RR interval, an amplitude, a position, a noise power, and a predetermined statistic
value of the filtered registration ECG waveform.

Embodiment 22: A user authentication apparatus comprising:

a register configured to extract a first model parameter by modeling a representative electrocardiogram (ECG)
waveform extracted from a registration ECG waveform, filter the registration ECG waveform using a Kalman
filter by applying the first model parameter to the Kalman filter, and extract a plurality of feature points from the
filtered registration ECG waveform; and

an authenticator configured to filter an authentication ECG waveform using the Kalman filter by applying a
second model parameter included in the feature points to the Kalman filter, compare the filtered authentication
ECG waveform and the filtered registration ECG waveform, and determine whether the filtered authentication
ECG waveform corresponds to the registration ECG waveform based on a result of the comparing.

Embodiment 23: A user authentication method comprising:

acquiring an authentication electrocardiogram (ECG) waveform of a user to be authenticated;

filtering the authentication ECG waveform using a Kalman filter by applying a reference model parameter ex-
tracted from a reference ECG waveform to the Kalman filter;

comparing the filtered authentication ECG waveform and the reference ECG waveform; and

determining whether the filtered authentication ECG waveform corresponds to the reference ECG waveform
based on a result of the comparing.

Embodiment 24: A user registration method comprising:

acquiring a registration electrocardiogram (ECG) waveform of a user to be authenticated;

extracting a representative ECG waveform from the registration ECG waveform based on an R peak;
extracting a model parameter by modeling the representative ECG waveform;

filtering the registration ECG waveform using a Kalman filter by applying the model parameter to the Kalman
filter; and

extracting a plurality of feature points from the filtered registration ECG waveform.

Embodiment 25: A user authentication method comprising:
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extracting a first model parameter by modeling a representative electrocardiogram (ECG) waveform extracted
from a registration ECG waveform;

filtering the registration ECG waveform using a Kalman filter by applying the first model parameter to the Kalman
filter;

extracting a plurality of feature points from the filtered registration ECG waveform;

filtering an authentication ECG waveform using the Kalman filter by applying a second model parameterincluded
in the feature points to the Kalman filter;

comparing the filtered authentication ECG waveform and the filtered registration ECG waveform; and
determining whether the filtered authentication ECG waveform corresponds to the filtered registration ECG
waveform based on a result of the comparing.

Embodiment 26: A user authentication method comprising:

acquiring an authentication electrocardiogram (ECG) waveform of a user to be authenticated;

filtering the authentication ECG waveform using a predictive filter adjusted based on a characteristic extracted
from a reference ECG waveform of a pre-registered user;

comparing the filtered authentication ECG waveform and the reference ECG waveform; and

determining whether the user is the pre-registered user based on a result of the comparing.

Embodiment 27: The method of embodiment 26, wherein the characteristic is a parameter of a Gaussian function
modeling the reference ECG waveform.

Embodiment 28: The method of embodiment 26, further comprising:
extracting a plurality of first feature points from the filtered authentication ECG waveform; and

extracting a plurality of second feature points from the reference ECG waveform wherein the comparing com-
prises comparing the plurality of first feature points and the plurality of second feature points.

Claims

A user authentication apparatus comprising:

an electrocardiogram, ECG, waveform acquirer configured to acquire an authentication ECG waveform of a
user to be authenticated;

a filter configured to filter the authentication ECG waveform using a Kalman filter by applying a reference model
parameter extracted from a reference ECG waveform to the Kalman filter or using a predictive filter adjusted
based on a characteristic extracted from a reference ECG waveform of a pre-registered user; and

an authenticator configured to compare the filtered authentication ECG waveform and the reference ECG
waveform, and determine whether the filtered authentication ECG waveform corresponds to the reference ECG
waveform based on a result of the comparing.

The apparatus of claim 1, wherein the authentication ECG waveform comprises a plurality of ECG waveforms; and
the apparatus further comprises an ECG waveform extractor configured to align the plurality of ECG waveforms
included in the authentication ECG waveform based on an R peak.

The apparatus of claim 1 or 2, wherein the reference model parameter comprises any one or any combination of a
first amplitude parameter indicating an amplitude for each of a plurality of first Gaussian functions extracted from
the reference ECG waveform, a first duration parameter indicating a duration for each of the first Gaussian functions,
a first position parameter indicating a position for each of the first Gaussian functions, and a first angular velocity
parameter indicating an angular velocity based on a change in a phase of the reference ECG waveform,

wherein the filter is further configured to extract a predicted authentication ECG waveform by applying the reference
model parameter to the authentication ECG waveform using the Kalman filter, and output the filtered authentication
ECG waveform by combining the authentication ECG waveform and the predicted authentication ECG waveform,
further comprising a feature point extractor configured to extract a plurality of feature points from the filtered authen-
tication ECG waveform, or extract a plurality of first feature points from the filtered authentication ECG waveform;
and to extract a plurality of second feature points from the reference ECG waveform, wherein the authenticator is
further configured to perform the comparison by comparing the plurality of first feature points and the plurality of
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second feature points.

The apparatus of claim 3, wherein the feature point extractor is further configured to extract a plurality of second
Gaussian functions from the filtered authentication ECG waveform, and extract any one or any combination of a
second amplitude parameter indicating an amplitude for each of the second Gaussian functions, a second duration
parameter indicating a duration for each of the second Gaussian functions, and a second position parameter indicating
a position for each of the second Gaussian functions so that a distance between the filtered authentication ECG
waveform and a sum of the second Gaussian functions is minimized, or

wherein the feature point extractor is further configured to extract as the feature points any one or any combination
of a PR interval, a PR segment, a QRS complex, an ST segment, an ST interval, a QT interval, an RR interval, an
amplitude, a position, a noise power, and a predetermined statistical value of the filtered authentication ECG wave-
form.

The apparatus of claim 4, wherein the authenticator is further configured to extract a similarity between the filtered
authentication ECG waveform and the reference ECG waveform, and determine whether the filtered authentication
ECG waveform corresponds to the reference ECG waveform based on the similarity.

The apparatus of claim 5, wherein the authenticator is further configured to extract the similarity between a plurality
of feature points in the filtered authentication ECG waveform and a plurality of feature points in the reference ECG
waveform, and determine whether the filtered authentication ECG waveform corresponds to the reference ECG
waveform based on the similarity, or

wherein the authenticator is further configured to determine the filtered authentication ECG waveform as corre-
sponding to the reference ECG waveform, and authenticate the user as being a user of the reference ECG waveform,
in response to the similarity being greater than a predetermined threshold.

The apparatus of claim 6, wherein the authenticator is further configured to determine the similarity based on any
one or any combination of a distance between the first amplitude parameter and the second amplitude parameter,
a distance between the first duration parameter and the second duration parameter, and a distance between the
first position parameter and the second position parameter, and/or

wherein the authenticator is further configured to determine the similarity by applying a weight to each of the distance
between the first amplitude parameter and the second amplitude parameter, the distance between the first duration
parameter and the second duration parameter, and the distance between the first position parameter and the second
position parameter.

The apparatus of claim 5, wherein the filter, the feature point extractor, and the authenticator are further configured
to operate repetitively in response to the authenticator determining that the filtered authentication ECG waveform
does not correspond to the reference ECG waveform,

wherein the authenticator is further configured to determine that the user is not the user of the reference ECG
waveform in response to a number of operations repetitively performed by the filter, the feature point extractor, and
the authenticator being greater than a predetermined threshold, or

wherein the authenticator is further configured to authenticate the user as being the user of the reference ECG
waveform in response to the similarity being greater than a predetermined threshold and increasing as the operations
are repetitively performed by the filter, the feature point extractor, and the authenticator.

The apparatus of one of claims 1 to 8, wherein the authenticator is further configured to authenticate the user by
determining whether the user is a user of the reference ECG waveform based on a result of the comparing; and
the filter is further configured to reset a variable of the Kalman filter in response to the authenticator determining
that the user is not the user of the reference ECG waveform.

The apparatus of one of claims 1 to 9, wherein the characteristic is a parameter of a Gaussian function modeling
the reference ECG waveform.

A user registration method comprising:
acquiring a registration electrocardiogram, ECG, waveform of a user to be authenticated or to be registered;
extracting a representative ECG waveform from the registration ECG waveform based on an R peak;

extracting a model parameter by modeling the representative ECG waveform;
filtering the registration ECG waveform using a Kalman filter by applying the model parameter to the Kalman
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filter; and
extracting a plurality of feature points from the filtered registration ECG waveform.

The method of claim 11 or 12, wherein the step of extracting the model parameter comprises extracting a plurality
of first Gaussian functions from the representative ECG waveform, and extracting any one or any combination of a
first amplitude parameter indicating an amplitude for each of the first Gaussian functions, a first duration parameter
indicating a duration for each of the first Gaussian functions, and a first position parameter for each of the first
Gaussian functions so that a distance between the representative ECG waveform and a sum of the first Gaussian
functions is minimized.

The method of claim 11 or 12, wherein the step of filtering comprises extracting a predicted registration ECG
waveform by applying the first model parameter to the registration ECG waveform based on the first Gaussian
functions using the Kalman filter, and outputting the filtered registration ECG waveform by combining the registration
ECG waveform and the predicted registration ECG waveform.

The method of one of claims 11 to 13, wherein the step of extracting the plurality of feature points comprises extracting
a plurality of second Gaussian functions from the filtered registration ECG waveform, and extracting any one or any
combination of a second amplitude parameter indicating an amplitude for each of the second Gaussian functions,
a second duration parameter indicating a duration for each of the second Gaussian functions, and a second position
parameter indicating a position for each of the second Gaussian functions so that a distance between the filtered
registration ECG waveform and a sum of the second Gaussian functions is minimized, or

wherein the step of extracting the plurality of feature points comprises extracting as the feature points any one or
any combination of a PR interval, a PR segment, a QRS complex, an ST segment, an ST interval, a QT interval,
an RRinterval, an amplitude, a position, a noise power, and a predetermined statistic value of the filtered registration
ECG waveform.

A computer-readable medium having instructions that, when performed by a processor, cause the processor to
authenticate a user by performing the steps of:

extracting a first model parameter by modeling a representative electrocardiogram, ECG, waveform extracted
from a registration ECG waveform;

filtering the registration ECG waveform using a Kalman filter by applying the first model parameter to the Kalman
filter;

extracting a plurality of feature points from the filtered registration ECG waveform;

filtering an authentication ECG waveform using the Kalman filter by applying a second model parameterincluded
in the feature points to the Kalman filter;

comparing the filtered authentication ECG waveform and the filtered registration ECG waveform; and
determining whether the filtered authentication ECG waveform corresponds to the filtered registration ECG
waveform based on a result of the comparing.
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